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Enter your personal notes here

Cisco Webex App 

7

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKEWN-2087
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Modulation and Standards

Modulation Type Standard
Highest 

Theoretical 
Data Rate

QPSK 802.11b (Wi-Fi 1) 11 Mbps

64-QAM 802.11a (Wi-Fi 2) 54 Mbps

64-QAM 802.11g (Wi-Fi 3) 54 Mbps

64-QAM 802.11n  (Wi-Fi 4) 600 Mbps

256-QAM 802.11ac (Wi-Fi 5) 6.933 Gbps

1024-QAM
802.11ax (Wi-Fi 6)

9.6 Gbps
802.11ax (Wi-Fi 6E)*

*6 GHz only
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Wired Device – TCP Syn/Ack
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Wired Device – TCP Syn/Ack
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Poor Great

Signal Rating Use

-40 dBm Fantastic Everything

-67 dBm Very good Voice Calling

-70 dBm Good General Use

-80 dBm Terrible Nothing
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Activating  Exchanges
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How APs Hear Clients

10#sho controller d 1 client FC:F8:AE:60:98:34              

<clip>

Additional info for client FC:F8:AE:60:98:34

RSSI: -47

<clip>

Statistics for client FC:F8:AE:60:98:34              

mac                 <clip> stats_ago expiration

FC:F8:AE:60:98:34   <clip>  0.700000          0
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Check Your Clients in WLC/DNAC

AireOS
IOS-XE
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The – 72 dBm Rule
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AP 2 at – 72 to - 75 dBm

AP 2 AP 1

1 times the distance

2 times the distance
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Transition Points
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Verify on your WLC
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Source: www.wlanpros.com/spectrum
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14 x 80 MHz channels

7 x 160 MHz channels

5925
MHz

6425
MHz

U-NII-5 U-NII-7

24 x 20 MHz channels

12 x 40 MHz channels

6 x 80 MHz channels

3 x 160 MHz channels

20
 M

H
z 

G
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rd

United States
1200 MHz (FCC)

AU
500 MHz

U-NII-8
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Source: www.wlanpros.com/spectrum
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Wi-Fi 6E Advantages
Fewer devices

Extended spectrum

Reduced channel congestion

Double the number of channels

No DFS

No legacy devices

BRKEWN-2087 111
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Design Themes
Requirements, Requirements, Requirements

Coverage

Applications – VC, VoWi-Fi

Client capabilities

Site Survey!!

Don’t leave it at signal

BRKEWN-2087 113
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9162 9164 9166 9136

9105I/W 9115 9120 9130 9124

RF-ASIC RF-ASIC RF-ASIC

CleanAir®  
Pro
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Cisco Catalyst 916x  Wi-Fi 6E Access Points

CW9162 CW9164 CW9166

Common Platforms will have CW PIDs
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C91xx

MRxx

CW91xx

Wi-Fi 6 Wi-Fi 6E

Catalyst Access Point w/best of both world Features 

Catalyst (Aironet) 
Brackets

DC Power 

USB Ports 

LEDs for respective 
Persona 

Unified FRA/XOR 
architecture
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Cisco Catalyst Wireless 6E Access Points

CW9164I
• 2x2, 4x4, 4x4

CW9162I
• 2x2 + 2x2 + 2x2

Ideal for Small to Medium-sized deployments

CW9166I
• 4x4 + 4x4 + 4x4 (XOR 5/6)

C9136
• 4x4, 8x8, 4x4 (or) 4x4, 4x4+4x4, 

4x

Common 
HW

Common 
HW

Common 
HW

Full radio capability (6 GHz @ LPI) on single 30W PoE+

Mission Critical, Performance
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Catalyst 9136I Antenna Array

6 5

78

1
3

15

1

3

2

4

1
0

9 1
2

1
1

1
4

2.4/5GHz2.4/5GHz

2.4/5GHz 2.4/5GHz

BLE

6 GHz

6 GHz6 GHz6 GHz

5 GHz

5 GHz

Scanning Scanning

Antenn
a
#

Frequency 
Combination

Antenna 
Type

Polarization

1 -4 Wi-FI
2.4/5 GHz

2.4 ~2.5 GHz
5.15~5.85 
GHz

PIFA 
3/5 dBi

V-Pol

5-8 Wi-FI
5 GHz

5.15~5.85 
GHz

Alford 
Loop
5 dBi

H-Pol

9-12 Wi-FI
6 GHz

5.93~7.12 
GHz

PIFA
6 dBi

V-Pol

13-14 Scanning 2.4~2.5 GHz
5.15~7.12 
GHz

PIFA
3-6 dBi*

V-Pol

15 BLE 2.4~2.5 GHz PIFA
5 dBi

V-Pol

Only AP in the industry can do 5 GHz @ 8x8 or 2x @4x4 and 6 GHz
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5/6 GHz

5/6 GHz

2.4/5 GHz 2.4/5 GHz

2.4/5 GHz 2.4/5 GHz
Scanning

Scanning

BLE

Cisco Catalyst CW9166I Antenna Array
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CW9162(I)

CW9164(I)

CW9166(I)

MR57 C9136(I)

MR56

MR46

MR44

MR36MR36H

C9130(I &E)

C9120(I &E)

C9105

C9115(I &E)

C9105W

Wi-Fi 6 Wi-Fi 6Wi-Fi 6E

BRKEWN-2087
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Cisco outdoor AP portfolios
1572 1542 1562 9124 

• 802.11ac Wave 1

1570 Series (Wave 1)
• 802.11ac Wave 2, MU-MIMO

1540 Series (Wave 2)
• 802.11ac Wave 2, MU-MIMO

1560 Series (Wave 2)
• 802.11AX, MU-MIMO, OFDMA

9124 Series* (Wi-Fi 6)

BRKEWN-2087 123
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C9124AX External AntennaC9124AX Internal Omnidirectional & Directional 
Antenna                                  

                           
• Dual Radio Mode: 4x4 + 4x4 in both 2.4 and 5 GHz
• Tri-Radio Mode: 2x2 + 2x2 + 2x2 in 2.4 Ghz, 5Ghz(Slot 1) & 5 

Ghz(Slot 2)
• 9124 AXI, AXE, AXD models

Powered by
Cisco RF ASIC Powered by

Cisco RF ASIC

Catalyst 9124AX Outdoor Access Point 
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Supporting Cast
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Source: NBASE-T Alliance (Archive)
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Antenna Selection

Dual-Band “Wide” Patch Antenna
AP: 3802E/P, 9120AXE/P, 9130AXE 
Antenna: AIR-ANT2566P4W-R

Augmentation and 
short-distance HD 
coverage (< 
30’/10m to clients)

Beam Use Case

105/125°Az
70/60°Elev

Dual-Band “Narrow” Patch Antenna
AP: 3802E/P, 9120AXE/P, 9130AXE 
Antenna: AIR-ANT2566D4M-N

65/65°Az
65/65°Elev

Augmentation and 
short-distance HD 
coverage (15’/5m – 
30’/10m to clients)

2.4/5GHz

2.4/5GHz

Dual-Band “Narrow” 8x8 Patch Antenna
AP: 9130AXE 
Antenna: C-ANT9103

75/70°Az
70/70°Elev

Augmentation and 
short-distance HD 
coverage (15’/5m – 
30’/10m to clients)

2.4/5GHz

Dual-Band Stadium Antenna
C-ANT9104 (Antenna + Integrated AP)

Primary overhead 
coverage (i.e. seating 
areas; > 30’/10m, 
<200’/60m to clients)

70/70°2.4GHz

80/25°5GHz (Wide)

25/25°5GHz (Narrow)

New!
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<200’/60m to clients)
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80/25°5GHz (Wide)
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Cisco Catalyst C-ANT9104 – Stadium Antenna + 
Integrated AP

BRKEWN-2087
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Three generations of High-Density WiFi Stadium Antennas

BRKEWN-2087
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C-ANT9104 - Software Defined RF Propagation 

BRKEWN-2087
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• Line-of-Sight
• Angle of Incidence
• Distance to Clients
• Cell Size & Overlap

Slot 1
@ 8dBi Wide

Slot 2
@ 20deg

Slot 1
@ 20deg

Slot 2
@ 20deg

AP1

AP2

AP Placement Tips

BRKEWN-2087
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Antenna Placement: What Not To Do
• Seating Area Coverage: Challenging Areas

Avoid long shots like this

Avoid 
obstructions in 
front of your 
antennas

BRKEWN-2087
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“Wide” Patch Antenna

Stadium Antenna

BRKEWN-2087
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Creative AP/Antenna Mount Examples

BRKEWN-2087
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Creative AP/Antenna Mount Examples
• Seating Area Coverage: Challenging Areas

§ Creative options may be 
required for low seating 
rows
– Handrails
– Front walls (aimed away 

from playing surface)

§ Ensure compliance with 
minimum distances to 
bodies - >20cm

§ Stick to directional 
antennas

BRKEWN-2087
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Antenna Placement

BRKEWN-2087
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Flexible Radio Assignment
• A Better Mobile User Experience for High-Density Networks

• Automatically detects when a large number 
of devices are connected to a network 

• Adds capacity by changing the access 
points from 2.4/5GHz to Dual 5GHz

• Monitors the network for security threats 
and RF interference that may affect 
performance

• Schedule more capacity through time of 
day templates

• For detailed info on FRA (and other 
advanced RRM topics) – see Jim 
Florwick’s Cisco Live session BRKEWN-
3010: 
https://www.ciscolive.com/c/dam/r/ciscol
ive/us/docs/2019/pdf/BRKEWN-3010.pdf 

Supported on Cisco Aironet 2800/3800/4800/91XX Series Access Points

BRKEWN-2087

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2019/pdf/BRKEWN-3010.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2019/pdf/BRKEWN-3010.pdf


RF Profiles, TPC, 
DCA
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High Density WLAN Features & Configurations

BRKEWN-2087
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Cisco Catalyst 9800 Config Model

BRKEWN-2087

WLAN 
Profile 

Policy 
Profile

Policy Tag

Access Points
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Cisco Catalyst 9800 Config Model

BRKEWN-2087

WLAN 
Profile 

Policy 
Profile

Policy Tag

Access Points

RF 
Profile 
2.4 GHz

RF 
Profile 
5 GHz

RF Tag
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Cisco Catalyst 9800 Config Model

BRKEWN-2087

WLAN 
Profile 

Policy 
Profile

Policy Tag

Access Points

RF 
Profile 
2.4 GHz

RF 
Profile 
5 GHz

RF Tag

AP Join 
Profile

Flex 
Profile

SiteTag
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RF Profiles for High Density Optimisation

BRKEWN-2087
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Balancing Transmit Power with RF Profiles

BRKEWN-2087
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Selecting Channel Width with RF Profiles

BRKEWN-2087
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C9800 Site Tag Design in High Density

Hospital Network

...

...

...

...

...

...

Catalyst 
9800-40
SSO pair

...

Area 1
Site tag

Area 2
Site tag

Area 5
Site tag

Campus

Refer to the C9800 Best Practices guide for the latest guidance

BRKEWN-2087

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC BRKEWN-2087 155

Site Tags – Design considerations

Enterprise network

WNCd(1)

WNCd 
Ops data

WNCd(2)

WNCd 
Ops data

...

...

IOSd Config DB
DB

Manager Ops DB

WNCd(n)

WNCd 
Ops data

...

...

...

...

...

...

Catalyst 9800

Bldg. 1
Site tag

Bldg. 2
Site tag

Bldg. N
Site tag

...

Platform # of WNCD instances

EWC (on AP or C9k switch) 1

C9800-L 1

C9800-CL (small) 1

C9800-CL (medium) 3

C9800-40 5

C9800-CL (large) 7

C9800-80 8

The following command shows the # of WNCDs processes:
      9800#sh processes platform | inc wncd
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Always refer to the C9800 Best Practices guide for the latest guidance

BRKEWN-2087

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
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show wireless stats ap loadbalance summary
- Shows summary of APs assigned to each WNCd

show wireless loadbalance tag affinity wncd <wncd-number>
- Shows which site tags are assigned to each WNCd

BRKEWN-2087



The (Not So) 
Secret High 
Density Weapon: 
RX-SOP
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Receive Sensitivity Threshold (RX-SOP)

BRKEWN-2087
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Receive Sensitivity Threshold (RX-SOP)

-99dBm
PR

O
C

ES
SE

D
FR

A
M

ES
IG

N
O
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D

FR
A

M
ES

-81dBm

-82dBm
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Tuning RX-SOP Thresholds: GUI

8.7+

BRKEWN-2087



RX-SOP Case 
Study
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RX-SOP  Test Summary

BRKEWN-2087

• Large open multi-level area
• “Quick Win”
• Channel Utilisation improvement focus
• Test a small area across both bands
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Area 1 - 2.4 GHz 

Pre-Change Post-Change

• 2.4 GHz (-85 dBm) 
• Up to 13.59% 

Improvement
• Positive Impact to 

surrounding APs (5%)
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Access Point

Area1 - 5 GHz

Pre-Change Post-Change

• 5 GHz (-80 dBm)
• Peak of 12.34% 

Improvement
• Positive Impact to 

surrounding APs 
(1.75%)
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All APs - Average Reduction in CU % 
per change - 2.4 GHz • 2.4 GHz (-79 dBm)

• Almost 30% 
Improvement on 
average

• Diminishing returns
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All APs - Average Reduction in CU % 
per change - 5 GHz • 5 GHz (-76 dBm)

• Almost 7% 
improvement on 
average

• Too aggressive!
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• RX-SOP is from the AP perspective only
• Clients have no filters
• Too aggressive a value leads to a negative result

Lessons

BRKEWN-2087



HD Case Study
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Common High Density Optimisation Mistakes
q AP-to-AP transmit power imbalance (causes 

“Magnet” / overloaded AP’s)

q 2.4 GHz to 5 GHz transmit power imbalance 
(draws dual-band clients to 2.4 GHz)

q Transmit power too low to overcome noise floor

q Channel Utilization too high - high latency 

q Minimum mandatory PHY rate improperly tuned 
(too high or too low)

q Too many SSIDs enabled (not using AP Groups to 
control where SSID’s are enabled)

BRKEWN-2087
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Case Study – Poor HD Optimisation

http://www.adriangranados.com/apps/wifi-explorer 

BRKEWN-2087
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Case Study – Poor HD Optimisation

http://www.adriangranados.com/apps/wifi-explorer 
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Common High Density Optimisation Mistakes
q AP-to-AP transmit power imbalance (causes 

“Magnet” / overloaded AP’s)

q 2.4 GHz to 5 GHz transmit power imbalance 
(draws dual-band clients to 2.4GHz)

q Transmit power too low to overcome noise floor

q Channel Utilization too high

q Minimum mandatory PHY rate improperly tuned 
(too high or too low)

q Too many SSID’s enabled (not using AP Groups 
to control where SSID’s are enabled)

q Unusable channels (especially 5GHz) 

TPC

TPC

TPC

PHY Rate tuning

Policy Tags

Env. Cleanup / RXSOP

DCA
HAPPY MATT!

BRKEWN-2087



Troubleshooting



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC BRKEWN-2087 177

Favorite Tools

Wi-Fi Hawk WCAE WLAN Poller

Cisco Wireless Troubleshooting & Analysis Tools (Free)

Intuitibits Tools (Mac)
WiFi Explorer AirTool WinFi

Packet Capture & Analysis Tools
Metageek Tonic Wireshark Analyzing Wireless Packet Captures

Site Survey Tools
Ekahau Pro & Sidekick Cisco DNA Center Assurance

NetOps, AIOps, DevOps Tools

WiFi Signal

Tethabyte WinFi (Windows)

(Article)

Hamina Network Planner

https://developer.cisco.com/docs/wireless-troubleshooting-tools/
https://www.intuitibits.com/
https://www.tethabyte.com/
https://www.metageek.com/tonic/
https://www.wireshark.org/
https://documentation.meraki.com/General_Administration/Tools_and_Troubleshooting/Analyzing_Wireless_Packet_Captures
https://www.ekahau.com/products/ekahau-connect/pro/
https://www.ekahau.com/products/ekahau-connect/sidekick/
https://www.cisco.com/c/en_ca/solutions/enterprise-networks/dna-analytics-assurance.html
https://www.hamina.com/product
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Packet Captures
§ OmniPeek/Wireshark
– For packet captures of the WLAN, 

including beacons and other 
management traffic

– Helpful for troubleshooting of 
problems at the source

§ AirTool
§ Free app for Mac – simplifies packet 

capture process
§ https://www.adriangranados.com/ap

ps/airtool

https://www.adriangranados.com/apps/airtool
https://www.adriangranados.com/apps/airtool
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Ekahau Sidekick

https://www.ekahau.com/products/sidekick/overview/ 

https://www.ekahau.com/products/sidekick/overview/
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https://www.tethabyte.com/ 

https://www.tethabyte.com/
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Metageek Tonic

https://www.metageek.com/tonic/ 

https://www.metageek.com/tonic/
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Spectrum Analysis
Cisco DNA Center Intelligent Capture

§ Layer 1
§ Provides a view of 

real energy on a 
channel

§ Identify interferers 
of all types

§ Critical part of the 
“big picture”
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

187BRKEWN-2087
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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