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Session Abstract

In this session you will get see various capabilities of Catalyst Center Assurance

from a Wireless Use-cases perspective. It will cover all the necessary steps to collect and
correlate your wireless network and convert the hurricane of data in your network into
meaningful information

This session focuses on

* Wireless Network SLA Management using Health Dashboards
* Wireless Client Troubleshooting

Wireless Anomaly detection, Root cause and Trend Analysis

* Network Device remediation
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- Introducing Catalyst Center Assurance
- Key Use Cases for

Troubleshooting Wireless Networks

- Health of the Wireless Network

- Health of the Wireless Clients

- Wireless Network Issues

- Reactive Troubleshooting of Wireless
Client Onboarding Issues

- Proactive Troubleshooting of Wireless
Client Onboarding Issues

- Proactive ldentification of APs with Poor
Client Experience

- RF Optimization for Different kinds of
deployment
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Introducing Catalyst
Center Assurance

cisco W/



Network Assurance is a Complex, End-to-End

Problem

RF Noise/Interf.

There are 100+

points of failure
between user
and app

cisco M/

WLC Capacity

@ Affects Join/Roam
@ Affects Quality/Throughput
() Affects Both*

Authentication

WAN QoS, Routing, ...

Addressing

‘ What is the problem?

‘ Where is the problem?

W&
N

‘ How can | fix the problem fast?

* Both = Join/roam and quality/throughput

HCiscolLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center Assurance Architecture

Customer Datacenter Cloud Based
ML Engine)
[Catalyst Center ] , )
Catalyst <
Cente_r Catalyst Center Data Cisco Al
Automation Assurance N
Analytics
Network Network Data Platform Cloud
Control
. Platform | * t o \ ]

. 000000 e
: !] oo
._ A r——=0 ‘ WAN ;
— N - -1
@ - “’""‘gi’:“" @ Network Control Points
= Office Sit BtaASAS Network Services DC : .
N 0000 => Metrics, Events, Config, ...
Customer

/ Network
CIscoO L‘V&, #CiscolLiveAPJC
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Streaming Telemetry provides right data at the right

time with the right context

SNMP / Legacy data
pull methods

Pull based data import

CPU Overhead with data crawlers
Data intensive without optimizations
No real time notifications

Min Polling has too many black holes

cisco W/

1]

HCiscoLiveAPJC

Intent-based

Wireless Infrastructure

A—
-

‘Streaming Telemetry

Push based data export

Low CPU overhead

Optimized for data export(KPI, Events)
Notifications sent seconds after change

Reduced delay in management date

BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



*Available with 16.10.1s

Purpose-Built for Catalyst Center Assurance _ and Catalyst Center 1.2.8 or later
Wireless Streaming Telemetry Architecture

Catalyst Center

NI

. |

+— %
AP WSAIWT

AP1/2/3/4800K ME, WLC3504/5520/8540 Catalyst 9800 Series

%
SRPCProtobut

gRPC/Protobuf

Active Sensor AP1800S

« HTTP 2.0/gRPC based » Supported from AireOS 8.5 » KPI Parity with AireOS « HTTPS for Automation and

reporting
* PnP-based Provisioning

» Fully Managed by Catalyst
Center

« Anomaly Event, RF Stat, » Real-Time client event * Immediate Event Update
PCAP, Spectrum « Different types of Client « Embedded Wireless in
» Scheduled and Automated Onboard Events Cat9300

Cisco W./ HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Streaming Telemetry is automatically enabled once WLC is
added to Catalyst Center inventory and assigned to a site

« Catalyst Center pushes automated scripts to enable telemetry
1. Prerequisite - Enable Netconf-yang from Cat9800 CLI (only for 9800 WLC)
2. Install Catalyst Center Certificate for https setup with Catalyst Center
3. Configure and Enable streaming telemetry

SEmdalat
“sealizzzizzzasssaaif

1 ¥ Download
NA Cert

3

Streaming Telemetry
data

Automation script
(NETCONF for 9800)
Script to enable WSA

2
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Wireless Assurance provide feature Parity between
AireOS and [OS-XE based Controller

-
| (l Catalyst Center
I
~ Design, Provision, Automate
@ # M - Health, Issue, Sensor
ﬁcy Automation A-ssgce ¢ lnte”igent Capture
L Apple iIOS Wi-Fi Analytics

AireOS 8.5 or 8.8+ Catalyst 16.10.1 or later
Use JWT - JSON Web Token Use TDL - Binary encoded, model-based JSON

Cisco W./ HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



PUtUng a” th'S data Business Apps
INto context...

Finance

User

SrcIP:1.1.1.2 Dest Port:3600

Forwarding Client density
Problem here.. Problem here..

Bengaluru DC

Netflow AVC ISE/Radius [ Topology CMX, DNA Device Sensor
Spaces
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Network Time Travel

Client Health Score n .

Proactive

©

&
Issues & Trends =
Performance _

- 24 hours - 3 hours Now + 3 hours +24 hours

N Unique Temporal Graph Technology | Full contextual state stored for 30 days to
—2_ captures network state information allow time travel and recreate problem in data

CBIG Billions of context aware search graph ><\ Lowers Mean Time To Resolution and >

baTa  entries created every 24 hours —— Improves end user experience

cisco W./ HCiscolLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Machine Reasoning Engine Architecture

Knowledge Packs

Semantic

Assurance Ul

Anonymized
Telemetry
Catalyst Center Appliance I
v
) | m—
inll - —~ & EBEE
Office Site Network Services DC
Network infrastructure
cisco W ./ #CiscoLiveAPJC

Dashboard

A

=lal ©

Compilers Bt
P Practices
=
|ﬁlﬁi PSIRT
\_/
Defect

Knowledge
| base

|

Signatures

Workflow
Editor

G

Cisco DNA Cloud

[ 4
vy K
Ly L
Community Partners

Subject Matter Experts

BRKEWN-1267
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Cisco Al Network Analytics

Anomalies and Insights

Assurance Ul

Prediction Pipelines

Orchestrator Trained Models
Public Broker Feature Constructors
Anonymized
ETL Pipelines *f -
Training Data
Data 9

ll Multi-Customer

Collectors Database

Catalyst Center Appliance *

Protocols & APIs (SNMP, JSON, NetFlow, pxGrid, CLI, ...)

Time Series Models

Graphical Models

Deep Learning

NLP/NLG

Batch Pipelines

Cisco Al Cloud

« Wireless Analytics Today

Office Site Network Services DC

Network infrastructure

llll « Opt-In Cloud Analytics

« Long Term Analytics

Cisco W./ HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Al Network Analytics - Solution Overview

AlOps Cloud

gstomer A

Cognitive & Predictive Analytics with Machine Learning

Collect Network Data in the cloud, Pipeline of Al
(Machine Learning) Algorithms to address uses cases
EEE Anon Cognitive analytics & Predictive analytics sis, long term
e ‘ analysis models, optional close loop control
(e.g. network to end device)

Anonymous  [FFEEEE

—u i
= N EEE
"N HEE
EE EEE

Customer D

g

Customer B

Peer, Network

ML driven Baselines Al/ML Based Issue Network Trends and

Comparison/Heatmaps

Compare to Peer Networks.
Compare between buildings,
AP’s and endpoint types

Detection Insights
Onboarding experience (time, Time evolving long term trends
failures, DHCP, AAA) for radios and buildings

View Baselines for Wireless
client Onboarding KPIs

HCiscolLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Catalyst Center Assurance - Tool-kits

@& @

Streaming Intelligent Capture Intel/iOS/Samsung  Client/AP 360
Telemetry Auto PCAPs Analytics

© ©®

ML Baselining Comparison Trends and Insights Al-RRM
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Key Use Cases for
Troubleshooting Wireless
NEWel €&
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Use Case 1: Health of the
Wireless Network

cisco W/



How is my Wireless Network Doing?

Overall Network Health

= dud» DNA Center Assurance |/ Dashboards / Health ¥ Q o ® O | Q godmode v
Overall Network Client Network Services v Applications SD-Access Al Analytics v N .
s Overall and site-
Q Global : @© 24 Hours Sep 30, 2023 5:00 PM - Oct 1, 2023 5:05 PM &

specific health of
my wireless
Network Devices Wired Clients network deVICeS

LATEST 4 O % Healthy () TOTAL: 25 LATEST = =% Healthy () CONNECTED: 0
No Devices 11 No Devices 2/2 11 6/21 R/
[ T m o . % Is the health over
I‘ I I ’I a period improving
v L L L o Wireless Clients ;
= = = = or going down?
Router Core Distribution Access Wireless Access LATEST 1 O O % heaithy (O ACTIVE: 53
Controller Point
B0% 118 At BO% 7ot TeTTeTeeTeene e lllllllililliliiliiioiiiiiiiioiiiies
5:30p 4:30p 5:30p 5:30p
View Network Health View Client Health

cisco L‘V&-/ HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Which WLC or AP is reducing the health of my

network?

Network Device Health

Access Points (21)

Summary

° 1 device with low key performance indicators

CPU Utilization

@ 19 devices CPU utilization <= 90 %

Memory Utilization

@ 19 devices memory utilization <= 90 %

Radio Utilization

11 devices Fair

KEY PERFORMANCE INDICATOR

X

24 Hours: Sep 30, 2023 5:03 PM - Oct 1, 2023 5:03 PM Global

’

21 Devices

J

@ Critical (1) @ Fair (12) @ Good (6) No Health Data (2)

LATEST TREND

Oct 1, 2023 4:58 PM - 5:03 PM

Device Name Manageability Model OS Version IP Address ~ Overall Health - Issue Type Count Location
= Assurance_9130_3 @ Managed C9130AXI-B 17.12.1.5 10.14.70.210 6 0 San Jose/Building 18/Floor3
= SJC14-F1-9164-5 @ Managed CWw9164I1-B 17.12.1.5 10.14.70.211 7 0 San Jose/Building 14/Floor1
= SJC14-F1-9136-2 @ Managed C9136I1-B 17.12.1.5 10.14.70.59 7 0 San Jose/Building 14/Floor1
= SJC14-F1-9164-1 @ Managed CWw9164I1-B 17.12.1.5 10.14.70.60 7 0 San Jose/Building 14/Floor1
= SJC14-F1-9164-3 @ Managed CWw9164I1-B 17.12.1.5 10.14.70.62 7 0 San Jose/Building 14/Floor1
= AP3C57.31C5.9CC4 @ Managed C9124AXE-B 17.12.1.5 10.14.70.63 6 2 San Jose/Building 18/Floor1
Lae!
cisco (4 #CiscoLiveAPJC BRKEWN-1267

s Summary of the
KPIs contributing
to the health score

+»» List of APs for the
corresponding
health scores

«»» Similar list of WLC,
if you have
multiple WLCs

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Why is my WLC or AP health score so low?

Device 360

AP AP045F.B9C4.0480

© 24 Hours ~

o | % Device 360 view

shows exactly
which KPlI is

contributing to

poor health score

«» Go back in time till
30 days to see
historical data

5:39 5:39
133 p p
£
s 5 >
I
G
2
g0 ®
w T T T T T T T T .
1 10/1 2 4 = 12 2 4
6p 8p op o/ a 2 & 8a 9:45 am - 9:50 am ° . ’
Oct 1, 2023 9:45 AM System Resources Events
Device Health: 1 Memory Utilization 10 46%
o o See Full List (0 Events)
Device Health is the minimum CPU Utilization 10 10%
of all KPI Health Score Gio
* - The KPI is not included for
Health Score Data Plane
Link Errors 10 0%
Radio 0 Radio 1
(2.4GHz) (5GH2)
Noise 7 -61dBm -85 dBr
Air Quality 7 35 % 99 %
Channel Utilization 4 87% 80%
Interference 1 87% 80%
Traffic Utilization *  -- 0% 0%
(A4 #CiscoLiveAPJC
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Can | modity the health score KPI thresholds as per
my network?

Health Score Settings

Device Health Application Health

Health Score

The health score can be customized based on device type. The network device's health score is the lowest score of all included KPIs. To disable a KPI from impacting the overall device health, you can exclude it from the health score
calculation.

Note: Health score setting is not applicable for Third Party Devices.

Router Core, Distribution & Access Wireless Controller Access Point Wireless Client Wired Client )
— %° resno or the

: v KPIs are
KPI Name KPI Health Score Included for Health Score Current Setting Last Modified "
configurable and
Air Quality 2.4 GHz POOR GOOD

© Yes Default --
AP health indicated by Air Quality of 2.4 GHz band. < 60% >= 60% C a n e

Air Quality 5 GHz POOR GOOD iﬂClUded/eXCthed

© Yes Default --
AP health indicated by Air Quality of 5 GHz band. < 75% >=75% f h | h
Air Quality 6 GHz POOR GOOD @ Y Default 1
es efau --
AP health indicated by Air Quality of 6 GHz band. < 75% >= 75% C a | C u | atl O n
CPU Utilization POOR GOOD
© Yes Default --
Device health indicated by CPU Utilization. > 90% <= 90%
Interference 2.4 GHz POOR 00D
AP health indicated by Radio frequency Interference in ® No Custom Sep 19, 2021 12:10 PM
2.4 GH > 50% <= 50%
. z band.
Interference 5 GHz POOR 500D
AP health indicated by Radio frequency Interference in 5 @ Yes Default -
> 20% <= 20%

GHz band.

cisco / ¢ &_/

HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Use Case 2: Health of the
Wireless Clients
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How are my Wireless Clients Doing?

Overall Client Health

= lulv DNA Center Assurance / Dashboards / Health ¥ Q o @ O |

,Cl godmode Vv

Overall Network Client Network Services v Applications SD-Access Al Analytics v

. % Overall and site-
Q Global : © 24 Hours ~ Y/ Filter (0) v

Sep 30, 2023 6:45 PM - Oct 1, 2023 6:45 PM &

specific health of
N J | my wireless clients
| | | | la

o
S
8p 100 1071 2a 4a 6a 8a 102 12p 20 Oct 1, 2023 6:40 PM - 6:45 PM ®©

® WIRELESS 98% Healthy ’:’ FI |te r Wlth SS | D

Total (Active) 52

® WIRED =% Healthy d b d
Total (Connected) 0 a n a n S

)

Healthy Percent

LATEST TREND

Wireless Clients Wired Clients S |eW e a | S O n
0
. . *
9 8% ® ToTAL: 52 -——%® TOTAL: 0
Healthy Active: 52 Inactive: 0 New: 0 (D Healthy Connected: 0 No Data: 0 (D New: 0 (D

wireless clients
with poor

22 SR connectivity and

reason and also

wow gl 0N client 360

Fair Connectivity 2 % =

CIscoO W_/ #CiscoLiveAPJC
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How are

Overall Client Health

my Wireless Clients Doing?

Client Onboarding Times

LATEST TREND

100% clients with onboarding times < 10 s

Total Clients

Time (Seconds)

{221 >=10s Threshold

Connectivity RSSI

LATEST TREND

98% clients with RSSI > -72 dBm

I 1 60 1 1
I I I I
I 1 I i
I I 2 I I
1 ] c 40 1 1
I 1 2 I |
I I (&} | 1
I I © I I
I 1 S 20 | 1
I I L I I
I 1 1 I
| I I I
| 1 0 L | | - 1 - 1
o @ 0 <S © ’
" o N
RSS! (dBm)

{21 <=-72 dBm Threshold

View Details

View Details

LATEST

Total Clients

Connectivity SNR

TREND

98% clients with SNR > 10 dB

60
40
20
0 1 - .
/b\Q ,5) N ,\b
7 O ~ <0
@0 Q’: \()
SNR (dB)

{221 <10 dB Threshold

s Executive
summary of
different wireless
client KPlIs

¢ Filter with SSID
and bands

View Details

Client Roaming Times
LATEST TREND

100% clients with roaming times < 3000 ms

Total Clients

0 - - -

<=300 301 to 501 to 1001 to
500 1000 3000
Time (ms)

{221 Over Threshold

Client Count per SSID

/f'

52 Clients

LATEST TREND

>3000 fail

® TME_live_.. @ live-lega..

View Details

® @TME_live...

View Details

cisco Lz{/&/

HCiscoLiveAPJC

BRKEWN-1267

+ Latest data and
the trend over a
period of 24 hours
can be viewed
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Use Case 3: Wireless Network
Issues

cisco W/



How do | get visiblility into issues impacting my

Wireless Network?

Issue Dashboard to help analyze high priority issues and top sites having issues

dsee  DNA Center

Assurance / Dashboards / Issues and Events

* Q o ® 0o |

Q godmode v

Issues v Events Event Analytics - Preview
Q Global : @© 24 Hours Sep 30, 2023 8:00 PM - Oct 1, 2023 8:00 PM &
8:00p 8:00p
-
P2 I — I —_—
P3 I — — — — — — — — — I — — — — — — — — — — — — —
3
T T T T T
8p 10p 101 2a 4a 6a 8a 10a 12p 2p 4p 6p 8p @
Most Impacted Areas by Issue Priority: Global
#b San Jose
5P2 | 75 Open
“ Y P2: 5 P3: 70 P4a: 0 Al-Driven: 0
Total Open: 75 1) Export
Q Y
Priority ~ Issue Type ~ Device Role Category Issue Count v Site Count (Area) Device Count Last Occurred Time ¥
P2 Sensors - DHCP Failures SENSOR Sensor test 5 1 Oct 1, 2023 5:00 PM
P3 Sensors - Radius Authentication Fail SENSOR Sensor test 16 1 Oct 1, 2023 7:30 PM
P3 Sensors - IPSLA Test Fail SENSOR Sensor test 14 1 Oct 1, 2023 7:30 PM
P3 Radio High Utilization (5 GHz) ACCESS POINT Utilization 1 1 1 Oct 1, 2023 7:15 PM
P3 Poor RF (5 GHz) on a floor ACCESS POINT Availability 16 1 6 Oct 1, 2023 7:00 PM
&. #CiscoLiveAPJC BRKEWN-1267

s What are the Top
Sites and issues
that need
attention?

s When did the
issue happen?

+ Different channels
like email,
pagerduty, rest
APIl, webex,
syslog can be
used to get
notifications on
these issues
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How do | get visiblility into issues impacting m
Wireless Network™?

Troubleshooting High Radio Utilization issue

(P3)Radio I

1 Open Issug

Q

0 Selected

O Issue
O Thes

1 Record(s)

Radio High Utilization (5 GH

P3 The 5 GH

Status: Open v

Description The 5 G

utilizati
Time Oct 1, 3
Location Global/

Problem Details

Impact Details

Troubleshooting I

Suggested Actions

CIscO

Radio High Utilization (5 GHz)

P3 The 5 GHz

E |

Status: Open v

Description The 5 GHZ

utilization.
Time Oct 1, 207
Location Global/Sa

Problem Details
Impact Details
Troubleshooting

Suggested Actions

.&/

Problem Details
Impact Details
Troubleshooting

Suggested Actions

Radio High Utilization (5 GHz) / Issue Instance

P3 The 5 GHz radio 1 on AP "SJC14-F1-9136-1" is experiencing high utilization.

Status: Open v &)} Issue Profile: sanjoseprofile 3= Edit Issue Settings

Description The 5 GHz radio " 1" on the AP "SJC14-F1-9136-1" has exceeded the 70% threshold and is currently experiencing 82% IMPACT SUMMARY
utilization.
Time Oct 1, 2023 9:15 PM o Client(s)
Affected
Location Global/San Jose/Building 14/Floor1

Problem betails Suggested Actions (5)

Impact Details

Troubleshooting

. 1 Consider adding more APs with 5 GHz radios to this location.
Suggested Actions
2 Check the neighbor APs on the same channel. High traffic on their clients will cause higher interference.
> 3 Check for the presence of rogue APs and rogue clients on these APs channels.

Use the show 802.11a cleanair device ap SJC14-F1-9136-1 command to check the CleanAir Interference Severity Index (ISI) on

Preview All

>
‘
this AP, and the RSSI from other APs.
5 Consider enabling Optimized Roaming on the WLC using - https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3
/config-guide/b_wI_17_3_cg/m_smart_roam.html|
#CiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33




Can | create custom issues?

= dul DNA Center

Assurance / Dashboards / Issues and Events

% Q & ® O | Q godmode v

Issues v Events Event Analytics - Previe

Events (8223) (O

Category Type m Endpoints Ro

.~ @ LINEPROTO:UPDOWN Norice

Event Type Syslog

Message Text 2743165: 2743158: *Oct 2 06:21:32.786: Line protocol on Interface GigabitEthernet1/0/25, changed state to up

X

Create an Issue 3]

Device Name +* B18-live-C9200.wireless-tme.com
Device IP 10.14.70.3
@ Multiple selection for device family filter is no|
Location Global/San Jose/Building 18/Floor1 Create Issue
Mnemonic UPDOWN
Facility LINEPROTO
Q
Connected Device Events (O Oct 2, 2023 11:29 AM - 11:46 AM
0 Selected
¥ Wired Endpoints = AP
O Event Name Status
(@) LINK:UP [ J
([ ]
Syslog Event
= ([ J
O LINEPROTO:UPDOWN .
O LINK:DOWN .
O LINK:UP [ J
O LINK:UPDOWN .
» C User Defined | from Syslog’
s Create User Defined Issues 1ro ySIOg' S

ciIsco Lz/&/

s Define the Severity for occurrence of the issue

HCiscoLiveAPJC

BRKEWN-1267

2.3.5.x

by Create an Issue

Create an user defined issue based of syslog details.

Issue Name*

Create an Issue Name

Description*

Add description here

Syslog Detail ©®

Severity*
5 - Notice v

Facility*
LINEPROTO

Mnemonic*

UPDOWN

Cancel

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Case 4: Reactive
Troubleshooting of Wireless
Client Onboarding Issues

cisco Lz/&/



lient 360 view

Client / Client 360

obiwan.kenobi

(@ 24 Hours Intelligent Capture

Webex 360 MSTeams 360

1102:28p 12:2% MB
£, 3
£
. A A A A AA A A A A A A A A A A A_Ar_A A A A 5
Client Evts L] LI | L i o L] L] L] L] L] @

Zonﬁg Evts T T T T T T T T T T T
2:42 am - 2:47 am
")ﬁ An An ﬁ 1!’“ w7 acs 4 ﬁ & 102 120

Traffic Usage @

Oct 2, 2023 2:42 AM - 2:47 AM Onboarding Connectivity Connection Details Major Events
. . Status ® Passed RSSI ® -62dBm IPv4 Address 10.14.70.87 Reported Errors 2:42:19 AM
Client Health: 10 S
Association 0.001's SNR ® 28dB Status Active Client Disconnect 2:42:19 AM
*Only metrics with color code Authentication 18.48 s Data Rate 129 Mbps SsID @TME_live_secure Intra Roaming 2:42:16 AM
contribute to the Health Score AP: SJC14-F1-9164-2
« _ The KPI is not included for Health Score DHCP 0.131s Tx 378.67 kB MAC Address 00:91:9E:F1:3F:AB Onboarding - Incomplete 24215 AM
Rx 350.86 kB AP SJC14-F1-9164-2 Onboarding -- Incomplete 2:42:15 AM
Retries 0% Channel 37 (20 MHz)
See Full List (1 Failure, 6 Successes)
Traffic Usage 729.52 kB Band 6 GHz
Tx Drops 0% Radio 2
Protocol Wi-Fi 6E
S
ummary oct 1, 2023 12:28 PM - Oct 2, 2023 12:28 PM
f———

e Onboarded successfully 4 times on 3 different APs

e Roamed successfully 9 times on 4 different APs

CISCO &_/ #CiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Client 360 view

View Details

View Details

View Details

AVG LATENCY

Client / Client 360 / / /
Onboarding Roaming Connectivity
RF QUALITY TRAFFIC (D
Incomplete (6) @ Successful (9)
@ Successful (4)
9 100% 0% 100% 99.65%
10 SNR Retries Voice Best Effort
Attempts(s) AVG LATENCY AVG LATENCY
Attempt(s)
100% 99% 100% 98.28%
RSSI Data Rate Video Background

AVG LATENCY

> Issues (0)

¥ Onboarding  oct2, 2023 11:43 Am

© DHCP @ AAA

(]
° ) e =| e A
Jennie-Laptop @TME_...cure SJC14...166-2 LIVE-...e.com
2 Clients 53 Clients
Cisco &. #CiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



lient 360 view

v Event Viewer

Go to Global Event Viewer 1y Export ] Full Screen
Q Ssearch Table Authenticating Oct 2, 2023 1:36:55 PM
Event Time Details . .
Detailed Information
Oct 2, 2023 Status:
® Success
> @ Authenticating (1) 1:36:55.910 PM AP:SJC14-F1-9166-2 | WLAN:@TME_live_secure Details:
> @ Authenticating (1) 1:06:53.568 PM AP:SJC14-F1-9166-2 | WLAN:@TME_live_secure AUTH Server 101010535
WLC Name LIVE-C9800-40-SSO.wireless-tme.com
> @ Authenticating (1) 12:36:51.454 PM AP:SJC14-F1-9166-2 | WLAN:@TME_live_secure Frequency(GHz) 6.0
L Mac Address 00:91:9E:F1:3F:AB
> @ Authenticating (1) 12:06:49.325 PM AP:SJC14-F1-9166-2 | WLAN:@TME_live_secure
WLAN @TME_live_secure
112 records Show Records: 100 Vv 1-100 <@ 2 > AP Mac 10:F9:20:FD:65:A0
AD Namn cINM1A-E1.0166.2

v Tools

& Client Data Collection ©® /

§App|ication Experience asotoct2, 2023 200pm < Refresh
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Client 360 view

v Detail Information oct2, 2023 2:00 pm

D . . .
Y Detail Information oct 2, 2023 2:00 pm
D
v
. Device Info Connectivity RF { Intel Connectivity Analytics }
T
9.
J Roam Events (O  View All Roam Events
7
1 Oct 2, 2023 9:38 AM Oct 2, 2023 8:18 AM Oct 2, 2023 7:09 AM Oct 2, 2023 6:30 AM
75
B [ |
X 3. Reason Code: Intel Proprietary Selected AP: SUC14-F1-9166-2 BSSID: 10:F9:20:FD:65:A7 RSSI: -46 dBm
! SJC14-F1-9166-2
10:F9:20:FD:65:A7
g e SJC14-F1-9164-1
10:F9:20:FE:9D:47
4 D = SJC14-F1-9136-3
1 2 68:7D:B4:62:35:78
@ SJC14-F1-9164-2
(EQ 10:F9:20:FE:AC:C7
2 SJC14-F1-9164-3
Qo —
A = “='| 6C:8D:77:2E:04:27
:
i s
8
1
Reported Errors ® Temporary Disconnection Reports ® Low RSSI Reports ®
View All Reported Errors View All Temporary Disconnection Reports
> Oct 2, 2023 11:06 AM Oct 2, 2023 11:06 AM
5 A Point No data available
ceess Foints Access Point: SJC14-F1-9164-1
BSSID: 10:F9:20:FE:9D:47

CISCO &_/ #CiscolLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Intelligent Capture
Why?

Reproducing

« Difficulty replicating issues after occurrence

High Overhead - Often requires manual in-person packet
captures

Lack of Live _ o
» Most solutions offer only trend monitoring

Cisco W./ HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Intelligent Capture
Client and AP Use Cases

Passive & On-demand
Packet Capture

Anomaly Capture

On-Demand
| Spectrum Analysis

Over the Air Capture(OTA)

cisco W ./ HCiscolLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Intelligent Capture Topology

Packet Capture, Statistics and Location

Catalyst Center DNA Spaces WLC

Location Data

Client Events Client Data
DNA Automation
Automation TLV

Intelligent Capture Data Path

Direct gRPC Connection through TCP Port
32626

Cisco DNA Spaces is recommended for Location Services; however, CMX can also be used.
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Enable Client

Intelligent Capture Client 360 Capture

= i DNA Center

e

Network Time

Intelligent Capture: Grace.Sm Travel L Download X

9:10a 10:10a
(O 1 hour v pore | — - I o
Nov 2 9:15a 9:20a 9:25a 9:30a 9:35a 9:40a 9:45a 9:50a 9:55a 10:00a 10:05a 10:10a
Onboarding Events @ LIVE
® KeyExchange X

Auto Packet Analyzg

Nov 2, 2023 9:44:02 AM
Al (D Export PCAP
Download Packets
Event Time Duration \

Nov 2, 2023 Show: IPv4 and IPv6 v J, Download Packets
v @ Broadcast Rekey rox»  (3) 9:44:02 AM <1ms 802.11 Open Auth A v v
Association A v
@ Client Deauthenticated 9:44:02 AM 802 1’;’:?; v A v A A v A v A v A v v v

Packet

Data
- @ KeyExchange rcar 9:44:02 AM 802.11k/11v
Fa I Ied { Associated AP Analyzer

O n boa rd i n g @ Broadcast Rekey 9:44:02 AM 100,000,000

Show Records: 25 2 records
Events /
1
0.1 I | | I ‘ I | | I I

1-3
Packets

A
[
v
(wap) 1SSy

o
o

-47.0

Interpacket Gap (ps)

-47.5

PACKET A From Client V From AP M Interpacket Gap — R$SI (dBm)

ASSOCIATED AP ® AP4800-8DCE l

Lot Sosion (] eteted Sl RSSI Chart per Packet Interpacket Gap

cisco W./ HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Intelligent Capture Client 360 (OTA Sniffer

Client / Client 360
grace.iphone-4

@ 24 Hours v

Intelligent Capture I Webex 360 H MSTeams 360 ]
5:55p _ 5:55,
10 — - Po0 k8,
@
. ¢
§s 2
E- A €
=
, M A b ; 2
Client Evts mud= = ®WmE=_ pE= = B= B E= ki mm L L = u--- W
Config Evts T T T T T T T
6p ap wou 1010 2a 42 6a 8a 10a 12p Zp 4p

Traffic Usage @

’] /1 o(DCLIENT DETAILS

Device: iPhone 11 0S:i0S 16.7 MAC: [3\ 42:0F:CA:48:33:D5 IPv4: 10.4.160.26 IPv6: fe80::1469:5025:b440:c4db Trust Score: - ®

Capability: Wi-Fi 6 Last seen: Oct 10, 2023 5:52:00 PM Connected Network Device: NY-AP3-Fir1 SSID: 00Vegas View All Details

L3 Virtual Network: --

Oct 9, 2023 5:55 PM - Oct 10, 2023 5:55 PM &

L2 Virtual Network: -- VLAN ID: 160 Status: Disconnected

s Can select up to 2 Access Points

* Map view makes it easy to get neighbor AP details

cisco W/

Select AP Radio

Parameters

HCiscoLiveAPJC BRKEWN-1267

Global/San Francisco/Building02 SF-Floor2 v © / X

°
&

NY-AP4-FIr1

S—
|
b=cai

NY-AP4-FIr1 X
———

Radios: 0 (2.4 GHz),
1(5 GHz), 2 (5 GHz)

IP Address:
10.4.84.22

Floor: SF-Floor2

RSSI: --
Run OTA Capture

Select OTA Sniffer Band, Radio, Channel Width & Channel

NY-AP4-Fir1

MAC Address: 2C:57:41:86:AE:EOQ

AP NY-AP4-FIr1 supports capturing packets at the radio level.

Select Band
5 & v

Select Radio

1 (Client Count: 2) ~

Select Channel Width
20 v

Select Channel
32 N~

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Intelligent Capture AP 360

Network
Time Travel

. i X
Intelligent Capture: NY-AP3-FIr1_~Giobal / san francisco / Buildingo1 / SF-Fioor1
Device Model: C9130AXI-B IP Ad s:10.4.82.21 Software Version: 17.11.0.155 Mode: Local Uptime: 43 days 2 hr 18 min ConnectedAo WLC: SS-9800-LC-1.pseudoco.com
RF Statistics I Spectrum Analysis
1:19p 2:19p
®1 hour v Health < | > @
Oct9 1:25p 1:30p 1:35p 1:40p 1:45p 1:50p 1:55p 2:00p 2:05p 2:10p 2:15p 2:20p
Tx Power and Noise Floor Multicast/Broadcast Counter
16.0 -90 2,000
15.5 z 1,500 I
£ -100 & ‘
i o i
~ L < [l
o 15.0 S 3 1,000 ‘
2 3 S |
o ~ |
[-% (=N ‘
X -110 57 |
F 14 2 500 fil
[
140 T T T T T T _120 0 T T T T T T
1:20p 1:30p 1:40p 1:50p 2:00p 2:10p 1:20p 1:30p 1:40p 1:50p 2:00p 2:10p
® Tx Power ® Noise Floor ® 00Vegas 00Live

s Complete AP RF Stats which can filtered on radio and SSID basis

s Spectrum Analysis provides users with insight into the spectrum activities around their AP

Cisco W ./ HCiscoLiveAPJC BRKEWN-1267
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Intelligent Capture AP 360 (OTA Sniffer

Network / Device 360

AP NY-AP4-FIr1

© 24 Hours v Intelligent Capture Q
1100:063 10:06a

£

p ot

9

§0

i

T T T T T T T T T T
12p 2p 4p 6p 8p 10p 10/10 2a 4a 6a 8a 10a

Oct 9, 2023 10:06 AM - Oct 10, 2023 10:06 AM &
6 o
10 DEVICE DETAILS

Connected To WLC: $S-9800-LC-1.pseudoco.com  Model: C9130AXI-B  Software: 17.11.0.155  Management IP: 10.4.84.22  Location: Global / San Francisco / Building02 / SF-Floor2 ~ Mode: Local ~ Uptime: 129 days, 23 hours, 12 minutes ~ Capability: Wi-Fi 6

Operational Status: Up ©  Power Save Mode Capability: Supported  View All Details

| Download Run OTA Capture

s Steps are exactly the same as from Client 360

s Can select up to 2 Access Points

Select AP Radio

s Map view makes it easy to get neighbor AP details
Parameters

cisco W/

HCiscoLiveAPJC BRKEWN-1267

Global/San Francisco/Buildingd2 SF-Floor2 v © / X

NY-AP4-FIr1 X
———

Radios: 0 (2.4 GHz),
1(5 GHz), 2 (5 GHz)
10.4.84.22

Floor: SF-Floor2

RSSI: --

l ‘

Select OTA Sniffer Band, Radio, Channel Width & Channel

Run OTA Capture

NY-AP4-Fir1

MAC Address: 2C:57:41:86:AE:EOQ

AP NY-AP4-FIr1 supports capturing packets at the radio level.

Select Band
5 & v

Select Radio

1 (Client Count: 2) ~

Select Channel Width
20 v

Select Channel
32 N~

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Intel Analytics Overview

v Detail Information oct 10, 2023 6:51 P
Device Info Connectivity RF ” Intel Connectivity Analytics U Se C a S es
Roam Events (D View All Roam Events
Oct 10, 2023 5:18 PM Oct 10, 2023 4:55 PM Oct 10, 2023 12:09 PM Oct 10, 2023 11:34 AM
Reason Code: Intel Proprietary  Selected AP: SJC14-F1-9166-2  BSSID: 10:F9:20:FD:65:A7 RSSI: -48 dBm

SJC14-F1-9166-2
10:F9:20:FD:65:A7

SJC14-F1-9164-1
10:F9:20:FE:9D:47
SJC14-F1-9166-1
10:F9:20:FD:68:87

SJC14-F1-9136-3
68:7D:B4:62:35:78
SJC14-F1-9166-2
10:F9:20:FD:65:AF

Key Benefits:

Station Information

Reported Errors © Temporary Disconnection Reports (O Low RSSI Reports
View Al Reported Errors View All Temporary Disconnection Reports
HW Model AX210 160MHz
> Oct 10, 2023 5:52 PM Oct 10, 2023 5:52 PM
5 Access Points No data available
Access Point: SIC14-F1-9164-2
BSSID: 10:F9:20:FE:AC:CT SW Version 22.200.02.01

> Oct 10, 2023 5:18 PM

5 Access Points

Oct 10, 2023 5:18 PM

Access Point: SJC14-F1-9164-2 AC/DC VoItage AC

BSSID: 10:F9:20:FE:AC:C7

> Oct 10, 2023 4:55 PM
5 Access Points Oct 10, 2023 4:55 PM System Manufacturer Intel

Access Point: SJC14-F1-9166-2

> Oct 10, 2023 12:09 PM BSSID: 10:F9:20:FD:65:A7

5 Access Points

System Model Latitude 5520

Oct 10, 2023 12:09 PM

Access Point: SIC14-F1-9164-2
> Oct 10, 2023 11:34 AM BSSID: 10:F9:20:FE:AC:C7

5 Access Points

Oct 10, 2023 11:34 AM

Access Point: SJC14-F1-9164-2
BSSID: 10:F9:20:FE:AC:C7

cisco / &_/
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Supported Software and Hardware Matrix
Cisco and Inter Chipset Devices

Intel Chipset

All Wave 2 and Catalyst 11ax APs AC8561, AC9560, AX200, AX201, AX210, AX1650, AX1675

Cisco I0S XE WLC Cisco AireOS WLC Intel Driver Software
Software Software

17.6.1 N/A 22.50.1

Cisco Access Point Hardware

Cisco I0S XE WLC Hardware

Embedded Wireless Controller on the AP and Switch
C9800-CL
C9800-L
C9800-40
C9800-80

Cisco L‘V&. HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Apple I0S Analytics

Detailed Client device

profile information - Stent 1 cent 360
d eVice m Od el y OS d eta i IS Device Info Connectivity RF i0S Analytics

Neighbor APs (1) N Export Client Disassociation Details (34) N Export
Q_ Search Table Y Q_ Search Table Y
BSSID ~ AP Name Channel RSSI (dBm) Location Time ~ Disassociation Reason Disassociated AP Session Durat
/ 2C:57:41:89:F6:EE NY-AP3-FIr1 116 -57 Global/San Francisco/Buildi Oct 11, 2023 6:01 AM WiFi temporarily disabled on Client NY-AP3-FIr1
Oct 11, 2023 5:17 AM WiFi temporarily disabled on Client NY-AP3-FiIr1

Oct 11, 2023 5:14 AM 802.1x failure NY-AP3-FIr1
NDert 11 2022 A-18 AM 202 1v failura NV-AD?2-FIr1
1 Record(s) Show Records: 10 Vv < o > 34 Record(s) Show Records: 10 Vv < o 2 3 4 >
o _—

Insights into the clients

view of the Neighboring : e
............................................... 2C:57:41:89:F6:EE

Access Points with RSSI

information

Provide clarity into the
reliability of connectivity -

client disassociation
details
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I0OS Device Support for Cisco Apple Analytics

Device Type

Device Hardware

iPhone iPad
iPhone 7 iPad (9.7-inch) 6 Gen or later
Internal Name: iPhone9,1 and iPhone9,3 Internal Name: iPad7,5and iPad7,6
iPhone 7 Plus iPad (9.7-inch) 5t Gen
Internal Name: iPhone9,2 and iPhone9,4 Internal Name: iPad6,11 and iPad6,12

iPad Pro (12.9-inch, 2"d gen)

Or Newer Internal Name: iPad7,1and iPad7,2
iPad Pro (10.5-inch)
Internal Name: iPad7,3 and iPad7,4
Apple iIOS Software 11.0 and higher 11.0 and higher
Cisco AireOS Software 8.5+ 8.5+
Cisco I0S XE Software 16.12.3+ 16.12.3+

ciIsco W/

15t Gen, iPad Pro 2015/2016 model ( iPad6,3/6,4/6,7/6.8)is not supported
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(2o
MS Teams Integration

. . N . Meeting Name MS Teams Score (1) Network APM Score (1) Duration Start Time ~ End Time Status Meeting Type Participants (#)
Application Experience for MS Teams: 10.10.10.105 )
O cisco lightt2 participated in a peer-to-peer call o (] 00:05 h May 16, 2022 9:10 AM May 16, 2022 9:15AM  ~ b 2
Ended Peer
) : ; Peer T
Meetings (73) © cisco lightt2 participated in a peer-to-peer call © S 00:05 h May 16, 2022 9:03 AM May 16, 2022 9:08 AM ;‘ded P::: 9 2
Q SHEE D n cicen linhtt?2 narticinated in a near-ta-naar call (/] a nn:nNs h Mav 1A 2022 R-4Q AM Mav 18 2022 R:R4 AM L4 Peer To 2
From May 15,2022 [ ] to May 16,2022 [ ] 73 Records Show Records: 10 1-20 i )
Meeting Name MS Teams score () CISCO LIGHTT2 PARTICIPATED IN A PEER-TO-PEER CALL
(];) Audio Quality [ Video Quality & Share Quality
O cisco lightt2 participated in a peer-to-peer call o
L . ) /10 ©® /10 ® ASR1K_Site2.cisco.com , ISR4K_Site3.cisco.com @
O cisco lightt2 participated in a peer-to-peer call
MS Teams Score Network APM Score Exporters

73 Records

Packet Loss

MS Teams Telemetry Network APM Telemetry

- 3.9%
% Displays the meeting for R B
client with MS Teams " |
Iter
and Network APM score
oo o reenen
- Oms
Transmitting Receiving

< View quality details from |
MS Teams and Network
side by side

@ Transmitting ~ ® Receiving @ Threshold:1 ms
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Webex Teams Integration

o ) o PARTICIPANT DETAILS
Application Experience for Webex: Grace.Smith-iPad
Q» Audio Quality (X Video Quality Q Share Quality

Meetings Using This Device in the Past 24 Hours (3)
Application ‘

Q Network eb78
I T T T T T 1 1
Fi Nov 8, 2023 t Nov 9, 2023
rem B w © 8:35a 8:40a 8:45a 8:50a 8:55a 9a 9:05a 9:10a 9:15a 9:20a 9:25a 9:30a
Transmitting & Receiving
Meeting Name Application (1)
Grace Smith's Personal Room - Nov 9, 2023 8:35 °
O am 1000
o Grace Smith's Personal Room - Nov 9, 2023 7:40 Py Application S0 i
AM Latency (ms)
0 T T T T T T T T T 1
8:35a 8:40a 8:45a 8:50a 8:55a 9a 9:05a 9:10a 9:15a 9:20a 9:25a 9:30a

3 Record(s)

threshold: 400ms

1000
. . . Network 00 ol
¢ Displays the meeting for it x | . x x , x | x |
8:35a 8:40a 8:45a 8:50a 8:55a 9a 9:05a 9:10a 9:15a 9:20a 9:25a 9:30a

client with Webex Teams threshold: 400ms
and Network APM score

Application
Packet Loss (%)

< View quality details from DS A U A T A

8:35a 8:40a 8:45a 8:50a 8:55a 9a 9:05a 9:10a 9:15a 9:20a 9:25a 9:30a

Webex Teams Control

Hub and Network side by
side
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Use Case 5: Proactive
Troubleshooting of Wireless
Client Onboarding Issues

cisco Lz/&/



Site Analytics

Onboarding Attempts

Track the Worst performing Sites > Buildings > Floors >
APs

Y  Onboarding Duration

Provides Analytics based on different Onboarding KPIs Connection Speed

Roaming Attempts

Provides detailed analytics for each KPI
Roaming Duration

Coverage

Summary and Insights

Impact Analysis

] *This feature requires Al Analytics to be enabled
CISCO W/ 54
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Site Analytics - Client

ealth Dashboard

Overall Network Client Network Services v Applications SD-Access Al Analytics v
Wireless Clients Wired Clients
1 OO% ® ToTAL: 5 (D O% ® TOTAL: 1
Healthy Active: 5 Inactive: 0 = New: 0 (D Healthy Connected: 1 No Data: 0 (D New: 0 (D
5 1
Active 5 Onboarded Good Connectivity 100 % Connected 1 Not Onboarded
Clients Clients

View Details

DHCP 100 %

View Details

Site Analytics ©
Onboarding Attempts ®

56-

1. New York (3%)

2. San Francisco (76%)

Onboarding Duration ®

97.

1. San Francisco (97%)

2. New York (100%)

Connection Speed ®

No data to display

Data For: Sep 23, 2023 11:00

Roaming Attempts ©®

93-

1. San Francisco (91%)

2. New York (100%)

M - Sep 30, 2023 10:30 AM ©

Roaming Duration ®

100

1. San Francisco (100%)

2. New York (100%)

Coverage ®

100

1. San Francisco (100%)

2. New York (100%)

View Site Analytics I

% Overview of how
the sites are doing

s Which are my worst
performing sites?

s Which site do we
need to investigate
proactively?

View Site Analytics I

ciIsco Lz/&/

HCiscoLiveAPJC

BRKEWN-1267

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Site Analytics Dashboard - Area

Overall Network Client Network Services

Q) Global (O 7 Days 3] Settings

Applications

SD-Access

Al Analytics v

Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM &

&

KPI Value (%) ©

100 95 920

11:00a

85

2 Records 1-2 < @ >

@ Onboarding Attempts ® @ Onboarding Duration ® @) Connection Speed ® (© Roaming Attempts ® (© Roaming Duration ® = Coverage ®
) ) o) o) )
56 /o New York (3%) 97 /o San - 93 /o San 1 00 /o San 1 00 /o San
Francisco (97%) Francisco (91%) Francisco (100%) Francisco (100%)
Sites (2) + Hierarchical Site View 80 =
Onboarding Attempts 4 Onboarding Duration Connection Speed Roaming Attempts Roaming Duration Coverage

s Each KPI can be
tracked till floor
level to
understand which
building/floor is
contributing to
poor performance

%+ Granular view into
the exact time

ool T T T T T T T T T T T A\ T o N .
- v when the issue
: A was seen
Honnunal | .
= I T OSSR S nnallsn wmx Ml Mol & i s D kil ks " I |
9/24 9/25 9/26 9/27 9/28 9/29 9/30
cisco L‘V&-/ HCiscoLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Site Analytics Dashboard - Building

Overall Network Client Network Services v Applications SD-Access Al Analytics v
() Global/New York (O 7 Days 2] Settings Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM & &
@ Onboarding Attempts ® @ Onboarding Duration ® () Connection Speed ® © Roaming Attempts ® (© Roaming Duration ® = Coverage ®
[+) [+) [+) o) o)
3 /o Building01 (0%) 1 00 /0 Building02 (100%) - 1 00 /0 Building01 (100%) 1 00 /o Building01 (100%) 1 00 /o Building01 (100%)
Sites (2) + Hierarchical Site View E i —
Onboarding Attempts 4 Onboarding Duration Connection Speed Roaming Attempts Roaming Duration Coverage
2 Records 1-2 < o >
KPI Value (%) ©
100 95 920 85 No
Data
11:00a 10:30a
100 -
e
5w
I
0
2
P
a
£
e
Z 1
s
E I I II I I
0
9/24 9/25 9/26 9/27 9/28 9/29 9/30

ciIsco Lz/&/

HCiscoLiveAPJC BRKEWN-1267

s Each KPI can be
tracked till floor
level to
understand which
building/floor is
contributing to
poor performance

s Granular view into
the exact time
when the issue
was seen

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Site Analytics Dashboard - Floor

Overall Network Client

() Global/New York/Building01

Network Services Applications SD-Access Al Analytics v

© 7 Days 2] Settings

@ Onboarding Attempts ©

0%  NY-Fioort (0%)

@ Onboarding Duration ® () Connection Speed ®

Sites (1)

11:00a

Onboarding Attempts 4 Onboarding Duration Connection Speed

KPI Value (%) ©

10095 90 85 No
Data

(© Roaming Attempts © ® Roaming Duration ©®
) )
100%  nv- 100%  nv-
Floor1 (100%) Floor1 (100%)
Roaming Attempts Roaming Duration Coverage
1 Records 1-1 < o >

Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM & &

s Each KPI can be
1007 s o tracked till floor
level to
understand which
building/floor is
contributing to
poor performance

+ Hierarchical Site View v E g0

s Granular view into
the exact time
when the issue
was seen

9/24

100
S
B3
z 50
.

0
2
m
a
£
2
z 1
®
°
:
0

9/25 9/26

9/27 9/28 9/29

9/30

ciIsco Lz/&/
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Site Analytics Dashboard - Summary and Insights

Current data selected: KPI - Onboarding Attempts Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM
v .Summany_
IMPACT! Onboarding Attempts Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM O Buildingd1 ~  Bands »  SSID v
1 2
Sites g 3
g 2 z
: 8
DISTRIB! e ! 0 o2l I Impact Analysis Current data selected ~ KPI - Onboarding Attempts ~~ DHCP  Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM
0
@i (D coloeisk Current data selected:  KPI - Onb} Access Points at San Francisco/Building01(1) View Building: San Francisco/Building01 »  View Floor: SF-Floor1 v
Current data selecte
Q A\ AP Floor Map (Last 5 Minutes)
v Summar v Summary
v Summ
IMPACTED H IMPACTED ENTITIES Device Name ~ Success Percentage () Failure Percentage (D c
IMPACTE
Tn 1n Tn 1n 1
NY-AP3-Flr1 XA (44/61 20% (12/61 2 [.
Tn 1 Sites  Build Sites  Buildings  FI r A (44/61) 6 (12/61) &
View Sites B
DISTRIBUTIQ) DISTRIBUTIONS
DISTRIBU

&
~ (%)
NY-AP3-Firl
'l " e
' At Attempts 1 Record(s) Show Records: 10 Vv < @ >

dBm

View Det View Details

OO0O

s Summary and Insights about the exact reason for failure

¢ Drill down from Site to AP level to understand which AP is seeing the worst behavior

cisco W./ HCiscolLiveAPJC BRKEWN-1267 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Site Analytics - Settings

= v DNA Center Assurance / Settings / Site Analytics Settings ¥ Q @ @ O | Q admin v

Site Analytics Settings ReenoLn
The site analytics can be customized for each critical client performance KPI Value (%) Edit
metric. Changes here are reflected in the Site Analytics metrics.
2] Go to Site Analytics Dashboard I R
100 85

Q v
KPI Name « KPI Threshold Last Modified
Connection Speed GOOD POOR )
The over-the-air Wi-Fi data rate of a wireless client > 11 Mbps <= 11 Mbps
Coverage GOOD POOR )
The RSS! of the data traffic of a wireless client > -72 dBm <= -72 dBm
Onboarding Duration GOOD POOR B
The initial onboarding time for a wireless client, including association, authentication, and obtaining an IP address <10s >=10s
Roaming Duration GOOD POOR N
The roaming time for a wireless client from one AP to another AP in the site <3s >=3s
4 Record(s) Show Records: 10 vV < o >

s All the KPIs are customizable based on the expected values for a customer network
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Baselines

Onboarding Time

Track different KPIs for wireless clients in buildings

N  Onboarding Failures

Dynamic Baselining of KPIs threshold using ML DHCP Time

Authentication Time

|dentify Building crossing the Dynamic threshold

SN Association Failures

Insights and Root Cause Analysis

Al-Driven Issue Generation
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Baselines Dashboard

Jual - DNA Center

Network Overview

SUMMARY Al DRIVEN ISSUES
Buildings WLCs Onboarding Issues
2 Impacted

Q Global  (0) 24 hours Vv

KPI: Onboarding Time v

Assurance / Al Network Analytics / Baselines

(D How do you find this section ? f4 ©

KPI Selection

EQEE

SOUTH
AMERICA/ARGENTI
NA

«» Each bubble is a
building

¢+ Size of bubble
indicates number

of clients

+» Red bubble
indicates an Al

. . .o . e Issue in that
0e® o 0® o .. o2 ®, o0 * ° > ® © Se o Je e o 009 ° ° H H
Q0 @09 5@ * @ building

‘ . ‘ . ¢ Click on a building
Onboarding Time ——— to VieW the
BUILDINGS ENDPOINTS detailed baselines
L sy (] for that building
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Baseline for Onboarding KPIs for a Building

e DNA Center

Assurance / Al Network Analytics / Baselines

Network Overview / Building View

KPI (5/5) v SSID (1/1) v WLC (1/1) ™

Filter for KPI, SSID, WLC

() San Jose/SJCO1

10/12 10/13
10/06 10/07 10/08 10/09 10/10 10/11 10/12 10/13

KPI: Onboarding Time X KPI: Onboarding Failures x KPI: DHCP Time X KPI: Authentication Time x KPI: Association Failures x SSID: Corporate WLC: 10.41.54.185 Oct 12, 2023 12:00AM - Oct 12, 2023 11:59PM

Onboarding Time ®
® Avg Onboarding Duration (s) ® Predicted Value @ Issue

SSID:Corporate
WLC:10.41.54.185
2.5s
View Details
2s —— e T .

Oct 12 3:00a 6:00a 9:00a 12:00p 3:00p 6:00p 9:00p Oct 13

Onboarding Failures ®
® % Failed Onboarding Sessions @ Predicted Value ® Issue

SSID:Corporate
WLC:10.41.54.185 20%

0 0/: \/W—\//\/\_J/\_m\,\/w/_\

View Details

Oct 12 3:00a 6:00a 9:00a 12:00p 3:00p 6:00p 9:00p Oct 13

DHCP Time ©
® Avg DHCP Duration (s) @ Predicted Value @ Issue

SSID:Corporate 2s
WLC:10.41.54.185
1.5s
View Details W <

Oct 12 3:00a 6:00a 9:00a 12:00p 3:00p 6:00p 9:00p Oct 13

HCiscoLiveAPJC BRKEWN-1267

s Green depicts the

dynamic threshold
predicted by ML

*» Blue depicts the
Realtime data

% The Realtime data for
Onboarding Time is
greater than the
baseline indicating an
issue

«» DHCP Time is also
seen to be more than
the baseline
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Baseline Detail for Onboarding Time

FIr-SJC1-1 E BE e

X
Impacted APs: 239 Impacted Clients: 85
MOST IMPACTED FLOORS BY AP MOST IMPACTED DEVICE TYPES
FIr-SJC1-1 (19/239) Devices (32/85)
— ) - - -
e (10129 JR—— % View Details to give
— N
FIr-SJC5-1 (16/239) Apple iPads (33/85)
—

-

more insights into
Onboarding Time

-HI

—
v Expand
APs (23) ° . . .
s View Onboarding Time
Q Search Table Y b F | d E d .
AP Name # Onboardings # Failed Onboardings % Failed Onboardings Avg. Onboarding Time # of Clients Frequency Band Floor y p
SJC01_9136_12 150 83 55.33% 0.04s 1 2.4 GHz Types
SJC01_9136_1 146 52 35.62% 0.04s 5 2.4 GHz
% Im Analysi
SJCO1_9136_13 144 70 48.61% 0.04s 1 2.4 GHz A X4 paCt na yS|S
LAB-APOOF2.8B27.B788 143 58 40.56% 0.04s 2 2.4 GHz
SCJ01_9136_4 143 93 65.03% 0.04s 0 2.4 GHz ) AP L H
** ISt
SCJ01_9136_2 142 100 70.42% 0.04s 0 2.4 GHz
23 Record(s) Show Records: v 1-6 < o 2 3 4 >
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Al-Driven Issues

Most Impacted Areas by Issue Priority: Global

db San Jose # San Francisco

0P1 | 12 Open 2P1 | 3 Open
Al P1: 0 P2: 5 P3: 0 P4: 0 ’:‘ DynamIC
Total Open: 5 P baseline/threshold

Q v
s Suppress Global
Priority =~ Issue Type ~ Device Role Category Issue Count v Site Count (Area) Device Count Last Occurred Time ~
P2 Excessive failures to connect - High deviation from baseline WIRELESS Onboarding 1 1 1 Apr 10, 2023 2:20 PM ISS u es to red u Ce
P2 Excessive time to connect - High deviation from baseline WIRELESS Onboarding 1 1 1 Apr 10, 2023 2:18 PM n O I Se
P2 Excessive time to get an IP Address - High deviation from baseline WIRELESS Onboarding 1 1 1 Apr 10, 2023 2:16 PM
% Onboardin
P2 Drop in radio throughput for Cloud Applications ACCESS POINT Application 1 1 1 Apr 10, 2023 2:06 PM * )

P2 Drop in total radio throughput ACCESS POINT Application 1 1 1 Apr 10, 2023 2:04 PM Th ro u g h p ut |SS U eS
5 Record(s) Show Records: 10 VvV < o > fo r WI re | eSS
Clients
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Al-Driven Issues - Drill Down

(P2)Excessive failures to connect - High deviation from baseline X

Area
1 Open Issues
1 Buildings, 1 Floo]
0 Selected
O Issue
O Excessive failures to connect - At least 11% increase in failures o

Oct 14, 2023 12:30 PM - Oct 15, 2023 12:30 PM | Global

CiscoAl | (1)

This issue is triggered based on a deviation from a predicted baseline for your specific environment. Learn More

The network is experiencing a high percentage of onboarding failures
compared to usual. Clients are experiencing multiple onboarding
failures while connecting to SSID c9800AP11AC.

IMPACTED SUMMARY FOR THIS NETWORK

Time: October 14, 2023 10:30 PM - 6:30 AM

Location: Global/North America/USA/California/San Jose/SJC 1 Impacted Sites 8 Impacted Clients

Issue Summary

% Impact Summary
+»* Problem Details

Baseline Summary
of specific issue

SJC1-1

@ Is this issue helpful? ¢4 ©

@ Is this issue helpful? /5 ©

Problem Details

Root Cause Analysis
network. The occurrence of higher than normal failure fractions is highlighted in red.
S

uggested Actions

High Percentage of Onboarding Failures: A large percentage of clients are failing to join the network. This is higher than the normal failure
fractions for the network. The green baseline shows the normal bounds of client connection failure fractions given the current state of the

Zoom Reset

© Add KPI

40%

20%

-

Onboarding Sessions

% Failed

0%

6:00p 9:00p Oct 15 3:00a

® % Failed Onboarding Sessions @ Predicted Value ® Issue

/6JO)

6:00a 9:00a 12:00p

CIscO

.&/

HCiscoLiveAPJC BRKEWN-1267
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Al-Driven Issues - Impact

Problem
Impact
Root Cause Analysis

Suggested Actions

Impacted Clients

Impacted Clients

Top 10 Impacted APs

Impacted clients by floor O

.Global/North America/USA/Ca

Client Count

Impacted Clients Top 10 Impacted APs

Y Filter

% Failed Onboarding

94.21%

94.07%

81.15%

# of Failed Onboarding ~

228

99

# of Clients

31

21

37

Name

SJC01_9136_12

SJC01_9136_14

SJC01_9136_11

Band

5 GHz

5 GHz

5 GHz

Slot

Location

Global/North
America/USA
/California/San
Jose/SJCO1
[FIr-SJC1-1

Global/North
America/USA
/California/San
Jose/SJCO1
/FIr-SJC1-1

Global/North
America/USA
/California/San
Jose/SJCO1
/FIr-SJC1-1

Y Filter =QF
Mac Address / DUID ~ Username Connected Time RSSI SNR Device Type H
6C:19:C0:BD:87:C7 Gordon.Thomson-iPad Oct 14, 2023 6:12:49 PM -73.0 12.0 Apple-iPad
6C:19:C0:BD:87:C9 Grace.Smith-iPad Oct 14, 2023 7:25:00 PM -22.0 8.0 Apple-iPad
A8:B5:27:36:70:09 g:%ce'smith_ea'axy' Oct 14, 2023 8:26:04 PM -44.0 39.0 Samsung Galaxy S10
A8:BE:27:36:70:11 Grace.Smith-iPhone Oct 14, 2023 8:44:31 PM -50.0 39.0 iPhone 7
A8:BE:27:36:70:12 DR.Dogood-iPhone Oct 14, 2023 9:44:47 PM -50.0 39.0 iPhone 7
B8:27:EB:0C:57:C8 John-PC Oct 14, 2023 7:29:58 PM -56.0 38.0 Linux-Workstation
B8:27:EB:72:11:FA Shaggy-PC Oct 14, 2023 7:04:10 PM -68.0 16.0 Linux-Workstation
ve/
cisco (4 #CiscoLiveAPJC BRKEWN-1267

Details on Impacted clients
by floor with redirect link to
client 360

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67




Al-Driven Issues - Root Cause Analysis

Impact
Root Cause Analysis

Suggested Actions

Network Causes Failed Distribution Failed Percentage Failed Count

AAA failures: AAA-related errors observed, please verify the specific authentication failure reasons on the AAA server logs.

Add KPI
°

® % Failed Onboarding Sessions ® Predicted Value @ Issue

40%

20%

Onboarding Sessions

% Failed

0% (&10)}

6:00p 9:00p Oct 15 3:00a 6:00a 9:00a 12:00p

Probable network causes

® i AAA Auth Fail ® Similar Event @ Issue

# AAA
Auth Fail
o

5
—\
0 /\/\ /\/’\/\v’—\ oo @

6:00p 9:00p Oct 15 3:00a 6:00a 9:00a 12:00p

® # DHCP Timeout ® Similar Event @ |ssue

10
5
0 NS~ - N\ O

6:00p 9:00p Oct 15 3:00a 6:00a 9:00a 12:00p

# DHCP Timeout

ciIsco Lz{/&/

HCiscoLiveAPJC BRKEWN-1267

*» Probable network

Caused for the issue
like AAA Auth Fail

s Correlation of KPIs
during the time of
iIssue to get insights

+» Ability to add various
KPls
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Al-Driven Issues - Root Cause Analysis

Problem
Spact Network Causes Failed DistributionI Failed Percentage Failed Count
Root Cause Analysis

Suggested Actions X
Failure Type Breakout

Radios with high percentage of failed onboarding where most clients attempted to onboard
e ) O@ O o
Percentage 10% 20% 30% 40% 50% 60% 70% 80% 90%
Onboarding attempts Fail Stage Fail Reason Detail

*» Radios with high
percentage of failed
Cpssoc | onboarding

)081....4.3CE2 - 5GHz § 19

< View of The Fail Stage,

maJ -mmJ Fail Reason and Detall

)1_9136_10 - 2.4GHz |1

)1_9136_11 - 2.4GHz I 2

AUTH AAA AUTH FAIL

AP4800 - 5GHz § 4 FAIL PEM TIMEOUT

)1_9136_13 - 2.4GHz |1

CIscoO W,/ #CiscoLiveAPJC
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Al-Driven Issues - Root Cause Analysis

Impact
Root Cause Analysis

Suggested Actions

Network Causes Failed Distribution Failed Percentage Network Causes Failed Distribution Failed Percentage Failed Count
Radios with high failed onboarding percentage Radios with high onboarding failure count
Radi i i i i ¢ Oct 15, 2023 2:00.
with high per ge of falled onboarding where mo ¢ Radios with high ber of failed onboardings where most clients attempted to onboard
$40..36.13 244 Racios OBD ooo o o ®
P t 10% 20% 30%
ereentage SJC..36_10  2.4Q50ardings 40 60 80 100 120 140 160 180 200 220
AP4800 2.4
Zoom Reset
Y 100% SJC..36_11 2.4 ® % failed onboarding sessions Similar Event ® Issue
& ” 100% |
2 SJC...136_9 2.4 c
3 2
°  s0% APO...3CE2 5 8 Oct 14, 2023 11:00PM-11:30PM
oL
28 LAB...B788 2.4 2 50%
5 = o 85 $JC.36.11 2.4GHz 2
*®0 sJc..136_1 5 TS
: : : : : =5 $JC..36_10 2.4GHz s W —
5:00p  6:00p  7:00p  8:00p  9:00p SJC..36_14 2.4 S
5:00p 6:00p 7:00p 8:00p 9:00p 10:00p 11:00p SJC...136_1 5GHz 10 :00a 5:00a 6:00a 7:00a 8:00a
SJC...136_9 2.4GHz 10
® # Failed Onboarding @ Similar Event ® Issue
. 6 SJC..36_13 2.4GHz 9
2 o
2
8% 4 o 10 AP0...3CE2  5GHz 9
58 £
ag 2 - LAB...B788 2.4GHz 9
Zs s
o £ AP4800 2.4GHz 8 B )
5:00p 6:00p 7:00p 8:00p 9:00p 10:00p 11:00p Ocf SJC..36_12 5GHz 6
o ...36_
5:00p 6:00p 7:00p 8:00p 9:00p 10:00p 11:00p SJC...36_14 2.4GHz 5 :00a 5:00a 6:00a 7:00a 8:00a
2 4s Onboarding Duration (s) Similar Event ® Issue
E@ 2 15s
£c B
oS S
z3 S
§-30)
Q2 c 5
5:00p 6:00p 7:00p 8:00p 9:00p 10:00p 11:00p Ocy g % S
25
Lgal

5:00p 6:00p 7:00p 8:00p 9:00p

10:00p 11:00p Oct15 1:00a 2:00a 3:00a 4:00a 5:00a 6:00a 7:00a 8:00a

% Shows Radios with highest failed Onboarding % and failed client count

cisco M/

HCiscoLiveAPJC
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Al-Driven Issues - Suggested Actions

Issues v Events E Cisco Al @ This issue is triggered based on a deviation from a predicted baseline for your specific environment. Learn More

X
IMPACTED SUMMARY FOR THIS NETWORK @ Is this issue helpful? y5 T

The network is experiencing a high percentage of onboarding failures
compared to usual. Clients are experiencing multiple onboarding
Most Impacted Areas by I  fajjures while connecting to SSID c9800AP11AC.

db San Jose Time: October 14, 2023 10:30 PM - 6:30 AM
OP1 | 12 Open Location: Global/North America/USA/California/San Jose/SJCO1/Flr- 1 Impacted Sites 8 Impacted Clients
SJCT-1

All P1: 4
@ Is this issue helpful? 5 T

Total Open: 25

Q Problem Suggested Actions

+» Areas to look into for

Root Cause Analysis

. ' DHOP Verificaton remediating the Issue

Suggested Actions . . .
o Verify that DHCP server is responsive

Pl Layer 2 g o Verify that DHCP clients are responsive
P2 Excessi .
v AAA Verification
P2 Excessiyj o Verify the load on AAA server
P2 Excessiy v CPU and Memory Usage
P2 Drop in o Verify the CPU and memory load on the WLC
P2 Drop in { v RF Conditions
p2 Switch po o Verify the RF conditions at clients location
P3 Wireless cl1

cisco / ¢ &_/
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Use Case 6: Proactive ldentification
of APs with Poor Client Experience

cisco W/



AP Performance Advisories

AP Performance Advisories (4) Trend Deviations (5)

Identify APs with Potentially Poor Client Experience Over the last 4 weeks

4 32

APs are continually analyzed over long periods of time using Machine Learning. Those potentially providing suboptimal client experience are
Insights Radios Affected

grouped by underlying reasons and suggested improvements.

Please select a valid time range to view your Insights v

High Co-Channel Interference 4 GHz High Client Activity 2.4 GHz High AP Density 4 GH:
Radios with co-channel interference and channel utilization higher than the Radios experiencing higher client activity than the reference, possibly Radios with transmission power lower than the reference, possibly indicating a
reference, possibly indicating a sub-optimal channel plan. indicating the need to review the network capacity in these areas. mismatch between the RF settings and the actual deployment density.
Impacts Impacts Impacts

Radios Endpoints Radios Endpoints Radios Endpoints

Top 3 APs Affecting Client Experience Top 3 APs Affecting Client Experience Top 3 APs Affecting Client Experience

SFO15..20-03 SF015..24-01 SFO15..24-02 AP9124_2 AP9136_1 AP9105_2 SCJ01..136_2 SCJ01..136_3

% ldentify APs giving a poor client experience using ML
< Pinpoint the KPI (ex. High AP Density) causing the poor experience along with root cause

< ML system that measures and benchmarks client experience parameters across AP’s (RSSI,
SNR, Interference) to identify poor performing APs in a 4-week time window.
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AP Performance Advisor

Trends and Insights / Low AP Density at 5 GHz

Low AP Density At 5 GHz

Radios with transmission power higher than the reference, ‘I 8 9 TOP 1 RADIOS AFFECTING CLIENT EXPERIENCE

possibly indicating a lower than optimal deployment density. ®

Radios  Buildings AP912..105_2

@ Is this Insight helpful? /5 €

Power Distribution

Radios in this group have high transmission power more often than the Reference radios.

Transmission Power (Higher Values on the Right Indicate a Lower AP Density)

50%
o
£
= 25%
°
£
s ‘ -----—-.
° 0dBm 8dBm 16dBm 23dBm
g
S 50%
3
Qe
s
o 25%
0dBm 8dBm 16dBm 23dBm

® 130 Radios Causing Bad Client Experience @ Reference Radios In Your Network ©

Transmission power optimization is handled by the RRM (Radio Resource Management) algorithm, however,
if radios need to constantly use high power it may indicate a low radio density or an RF profile not optimized
for the actual RF deployment.

les - Low AP Density 5 GHz

\

Radios Impacting Client Experience (18)

Q

Insights Details

5

AP4800

= PLS06-AP3800-01

= SFO10-AP3800-02

= 8JC01_9136_11

= AP70B3.1733.D6D4

= AP0081.C424.3CE2

18 Record(s)

Impact

Low

Low

Low

Low

Low

AP Model Location # of Clients Affected

AIR-AP4800-B-K9 Global / North America / USA / California / San Jose / SJCO1 / FIr-SJC1-1 20
AIR-AP3802I-B-K9 Global / North America / USA / California / Pleasanton / PLS06 / FIr-PLS06-1 19
AIR-AP3802I-B-K9 Global / North America / USA / California / San Francisco / SFO10 / FIr-SFO10-1 17
C91361-B Global / North America / USA / California / San Jose / SJCO1 / FIr-SJC1-1 16
AIR-AP4800-A-K9 Global / North America / USA / California / San Jose / SJC22 / FIr-SJC22-1 14
AIR-AP18521-B-K9 Global / North America / USA / California / San Jose / SJCO1 / FIr-SJC1-1 12

Show Records: v

M Export

Y

KPIs Impacting Client Experience

RSSI Distribution, Speed Distribution

RSSI Distribution, Speed Distribution

RSSI Distribution, Speed Distribution

RSSI Distribution, Speed Distribution

RSSI Distribution, Speed Distribution

RSSI Distribution, Speed Distribution

% Low Density APs is identified because it has higher Transmit Power than reference Radios

*» Reference Radios are determined by analyzing 4-week data using ML

% Impacting Radios ldentified

ciIsco Lz{/&/

HCiscoLiveAPJC BRKEWN-1267
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AP Performance Advisories - Low AP Density 5 GHz

Trends and Insights / Low AP Density at 5 GHz / aes:SFO15-C9136-04

Aes:SFO15-C9136-04 Shows Low AP Density At 5 GHz

If using RRM (Radio Resource Management), it's recommended AP Model
to verify the RF profile configuration applied to this radio and to
verify the deployment density in order to improve the client
experience.

Location

Additional AP Details
@ Is this Insight helpful? o ©

o aes:SFO15-C9136-04
had a RSSI Distribution
between -88dBm and
-87dBm for 19.4% of the

C91361-B

Global / North America / USA / California / San Francisco / 458

SFO15 / FIr-SFO15-1 Impacted
Clients
2] Go to AP 360

3.8333333333333335 Weeks: Thu, Apr 7th 2022- Wed, May 4th 2022

time.
Client Experience KPlIs © Radios in this group © 2 selected
had a RSSI Distribution
between -88dBm and
-87dBm for 0.5% of the
time.
RSSI Distribution RSS| (Higher Values on the Right are Better)
20%
aes:SFO15-C9136-04 exhibited lower 2
RSSI (Received Signal Strength e | [T
Indication) more often than the 2
Reference radios. © S j:IJJD\—“—“—“—‘QQ T e
)
8
S 20%
<4
s
o 10%
Tagasm
® aes:SFO15-C9136-04 @ Reference Radios In Your Network ©
SNR Distribution SNR (Higher Values on the Right are Better)
20%
aes:SFO15-C9136-04 exhibited lower 2
SNR (Signal to Noise Ratio) more often F 10%
than the Reference radios. © 2 I I
5 .--. l.-l--—______,,,,,,,,,,,‘,,,, ———— - I i ;
® 0dB fodB 2048 3048 40dB 5008 6008 65d8
>
8
T 20%
8
S
s
o 10%
_________ —_————————e e e
0dB T0dB 2048 3008 4008 5048 60dB 6508

® aes:SFO15-C9136-04 @ Reference Radios In Your Network ©

cisco / ¢ &_/

s Client Experience
KPIs per AP -
ldentify impact on
the client end on
per AP level

+» Low RSSI and SNR
as compared to the
reference Radios
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AP Performance Advisories - Low AP Density 5 GHz

Radio Specific Root-Cause Context

Power Distribution

aes:SFO15-C9136-04 has high
transmission power more often than the
Reference radios. ©

AP Model

aes:SFO15-C9136-04 differ from the
Reference APs with respect to the AP
model.

Percentage of the Time

)
3
®

w
&
®

60%

@
&
®

® aes:SFO15-C9136-04

® aes:SFO15-C9136-04

@ Reference Radios In Your Network ©

® aes:SFO15-C9136-04
had a Power Distribution
between 16dBm and
17dBm for 57% of the

time.

o Radios in this group
had a Power Distribution
between 16dBm and
17dBm for 2% of the

time.

Transmission Power (Higher Values on the Right Indicate &

aes:SFO15-
C9136-04

C91361-B

The AP Model C91361-B Occurs 1.10%
in the Reference Group

® Reference Radios In Your Network ©

[

16dBm

16dBm

@ 2 selected

s+ Radio Specific
Root-Cause
Context - Problem
AP showing high
power level as

REFERENCE APS

AIR-AP38021-Z-K9 - 23.20% of APs

AIR-AP28021-S-K9 - 15.47% of APs

AIR-AP38021-A-K9 - 13.81% of APs

AIR-AP28021-H-K9 - 12.71% of APs

AIR-AP2802I-E-K9 - 7.18% of APs

AIR-AP28021-B-K9 - 4.97% of APs

—
AIR-AP3802I-H-K9 - 4.97% of APs

-
AIR-AP2802E-S-K9 - 2.76% of APs

-
AIR-AP28021-K-K9 - 2.76% of APs
-

AIR-CAP27021-H-K9 - 2.21% of APs

-
AIR-AP15421-S-K9 - 1.66% of APs

L]
C91361-B - 1.10% of APs

compared to
reference Radios

«» What are the
Reference APs?

cisco / ¢ &_/

HCiscoLiveAPJC

BRKEWN-1267
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Network

= v DNA Center

X Qo @ 4 |

Q godmode

Show: Access Points v KPl:  Client count ~

Time range
One Month: October 2023

App count '

Channel change count

Channel Utilization

Client count

SUMMARY

Client RSSI

Band

Voo eme T ae [ eas ]

35 Radios with zero client

October 4, 2023 was the day with the highest avera Client SNR

your network in the selected period.

(D Is this heatmap helpful? /5

Radios with more than daily average 50 clients

% Can | compare the
problem APs with the
reference APsS?

s Network Heatmap for All

2\ienl count Select AP

| Al AP @ v

ND 0 50
Name

Showing radios Radios in ' 5)Cc14-F1-9164-5

1-59 of 59 your

T network Assurance_9130_3 5GHz
SJC14-F1-9166-2 6GHz
SJC14-TME-AP7 5GHz
SJC14-F1-9164-2 6GHz
AP2CF8.9B5F.AEB8 5GHz
Traf..nce_01 5GHz
SJC14-F1-9166-1 6GHz
SJC14-TME-AP9 5GHz
Assurance_9130_1 5GHz
AP3C57.31C5.9CC4 5GHz
SJC14-F1-9164-2 2.4GHz

1-59 v
SJC14-F1-9164-2 5GHz
SJC14-F1-9166-2 5GHz
SJC14-TME-AP11 5GHz
SJC14-F1-9166-1 5GHz
SJC14-F1-9164-3 5GHz
SJC14-F1-9136-3 5GHz

SJC14-F1-9166-2 2.
Assurance_9130_3 2.

4GHz
4GHz

12 3 4 5 6 7 8|9 1011 12 13 14 15|16 17 18 19 20
SIMTWTFSSIMTWTFSS|MT

Band S
se: [HNENNENEEERER

Daily Average
1 client

0.5

Monthly View (October 2023)

Daily average

41 clients

M Export

APs over a month
using custom selectable,
interested KPI

% Sort by Building, Bands

«» Can be broken down to
daily view as well
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Use Case 7: RF Optimization for
Different kinds of Deployment using
Al-Enhanced RRM
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Al-Enhanced RRM architecture and data flow

Al-Enhanced RRM is built into
Cisco’s Al Cloud.

Al processes 2 weeks of RF data
to discover patterns.

Proactive optimizations make
Wi-Fi exceptional.

ciIsco Lz{/&/

&

Al Cloud
Al-Enhanced RRM algorithms

@ Al-based
Anonymized @ data and
RF data events
/
N | Catalyst Center RRM control
|/ —@ Center
Assurance and Automation populated
/ »
@ @ Decisions
configured
RF data via Cisco DNA
. Center
Network infrastructure | Automation

Catalyst® 9800 controller
Wave 2 and 11ax APs

N Exceptional Al-Enhanced
N———— . .
~__ < : ) wireless experience!
- |
=) LD

prm— m—
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Al-Enhanced RRM is much better than traditional RRM

Easy Configuration, Complete Visibility, Improved Serviceability

&

Al Cloud
Al-Enhanced RRM algorithms

Traditional RRM

Optimizations are reactive and limited Optimizations are proactive and
by WLC resources. powered by Cisco’s Al Cloud.

Configurations are simplified and have
Al-assisted recommendations.

Configurations require tuning by
wireless experts.

Visibility into RRM decisions and
benefits are limited.

Visibility into RRM decisions, per-site RF
Analysis, recommendations and impacts
on a dashboard.

Troubleshooting requires CLI access Troubleshooting made easy with a
and knowledge of debug commands. </> 30-day time travel and ability to
download all CLI in a zip file.
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Easy 3-step deployment workflow

Give Al-Enhanced RRM
cloud access in Settings

Create an Al RF profile

Assign Locations to Al RF-Profile: Al_RF_Profile

System / Settings Wireless / Edit Al RF Profile

QA X Settings / Externa Services Edit Al Radio Frequency Profile
. . @ Below selected and impacted locations will be upgraded with Al RF Profile and APs will be provisioned with X
Cisco Al Analytics Profile Name o AL RE Tage.
BT B M Al-RRM-TME-Profile

| Cisco Al Analytics . X
Al Network Analytics Site selection summary:

Al Network Analytics harnesses machine learning to drive intelligence in the network, empowering administrators to Q_ Search Hierarchy

effectively improve network performance and accelerate issue resolution. Al Network Analytics eliminates noise and v Basic Settings Search Help  Selected Location Impacted

false positives significantly by learning the network behavior and adapting to your network environment Location

v 4% San Jose

Radio Frequency Settings

E Enable Al Network Anaytics > O @ Building 10  Building 14 No impacted
vt ® 2.4 GHz 5GHz @ 6GHz (O s O)F BRTg locations available
% uilding
Busy Hours © > O & Building 18

AI-ENHANCED RRM
> (O & Building 24

Provides sophisticated closed-loop optimization of your radio network based on historical data, while delivering Start Time End Time Busy Hour Sensitivity ®
visual insights into why and how. Al-Enhanced RRM delivers macro level suggestions for config optimization and the 9:00 17:00 L Medi High > &% Utah-Lakepoint
ability to apply these within minutes. Al-Enhanced RRM is applicable to sites running Catalyst 9800. _ _— O low O Medium @ Hig

Enable Al-Enhanced RRM Enable RF Settings 2.4 GHz 5 GHz 6 GHz

Flexible Radio Assignment ®

EVENTS ANALYTICS PREVIEW

ulls

If Events Analytics is enabled Syslog message texts will be exported using the secure cloud connection without Dynamic Channel Assignment ©

data anonymization; please refer to the Cisco DNA Center Data Privacy and Security Data Sheet for more details. If

Events Analytics is disabled, only Syslog metadata will be exported without the full text. . .
v v ovsig o Dynamic Bandwidth Selection ®

Enable log export Transmit Power Control ©

aflalulls
uflulla)®

w

- AN /L /
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Single pane for all RRM configurations

Basic settings

Band, busy hour, and RRM services

v Basic Settings Define how often RRM

optimizes Wi-Fi during period
Radio Frequency Settings Display Tuning Controls for | 24 Gz oo

v Advanced

Channel Width Best

®@24GHz @ 5GHz @ 6GHz ()

DBS WIDTH
20 40
Busy Hours @ O —)
20MHz 40MHz 80MHz 160MHz
Start Time End Time Busy Hour Sensitivity ® 160 Mz ———
9:00 17:00 . ) 50 MHz | S S S I — —
O Low @ Medium () High
40z T I ———
20 Mz T T O O T T O
1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97 101 105109 113117 121125 129133 137 141 145 149 153 157 161 165 169 173 177 181 185 189 193 197 201 205 209 213 217 221 225229 233
Enable RF Settings 2.4 GHz 5 GHz 6 GHz

® UNIIS5 (1-93) @ UNII6 (97-113) UNII 7 (117-185) @ UNII 8 (189-233)

Flexible Radio Assignment @

DCA CHANNEL

Enable PSC Enforcing ® C.

Dynamic Channel Assignment @

slls
sfiafialla

@ sSelect All

&
(O UNII-5 1-93 UNII-6 97-113 (O UNII-7 117-185
Dynamic Bandwidth Selection ® D O 171 05 0Ols] OMs O(n7] Oh21] Oli2s] Of129
Ol17) Ol21] Ol2s] O 29 Ol13 Ol1s7] OQlar] Olas
Transmit Power Control D .:] Olss] Ols7] Ol4r] Olss Ol149] O[183] Q[157] Of1e
Ol 49 Ol 53 Ol 57 Ol 61 O1es| Q169 O173) Ol177
\ J \ J
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Al-Enhanced RRM Visibility

RRM Simulator

v RF Performance

RRM Changes ® FRA Changes ®
LATEST ~ TREND LATEST  TREND
5 All Radios: 20 Total FRA Enabled Radios: 11
® 24 Hours v  Band 2.4 6GHz Al RF Profile: demo-ai-rrm6  Next RRM Run (D) :26 m 19's Oct 29, 2023 10:50 AN - Oct 30, 2023 10:50 AM .
$.
A There are one or more APs or WLC in this building thathage either not provisioned or provisioning has failed. For better RF Performance please provision all the ARjs or fix the é 2 FRA Capable Radios
provision failures on WLC/APs. , /\ 18
n A A
12000 3:00p 5:00p 9:00p 1030 3008 6300 9:008
SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY Al RF PROFILE SIMULATOR © e
o . .
1 O 9 57 /‘I oo 1 0 /0 O ngh ngh (32 dB) [ Run RRM Simulation @ Channel Change ® Channel Width Change @ Tx Power Change ® Band/Role Change ©24GHz @5GHz @ Monitor
Total AP Count  Total Clients RRM Performance () APs with High CCI @ RRM Changes AP Density Connectivity View Details View Details
RRM Performance ® Co-Channel Interference ©®
LATEST TREND LATEST TREND
®  Consider expanding the configured Channel List for reduced neighbor contention and improved performance. . ‘
®  Consider changing the configured Channel Width for improved performance.
®  Consider changing the configured TPC Threshold for reduced neighbor contention. T“"‘_‘I"a‘"“ “’“‘_'Ika‘"‘“
@ Poor(0-30) @ Fair(31-60) @ Good(61-100) @® Low @ Medium @ High
. . .
Al Driven Actionable Insights

cisco / ¢ &_/
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Al-Enhanced RRM Visibility (Continued)

Visualize how co-channel interference and high utilization are minimized

LATEST TREND
I

Utilization Per Channel

L~ 100

80

60

40

Utilization (%)

20

36 40 44 48 52

56 60 64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165

. Utilization . Interference QO  Max Utilization O  Min Utilization

Channel(#)

AP and Radar Per Channel

/ Rad

Rad

AP Radios and
Radar per channel : I

@ Radio ® Radar

64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165

Channel(#)
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Al-Enhanced RRM Visibility (Continued

Visualize

RF Coverage and serviceability

v RF Coverage

AP Spatial Density ©®

LATEST TREND

Power Distribution ®

LATEST TREND

Your download will be started soon after clicking on link/button.

SELECT A PERIOD TO DOWNLOAD

Start Date Start Time End Date End Time
Nov1,2023 (]  11:30 AM v Nov1,2023 (] 12:30PM

Download Service Bundle

70 70
60 60 40 40
o
< 50 50 Q@ = z
§ \ g g 4 w0
2 ES

8 ] 8 ]
° 2 ° g
5 30 30 5 5 20 o, 20 2
& Bl & 2

20 20

10 10
" o0 I I
>=25 20-25 15-20 10-15 5-10 <5 Level 8 (Min) Level 7 Level 6 Level 5 Level 4 Level 3 Level 2 Level 1 (Max)
AP Neighbor Density () Operating Power Level
. Radio Count (%) =@~ Client Count (%) Over Threshold . Radio Count (%) =@~ Neighbour Count (%)
View Details View Details
v Additional Site Level Information
Service Bundle
You can Request a Latest Service Bundle which gives the data for the last 1 hour from 11:30 AM to 12:30 PM or you can choose a Custom Time Period below.
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Software and hardware support matrix

2.3.3.6 and later

17.7.1 and later with Cisco DNA Advantage license

Cisco® access point hardware

All Wave 2 and Catalyst® 11ax and 6E access points

Cisco I0S XE WLC hardware

Catalyst 9800-CL Catalyst 9800-L Catalyst 9800-40 Catalyst 9800-80

< Refer to the Cisco Al-Enhanced RRM Deployvment Guide for detailed instructions. >
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https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/ai-enhanced-rrm-dg.html

Summary

Wireless Assurance Data Collection using Telemetry

Proactive & Reactive Troubleshooting of Wireless clients

Proactive ldentification of APs giving poor client experience

RF Optimization using Al-Enhanced RRM
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CISCO M/

Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
INsights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim a
Cisco Live T-Shirt
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 Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUI' edUCathﬂ - Visit the On-Demand Library

for more sessions at
www.Ciscol ive.com/on-demand
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Thank you
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