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Enter your personal notes here
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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until June 9, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKEWN-1104
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About Myself



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 8BRKEWN-1104



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

How is the network seen
today?
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Under Valued
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Do more with Less.
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What band member would
the network be?
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If you’re seen, you’re

Doing it wrong.
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The bassist is the most

Important member in the 

band?
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You can’t hear it, but you know 

when its not there?
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What do we need as network 

engineers?
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#1 Easy to manage
Automated Low Risk Networks
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#2 Scalable
Allow to go with the business
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#3 Seamless
Transparent to the everyday user, while keeping them secure
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AWS Cloud

Wireless
Infrastructure

CAPWAP(Control)

Corporate 
Branch/Remote Worker

Flex AP

WLC Public 
IP Address

VPN Gateway

Corporate Network 

Gateway

Flex APs

Site-to-Site VPN 
Tunnel/SDWAN

CAPWAP(Control)

30BRKEWN-1104

Cisco Wireless Infrastructure in AWS
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• Why are we doing this doing?

• Terraform, and Ansible 101

• How to Deploy Cisco Wireless 
IaaS on AWS

• Network

• Security

• Infrastructure

• Connection
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AWS only supports FlexConnect Deployment
C9800-CL

BRKEWN-1104
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Why Flex Deployment on AWS?
Central Control | Distributed Data (802.1Q)

AWS

Cisco DNA Center and 9800-CL

WLC

Access

CAPWAP data

Distributed SSID

Access switch

Flex mode AP

WAN

L2 TRUNK

CAPWAP Control

Survivability in Branch Offices

Lower single point of failure

Simple to Deploy
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Cisco Catalyst 9800 Series for private and 
public cloud 

Cisco Catalyst 9800-CL for private cloud Cisco Catalyst 9800-CL for public cloud

• Scale to 6000 APs and 64,000 clients*

• Centralized, Cisco FlexConnect®, fabric

• Open and programmable

• Scale to 1000 APs and 10,000 clients

• Cisco FlexConnect local switching

• Open and programmable

ENCS

*Only with Cisco FlexConnect and fabric mode for 6000 AP support

BRKEWN-1104



How to Deploy?
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Things We need

SecurityNetwork

InfrastructureConnection

AWS 
Deployment

• VPC
• Subnet
• InternetGateway

• Security Group
• Key Pair

• AWS Site-to-Site VPN

• SD-WAN Solution
• Cisco DNA Center

• Cisco Wireless LAN 

Controller

• Cisco ISE

• Cisco Spaces Connecter

• vMX (optional)



Terraform and 
Ansible Basics –
IaC 101
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Terraform
AWS API

Subnet – 10.0.42.0/24
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Terraform
AWS API

Subnet – 10.0.42.0/24
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Terraform
AWS API

Subnet – 10.0.42.0/24
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Terraform Structure

#filename: Main.tf

< Provider>

< Security Group Resource > 

< C9800 Resource > 

< ISE Resource > 

< Cisco Spaces Connector Resource > 
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Terraform Providers

#filename: main.tf

terraform {

required_providers {

aws = {

source  = "hashicorp/aws"

version = "~> 3.5.0"

}

}

}

Terraform AWS Provider - https://registry.terraform.io/providers/hashicorp/aws/latest/docs

https://registry.terraform.io/providers/hashicorp/aws/latest/docs
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Terraform Variables

#filename: variables.tf

variable ”[variable name]" {

type    = string

default = ”[variable value]"

}
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Terraform Structure – AWS Instance Resource
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#filename: main.tf

resource "aws_instance" ”[Instance Name which is Referenced]" {
 ami     = var.[variable name]
 instance_type    = var.[variable name]
 subnet_id    = var.[variable name]
 private_ip    = var.[variable name]
 vpc_security_group_ids  = [aws_security_group.[variable name].id]
 key_name    = var.[variable name] 
 associate_public_ip_address = true
 tags = {
 Name     = [AWS Instance Name]
  }
   credit_specification {
   cpu_credits = "unlimited"
  }
 user_data = file([user Data text file])
}
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Terraform Mode of operation - Init

mrebetzk ~ % terraform init
Initializing the backend...

Initializing provider plugins...

- Reusing previous version of hashicorp/aws from the dependency lock file

- Using previously-installed hashicorp/aws v3.5.0

Terraform has been successfully initialized!
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Terraform Mode of operation – Plan (read-only)

mrebetzk ~ % terraform plan
# aws_instance.CiscoLive-C9800-CL will be created

+ resource "aws_instance" "CiscoLive-C9800-CL" {

+ ami = "ami-01219f5e8df8a426e"

+ host_id = (known after apply)

+ id                           = (known after apply)

+ key_name = "mre-CiscoLive”

+ private_ip = (known after apply)

+ subnet_id = "subnet-0f28d11bdca7596ba”

<…omitted...>
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Terraform Mode of operation – Apply

mrebetzk ~ % terraform apply
# aws_instance.CiscoLive-C9800-CL will be created

+ resource "aws_instance" "CiscoLive-C9800-CL" {

+ ami = "ami-01219f5e8df8a426e”

+ host_id = (known after apply)

+ id                           = (known after apply)

+ key_name = "mre-CiscoLive”

+ private_ip = (known after apply)

+ subnet_id = "subnet-0f28d11bdca7596ba”

<…omitted...>
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Terraform Mode of operation – Destroy

mrebetzk ~ % terraform destroy
# aws_instance.CiscoLive-C9800-CL will be destroyed

+ resource "aws_instance" "CiscoLive-C9800-CL" {

+ ami = "ami-01219f5e8df8a426e”

+ host_id = (known after apply)

+ id                           = (known after apply)

+ key_name = "mre-CiscoLive”

+ private_ip = (known after apply)

+ subnet_id = "subnet-0f28d11bdca7596ba”

<…omitted...>
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Ansible Script for C9800 Config
#C9800 Ansible Playbook

- name: Configure Commands

cisco.ios.ios_command:

commands: 

- configure terminal

- username Netconf privilege 15 password 0 netconf

- username Restconf privilege 15 password 0 restcon

- netconf-yang

- ntp server au.pool.ntp.org

- ip route 0.0.0.0 0.0.0.0 10.0.10.1

- wireless country AU

- wlan CiscoLiveTest 1 CiscoLiveTest

- security wpa psk set-key ascii 0 cisco1234

- no shutdown

- interface g1

- wireless management interface g1

- end

- wireless config vwlc-ssc key-size 2048 signature-algo sha256 

password 0 cisco123
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Ansible 101– Running Playbook

BRKEWN-1104 52

#filename: inventory

[inventory ]

ansible_connection=ansible.netcommon.network_cli

ansible_network_os=cisco.ios.ios

ansible_user=[Username to SSH access IOS-XE Device]

ansible_become=yes

ansible_become_method=enable

ansible_become_password=[password]

ansible_ssh_pass= [password]

host_key_checking = False

[iosxe]

mre-c9800-vmware

…

#main.yml

mrebetzk ~ % ansible-playbook –i inventory main.yml



AWS Network
Constructs
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Virtual Private Cloud (VPC)

With Amazon Virtual Private 

Cloud (Amazon VPC), you can 

launch AWS resources in a 

logically isolated virtual network 

that you've defined. This virtual 

network closely resembles a 

traditional network that you'd 

operate in your own data 

centre, with the benefits of 

using the scalable 

infrastructure of AWS.
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Virtual Private Cloud (VPC) - Subnet

A subnet is a range of IP 

addresses in your VPC. A 

subnet must reside in a single 

Availability Zone. After you add 

subnets, you can deploy AWS 

resources in your VPC.
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Create an Internet Gateway

BRKEWN-1104 56



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Internet Gateway

57BRKEWN-1104

An internet gateway enables resources in your 

public subnets (such as EC2 instances) to 

connect to the internet if the resource has a 

public IPv4 address or an IPv6 address.
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Internet Gateway

58BRKEWN-1104

An internet gateway enables resources in your 

public subnets (such as EC2 instances) to 

connect to the internet if the resource has a 

public IPv4 address or an IPv6 address.
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Internet Gateway
An internet gateway enables resources in your 

public subnets (such as EC2 instances) to 

connect to the internet if the resource has a 

public IPv4 address or an IPv6 address.
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Internet Gateway
An internet gateway enables resources in your 

public subnets (such as EC2 instances) to 

connect to the internet if the resource has a 

public IPv4 address or an IPv6 address.
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Internet Gateway
An internet gateway enables resources in your 

public subnets (such as EC2 instances) to 

connect to the internet if the resource has a 

public IPv4 address or an IPv6 address.



AWS Security
Constructs
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Create a Keypair
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Create Key Pair for SSH connection

64BRKEWN-1104

mrebetzk ~ % cd downloads

mrebetzk downloads ~ % chmod 400 <cert name>.pem

mrebetzk downloads ~ % mv <cert name> ~/.ssh/<cert name> 

mrebetzk downloads ~ % ssh -i ”<cert name>.pem" Username@<IP Address>

Key will be downloaded automatically after creation
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Create a Security Group
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Security Group
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Security Group

Micro segmentation
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Security Group

Tied to a AWS instance

Micro segmentation
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Security Group

Tied to a AWS instance

Stateful Behavior

Micro segmentation
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Create Security Groups
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The recommendation is to limited inbound 
port access to only essential ports.
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Ports needed for Cisco Wireless Stack
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Protocol and Ports Purpose

UDP 5246-5248 CAPWAP

TCP 22 SSH,SCP

TCP 21 FTP

ICMP Ping

UDP 161, 162 SNMP/SNMP Traps

TCP 443/80 HTTPs/HTTP

TCP/UDP 49 TACACS+

UDP 53 DNS Server

UDP 1812,1813,1645,1646 Radius

UDP 123 NTP

UDP 514 Syslog

Controller Ports ISE Ports
https://www.cisco.com/c/en/us/td/docs/security/ise/3-
3/install_guide/b_ise_installationGuide33.html

Catalyst Center Ports
https://www.cisco.com/c/en/us/td/docs/cloud-systems-
management/network-automation-and-management/dna-
center/dna-center-
va/aws/deploy/1_2/b_cisco_dna_center_va_aws_deployment_g
uide_1_2.html

Cisco Spaces Connector Ports

https://www.cisco.com/c/en/us/td/docs/wireless/spaces/conne
ctor/2-x/config/b_connector/m_ami.html

https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/aws/deploy/1_2/b_cisco_dna_center_va_aws_deployment_guide_1_2.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/aws/deploy/1_2/b_cisco_dna_center_va_aws_deployment_guide_1_2.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/aws/deploy/1_2/b_cisco_dna_center_va_aws_deployment_guide_1_2.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/aws/deploy/1_2/b_cisco_dna_center_va_aws_deployment_guide_1_2.html
https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/2-x/config/b_connector/m_ami.html
https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/2-x/config/b_connector/m_ami.html
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Add Security Groups with Terraform!
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resource "aws_security_group" "CiscoLive-securityGroup" {
 name    = "MRE Cisco Live SecGroup"
 description   = "Allow inbound CAPWAP Traffic"
 vpc_id    = var.vpc_id

 ingress {
  description  = "CAPWAP"
  from_port  = 5246
  to_port  = 5248
  protocol  = "tcp"
   cidr_blocks = [var.cidr_blocks]
  }

 



Wireless 
Infrastructure –
C9800 WLC
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Deploying Cisco Catalyst 9800 WLC

Deployment Options

1. Manual EC2 Instance deployment
2. Terraform

EC2 and CloudFormation Deployment Guide: https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
8/b_cisco_catalyst_9800_wireless_controller_aws.html

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_cisco_catalyst_9800_wireless_controller_aws.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_cisco_catalyst_9800_wireless_controller_aws.html
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Configure Catalyst C9800 AWS – Manual
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AMI Catalog
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AMI Catalog
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AMI Catalog
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Terraform AWS USER DATA

#C9800 bootstrap config. Passed via UserData - C9800.txt

ios-config-1="hostname MRE_C9800_CL"

ios-config-2="username cisco priv 15 pass cisco123"
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Day-0 Configuration
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Day-0 Configuration
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Day-0 Configuration
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EC2 Serial Connect
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Configure SNMP 
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Catalyst Center on-board pre-request

• SSH enabled

• CLI credentials

• Netconf enabled and define the 
port

830

• SNMP enabled and configure 
community strings
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Configure Catalyst C9800 AWS – Terraform
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Terraform Structure

#main.tf

resource "aws_instance" "CiscoLive-C9800-CL" {
 ami      = var.c9800-ami
 instance_type     = var.instance_type
 subnet_id     = var.subnet_id
 private_ip     = var.c9800-staticIPv4
 vpc_security_group_ids   = [aws_security_group.CiscoLive-   
        securityGroup.id]
 key_name     = var.key_name
 associate_public_ip_address   = true
 tags = {
  Name = "MRE_C9800-CL"
  }
 credit_specification {
  cpu_credits = "unlimited"
  }
 user_data = file("9800.txt")
}
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Terraform AWS USER DATA

#C9800 bootstrap config. Passed via UserData - C9800.txt

ios-config-1="hostname MRE_C9800_CL"

ios-config-2="username cisco priv 15 pass cisco123"

ios-config-3="wireless country AU"

ios-config-4="ntp server au.pool.ntp.org"
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Ansible Script for C9800 Config
#C9800 Ansible Playbook

- name: Configure Commands

cisco.ios.ios_command:

commands: 

- configure terminal

- username Netconf privilege 15 password 0 netconf

- username Restconf privilege 15 password 0 restcon

- netconf-yang

- ntp server au.pool.ntp.org

- ip route 0.0.0.0 0.0.0.0 10.0.10.1

- wireless country AU

- wlan CiscoLiveTest 1 CiscoLiveTest

- security wpa psk set-key ascii 0 cisco1234

- no shutdown

- interface g1

- wireless management interface g1

- end

- wireless config vwlc-ssc key-size 2048 signature-algo sha256 

password 0 cisco123



Wireless 
Infrastructure –
Catalyst Center
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Everything Needed for Cisco DNA Center on AWS: 
https://community.cisco.com/t5/networking-knowledge-base/everything-you-need-to-know-
about-cisco-dna-center-va-on-aws/ta-p/4731299
Deployment Guide: https://www.cisco.com/c/en/us/td/docs/cloud-systems-
management/network-automation-and-management/dna-center/dna-center-
va/deploy/b_cisco_dna_center_va_aws_deployment_guide.html
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Deploying Catalyst Center on AWS

Deployment Options

1. CloudFormation Template – Catalyst 
Center only

2. Launchpad VA App – Catalyst Center 
and AWS infra

https://community.cisco.com/t5/networking-knowledge-base/everything-you-need-to-know-about-cisco-dna-center-va-on-aws/ta-p/4731299
https://community.cisco.com/t5/networking-knowledge-base/everything-you-need-to-know-about-cisco-dna-center-va-on-aws/ta-p/4731299
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/deploy/b_cisco_dna_center_va_aws_deployment_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/deploy/b_cisco_dna_center_va_aws_deployment_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/dna-center-va/deploy/b_cisco_dna_center_va_aws_deployment_guide.html
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Cisco Catalyst Center on AWS with CloudFormation
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Cisco Catalyst Center on AWS with CloudFormation
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Cisco Catalyst Center on AWS with CloudFormation

93BRKEWN-1104



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cisco Catalyst Center on AWS with CloudFormation
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Cisco Catalyst Center on AWS with CloudFormation

Management IP

Subnet Mask on the aws subnet

Gateway Address (.1) of your aws subnet

DNS Server Address

DNAC password (username default 
maglev)

DNAC FQDN

HTTPs proxy settings(optional)
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Configure Catalyst Center – LaunchPad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 100BRKEWN-1104

Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad
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Cisco Catalyst Center on AWS with Launchpad



Cisco
Spaces 
Connector
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Deploying Cisco Spaces Connector

Deployment Options

1. Manual EC2 Instance deployment
2. Terraform

Cisco Spaces Wireless Setup

1. Deploy Spaces connector in AWS
2. Configure the Spaces Connector –

Token
3. Add Cisco C9800 WLC
4. Import Catalyst Center Maps

EC2 Configuration Guide: https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/config/b_connector_30/m_ami3.html

https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/config/b_connector_30/m_ami3.html
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Ci
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Ci
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Ci
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Configure Spaces Connector – Terraform

BRKEWN-1104 117



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 118BRKEWN-1104

Deploy Spaces connector in AWS

#main.tf

resource "aws_instance" "CiscoLive-SpacesConnector" {
 ami      = var.SpacesConnector-ami
 instance_type     = var.spaces_instance_type
 subnet_id     = var.subnet_id
 private_ip     = var.connector-staticIPv4

associate_public_ip_address   = true

 vpc_security_group_ids   = [aws_security_group.CiscoLive-securityGroup.id]
 key_name     = var.key_name
 tags = {
  Name = "MRE_SpacesConnector"
 }
 credit_specification {
  cpu_credits = "unlimited"
 }

}
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Deploy Spaces connector in AWS – Security-
Group

BRKEWN-1104 119

#main.tf

resource "aws_security_group" "CiscoLive-ConnectorAllTraffic" {
 name    = "MRE Cisco Live ConenctorGroup"
 description   = "Allow All Traffic to only Connector"
 vpc_id    = var.vpc_id

 ingress {
  description  = "All Traffic from 10.0.43.0/24"
  from_port  = 443
  to_port  = 443
  protocol  = "all"
  cidr_blocks  = [var.all_subnets]
 }
}
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Deploy Spaces connector in AWS – ssh to change pass

~ % ssh ec2-user@10.0.42.11 –I ~/.ssh/mre_ciscoLive_aws.pem
New password:

BAD PASSWORD: The password is shorter than 14 characters

Retype new password:

passwd: all authentication tokens updated successfully.

Password changed successfully

Cisco Spaces Connector UI:

https://10.0.42.11

Username log in: spacesadmin

The install is complete, a reboot will occur in 10 seconds...

Connection to 10.0.42.11 closed by remote host.

Connection to 10.0.42.11 closed.
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Terraform Structure – ssh to change password
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Token
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Configure the Spaces Connector – Add WLC
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Configure the Spaces Connector – Add WLC
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Configure the Spaces Connector – Add WLC
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Configure the Spaces Connector – Add WLC
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Configure the Spaces Connector – Add WLC
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Configure the Spaces Connector – Add WLC
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Verify on Controller - NMSP

aws-c9800#show nmsp status
NMSP Status
-----------

DNA Spaces/CMX IP Address        Active   Tx         Echo Resp  Rx Echo Req  Tx  Data   Rx Data   Transport
-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------

10.0.42.11                        Active    4       4             6      6      TLS    
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Configure the Spaces Connector – Catalyst 
Center Maps
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Configure the Spaces Connector – Add Catalyst 
Center Maps
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Configure the Spaces Connector – Add Catalyst 
Center Maps
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Configure the Spaces Connector – Add Catalyst 
Center Maps
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Configure the Spaces Connector – Add Catalyst 
Center Maps
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Configure the Spaces Connector – Manage 
Location Hierarchy
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Configure the Spaces Connector – Add Maps



Wireless 
Infrastructure –
Identity Services 
Engine (ISE)
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Deploying Cisco ISE

Deployment Options

1. Manual EC2 Instance deployment
2. Terraform
3. CloudFormation Template

EC2 and CloudFormation: https://aws.amazon.com/marketplace/pp/prodview-uvsybra7r3iug

Partner Solution: https://aws.amazon.com/solutions/partners/cisco-ise-on-aws/

Deployment Guide: https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/m_ISEaaS.html

https://aws.amazon.com/marketplace/pp/prodview-uvsybra7r3iug
https://aws.amazon.com/solutions/partners/cisco-ise-on-aws/
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/m_ISEaaS.html
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Terraform Structure

#main.tf

resource "aws_instance" "CiscoLive-ISE" {
 ami        = var.ISE-ami
 instance_type       = var.ise_instance_type
 subnet_id       = var.subnet_id
 vpc_security_group_ids   = [aws_security_group.CiscoLive-securityGroup.id]
 key_name    = var.key_name
 tags = {
  Name = "MRE_ISE"
 }

 credit_specification {
  cpu_credits = "unlimited"
 }

 user_data = file("ise.txt")
}
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Terraform AWS USER DATA

#ISE bootstrap config. Passed via UserData - ISE.txt

hostname=mreISECiscoLive

primarynameserver=8.8.8.8

dnsdomain=example.com

ntpserver=time.nist.gov

timezone=CST6CDT

password=<password>

ersapi=yes

openapi=yes

pxGrid=no

pxgrid_cloud=no



External 
Connection
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Connecting to On Prem Networks

VPN can be deployed using:

AWS Site-to-Site VPN

• Builds site-to-site VPN tunnel to 
on-prem router

• Either manual configuration or 
automation via 3rd party tools 
(ex. Ansible, etc.)

• Vendor agnostic

Cisco SD-WAN Solutions 
(Recommended)

• Use either:
• C8000v - Cisco SD-WAN
• Meraki vMX – Meraki AutoVPN

• Automatically configure VPN tunnels 
from AWS to On-Prem networks

• Push corporate security / access 
policies to the cloud
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AWS Site-to-Site VPN
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AWS Site-to-Site VPN - Customer Gateway

A customer gateway is a 
resource that you create in 
AWS that represents the 

customer gateway device in 
your on-premises network. 

When you create a 
customer gateway, you 

provide information about 
your device to AWS.
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AWS Site-to-Site VPN - Virtual private gateways

A virtual private gateway is the 
VPN concentrator on the 

Amazon side of the Site-to-
Site VPN connection. You 

create a virtual private 
gateway and attach it to a 

virtual private cloud (VPC) with 
resources that must access 

the Site-to-Site VPN 
connection.
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AWS Site-to-Site VPN - Virtual private gateways

A virtual private gateway is the VPN concentrator on the Amazon side 
of the Site-to-Site VPN connection. You create a virtual private 

gateway and attach it to a virtual private cloud (VPC) with resources 
that must access the Site-to-Site VPN connection.
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AWS Site-to-Site VPN - Virtual private gateways

A virtual private gateway is the 
VPN concentrator on the 

Amazon side of the Site-to-
Site VPN connection. You 

create a virtual private 
gateway and attach it to a 

virtual private cloud (VPC) with 
resources that must access 

the Site-to-Site VPN 
connection.
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AWS Site-to-Site VPN - Virtual private gateways

A virtual private gateway is the VPN concentrator on the Amazon side 
of the Site-to-Site VPN connection. You create a virtual private 

gateway and attach it to a virtual private cloud (VPC) with resources 
that must access the Site-to-Site VPN connection.
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AWS Site-to-Site VPN – VPN Connection
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AWS Site-to-Site VPN – VPN Connection
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AWS Site-to-Site VPN – VPN Connection
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AWS Site-to-Site VPN – Meraki Limitation

! IPSEC Tunnel #1 !

! AWS hosted VPN solution is a route-based solution, since Cisco Meraki 

only supports policy-based solution you will need to limit to a single 

SA. So please make sure to

! select "yes" for just one subnet, if you have more than one subnet, 

consolidate them into a single subnet before proceeding with the VPN 

configuration.
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Meraki AWS Site-to-Site VPN – Download Config –
IKEv1
! IPSEC Tunnel #1 !

On the Cisco Meraki Dashboard, go to Security Appliance --> 

Configure --> Site-to-Site VPN

Local networks: Select "yes" under "Use VPN" for the subnet you want 

to include in the source encryption domain.

Under Organization-wide settings --> Non-Meraki VPN peers

Name: ipsec-vpn-0e4aa63b015e41714-0

Public IP: 52.62.61.139

Private subnets: <vpc_subnet>/<vpc_subnet_mask>

IPsec policies: Click “Default”, select “AWS” under the Preset menu 

and "Update"

Preshared secret: XXXXXXXXXXXXXXXXXwbDyS4CQiJFd

Availability: All networks
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AWS Site-to-Site VPN – Confirming from AWS
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Summary
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You don’t notice it, but you know 

when its not there

BRKEWN-1104
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Cisco Wireless Infrastructure in AWS

#1 Easy to manage
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Cisco Wireless Infrastructure in AWS

#2 Scalable
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Cisco Wireless Infrastructure in AWS

#3 Seamless
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Where do I get started: 
Github for this session -
https://github.com/markrebetzke

Devnet/Developer –
https://developer.cisco.com/

MeetMe – 7/12/23 – Thursday 2:30-4PM – The 
Hub
near World of Solutions
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https://github.com/markrebetzke
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Session Surveys – Important!

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

• If you want me back – please provide feedback ☺
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC

Thank you

#CiscoLive
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Gamify your Cisco Live experience!
Get points for attending this session! 

Open the Cisco Events App.

Click on 'Cisco Live Challenge’ in the side menu.

Click on View Your Badges at the top.

Click the + at the bottom of the screen and scan the QR code: 

How:

1

2

3

4
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