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How Is the
today?
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Under Valued
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Do more with Less.
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What band member would
the network be?
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It you're seen, you're
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The bassist is the most

Important member in the
band?
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You can’t hear it, but you know
when its NOT there?
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What do We need as network
engineers?
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#1 Easy to manage

Automated Low Risk Networks

cisco M./ #CiscoLiveAPJC BRKEWN-1104



cisco L{{/&/

#2 Scalable

Allow to go with the business
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H3 Seamless

Transparent to the everyday user, while keeping them secure
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Cisco Wireless Infrastructure in AWS

4 )

Site-to-Site VPN
T () Tunnel/SDWAN | f \
| A WLC Public ¢
N IP Address t
@ :3 "“' :M -»‘4- )
CEEITY VPN Gateway Wireless FIex AP
Infrastructure Corporate
AWS Cloud kBranch/Remote Workgd
kCorporate Networkj
CAPWAP(Control) CAPWAP(Control)
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- Why are we doing this doing?
- Terraform, and Ansible 101

- How to Deploy Cisco Wireless
laaS on AWS

- Network

- Security

- Infrastructure
- Connection
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AWS only supports FlexConnect Deployment
C9800-CL
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Why Flex Deployment on AWS?

Central Control | Distributed Data (802.1Q)

Survivability in Branch Offices e e

Cisco DNA Center and 9800-CL

Lower single point of failure “
CAPWAP data g

CAPWAP Control
\

-
-
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Simple to Deploy

Access switch

L2 TRUNK

Flex mode AP



Cisco Catalyst 9800 Series for private and

public cloud

vmware
ESXi

Cisco Catalyst 9800-CL for private cloud

e Scale to 6000 APs and 64,000 clients*
» Centralized, Cisco FlexConnect®, fabric

* Open and programmable

Cisco Catalyst 9800-CL for public cloud
e Scale to 1000 APs and 10,000 clients

» Cisco FlexConnect local switching

* Open and programmable

*Only with Cisco FlexConnect and fabric mode for 6000 AP support
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How to Deploy?
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Things We need

« VPC :
«  Subnet Security «  Security Group
* InternetGateway + Key Pair
AWS
Deployment

Cisco DNA Center

Cisco Wireless LAN
Controller

Cisco ISE

Cisco Spaces Connecter
vMX (optional)

. AWS Site-to-Site VPN
. SD-WAN Solution
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Terraform and
Ansible Basics -
laC 101
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[Ex] VPC

Subnet - 10.0.42.0/24

AWS AP

Terraform
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Terraform

cisco W‘/

AWS Terraform

Provider

-

AWS AP

[Ex] VPC

Subnet - 10.0.42.0/24

Amazon EC2

#CiscoLiveAPJC BRKEWN-1104
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N

y

Terraform

ANSIBLE
ascoé{/&/

AWS Terraform

Provider

S8

/

[Ex] VPC

Subnet - 10.0.42.0/24

/ Amazon EC2

#CiscoLiveAPJC
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Terraform Structure

#filename: Main.tf
Provider>

Security Group Resource >
C9800 Resource >
ISE Resource >

Cisco Spaces Connector Resource >

HCiscoLiveAPJC BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Terraform Providers

#filename: main.tf
terraform {
required providers {
aws = {

source "hashicorp/aws"

version = "~> 3.5.0"

Terraform AWS Provider - https://reqistry.terraform.io/providers/hashicorp/aws/late
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https://registry.terraform.io/providers/hashicorp/aws/latest/docs

Terraform Variables

#filename: variables.tf
variable ”[variable name]" {
type = string
default = ”[variable value]"

HCiscoLiveAPJC BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Terraform Structure - AWS Instance Resource

#filename: main.tf

resource "aws_instance" ”[Instance Name which is Referenced]" {
ami = var.[variable name]
instance_type = var.[variable name]
subnet_id = var.[variable name]
private_ip = var.[variable name]
vpc_security_group_ids = [aws_security_group./variable name].id]
key_name = var.[variable name]
associate_public_ip_address = true
tags = {
Name = [AWS Instance Name]

credit_specification {
cpu_credits = "unlimited"

}

user_data = file([user Data text file])
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Terraform Mode of operation - Init

mrebetzk ~ % terraform 1N1t
Initializing the backend...

Initializing provider plugins...
- Reusing previous version of hashicorp/aws from the dependency lock file

- Using previously-installed hashicorp/aws v3.5.0

Terraform has been successfully initialized!
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Terraform Mode of operation - Plan (read-only)

mrebetzk ~ $ terraform I)].Elrl

# aws_instance.CiscoLive-C9800-CL will be created
+ resource "aws_instance" "CiscoLive-C9800-CL" {
+ ami = "ami-01219f5e8df8a426e"

host_id = (known after apply)
id (known after apply)
key name = "mre-CiscoLive”
private ip (known after apply)
subnet id = "subnet-0£28dllbdca7596ba”

<..omitted...>
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Terraform Mode of operation — Apply

mrebetzk ~ $ terraform apply

# aws_instance.CiscoLive-C9800-CL will be created
+ resource "aws_instance" "CiscoLive-C9800-CL" {
+ ami = "ami-01219f5e8df8a426e”

host_id = (known after apply)
id (known after apply)
key name = "mre-CiscoLive”
private ip (known after apply)
subnet_id = "subnet-0£28dl1lbdca7596ba”

<..omitted...>
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Terraform Mode of operation - Destroy

mrebetzk ~ $ terraform destroy

# aws_instance.CiscoLive-C9800-CL will be destroyed
+ resource "aws_instance" "CiscoLive-C9800-CL" {
+ ami = "ami-01219f5e8df8a426e”

host_id = (known after apply)

id (known after apply)

key name = "mre-CiscoLive”

private ip (known after apply)
subnet_id = "subnet-0£28dllbdca7596ba”

<..omitted...>
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Ansible Script for C9800 Config

#C9800 Ansible Playbook
- name: Configure Commands
cisco.ios.ios_command:
commands :
configure terminal
username Netconf privilege 15 password 0 netconf
username Restconf privilege 15 password 0 restcon
netconf-yang
ntp server au.pool.ntp.org
ip route 0.0.0.0 0.0.0.0 10.0.10.1
wireless country AU
wlan CiscolLiveTest 1 CiscoLiveTest
security wpa psk set-key ascii 0 ciscol234
no shutdown
interface gl
wireless management interface gl
end
wireless config vwlc-ssc key-size 2048 signature-algo sha256
password 0 ciscol23
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Ansible 101- Running Playbook

#filename: inventory

[inventory ]

ansible connection=ansible.netcommon.network cli
ansible network os=cisco.ios.ios

ansible user=[Username to SSH access IOS-XE Device]
ansible become=yes

ansible become method=enable

ansible become password=[password]
ansible ssh pass= [password]

host_key checking = False

[iosxe]

mre-c9800-vmware

#$main.yml
mrebetzk ~ 5 ansible-playbook -i inventory main.yml
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AWS Network
Constructs
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Virtual Private Cloud (VPC)

With Amazon Virtual Private
Cloud (Amazon VPC), you can
launch AWS resources in a
logically isolated virtual network
that you've defined. This virtual
network closely resembles a
traditional network that you'd
operate in your own data
centre, with the benefits of
using the scalable
infrastructure of AWS.

cisco L{{@/

VPC » YourVPCs » Create VPC

Create VPC i

A VPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

© VPConly ‘

) VPCand more ‘

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

Cisco DNAC VPC ‘

IPv4 CIDR block Info
© IPv4 CIDR manual input
() IPAM-allocated IPv4 CIDR block

IPv4 CIDR

10.220.1.0/24

IPv6 CIDR block Info

© No IPv6 CIDR block

() IPAM-allocated IPv6 CIDR block
() Amazon-provided IPv6 CIDR block
) IPv6 CIDR owned by me

#CiscoLiveAPJC BRKEWN-1104 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Virtual Private Cloud (VPC) - Subnet

Create subnet

. VPC
A subnet is a range of IP
addresses in your VPC. A | e Cl L
subnet must reside in a single Aasociated VPC GIDRs

IPv4 CIDRs

Avallability Zone. After you add 1oz
subnets, you can deploy AWS
resources in your VPC. S o ity o i

Subnet 1 of 1
Subnet name
Create a tag with a key of '"Name' and a value that you specify.
The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

IPv4 CIDR block Info
Q
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Create an Internet Gateway
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Internet Gateway

An internet gateway enables resources in your
public subnets (such as EC2 instances) to
connect to the internet if the resource has a
public IPv4 address or an IPv6 address.

— £32 services B ydney ¥ admin/mrebetzk@cisco.com @ 3483-9737-0333 ¥
aws s Syd dmin/mrebetzky 83-9737-0

VPC dashboard x Internet gateways (3) info @
EC2 Global View [4 [Q search |
Filter by VPC:
—I erby O Name v Internet gateway ID v ‘ State v ‘ VPCID v | Owner v
Select a VPC v ‘ . .
R — -VPC-igw igw- a3a. c ache vpc-09e! < -VPC-vpc
] MRE-VPC. -0463a3a381df9532, @ Attached 09e925b4147d627c6 | MRE-VPC. 348397370333
¥ Virtual private cloud ] Mre-Internet igw-04a01784e737709d4 © Detached - 348397370333
Your VPCs O - igw-9b5aa5fc @ Attached vpc-fea04998 348397370333
Subnets

Route tables

Internet gateways|

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
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Internet Gateway

An internet gateway enables resources in your
public subnets (such as EC2 instances) to
connect to the internet if the resource has a
public IPv4 address or an IPv6 address.

aws 31 Services | Q [Option+S]

VPC > Internetgateways » Create internet gateway

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of ‘Name' and a value that you specify.

MRE-VPC-IGW

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

| Q Name x| [Q MRe-vpc1Gw X| [ Remove

Add new tag

You can add 49 more tags.

Cancel Create internet gateway

CIsco W_/ #CiscoLiveAPJC

BRKEWN-1104

L @ (0] Sydney ¥ admin/mrebetzk@cisco.com @ 3483-9737-0333 ¥
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Internet Gateway
An internet gateway enables resources in your
public subnets (such as EC2 instances) to
connect to the internet if the resource has a
public IPv4 address or an IPv6 address.

222 Gervices | Q

VPC dashboard
EC2 Global View [Z
Filter by VPC:

Select a VPC

V¥ Virtual private cloud
Your VPCs New
Subnets
Route tables

Internet gateways

cisco L{{@/

Route tables (4) info | C
Q Find resources by attribute or tag
MRE X | Clear filters
U Name Route table ﬂ: v Explicit subnet associati... Edge associations Main v VPC v Oow
(] MRE-VPC-rtb-public rtb-0b89b6b14b76a2921 2 subnets - No vpc-09e925b4147d627¢6 | MRE-VPC-vpc 348
[} ME~VPC-rtb-private1-ap-southeast-la rtb-001ecab9b85fd63f-8 subnet-02314aa6bff8834... - No vpc-09e925b4147d627¢6 | M?E—VPC—vpc 348
O MRE-VPC-rtb-private2-ap-southeast-2b rtb-0fe924fb9f69f16a9 subnet-0b9a4bd1cef622... - No vpc-09e925b4147d627¢6 | MRE-VPC-vpc 348
a - rtb-01b019614c9ce48dc - - Yes vpc-09e925b4147d627¢6 | MRE-VPC-vpc 348
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Internet Gateway
An internet gateway enables resources in your
public subnets (such as EC2 instances) to
connect to the internet if the resource has a
public IPv4 address or an IPv6 address.

VPC > Routetables > rtb-0b89b6b14b76a2921

rtb-0b89b6b14b76a2921 / MRE-VPC-rtb-public Actions ¥

Details info

Route table ID Main Explicit subnet associations Edge associations
rtb-0b89b6b14b76a2921 No 2 subnets =

VPC Owner ID

vpc-09e925b4147d627¢6 | MRE-VPC-vpc [ 348397370333

Routes Subnet associations Edge associations Route propagation Tags

Routes (3) Both ¥ Edit routes

Q, Filter routes

Destination v Target v Status v Propagated v
0.0.0.0/0 igw-0463a3a381df9532¢ @ Active No
10.0.42.0/24 local @ Active No
10.0.43.0/24 vgw-088396414687e949 @ Active No
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Internet Gateway
An internet gateway enables resources in your
public subnets (such as EC2 instances) to
connect to the internet if the resource has a
public IPv4 address or an IPv6 address.

VPC > Routetables > rtb-ObB9b6b14b76a2921 » Edit routes

Edit routes

Destination Target Status Propagated

10.0.42.0/24 local v @ Active
Q, local x

Q. 10.0.43.0/24 X Virtual Private Gateway v @ Active No Remove

b4

Q )/ X rn way @ Ac Remove

Q igw-0463a3a381df9532¢ X
dd ros
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AWS Security
Constructs

cisco L{{@‘/



Create a Keypair
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Create Key Pair for SSH connection

Q Key Paifs

EC2 » Key pairs » Create key pair

fe  Create key pair i«

ell uz what you think

EC2 Dashboard

EC2 Global View EeatuRsUE)

Events Resources (G i Key pair

Blogs (1,682) A key pair, consisting of a private key and a public key, is a set of security credentials that you use to prove your identity when connecting to

Limits
an instance.
Documentation (22,421)
F Instances
Knowledge Articles (16)
Instances MName

Tutorials (&)

Instance Types -
Enter ir nome
Events (49) Enter key pair name

Launch Templates Th - d to 255 ASCH tars. It incl " traili

e name can include up to ASCII characters, It can't include leading or trailing spaces.
Marketplace (105) - 9 9
Spot Requests

Savings Plans Key pair type  Info

Reserved Instances O RSA
Dedicated Hosts KEY Pairs ('] 1 :| Info ED25519 . | .
Key will be downloaded automatically after creation
Q Search Private key file format
r Images O .pem
AMIs For use with OpenS5H
AMI Catalog ppk mrebetzk ~ $ cd downloads
Name Foruse v PUTTY mrebetzk downloads ~ % chmod 400 <cert name>.pem
anandg Tags - optional mrebetzk downloads ~ % mv <cert name> ~/.ssh/<cert name>
M mrebetzk downloads ~ $ ssh -i “<cert name>.pem" Username@<IP Address>

Add new tag

You can add up to 50 mare tags.

Cancel Create key pair
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Create a Security Group
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Security Group
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Security Group

Micro segmentation
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Security Group

Micro segmentation

Tied to a AWS instance
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Security Group

Micro segmentation

Tied to a AWS instance

Stateful Behavior
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Create Security Groups

EC2 Security Groups Create security group

Create security group

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.
Basic details
Security group name  Info
Name cannot be edited after creation

Description Info

VPC Info
Q, vpc-0ab8906d X

Inbound rules info

This security group has no inbound rules.

Add rule

The recommendation is to limited inbound
port access to only essential ports.

Outbound rules info
Type Info Protocol Info Portrange Info Destination Inf

All traffic v All All Custom v
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Ports needed for Cisco Wireless Stack

Controller Ports

Protocol and Ports Purpose

UDP 5246-5248 CAPWAP
TCP 22 SSH,SCP
TCP 21 FTP

ICMP Ping

UDP 161, 162 SNMP/SNMP Traps
TCP 443/80 HTTPs/HTTP
TCP/UDP 49 TACACS+
UDP 53 DNS Server
UDP 1812,1813,1645,1646 Radius

UDP 123 NTP

UDP 514 Syslog

cisco L{{@/

#CiscoLiveAPJC

ISE Ports

https://www.cisco.com/c/en/us/td/docs/security/ise/3-
3/install_guide/b_ise_installationGuide33.html

Catalyst Center Ports

https://www.cisco.com/c/en/us/td/docs/cloud-systems-
management/network-automation-and-management/dna-
center/dna-center-

va/aws/deploy/1 2/b _cisco_dna_center_va_aws_deployment_g

uide 1_2.html

Cisco Spaces Connector Ports

https://www.cisco.com/c/en/us/td/docs/wireless/spaces/conne
ctor/2-x/config/b_connector/m_ami.html

BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/2-x/config/b_connector/m_ami.html
https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/2-x/config/b_connector/m_ami.html

Add Security Groups with Terraform!

resource "aws_security group" "CiscoLive-securityGroup" {
name = "MRE Cisco Live SecGroup"
description = "Allow inbound CAPWAP Traffic"
vpc_id = var.vpc_id

ingress {
description = "CAPWAP"
from_port =5246
to_port =5248
protocol = "tcp"
cidr_blocks = [var.cidr_blocks]

}
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Deploying Cisco Catalyst 9800 WLC

Deployment Options

-rcllls-élol- gllzzodCatalyst 9800-CL Wireless Controller for tkan s Lonch

i, i il 1. Manual EC2 Instance deployment

Configure this software 2. Terraform

Choose a fulfillment option and software version to launch this software.

Fulfillment option
CloudFormation Template
CloudFormation Template ¥ Deploy a complete solution configuration using a Software Pricing
CloudFormation template
Cisco Catalyst $0/he

9800-cL

Cisco Catalyst C9800-CL Wireless Controller v Wireless
Controller for
Cloud

Software version
17.9.1 (Nov 28, 2022) v ol
Whats in This Version '

Cisco Catalyst 9800-CL Wireless Controller for Cloud
Learn more

Region

US West (N. California) v

EC2 and CloudFormation Deployment Guide: https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
8/b_cisco_catalyst 9800 wireless controller_aws.html
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AMI Catalog

amazon.com, 10% oy @

3] L @ (o) Sydney ¥ admin/mrebetzk@cisco.com @ 3483-9737-0333 ¥

EC2 Dashboard X EC2 > AMI Catalog

AMI Catalog

EC2 Global View

Events
An AMI is a template that contains the software configuration (operating system, application server, and applications)

¥ Instances required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or

Instances you can select one of your own AMis.

Instance Types

Launch Templates AMis

Spot Requests

Q 9800 X
Savings Plans
Reserved Instances
™ < Quickstart AMIs (0) My AMIs (420) AWS Marketplace AMIs (2) Community AMIs (33)
Dedicated Hosts Commonly used AMis Created by me AWS & trusted third-party AMIs Published by anyone
Capacity Reservations
New

¥ Images v Refine results 1 &

AMIs 9800 (2 results) showing 1 -2

Did you mean 90007 Sort By: Relevance v
AMI Catalog Categories
: Infrastructure Software (2) N
V¥ Elastic Block Store Lol Cisco Catalyst 9800-CL Wireless Controller for Cloud oLt
. e

Volumes v P:hl'sher é,sco By Cisco Systems, Inc. [ | ver 17.9.1

Snapshots () Cisco Systems, Inc. (2) Jrddede el AWS review [4

Lifecycle Manager ¥ Pricing model The Bring Your Own License (BYOL) version of next generation wireless controller (C9800-CL-K9) combines

("] Bring Your Own the advantages and flexibility of an AWS public cloud with the customization and features richness

¥ Network & Security License (2) customers usually get with on-prem deployments. As part of Cisco's Cloud portfolio, the Catalyst...

Carmwity Cratine -
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AMI Catalog

amazon.com;

@

EC2 Dashboard X
EC2 Global View

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations

New

¥ Images

AMis

AMI Catalog

4

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups

Elastic IPs

c1sco 'p/_/

Cisco Catalyst 9800-CL Wireless Controller for Cloud

alialn Cisco Systems, Inc. [
cisco Jokdokk 1 AWS review [

Bring Your Own License

Product details Pricing

Usage Support

The Cisco Catalyst 9800-CL is the next generation of enterprise-class wireless controller for cloud that runs open Cisco 10S XE Software and sets the standard for
always-on and secure wireless network, bringing the world's most popular wireless networking platform to AWS

Typical total price
$0.17/Hr

Total pricing per instance for services hosted on c5.xlarge in
us-east-1
See additional pricing information

Latest version Categories

17.9.1 Network Infrastructure
Delivery methods

Amazon Machine Image ®

CloudFormation Template ®

Operating systems

Other Cisco 10S XE

#CiscoLiveAPJC BRKEWN-1104 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AMI Catalog

Services = Q L @ [0 Sydney ¥ admin/mrebetzk@cisco.com

EC2 > Instances » Launch an instance
¥ Summary

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Number of instances Info

1 o

Software Image (AMI)

Name and tags info [Copied ami-Oe0ee675c4041a4fe ...read more
ami-01219f5e8df8ad26e

Name Virtual server type (instance type)

test Add additional tags cS.xlarge

Firewall (security group)
New security group

v Application and OS Images (Amazon Machine Image) info
Storage (volumes)

1 volume(s) - 16 GIB
An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for

below Cancel Launch instance

Q 9800 X Review commands

AMI from catalog Recents Quick Start

Amazon Machine Image (AMI) Q
C9800-CL-17-9-1.20220919233909-36a3a0b8-
cf25-45aa-9fcc-16915f24ce71 Browse more AMIs

ami-01219f5e8df8a426e Including AMIs from
AWS, Marketplace and

c1sco 'p/_/
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Terraform AWS USER DATA

#C9800 bootstrap config. Passed via UserData - C9800. txt
ios-config-1="hostname MRE C9800_ CL"
ios-config-2="username cisco priv 15 pass ciscol23"
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Day-0 Configuration

Configuration Setup Wizard

1. General Settings

= o
Time / Timezone 10:41:06 @ |/ | Pacific v

NTP Servers Enter NTP Server (+]
Added NTP servers
10.10.105.7 o
AAA Servers Enter Radius Server IP H Enter Key & |o
Added AAA servers
Wireless Management Settings
Port Number GigabitEthernet1 v
IP Address 10.220.3.20
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Day-0 Configuration

3. Advanced Settings

Client Density “ { ] >
Low Typical High

RF Group Name*

Traffic Type | Data and Voice v ‘

Virtual IP Address

AP Certificate

Generate Certificate YES [ ]

RSA Key-Size | 2048 - ‘

Signature Algorithm | sha256 v ‘

Password* ] e [ )

Create New AP Management User (optional)

New AP Management User

Password | e »

Secret | e [ )

Lae!
cisco (4 . #CiscoLiveAPJC BRKEWN-1104 © 2023 Cisco and/or its affiliates. Al rights reserved. Cisco Public
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Day-0 Configuration

Vv General Settings

Host Name C9800-AWS-3
Country us
Date

Time / Timezo

NTP Servers

Wireless Man:

Port Number It may take a minute to apply the configuration. You will be
logged out and asked to login again. Are you sure you
want to proceed ?

Vv Wireless Network Settings

Network Name

0 ‘ 10 v | Mo items to display
Vv Advanced Settings Yes
L o
Client Density
RF Group Name default
Traffic Type data and voice
Virtual IPvd Address 192.0.2.1
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EC2 Serial Connect

EC2 » Instances » i-05b2314698cf2384a

Instance summary for i-05b2314698cf2384a (BRKEWN-1104-Demo-WLC) infe

Updated less than a minute ago

Instance 1D
i-05b2314698cf2384a (BRKEWN-1104-Demo-WLC)

IPwE address Instance state

(=) Running
EC2 » Instances » i-05b2314698cf2384a » Connect to instance

Connect to instance i

Connect to your instance i-05b2314658cf2384a (BRKEWMN-1104-Demo-WLC) using any of these options

EC2 Instance Connect Session Manager S5H client EC2 serial console

Instance 1D
i-05b2314698cf2384a (BRKEWN-1104-Demo-WLC)

Serial port
ttyS0

Public IPv4 address

| O H Connect || Instance state w H Actions W

Private IPv4 addresses
10.220.3.20

Public IPv4 DNS

Elastic IP addresses
9800-AWS=3#sh ip int br

Interface IP=Address
igabitEthernetl 10.220.3.20
lanl unassigned

OK? Method Status Frotocol
YES DHCP  up up
¥YES unset administratively down down

9800-AWS-3#conf t

nter configuration commands, one per line. End with CNTL/Z.
J800-AWS=3 (config)#int G1

9800=-AWS=3 (config=-if)#ip address 10.220.3.20 255.255.255.0
9800-AWS-3 (config-if)#exit

Cisco

#CiscoLiveAPJC
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Configure SNMP

5| Dashboard

Catalyst Center on-board pre-requestj

v/
v/

SSH enabled

CLI credentials

Netconf enabled and define the

Monitoring

Configuration

SNMP Views | Community Strings | V3 User Groups

y General

V3 Users Hosts Wireless Traps

port \/ Community Name Y Access Mode
830 ; : o
«  SNMP enabled and figure
community strings SNMP Mode
Community Name*
|=| Apply to Device :
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Configure Catalyst C9800 AWS - Terraform
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Terraform Structure

#main. tf
resource "aws_instance" "CiscoLive-C9800-CL" {
ami = var.c9800-ami
instance_type = var.instance_type
subnet_id = var.subnet_id
private_ip = var.c9800-staticlPv4
vpc_security_group_ids = [aws_security_group.Ciscolive-
securityGroup.id]
key_name = var.key_name
associate_public_ip_address = true
tags = {
Name = "MRE_C9800-CL"
}
credit_specification {
cpu_credits = "unlimited"
}
user_data = file("9800.txt")
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Terraform AWS USER DATA

#C9800 bootstrap config. Passed via UserData - C9800. txt
ios-config-1="hostname MRE C9800_ CL"
ios-config-2="username cisco priv 15 pass ciscol23"
ios-config-3="wireless country AU"

ios-config-4="ntp server au.pool.ntp.org"
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Ansible Script for C9800 Config

#C9800 Ansible Playbook
- name: Configure Commands
cisco.ios.ios_command:
commands :
configure terminal
username Netconf privilege 15 password 0 netconf
username Restconf privilege 15 password 0 restcon
netconf-yang
ntp server au.pool.ntp.org
ip route 0.0.0.0 0.0.0.0 10.0.10.1
wireless country AU
wlan CiscolLiveTest 1 CiscoLiveTest
security wpa psk set-key ascii 0 ciscol234
no shutdown
interface gl
wireless management interface gl
end
wireless config vwlc-ssc key-size 2048 signature-algo sha256
password 0 ciscol23
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Cisco DNA Center
Virtual Applisnce Launchpad

Deployment Options

1. CloudFormation Template - Catalyst
Center only

2. Launchpad VA App - Catalyst Center
and AWS infra

<9 | ‘

Selec EC2:KeyPair:KeyName
Cisco DNA Center Configuration

Dacin:
Cisen DN

Everything Needed for Cisco DNA Center on AWS:
https://community.cisco.com/t5/networking-knowledge-base/everything-you-need-to-know-
about-cisco-dna-center-va-on-aws/ta-p/4731299

Deployment Guide: https://www.cisco.com/c/en/us/td/docs/cloud-systems-
management/network-automation-and-management/dna-center/dna-center-
va/deploy/b_cisco_dna_center_va_ aws_deployment_guide.html
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Cisco Catalyst Center on AWS with CloudFormation

Software Download

Downloads Home / Cloud and Systems Management / Network Automation and Management / Cisco DNA Center / DNA Center Software- VA Launchpad 1.2.1

Search: This Mac

“Downloads"”

Suggestec

Cisco_DNA_Cent
Downloads er_instance.yml

cisco W‘/

#CiscoLiveAPJC

BRKEWN-1104

Documentation
inchpad 1.2.1

0.00 MB

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

91



Cisco Catalyst Center on AWS with CloudFormation

Q cloudformption L @ & Sydney ¥

admin/mrebetzk@cisco.com @ 3483-9737-0333 ¥

Search results for 'cloudform’

Try searching with longer queries for more relevant results

(&} ‘ Create stack ¥ ‘
Features (6) Services
Resources ' New
. v ‘ @ View nested 1 @
Documentation (16,353) & CloudFormation ¥

Knowledge Articles (20) Create and Manage Resources with Templates

~ . Marketplace (499) Top features

- . - uisite Resources Deployment
Blogs (461) ource import  Stacks

@] m —_— mplate for Cisco Identity Service Engine. CFT Version : 3.1.518
Events (1
%3 Application Composer
o] o Tutorials (2) & PP P

plate for Cisco Catalyst 9800-CL Wireless Controller for Cloud --AWSMP::36aaa0b8-

Visually design and build serverless applications quickly 4ce71:fcal1194-78c0-43ed-debf-439f521f4376

c1sco 'p/_/
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Cisco Catalyst Center on AWS with CloudFormation

admin/mrebetzk@cisco.com @ 348

Services

CloudFormation » Stacks

Stacks (6)

‘ Q, Filter by stack name

Stack name
O cisco-dna-center
O syd-ise-stack
(@] Demo-5

O demo-9800-2
@] Demo-1

O Demo

c1sco 'p/_/

Status
(@) CREATE_COMPLETE

(© CREATE_COMPLETE

(© CREATE_COMPLETE

(© CREATE_COMPLETE

(© CREATE_COMPLETE

(© CREATE_COMPLETE

Created time

2023-10-10 11:53:47 UTC+1100

2021-08-26 12:39:03 UTC+1000

2021-05-24 17:40:32 UTC+1000

2021-05-21 17:45:29 UTC+1000

2021-05-21 16:50:43 UTC+1000

2021-05-21 14:36:10 UTC+1000

#CiscoLiveAPJC

| @] | Create stack ¥ ‘
Filter status

| |Active v ‘ @ View nested 1 @
Description

Cisco DNA Center Prerequisite Resources Deployment
AWS Cloud Formation Template for Cisco Identity Service Engine. CFT Version : 3.1.518

AWS CloudFormation Template for Cisco Catalyst 9800-CL Wireless Controller for Cloud --AWSMP::36aaa0b8g-
<f25-45aa-9fcc-16915f24ce71::fca11194-78c0-43ed-debf-439f521f4376

AWS CloudFormation Template for Cisco Catalyst 9800-CL Wireless Controller for Cloud --AWSMP::36aaa0b8-
cf25-45aa-9fcc-16915f24ce71::fca11194-78c0-43ed-debf-439f521f4376

AWS CloudFormation Template for Cisco Catalyst 9800-CL Wireless Controller for Cloud --AWSMP::36aaa0b8-
cf25-45aa-9fcc-16915f24ce71::fca11194-78c0-43ed-debf-439f521f4376

AWS CloudFormation Template for Cisco Catalyst 9800-CL Wireless Controller for Cloud --AWSMP::36aaa0b8-
cf25-45aa-9fcc-16915f24ce7?1::fca11194-78c0-43ed-debf-439f521f4376

BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst Center on AWS with CloudFormation

com @ 3483-9737-0333 ¥

CloudFormation » Stacks » Create stack

Step 1

Create stack

Create stack

Sieed Prerequisite - Prepare template
Specify stack details

Prepare template

Step 3
P Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

Configure stack options

© Template is ready O Use a sample template (O Create template in Designer

Step 4
Review

Specify template

A template is a JSON or YAML file that describes your stack's resources and properties.

Template source
Selecting a template generates an Amazon S3 URL where it will be stored.

O Amazon 53 URL ‘ [ © Upload a template file ‘

Upload a template file

[ Choose file

Cisco_DNA_Center_Instance.yml X l

JSON or YAML formatted file

S3 URL: https://s3.ap-southeast-2.amazonaws.com/cf-templates-vmecuw2ka59ob-ap-southeast-2/2023-11-07T213206.304276¢-Cisco_DNA_Center_Instance.yml

Cancel Next
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Cisco Catalyst Center on AWS with CloudFormation

Cisco DNA Center Configuration

DnaclnstancelP
Cisco DNA Center IP Address

Management IP

DnacNetmask
Cisco DNA Center Netmask

Subnet Mask on the aws subnet

DnacGateway
Cisco DNA Center Gateway Address

Gateway Address (.1) of your aws subnet

N DNS Server Address

DnacPassword
Cisco DNA Center Password

EnterSeing DNAC password (username default
— maglev)

Cisco DNA Center FQDN

Enter sting DNAC FQDN

DnacHttpsProxy
Enterprise HTTPS Proxy (optional)

- HTTPs proxy settings(optional)

DnacHttpsProxyUsername
HTTPS Proxy Username (optional)

Enter String
DnacHttpsProxyPassword

HTTPS Proxy Password (optional)

Enter String

cisco M B #CiscoLiveAPJC BRKEWN-1104 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 95



Configure Catalyst Center - LaunchPad
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Cisco Catalyst Center on AWS with Launchpad

i Services | Q IAM|

VPC dashboard Search results for 'JAM"
EC2 Global View [4 Try searching with longer queries for more relevant results

Filter by VPC:

Features (20)

Select a VPC Services
Resources New
¥ Virtual private cloud Documentation (48,533) Bl 1AM
Your VPCs Knowledge Articles (20) Manage access to AWS resources
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Cisco Catalyst Center on AWS with Launchpad

Fa¥ @ 0] Global v admin/mrebetzk@cisco.com @ 3483-973

Services | Q

IAM > Users ) Create user

Step 1 " -
IO Specify user details
Step 2

Set permissions User details

Eipe User name

Review and create
e : cisco-DNA-launchpad

The user name can have up to 64 characters. Valid characters: A-Z, a-2,0-9, and + =, . @ _ - (hyphen)
["] Provide user access to the AWS Management Console - optional
If you're providing console access to a person, it's a best practice [} to manage their access in 1AM Identity Center.
@ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you can generate them after you create this IAM user. Learn

more [4

Cancel Next
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Cisco Catalyst Center on AWS with Launchpad

admin/mrebetzk@ci com @ 3483-9737-0333 ¥

1]
®

JAM > Users » cisco-DNA-launchpad » Add permissions

Step 1

[Aclcl permissions]

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [

Add permissions

Step 2
Review P q
Permissions OPtIOHS
(O Add user to group ) Copy permissions © Attach policies directly
Add user to an existing group, or create a new group. We Copy all group memberships, attached managed policies, inline Attach a managed policy directly to a user. As a best practice, we
recommend using groups to manage user permissions by job policies, and any existing permissions boundaries from an existing recommend attaching policies to a group instead. Then, add the
function. user. user to the appropriate group.
Permissions policies (1/1136) C
Filter by Type
Q, Search ‘ All types v 12 3 45 6 7 .5 > &
[-] Policy name [ a | Type v Attached entities v
O AccessAnalyzerServiceRolePolicy AWS managed 0
‘ = AdministratorAccess AWS managed - job function 3
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Cisco Catalyst Center on AWS with Launchpad

i DNA Portal

VA Launchpad (Beta)

AWS Access

Fill the AWS details to connect to your AWS account.

For more details,

check https:jldocs.aws.amazon.com/general/latestfgr/aws-sec-cred-types. htmi

cisco L{Vp/_/

#CiscoLiveAPJC

BRKEWN-1104

dWs

@® 1AM Login Federated Login

Access Key ID * 6]

Use MFA authentication @
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Cisco Catalyst Center on AWS with Launchpad

IAM > Users > cisco-DNA-launchpad

cisco-DNA-launchpad .«

Summary
ARN Console access Access key 1
arn:aws:iam:: 348397370333 :user/cisco-DNA-launchpad Disabled AKIAVCHQZT7POSVPHYGFY - Active
@ Used 28 days ago. 28 days old.
Created Last console sign-in Access key 2
Qctober 10, 2023, 11:25 (UTC+11:00) - Create access key
Permissions Groups Tags Security credentials Access Advisor
Console sign-in Enable console access
Console sign-in link Console password
https://348397370333.signin.aws.amazon.com/console Not enabled

Multi-factor authentication (MFA) (1)

Use MFA to increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximum of & MFA devices assigned. Learn more [}
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Cisco Catalyst Center on AWS with Launchpad

Services Q, Search [Option+5]

IAM > Users > cisco-DNA-launchpad > Assign MFA device

o Select MFA device

Select MFA device

Step 2 MFA device name
Set up device

Device name
Enter a meaningful name to identify this device.

MarksiPhone

Maximum 128 characters. Use alphanumeric and '+ =, . @ - _' characters.

MFA device

Select an MFA device to use, in addition to your username and password, whenever you need to authenticate.

o Authenticator app

Authenticate using a code generated by an app installed on your mobile
device or computer.

0 Security Key

Authenticate using a code generated by touching a YubiKey or other
supported FIDO security key.

o Hardware TOTP token

Authenticate using a code displayed on a hardware Time-based one-time
password (TOTP) token.

c1sco 'p/_/
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Cisco Catalyst Center on AWS with Launchpad

aluil  DNA Portal VA Launchpad (Beta) ‘ R Mark v

cisco

aws @

AWS Access MFA Authentication

2 : ica* @
Fill the AWS details to connect to your AWS account. Please:Seloct MFA Dovice

arn:aws:iam::348397370333:mfa/MarkRebetz v

For more details

check https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
MFA Code Verification

Please open your MFA authenticator app and enter the
passcode into the designated field labeled "MFA
Passcode."

MFA Passcode ©

Cancel
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Cisco Catalyst Center on AWS with Launchpad

DNA Portal VA Launchpad (Beta) Q  Mark

alvaln
RS Dashboard

Region
us-east-1 v

& CloudWatch Dashboard

!' Dashboard

No VA Pod(s) created!

You can create new Virtual Appliance (VA) pod by clicking the above button

(© Before you begin, ensure that your AWS account is subscribed to Cisco DNA Center Virtual Appli - Bring You Own
Licence(BYOL) in AWS Marketplace.

® Please make sure you have the following minimum resources to install Cisco DNA Center.
+ Cisco DNA Center Server: 32 vCPU, 256GB RAM, and 4TB storage available.
» Cloud Backup Server: 2vCPU, 500 GB storage on t3 micro instance.

(D VA Pod = AWS hosting environment for Cisco DNA Center Virtual Appliance which include collection of AWS resources
such as Cisco DNA Center EC2 instance, EBS storage, backup NFS server, security groups, gateways, routing tables, etc.

cisco-DNA-laun.. v @ ["
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Cisco Catalyst Center on AWS with Launchpad

Setting up the initial region configuration.
This might take a couple of minutes.
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Cisco Catalyst Center on AWS with Launchpa

o Configure AWS Infrastructure Configure AWS Infrastructure

With EC2, VPN Detalls
Please enter the following details.

Configure On-premise
Precheck with AWS VA POD ENVIRONMENT DETAILS

VA Pod Name * @
Network Connectivity Check

Check IPSec tunnel connection CiscolLive23

Availability Zone * @

ap-southeast-2a

AWS VPC CIDR * @

10.0.44.0

ON-PREM CONNECTIVITY

Please select the appropriate optiens for your on-premise network connectivity.

Transit Gateway (TGW) o

New VPN GW + New TGW Existing TGW

VPN DETAILS
Please complete this to download the sample configuration based on your enterprise gateway. Please note these are
samples, and will need modification to use Advanced Algorithms, Certificates, andfor IPv6.

CGW (Enterprise +@
Firewall/Router)

VPN Vendor * ©
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Cisco Catalyst Center on AWS with Launchpad

o Configure AWS Infrastructure
With EC2, VPN Details

Configure On-premise
Precheck with AWS

Network Connectivity Check

Check IPSec tunnel connection

cisco Li%o/‘/

Configure AWS Infrastructure

Please enter the following details.

VA POD ENVIRONMENT DETAILS
VA Pod Name * @

CiscolLive23
Availability Zone * @

ap-southeast-2a v

AWS VPC CIDR * @

10.0.44.0 /25

#CiscoLiveAPJC

BRKEWN-1104
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Cisco Catalyst Center on AWS with Launchpad

ON-PREM CONNECTIVITY
o Configure AWS Infrastructure | Please select the appropriate options for your on-premise network connectivity.

©

With EC2, VPN Details
Transit Gateway (TGW)

Configure On-premise L
New VPN GW + New TGW Existing TGW
Precheck with AWS

Network Connectivity Check VPN DETAILS
Check IPSac tunnel connection Please complete this to download the sample configuration based on your enterprise gateway. Please note these are
samples, and will need modification to use Advanced Algorithms, Certificates, and/or IPv6.

CGW (Enterprise @
Firewall/Router)

144.6.176.223

VPN Vendor * @

Cisco Meraki v
Platform * @
MX Series v

Software * @

1512+ (WebUI) v

CUSTOMER PROFILE ®

Small Large

BACKUP TARGET @

Enterprise Backup (NFS) Cloud Backup (NFS)
o

#CiscoLiveAPJC BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 109
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Cisco Catalyst Center on AWS with Launchpad

cisco W‘/

o Configure AWS Infrastructure
With EC2, VPN Details

Configure On-premise

Precheck with AWS

Network Connectivity Check

Check IPSec tunnel connection

Summary

Review your AWS Infrastructure details and make changes. If you are satisfied with your selection, click the "Start

Configuring AWS Infrastructure”

VA POD ENVIRONMENT DETAILS

VA Pod Name
Region
Availability Zone
AWS VPC CIDR

ON-PREM CONNECTIVITY

Transit Gateway (TGW)

VPN ATTACHMENT

Customer Gateway (CGW)

VPN DETAILS

CGW (Enterprise Firewall/Router)
VPN Vendor
Platform

Software

OTHER DETAILS

Customer Profile
Backup Target

Exit

#CiscoLiveAPJC

Ciscolive23
ap-southeast-2
ap-southeast-2a

10.0.44.0/25
VPN GW
New VPN GW

144.6.176.223
Cisco Meraki
MX Series
15.12+ (WebUl)

Medium

Cloud Backup (NFS)

Start Configuring AWS Infrastructure

BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst Center on AWS with Launchpad

cisco L{{@/

o Configure AWS Infrastructure
With EC2, VPN Details

Configure On-premise
Precheck with AWS

Network Connectivity Check

Check IPSec tunnel connection

AWS Infrastructure Configured

@ Ciscolive23
AWS CloudFormation

© PrivateRouteTable1
AWS EC2

@ PrivateSubnet1
AWS EC2

@ VPC
AWS EC2

@ CiscolLive23-0OnPremConnectivity
AWS CloudFormation

@ VpcVpnConnectionPrimary
AWS EC2

® VpcCustomerGateway
AWS EC2

@ VpcVpnGateway
AWS EC2

@ Ciscolive23-LambdaFunctions
AWS CloudFormation

Exit

#CiscoLiveAPJC BRKEWN-1104

.

AWS
Infrastructure

©

Proceed to On-Prem Configuration
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Deploying Cisco Spaces Connector

aws marketplace

Q Search

About ¥ Categories v Delivery Methods + Solutions AWSIQ + Resources v Your Saved List Partners  Sell in AWS Marketplace ~ Amazon Web 5f

Deployment Options vl

cISCo Cisco DNA Spaces Connector Continue to Launch

1. Manual EC2 Instance deployment e e s

2. Terraform Configure this software

Choose a fulfillment option and software version to launch this software. This Is an estimate of typical saftware
and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from

Fulfillment option this estimate.,
64-bit (x86) Amazon Machine Image (AMI) ¥ Software Pricing
Cisco Spaces Wireless Setup — S
Cisco DNA Spaces Connector 3 (Mar 14, 2023) v
running on
. Regi m5.large
1. Deploy Spaces connector in AWS i — . Infrastructure Pricing

EC2: 1* mS.large

2. Configure the Spaces Connector - ot 560 emrmmnn

Ami Id: ami-08f057e7c6fccBIdE

TO ke n Ami Alias: faws/service/marketplace/prod-zjxlodtaglbpe/cisco-dna-spaces-connector-3 Learn More Q‘m
. e o
3. Add Cisco C9800 WLC
4

Import Catalyst Center Maps

EC2 Configuration Guide: https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/config/b_connector 30/m_ami3.html
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Cisco Spaces Connector Ports Used

Basic Functionali
<—» BasicFunctionality UDP or TCP or TLS (port number

UDP 123 (NTP)  TCP22(SSH) TCP/UDP 1812
(RADIUS)

loT Services | is user configurable) UDP /TCP 53
Syslog (DNS)
<4—» OpenRoaming Server
<4—» Remote Syslog T
Functionality
Connector Port TCP 8004 (TDL) For Catalyst
UDP Port 161 (SNMP) For AireOS
/ WLC Port TCP 16113 (NMSP)
4
\ WLC Port TCP 830 (NETCONF) For Catalyst
\ TCP Port 22 (SSH)
CAPWAP
(FastLocate Connector Port UDP 2003 (FastLocate)
packets also UDP/TCP 1812/1813 (RADIUS)
encapsulated in
CAPWAP)
AP Port TCP 8443 (I0X App Install)
APs Connector Port TCP 8000 (gRPC)

Connector Port TCP 8000 (REST API Call)

Note the connectivity
requirement between AP and
connector. Important for AWS
based connector or FlexConnect

AP
cisco Li%o/‘/

#CiscoLiveAPJC

TCP / UDP
2083 TCP 443
(RADSEC)

(HTTPS)

P

4l

TCP 443 (HTTPS)
Spaces Cisco Spaces
e
Connector Cloud
US Setup
Primary IP 52.20.144.155,

Switch Port Address 34.231.154.95
TCP 830 Disaster Recovery 54.176.92.81,

(NETCONF)
Switch Port TCP
8003 (gRPC)
Switch Port TCP
443 (10X Install)

Connector Port TCP
8004 (TDL)

54.183.58.225

EU Setup
Primary IP 63.33.127.190,
Address 63.33.175.64
Disaster Recovery 3.122.15.26,
3.122.15.7

Catalyst
Switches
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Functionality
Connector Port TCP 8004 (TDL) For Catalyst

UDP Port 161 (SNMP) For AireOS

~ WLC Port TCP 16113 (NMSP) ~—

WLC Port TCP 830 (NETCONF) For Catalyst Spaces

Connector
TCP Port 22 (SSH)

Connector Port UDP 2003 (FastLocate)

UDP/TCP 1812/1813 (RADIUS) TCP 830
(NETCON




Cisco Spaces
Cloud

US Setup
Primary IP 52.20.144.155,
Address 34.231.154.95
Disaster Recovery 54.176.92.81,
54.183.58.225

EU Setup
Primary IP 63.33.127.190,
Address 63.33.175.64
Disaster Recovery 3.122.15.26,
3.122.15.7




Configure Spaces Connector - Terraform
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Deploy Spaces connector in AWS

#main. tf

resource "aws_instance" "Ciscolive-SpacesConnector" {
ami = var.SpacesConnector-ami
instance_type = var.spaces_instance_type
subnet_id = var.subnet_id
private_ip = var.connector-staticlPv4
associate_public_ip_address = true

vpc_security_group_ids = [aws_security_group.Ciscolive-securityGroup.id]
key_name = var.key_name
tags = {
Name = "MRE_SpacesConnector"
}
credit_specification {
cpu_credits = "unlimited"
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Deploy Spaces connector in AWS - Security-
Group

#main. tf

resource "aws_security _group" "CiscolLive-ConnectorAllTraffic" {
name "MRE Cisco Live ConenctorGroup"
description "Allow All Traffic to only Connector"

vpc_id var.vpc_id

ingress {
description "All Traffic from 10.0.43.0/24"
from_port =443
to_port =443
protocol = "all"
cidr_blocks = [var.all_subnets]
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Deploy Spaces connector in AWS - ssh to change pass

~ % ssh ec2-user@10.0.42.11 —| ~/.ssh/mre_ciscolive_aws.pem

New password:

BAD PASSWORD: The password is shorter than 14 characters
Retype new password:

passwd: all authentication tokens updated successfully.
Password changed successfully

Cisco Spaces Connector UI:

https://10.0.42.11

Username log in: spacesadmin

The install is complete, a reboot will occur in 10 seconds...
Connection to 10.0.42.11 closed by remote host.

Connection to 10.0.42.11 closed.

#CiscoLiveAPJC BRKEWN-1104 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 120



Terraform Structure - ssh to change password

E

cisco

SPACES Connector 3.1 o
Dashboard
Configure Connector @ Configure Token Configure Token X

Without the token, the connector will not be able to start.
{5} Configure HTTP proxy

() Privacy Settings @ General Information
/2 Manage API Keys Connector Name HA Config Mode Not VIP Paired
Connector 3.1 Tenant ID
Troubleshoot
o Connector ID
Hostname mre-spaces-ciscolive
Package connectord-pad-... Instance 1D not_available
Proxy
NTP Address 169.254.1698.123
NTP Status active (running)

cisco L‘V& ./ #CiscoLiveAPJC BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



Configure the Spaces Connector - Token

CIsco

SPACES Connector 3. =]

1  Dashboard
Configure Connector
Configure HTTP proxy

( . Privacy Settings
Configure the token below to activate your connector

¢ Manage API Keys Note: If the machine is behind a proxy, Connector won't be able to interact with the cloud. Configure Proxy to get the connector working.

Token
Troubleshoot

Don't have the token?  Click Here for the Step by Step Guide v

c1sco 'p//
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Configure the Spaces Connector - Token

08 = ‘dnaspaces.io,

Cisco

SPACES

Formerly Cisco DNA Spaces

Turn your building
into Sma rt Spa{ : Welcome to Cisco Spaces

Watch the video

Login Try For Free

New to Spaces? visit: SPaces.cisco.com

Are you a Cisco Spaces Partner? Partner Login

8 Billion 220,000+ 13.5 Trillion 2.7 Million 1.8 Million

Enterprise Square Feet Digitized Locations Worldwide Location Updates Access Points Live Sensors Tagged

Cisco M . #CiscoLiveAPJC BRKEWN-1104 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure the Spaces Connector - Token

Spaces

- Dashboard ~

ﬁ Home

©  Location Hierarchy
@ Integrations

[~ Monitor

8 Admin Management

{=} 10T Services

{@ Setup

cisco L{Vp/_/

©

Digitization Stats

1 Locations

L 3 SEc Apps

Enhance your customer experience using these Apps available in your SEE subscription

£
Behavior Metrics

Gold standard performance metrics
for physical spaces

¥
Right Now

Real time metrics

#CiscoLiveAPJC

o
&
Camera Metrics

Metrics derived from Meraki Camera
Data

Show/Hide Apps ‘v~

EXTEND FEATURES

=
@

OpenRoaming

Stay connected wherever you go,

seamlessly and securely

BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure the Spaces Connector - Token

& Spaces

Dashboard v Digitization Stats
® 0,001

Home 1 Locations

Location Hierarchy

Integrations

Monitor

Admin Management

oT Services Wireless Networks

Setup Wired Network
Map Service
Locations & Maps

Camera

c1sco 'p/_/

s €D

Enhance your customer experience using these Apps available in your SEE subscription

', ¥

Behavior Metrics Right Now

standard performance metrics Real time metrics
for physical spaces

#CiscoLiveAPJC

> Show/Hide Apps v

BETA EXTEND FEATURES
€
o, (@)
Camera Metrics OpenRoaming

Metrics derived from Meraki Camera
Data

BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure the Spaces Connector - Token

4y Spaces

Connect your wireless network
$ Dashboard ~

Connect via Spaces Connector

Spaces Connector is an easy way to get your wirsless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or recanfigure your wireless network.
Home

Location Hierarchy

& D 0

1) Install Spaces Connector OVA Need Help?
Integrations Download and install Spaces Connector OVA as a virtual machine. Access the below links to view detalled help
Download Spaces Connector (£ .
) View Configuration Steps
b '
|_ Monitor 2| Configure Spaces Connector
‘You will need a token to canfigure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure > i
8 Admin Management Spaces Connector to connect via HTTPS proxy. System Requirements
loT Services Create Connector Frequently Asked Questions
View Connectors
b setup

3) Add Controllers

Add and associate controllers to your Cisco Spaces Connector(s)

O controller(s) active

View Controllers

4) Import Maps

Prime/DNAC map requires In order to work Locate & detect, Asset tracker, and IOT services, and proximity Report

O buildings imported Import/Sync Maps
Map Upload History
O floors Imported Manage Maps
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Configure the Spaces Connector - Token

Create Connector X

Spaces Connector Name

AWS-Connector

Connector Version

O version 2.x

First generation Connector designed to transfer location data efficiently to Cisco Spaces cloud
®  Version 3.0 (setw)

« Support for deploying and managing multiple individual services

= Enhanced monitoring and troubleshooting of the connector and connector services

« Seamless services and system upgrades

+ Refer to the Connector 3.0 Configuration Guide

for more details
Enable Location Services
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Configure the Spaces Connector - Token

Create Connector

9

Connector Created Successfully
Next step
Please generate a token from connector details page and
configure it in your 'instance/box'

Go to Connector Details Page
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Configure the Spaces Connector - Token

‘diea’ Spaces

Setup > Connectors > AWS-Connector ID : 26559748012616850000 | Last Modified : Oct 20, 2023, 4:08:31 PM
N Dashboard v
SUMMARY
Instances Active Inactive Services enabled Controller Switches
ﬁ} Home
O Location Hierarchy Configuration  Instances  Metrics Q /7 Generate Token @ Troubleshoot Connector
@ Integrations
Services @~dd Services
& Monitor
Service Name Version Last Updated Actions
£, Admin Management
[L] service Manager 3.1.1.52 Oct 20, 2023, 4:08:31 PM
loT Services -
° Location 3.1.0.102 Oct 20, 2023, 4:08:31 PM

&

Setup
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Configure the Spaces Connector - Token

Token

Configure the token below on your instance/box

eyJhbGceiOiJlUzI 1NilsInR5cClBIkpXVCJ9 ey J2ZXJzaW3uljoiVjMiL CJOb2tibkikljoiNjJU2NDJIhYZAINm YwZiIOXMWVILTgy YmQINTMSNjc ANGMzZ TizliwiaWJSljoi TG YX

Rpb24iLCJ0eXBlljoiY29ubmVjdGSyX2F 1dGhfdGOrZW4iLCJOZWShbnRJIZCIBESNZE 1liwiY29ubmVjdGySWQIOjI2NTUSNzQ4MDEYN|E20DUWMDAWLCJIbmRwb
2ludCl6Imh0dHBzOI8VY29ubmVjdGyLmRuYXNwYWNIcy5pbylsimVudmlyb25tZW50ljcicHJIvZClsInJIZ2Ivbil6InVzLWVhc3QtMSIsimIihd CIEBMTYSNzc 4MjIOMX0.ZE

6Qy051hPITDHQCCchlggbCYeg-JzTIMCnO104_6IM

Copy Token View Documentation

To set up your connector instance, follow the steps below.

Step 1:
Copy the generated token above.

Step 2:
Login to your connector Ul and configure the token. Follow the documentation if you haven't setup your connector yet
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Configure the Spaces Connector - Token

G 10.0.123.9, =

cisco

SPACES Connector 3.1

[ Dashboard
Configure Connector

Configure HTTP proxy

Privacy Settings
Configure the token below to activate your connector

|
Manage API Keys Note: If the machine is behind a proxy, Connector won't be able to interact with the cloud. Configure Proxy to get the connectar working.

Token
Troubleshoot

‘NzcaMjIOMX0.ZEBQjy051hPITDHQC chlggbCYeg-JzTIMCnO104_6IM

Don't have the token? Click Here for the Step by Step Guide v

c1sco 'p/_/
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Configure the Spaces Connector - Token

cisco
SPACES Connector 3.1 e
‘ [y Dashboard
@ General Information
Configure Connector
Connector Name aws-connector HA Config Mode Not VIP Paired
@ Conligure HTTP proxy Connector 3.1 Tenant ID 19715
2 Privacy Settings Hostname aws-connector Connector ID 9424810492200851000
Package connectord-pad-... Instance 1D 06a288a425bd
/2 Manage API Keys Praoxy
NTP Address
Troubleshoot NTP Status
Primary Interface
IP Address 10.0.42.11, 13.210.205.201
MAC Address 06:a2:88:a4:25:bd
Gateway 10.0.42.1
DNS Server ec2-13-210-205-201.ap-southeast-
2.compute.amazonaws.com
Domain
IP Stack ipvd

ciIsco '&./
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Configure the Spaces Connector - Token

Services C
o Service Manager g 31152 o location 3.1.0.102 &
Upgrade: Success ° +

Upgrade: Success

Up time 6m 32s ©

Last Heartbeat 8s ago
Control Channel Up Running Status Up
CPU Usage (%) 6.15% © Up time 2m 43s ©
Memory Usage (%) 123% O Outgoing message rate 0.9 msgs/sec @
Memory Usage 97.4MB © Outgoing dropped message rate 0 msgs/sec ®
Disk Usage (%) 0% @ Incoming NMSP message rate 0 msgs/sec ©
Disk Size 0.68MB © Number of Access Points. 0 Count @
Show More Show More
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Configure the Spaces Connector - Add WLC
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Configure the Spaces Connector - Add WLC

(@] dnaspaces.io

ekt Spaces

Dashboard v .
Connect your wireless network

Connect via Spaces Connector
Home ~
Spaces Connector is an easy way to get your wireless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or reconfigure your wirsless network.

Location Hierarchy

H O B

Integrations 1) Install Spaces Connector OVA Need Help?
Download and install Spaces Connector OVA as a virtual machine. Access the below links to view detailed help.
A~ Monitor Download Spaces Connector i

- . View Configuration Steps
2 ) Configure Spaces Connector

Do

Admin Management

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure:

stem Requirements
Spaces Connector to connect via HTTPS proxy. System Requirement:

EEY

loT Services

Create Connector
Setup ’| / 1 connector(s) active
View Connectors

Frequently Asked Questions

&

3 ) Add Controllers

Add and associate controllers to your Cisco Spaces Connector(s)

Add Controllers

View Controllers

O controller(s) active

c1sco 'p/_/

#CiscoLiveAPJC BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 135



Confi

ciIsco '&/

ure the Spaces Connector

- Add WLC

Add Controller

Connectors

aws-connector ~

®  Add new controller
Choos tris opbon 10 a0d new Contralers
(o] Choose controllers from another connector

Choose this option 1o add conlroliers nneeter, Controllers will be removed from anginal cenmector

Controller IP

10.0.42.10

Controller Name

aws-c9800

Controller Type

Catalyst 9800 Wireless Co -

Netconf Username

Netconf

Netconf Password

....... [ sHow

Save & Add Next Controller

#CiscoLiveAPJC
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Configure the Spaces Connector - Add WLC

Add Controller X

ENter the password £ sHow

Catalyst 9800 Wireless Controller CLI Commands

en
conf t

nmsp enable

aaa new-model

username 06a288a425bd mac aaa attribute list cmx_06a288a425bd
aaa attribute list cmx_06a288a425bd

attribute type password a7512bc7¢364fd58d3735b1d8741f6782473389672dd03ba026592a2df416643

aaa authorization credential-download wem_loc_serv_cert local

Save & Add Next Controller
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Configure the Spaces Connector - Add WLC

Catalyst 9800 Wireless Controller CLI Commands
en
conft
nmsp enable
aaa new-model
username 005056A5DCHA mac aaa attribute list cmx_005056 A5DCHA
aaa attribute list cmx_005056A5DCBA
attribute type password f004b37f72eab5be520f5f212308a6732078e46b33e33fa39b01b92¢cb81dedb4
aaa authorization credential-download wem_loc_serv_cert local

cisco W . #CiscoLiveAPJC BRKEWN-1104 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure the Spaces Connector - Add WLC

L Dashboard v A
Connect your wireless network

Connect via Spaces Connector
Home ~
Spaces Connector is an easy way to get your wireless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or reconfigure your wireless network.

Location Hierarchy

H O B

Integrations 1) Install Spaces Connector OVA Need Help?
Download and Install Spaces Connector OVA as a virtual machine. Access the below links to view detailed help.
Monitor Download Spaces Connector (7'

View Configuration Steps

o R

Admin Management 2 ) Configure Spaces Connector

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure

S m Requiremen
Spaces Connector to connect via HTTPS proxy. Syste! quirements

loT Services

Create Connector
Setup 1 1 connector(s) active X
View Connectors

EEY:

Frequently Asked Questions

&

3 ) Add Controllers

Add and associate controllers to your Cisco Spaces Connector(s)

1 ,] Add Controllers
troll it
/ controller(s) active View Controllers

c1sco 'p/_/
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Verity on Controller - NMSP

aws-c9800#show nmsp status
NMSP Status

DNA Spaces/CMX IP Address Active Tx Echo Resp  Rx Echo Req Tx Data RxData Transport

10.0.42.11 Active 4
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Configure the Spaces Connector - Catalyst
Center Maps
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Configure the Spaces Connector - Add Catalyst
Center Maps

dnaspacss.io

Import or Sync Maps X

Select source map

You must upload a Prime/DNAG map in order to work Detect & Locate, Asset Tracker, and loT Services seamlessly. Choose any of option below

Prime - DNAC v1.3.1 and above -
Choose this option if you have maps which you have Choose this option if you have maps which you have DNAC map
downloaded from prime version 1.3.1 and above

| don't have map -

Chaose this option if you dont not have a map
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Configure the Spaces Connector
Center Maps

- Add Catalyst

= Cisco DNA Center

() Search Hierarchy

% Global

b

~

¢ ACT

~

¢ Australia

v

Search Help

& 9800 Training

#8 Ekahau Import

™ MarksHouse

> ¢ Melbourne

> d NSW

> éb Pl migration

> &b SA

» &b Shepparton

~

&b WA

~

&b Xavier College

@& 250 Victoria Square Adelaide ...

e Add Site v Import i Export

Add Area

Add Building

mport Sites

Export Sites

mport Maps

mport Bulk AP

Export Maps

View

Cisco Perth

Kalgoorlie

Design / Network Hierarchy

Australia

Q. Find sites n = &

OCKNamMpIon
.

9800 Training

Armidale

Broken Hill

Great
Ausg, aliz, &
‘9h¢ l
+
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Configure the Spaces Connector - Add Catalyst
Center Maps

Export Maps

File to be saved to*

DNAC_Map_Archive_10.66.212.109

Export Format Ekahau Project @) Prime

Ekahau Export is allowed for site that contains only
buildings

Do you still want to continue with data export?Click
Export to proceed. The file will be automatically
downloaded once export is complete.
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Configure the Spaces Connector - Add Catalyst

Center Maps

Import or Sync Maps

cisco L{{{o//

Map uploaded successfully

Map provisioning started, check Upload History section for upload status

Continue

#CiscoLiveAPJC BRKEWN-1104
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Configure the Spaces Connector - Manage
Location Hierarch

= el gpaces

Q_ Search

©“

© [ MarkRebetzke o
@ &h 250 victoria Square Adelaid.. &
@ £h ACT &

&l Exahau Import &

H QO B

&h Giobal &
&h Melbourne &
&h Nsw a

5 Pimigration

B sh

& @ PR

&£l Shepparton &

&h wA a
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onfigure the Spaces Connector - Add Maps

‘dses’ Spaces

® Pashboard & 1) Install Spaces Connector OVA Need Help?

Download and install Spaces Connector OVA as a virtual machine, Access the below links to view detalled help.
Download Spaces Coni r

ctof

: View Configuration Steps
2 ) Configure Spaces Connector

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure System Requirements
Spaces Connector to connect via HTTPS proxy.

Home

Location Hierarchy

5 Create Connector
Integrations ’] ‘] connector(s) active :
View Connectors

Frequently Asked Questions

D I B

Monitor

3 ) Add Controllers

Add and assoclate controllers to your Cisco Spaces Connector(s)

Admin Management

o [

!

loT Services

Add Controllers
1 1 controller(s) active
View Controllers

&

Setup

4 ) Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and 10T services, and proximity Report

’] 2 buildings imported Import/Sync Maps
Map Upload History
2 7 floors Imported Manage Maps
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Deploying Cisco ISE

aws

Contact Us Support~  English~

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

D e p I Oy m e nt O ptl O n S AWS Partner Solutions Terraform modules  FAQs  Resources

& Whatyou'll build i= Howtodeploy @ Costand licenses

1. Manual EC2 Instance deployment
2. Terraform The Partner Solution sets up the following: B v oo

« Ahighly available architecture that spans two Availability Zones.*

3. CloudFormation Tem plate + At e cloud (P oniured s pulc and ekt st congt | B [T

AWS best practices, to provide you with your own virtual network on AWS *

« In the public subnets, managed NAT gateways to allow outbound internet access for AT gy T gy
resources in the private subnets.”

 In the private subnets:* i.-t @

© One Cisco ISE primary and one Cisco ISE secondary node deployed to Amazon
Elastic Compute Cloud (Amazon EC2) instances.

o A Network Load Balancer attached to the private subnets. The load balancer Amazon SHS
distributes Remote Authentication Dial-In User Service (RADIUS) and Terminal
Access Controller Access-Cantrol System Plus (TACACS+) requests amang Cisco ISE & Enlarge image
nodes.

View deployment guide for details

* Amazon Route 53 for Domain Name Service (DNS) resolution between Cisco ISE

Instances. ©) View the source code for this Partner Solution
+ AWS Lambda for health checks, deployment, and failover of Cisco ISE instances,

= AWS Step Functions for state machines to deploy and manage failover of Cisco ISE

EC2 and CloudFormation: https://aws.amazon.com/marketplace/pp/prodview-uvsybra7r3iug
Partner Solution: https://aws.amazon.com/solutions/partners/cisco-ise-on-aws/
Deployment Guide: https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/m_ISEaaS.html
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Terraform Structure

#main. tf
resource "aws_instance" "CiscolLive-ISE" {
ami = var.ISE-ami
instance_type = var.ise_instance_type
subnet_id = var.subnet_id
vpc_security_group_ids = [aws_security_group.Ciscolive-securityGroup.id]
key_name = var.key_name
tags = {
Name = "MRE_ISE"

credit_specification {
cpu_credits = "unlimited"

user_data = file("ise.txt")
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Terraform AWS USER DATA

#ISE bootstrap config. Passed via UserData - ISE.txt
hostname=mreISECiscolive
primarynameserver=8.8.8.8
dnsdomain=example.com
ntpserver=time.nist.gov
timezone=CST6CDT
password=<password>
ersapi=yes

openapi=yes

pxGrid=no

pxgrid cloud=no
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Connecting to On Prem Networks

VPN can be deployed using:

Cisco SD-WAN Solutions

Recommended
» Builds site-to-site VPN tunnel to « Use either:
on-prem router « C8000v - Cisco SD-WAN

 Meraki vMX - Meraki AutoVPN

» Either manual configuration or : :
. . A » Automatically configure VPN tunnels
automation via 3" party tools from AWS to On-Prem networks
(ex. Ansible, etc.)

» Push corporate security / access
* Vendor agnostic policies to the cloud
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AWS Site-to-Site VPN

Region

L)
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On-premises nebtwork

Instance I_E_I

Virtual |private
gateway
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VPN connection
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VPC dashboard
EC2 Global View [

Filter by VPC:

Services Q

X

‘ Select a VPC

)

Virtual private cloud]

Security

DNS firewall

Network Firewall

Virtual private network
(VPN)

Customer gateways

Virtual private gateways

Site-to-Site VPN
connections

Client VPN endpoints
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AWS Site-to-Site VPN -

A customer gateway is a
resource that you create in
AWS that represents the
customer gateway device in
your on-premises network.
When you create a
customer gateway, you
provide information about
your device to AWS.

Customer Gateway

VPC Customer gateways Create customer gateway

Create customer gateway .

A customer gateway is a resource that you create in AWS that represents the customer gateway device in your on-premises
network.

Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

MRE-Home
Value must be 256 characters or less in length.
BGP ASN Info
The ASN of your customer gateway device.
65000
Value must be in 1 - 2147483647 range.

IP address Info
Specify the IP address for your customer gateway device's external interface.

Certificate ARN
The ARN of a private certificate provisioned in AWS Certificate Manager (ACM).

Device - optional
Enter a name for the customer gateway device.
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AWS Site-to-Site VPN - Virtual private gateways

VPC Virtual private gateways Create virtual private gateway

Create virtual private gateway i«

A virtual private gateway is the VPN concentrator on the Amazon side of the site-to-site VPN connec tion.

A virtual private gateway is the
VPN concentrator on the
Amazon side of the Site-to-
Site VPN connection. You

MRE-VPC-GW

C re ate a VI rt u a I p rlvate Value must be 256 characters or less in length.

Autonomous System Number (ASN)

gateway and attach it to a O Amazon defautc ASN
virtual private cloud (VPC) with
resources that must access Tags | | |

th e S ite _ tO _ S ite V P N your resources or track your AWS costs. Name tag helps you track your resources more easily. We recommend adding Name tag.

1 Key Value - optional
connection. . S .

You can add 49 maore tags.

Details

W / Cancel Create virtual private gateway
Cisco (A4 HCiscoLiveAPJC ~ BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS Site-to-Site VPN - Virtual private gateways

A virtual private gateway is the VPN concentrator on the Amazon side
of the Site-to-Site VPN connection. You create a virtual private
gateway and attach it to a virtual private cloud (VPC) with resources
that must access the Site-to-Site VPN connection.

VPC Virtual private gateways vgw-0f5e3acd32041b2ab

vgw-0f5e3acd32041b2ab / MRE-VPC-GW ﬁ
Attach to VPC

Details

Virtual private gateway ID State Type VPC Delete virtual private gateway

vgw-0fSe3acd32041b2ab @ Detached ipsec.1

Amazon ASN
64512
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AWS Site-to-Site VPN - Virtual private gateways

A virtual private gateway is the
VPN concentrator on the
Amazon side of the Site-to-
Site VPN connection. You
create a virtual private
gateway and attach it to a
virtual private cloud (VPC) with
resources that must access
the Site-to-Site VPN
connection.

cisco Li//p/_/

VPC Virtual private gateways vgw-0f5e3acd32041b2ab Attach to VPC

Attach to VPC .+

Details

Virtual private gateway ID
vgw-0f5e3acd32041b2ab

Available VPCs

vpc-09e925b4147d627¢6 / MRE-VPC-vpc v
Cancel Attach to VPC
#CiscoLiveAPJC BRKEWN-1104 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 161



AWS Site-to-Site VPN - Virtual private gateways

A virtual private gateway is the VPN concentrator on the Amazon side
of the Site-to-Site VPN connection. You create a virtual private
gateway and attach it to a virtual private cloud (VPC) with resources
that must access the Site-to-Site VPN connection.

vgw-0f5e3acd32041b2ab / MRE-VPC-GW
Details
Virtual private gateway 1D State Type VPC
vgw-0f5e3acd32041b2ab © Attached ipsec.1 vpc-09e925b4147d627c6 | MRE-VPC-vpc
Amazon ASN

64512
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AWS Site-to-Site VPN - VPN Connection

VPN connections Create VPN connection

Create VPN connection i

Select the resources and additional configuration options that you want to use for the site-to-site VPN connection.
Details

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

MRE-VPN-Wifi
Value must be 256 characters or less in length.
Target gateway type Info
© Virtual private gateway

Transit gateway

Not associated

Virtual private gateway
vgw-0f5e3acd32041b2ab / MRE-VPC-GW v

Customer gateway Info
O Existing
New

Customer gateway ID
cgw-09655bd9c57b9feae / MRE-Home v

Routing options Info
Dynamic (requires BGP)
O Static

Static IP prefixes Info
Q

10.0.43.0/24 X
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AWS Site-to-Site VPN - VPN Connection

VPC VPN connections

vpn-Oe4aab3b015e41714

vpn-0e4aa63b015e41714 / MRE-VPN-Wifi

Details
VPN ID State
vpn-Oe4aa63b015e41714 © Available

Transit gateway

VPC

Local IPv4 network CIDR
0.0.0.0/0

Core network ARN

c1sco 'p/_/

Customer gateway address

Routing
Static

Remote IPv4 network CIDR
0.0.0.0/0

Core network attachment ARN

Virtual private gateway
vgw-0f5e3acd32041b2ab

Type
ipsec.

Acceleration enabled
False

Local IPv6 network CIDR

Gateway association state

associated

#CiscoLiveAPJC BRKEWN-1104

Download configuration

Customer gateway
cgw-09655bd9c57b9feae

Category
VPN

Authentication

Pre-shared key

Remote IPv6 network CIDR

Outside IP address type
Publiclpva

Actions

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS Site-to-Site VPN - VPN Connection

Download configuration x

Choose the sample configuration you wish to download based on your customer
gateway. Please note these are samples, and will need modification to use Advanced
Algorithms, Certificates, and/or IPv6.

Vendor
The manufacturer of the customer gateway device (for example, Cisco Systems, Inc).

Cisco Meraki v
Platform
The class of the customer gateway device (for example, J-Series).

MX Series v
Software

The operating system running on the customer gateway device (for example, ScreenOS).

15.12+ (WebUI) v
IKE version
The IKE version you are using for your VPN connection.

ikev1 v

cisco M . #CiscoLiveAPJC BRKEWN-1104 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




AWS Site-to-Site VPN - Meraki Limitation

! IPSEC Tunnel #1 !

! AWS hosted VPN solution is a route-based solution, since Cisco Meraki
only supports policy-based solution you will need to limit to a single

SA. So please make sure to
! select "yes" for just one subnet, if you have more than one subnet,

consolidate them into a single subnet before proceeding with the VPN

configuration.
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Meraki AWS Site-to-Site VPN - Download Config -
IKEV1

! IPSEC Tunnel #1 !

On the Cisco Meraki Dashboard, go to Security Appliance -->
Configure --> Site-to-Site VPN

Local networks: Select "yes" under "Use VPN" for the subnet you want
to include in the source encryption domain.

Under Organization-wide settings --> Non-Meraki VPN peers

Name: ipsec-vpn-0e4aa63b015e41714-0

Public IP: 52.62.61.139

Private subnets: <vpc_subnet>/<vpc_ subnet mask>

IPsec policies: Click “Default”, select “AWS” under the Preset menu
and "Update"

Preshared secret: XXXXXXXXXXXXXXXXXwbDyS4CQiJFd

Availability: All networks
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AWS Site-to-Site VPN - Confirming from AWS

Tunnel details Static routes Tags

/A This VPN connection is not using both tunnels. This mode of operation is not highly available and we strongly recommend you configure your second tunnel. X

Tunnel state

Tunnel number v Outside IP address v Inside IPv4 CIDR v Inside IPv6 CIDR v Status v Last status change v Details v Certificate ARN v
Tunnel 1 52.62.61.139 169.254.95.188/30 - (® Down September 5, 2023, 17:13:58 (UTC+10:00) - -
Tunnel 2 52.63.131.164 169.254.175.220/30 - @ Up September 5, 2023, 19:00:09 (UTC+10:00) - -
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Summary
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You don’t notice it, but you know
when its NOt there
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Cisco Wireless Infrastructure in AWS

4 )

Site-to-Site VPN
T () Tunnel/SDWAN | f \
| A WLC Public ¢
N IP Address t
@ :3 "“' :M -»‘4- )
CEEITY VPN Gateway Wireless FIex AP
Infrastructure Corporate
AWS Cloud kBranch/Remote Workgd
kCorporate Networkj
CAPWAP(Control) CAPWAP(Control)
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Where do | get started:
Github for this session -
https://qgithub.com/markrebetzke

Devnet/Developer -
https://developer.cisco.com/

AH/Ie[:?tMe - 7/12/23 - Thursday 2:30-4PM - The
u

near World of Solutions

cisco M./ HCiscolLiveAPJC  BRKEWN -1104


https://github.com/markrebetzke

Session Surveys - Important!

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

- If you want me back - please provide feedback ©
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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Thank you
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Cisco Live
Challenge

Gamify your Cisco Live experience!
Get points for attending this session!

How:
. Open the Cisco Events App.
. Click on 'Cisco Live Challenge’ in the side menu.

. Click on View Your Badges at the top.

. Click the + at the bottom of the screen and scan the QR code:

cisco L{{@/

#Cis

cisco

My Cisco Live See yOU

My Profile NOT SIGNED IN
Log in to discd
Cisco Live 202

View My Sc

Featured !
Monday, Jun
11:00 AM - 1

The Bridge
and Sustain

Level 2, Ocez

Reaister
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