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Enter your personal notes here

Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKETI-1003
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Our Mission

Pushing into new territories to 
extend Cisco’s mission to 

empower an inclusive future for all.
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What We Believe

• The world of technology doesn’t just need more ideas 

• At Outshift, we believe it needs more concrete products
• Innovative endeavors that result in action
• Real software, apps, and platforms that solve real problems
• Whether they are 18 months out or five (or more) years into the future

• We are shifting Cisco incubation into high gear, bringing emerging 
technologies to market by applying the best of startup spark— velocity, 
flexibility, and user-driven product growth—to the proven scale and solidity 
of a global business leader
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Building On Our Strengths
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Cisco

+ Outshift

PassionateCollaborative Innovative

CourageousAgile Imaginative
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Start With Technology?
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Or Start With Business Problems?
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Trendspotting: Technology Opportunities
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5G
Growing at 40%+ per year

Internet of Things (IoT)
$1.39 trillion by 2026 Artificial Intelligence (AI) and Machine 

Learning

$1.394 trillion by 2023

Robotic Process Automation 
(RPA)

$24 billion by 2030

Virtual Reality
$162B by 2025

Blockchai
n

$163 billion by 2027

Edge Computing
$543 billion by 2030

Quantum Computing
70% Adoption Rate
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Degrees of Innovation
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…
First Degree
Growing the Current Business

• Networking
• Security
• Collaboration
• Applications

Second Degree
Adjacent Markets 

• Modern Apps
• Edge Ops/AI
• Data Security

Third Degree
New Markets (for Cisco)

• Disruptive Supply Chain 
• Visibility & Observability
• Data Brokering

Nth Degree
New Markets (for the 
Industry)

• Responsible AI
• Web3
• Quantum Computing 

and Networking
Current Cisco Business Entities



Cloud Native 
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IDC Market Note - Doc # US48441921 - Dec 2021

750 Million New Cloud Native 
Applications by 2025
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Application

Legacy Application Architecture
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Hardware

Operating System

Hardware

Operating System

Application
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Virtual Machine Application Architecture
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Hardware

Operating System

Hardware

Operating System

Hypervisor Hypervisor

Virtual Machine

Application

Virtual Machine

Application
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Virtual Machine Application Architecture
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Container Application Architecture
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Monolithic Application Architecture
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Application

Hardware

Operating System
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Cloud Native Microservices Architecture
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Cloud Native Microservices Architecture
• Portability
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{API}
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Cloud Native Microservices Architecture
• Continuous Delivery
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CN Microservices Architecture
• Scalability
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CN Microservices Architecture
• Scalability
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Kubernetes
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CN Microservices Architecture
• Scalability

27

Kubernetes
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Kubernetes Operation

28

Worker Node CWorker Node BWorker Node A

Kubernetes Control Plane

Kubernetes Cluster
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Application Architecture Evolution—Cloud Native
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Problems to Solve for Modern Apps

• New infrastructure (K8S, mesh, etc.)

• Massively increased attack surface

• Disparate application platforms
• VMs
• Containers
• Serverless functions

• API exposures

• Securing Streaming Data

• Integrating Observability
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Why Cisco?
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Question
What does this look like?
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Why Cisco?
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Why Cisco?
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Policy
Management
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Introducing 
Panoptica

Cloud Native application security, simplified.



Panoptica Demo
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Next Generation 
AI Innovations
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Current State of the Art for Object Detection
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Deep Learning Approach
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Deep Learning Approach
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Training usually takes around 100K labeled images per class
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Deep Learning Limitations
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As this saliency map 
shows, deep learning 
algorithms will make 
the final panda/no-
panda decision based 
on just the few 
highlighted pixels 
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Hybrid AI Overview
• Leveraging Efficient Learning by Reasoning with a Neurosymbolic

Approach

41

Conceptual world
Ideas, maps, concepts, metaconcepts,

meta-metaconcepts…

Physical world
sensor data, text, video… 

Cognitive 
Synergy Unsupervised Learning

Symbolic Learning

Subsymbolic Learning

L2.1    -  L2.∞

L1

L0

Subsymbolic Learning

Building a model of knowledge supporting 
abstraction, distinctions, similarities, and 

structure
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DL vs. Hybrid AI
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Hybrid AI Agent “panda” à 95% confidence 

Because: appearance, behavior, location, …
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Cisco Deep Vision

• Scalable and modular serverless open-source framework

• State-of-the-art object detectors, trackers, behavior detectors

• New types of reasoning engines

• 3D semantics projects

• Multi-modal data stream analytics

• Neurosymbolic integration

• Knowledge representation

• Self supervised learning 

• Explainable Perception
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Cisco Deep Vision
Demo Videos
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Ethosight

• Detecting Nuanced Behaviors in Video Footage without Explicit 
Prior Training

45

https://techblog.cisco.com/blog/a-new-dawn-in-video-analytics-ethosights-zero-shot-cumulative-approach 
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Edge AI Challenges
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FPS2 5 people detected FPS5 6 people detected



Quantum 
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Quantum Computing Uses Principles of
Quantum Physics
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Existing Computers use the “Bit”
A Bit can represent a 0 OR 1 state 

at any point in time
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Quantum Computers 
use the “Qubit”

A Qubit can represent a 0 AND 1 
state at THE SAME point in time

50BRKETI-1003



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

This Introduces the Concept of
Quantum Superposition

Performing an operation using a single Qubit
Performs action on TWO values

Twice your bang for buck
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QUBIT
#1

Holds value of
0 and 1

simultaneously

QUBIT
#1

QUBIT
#2

Holds value of
00, 01, 10, 11
simultaneously

Qubit State
Quantum Parallelism

Holds value of
000, 001, 010, 
011, 100, 101, 

110, 111
simultaneously

QUBIT
#1

QUBIT
#2

QUBIT
#3
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Adding Qubits
scales a quantum computer’s
performance exponentially
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World’s largest Quantum Computer (by IBM)
has 127 Qubits
2     = 1.7 x 10    values

170,000,000,000,000,000,000,000,000,000,000,000,000

38127
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Just how fast is a
Quantum Computer?
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158M Times Faster

A task that takes a digital supercomputer 2,500 years 
to complete can be done on a Quantum Computer in

1 minute
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Next Concept

Quantum Entanglement
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Two quantum particles are connected where the change in state in 
one is reflected in the other even though both can be miles apart

Quantum Entanglement
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This breaks Einstein’s rule
That nothing can travel faster than the speed of light
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Why is Entanglement Relevant?
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One Great Use Case

Crypto Key Exchange
Entangled Qubits sharing crypto 
keys with no third-party sharing 

that correlation 
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Quantum Cryptography Benefit

No Cloning Theorem

Impossible to copy data encoded in a quantum state
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What are the Challenges?
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Decoherence
Qubits interacting with the environment causing 

uncontrollable changes to quantum state that 
cause information to be lost
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Entanglement State
Entanglement state can only be currently 

maintained for 400 nanoseconds
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Y2Q
Years to Quantum

Time left before quantum computing is
commercially viable and today’s encryption can be 

broken 
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Which begs the Question:

How many qubits needed to break AES-256 Bit Encrypted Data
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Answer

6,600
Logical Error Corrected

Qubits

AES-256 Bit Encryption is
Quantum Resistant until then!
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IBM Quantum Roadmap

Falcon
27 Qubits

Hummingbir
d

65 Qubits

Eagle
127 Qubits

Osprey
433 Qubits

Condor
1121 Qubits

Flamingo
1386 Qubits

Kookaburr
a

4158 Qubits

2019 2020 2021 2022 2023 2024 2025
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What is Cisco doing?
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Operate a 
Quantum 

computer at 
room 

temperature

Photonic
Quantum Computing

Moving 
Quantum and 

Traditional 
Network Data 
through the 

same Network

Quantum
Networking

Performing 
Cryptography 

tasks that cannot 
be broken by 

Quantum 
computers

Quantum
Cryptography
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Cisco Quantum Lab (Opened March in 2023)
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Summary and 
Key Takeaways
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Summary & Key Takeaways

• Outshift by Cisco is taking an entrepreneurial approach to driving 
innovation and incubation into new markets

• Recently incubated solutions include:
• Panoptica—Simplifying Cloud Native Application Security

• Cisco is also researching and developing solutions in many other 
technology areas, including Next Generation AI and Quantum
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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http://www.ciscolive.com/on-demand
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