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Enter your personal notes here

Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKENT-2702
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• Infrastructure transformation 

• Normalizing operations across 
Multi-Cloud

• SD-WAN Multi-Cloud Integration & 
Use Cases

• AWS

• Azure

• GCP

• Network security insertion 
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Complex hybrid & multi-

cloud networks 

Months to build  

topology & capacity

Multiple control, data & 

management planes

Managing enterprise networks is increasingly 
complex
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Enterprise network
Multi-Cloud
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Normalizing 
operations
Across Multi-Cloud



=

Unifying Multi-Cloud Connectivity SD-WAN Tunnel

Cloud-Native Connections 

Cat8kv hosted in CSP

=

VPC vNet
VPC

Cloud Hub Cloud Hub Cloud Hub

SD-WAN Tunnels SD-WAN Tunnels

Enterprise site Enterprise site 

SDCI PoP 

SD-WAN Tunnels

SD-WAN manager 



Cisco SD-WAN 
Multi-Cloud
Integrations & Use Cases
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Cisco SD-WAN Cloud Hub- Use Cases 
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Enterprise 
site 

Enterprise 
site 

Google/Aws 
Azure

Enterprise 
site 

= Cisco SD-WAN router on-
premises

= Cisco SD-WAN virtual 
router hosted at Cloud Service 
Provider POP

Google/Aws 
Azure

Google/Aws 
Azure

Cisco SD-WAN simplifying connectivity with fabric 
extension to cloud providers, it is building a programable 
site-to-cloud, Region to Region, site-to-site and cloud to 
cloud connectivity using cloud providers Native constructs 

and backboneEnterprise Site to Enterprise Site

Enterprise Site to Cloud

Cloud to Cloud/Inter-Cloud 

Software Defined 
Fabric

Apps

Apps Apps

Apps
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Let’s get into Details
Use cases and Solutions
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Associate Cloud 
Providers account with 

vManage

Discover and Tag the 
VPC and vNets

vManage

Create Cloud Gateway 
at closest region

Mapping- Build the 
connection between 

VPC/vNet to the 
Gateway

Just a few steps to connect Multi-cloud

14BRKENT-2702

vManage 
Provisioning 

Workflow



Integration and 
connectivity to AWS
With TGW
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AWS - Site-to-Cloud

BRKENT-2702

SDWAN Tunnels

Enterprise site 

Enterprise site 

Transit VPC

GI2

Netops Account Cloudops Account

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

SD-WAN fabric to AWS Cloud workloads

Cisco SD-WAN 
Fabric

IPsec tunnel

SD-WAN Native Integration using Ike IPSEC between
c8kvs within Transit VPC and Transit Gateway

0.0.0.0/0- TGW

API 

Configuration
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AWS - Site-to-Cloud
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SDWAN Tunnels

Enterprise site 

Enterprise site 

Transit VPC

GI2

Netops Account Cloudops Account

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

SD-WAN fabric to AWS Cloud workloads

Cisco SD-WAN 
Fabric

GRE tunnel

SD-WAN Native Integration using GRE (TGW 
Connect) between c8kvs within Transit VPC and 

Transit Gateway

0.0.0.0/0- TGW

API 

Configuration

4X Bandwidth 
Improvement with native 

GRE integration 



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 18

AWS - Site-to-Site
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Enterprise site 

vManage 

Configuration 

Enterprise site 

AWS
PoP

Enterprise site Enterprise site 

GI2 GI3 GI3 GI2

SD-WAN fabric across AWS Cloud global network

Transit VPC

Netops Account
Netops Account

Global connectivity On-demand High performance 

Transit VPC

TGW-TGW 
peering

TGW-TGW peering to build Backbone. Control 
policy or Multi region Fabric required for traffic 

redirection

AWS
PoP

Australia United Kingdom

API 

SDWAN 
Tunnels

SDWAN 
Tunnels SDWAN 

Tunnels



Integration and 
connectivity to AWS
With Cloud WAN
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Site-to-Cloud with Cloud WAN
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Configuration

Enterprise site 

Enterprise site 

Transit VPC

GI2

Netops Account Cloudops Account

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

SD-WAN fabric to AWS Cloud workloads

Cisco SD-WAN 
Fabric

IPsec/GRE tunnel

SD-WAN Native Integration using Ike 
IPSEC or CONNECT (GRE) between 
C8Kvs and Cloud WAN Segments.

0.0.0.0/0- Core 
Network

API 

Cloud WAN Core 
Network

S1

S2

S3

S4
SDWAN 
Tunnels
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Enterprise site 

vManage 

Configuration 

Enterprise site 

AWS
PoP

Enterprise site Enterprise site 

GI2 GI2

Transit VPC

Netops Account

Global connectivity On-demand High performance 

Transit VPC

High performance dynamic architecture 
that is uniquely co-innovated by Cisco 

and AWS

AWS
PoP

Netops Account

API 

SD-WAN fabric across AWS Cloud WAN

SDWAN 
Tunnels

GI3 GI3

SDWAN 
Tunnels

Cloud WAN Core Network

Australia United Kingdom

B
a

c
k

b
o

n
e

   
S

e
g

m
e

n
t

Test VRF

Production VRF

21

Site-to-Site with Cloud WAN

BRKENT-2702

Tunnel Less Attachment



Integration and
connectivity to Azure Cloud
vWAN/vHUB
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Azure - Site-to-Cloud
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Configuration 

Enterprise site 

Enterprise site 

GI1 GI2

Netops 
Subscription Cloudops Subscription

W
o
rk

lo
a
d

 v
N
e
t’s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

SD-WAN fabric to Azure Cloud workloads

Cisco SD-WAN 
Fabric

vHub

vWAN

vHub- vNet 
peering

CAT8k Network virtual appliances are hosted in 
vHub, running BGP to vHub control plane to learn 

vNet mappings

API 

SDWAN 
Tunnels
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Azure - Site-to-Cloud with Multi vHUBs
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Enterprise site 

Enterprise site 

GI1 GI2

W
o
rk

lo
a
d

 v
N
e
t’s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

SD-WAN fabric to Azure Cloud workloads

Cisco SD-WAN 
Fabric

vHub

vWAN

vHub- vNet 
peering

CAT8k Network virtual 
appliances are hosted in 
Multiple vHub withing the 
same Azure Region and 

subscription

API 

GI2

BGP session

BGP session

CAT8kv
vHub

GI1
vHub- vNet 

peering

SDWAN 
Tunnels

Configuration 
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Azure - Site-to-Site 
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Enterprise site 

vManage 

Enterprise site 

Azure 
PoP

Enterprise site Enterprise site 

GI1

GI2 GI2

GI1

SD-WAN fabric across Azure global network

vWAN

Global connectivity On-demand High performance 

Azure 
PoP

SDWAN tunnels with Azure Public IPs on NVAs 
go through Azure Backbone, Azure vHub to 

vHub used for Intra-Vnet traffic. Control policy 
or Multi region Fabric required for traffic 

redirection

vWAN

Configuration 

SDWAN 
Tunnels

API 

Australia United Kingdom

SDWAN 
Tunnels



Integration and 
connectivity to GCP
Network Connectivity Center
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Google Cloud - Site-to-Cloud

BRKENT-2702

Configuration 

Enterprise site 

Enterprise site 

WAN VPC

GI1 GI2

Site-to-Cloud 
VPC

Netops Project Cloudops Project

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

GCR

SD-WAN fabric to Google Cloud workloads

Cisco SD-WAN 
Fabric

Cisco SD-WAN Cloud Hub will be hosted on 
Google cloud , it runs BGP from service VPN to 

Google cloud routers to learn and advertise routes

Google Cloud Router

Spoke 1

Network Connectivity 
Center 

Spoke 2

SDWAN 
Tunnels

API
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Google Cloud - Site-to-Site
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Enterprise site 

vManage 

Configuration 

Google 
Cloud 
PoP 

Enterprise site 

Google 
Cloud 
PoP 

Enterprise site Enterprise site 

GI1 GI3 GI3 GI1

SD-WAN fabric across Google Cloud global network

WAN VPC
Site to Site 

VPC
Site to Site 

VPC
WAN VPC

Netops Project
Netops Project

Global connectivity On-demand High performance Google Cloud Router

Spoke 1

Network Connectivity 
Center 

Spoke 2

SD-WAN will leverage cloud service provider’s 
backbone  (Google NCC) to extend SD-WAN 
fabric from any site to Site, Control policy or 

Multi region Fabric required for traffic redirection

API 

SDWAN 
Tunnels

Australia United Kingdom

SDWAN 
Tunnels



High level Multicloud
User Interface view
SD-WAN Manager
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Dashboard

BRKENT-2702

A Unified Dashboard to manage and 
monitor all Cloud connectivity



Cloud to Cloud Connectivity
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SD-WAN Fabric Between the Cloud

Cisco SD-WAN
Fabric Cloud to Cloud

Global connectivity On-demand High performance 

WAN VPC

Transit VPC

vWAN
vHUB

NVA

S2C VPC

W
o
rk

lo
a
d

 V
P

C
s

Netops Project Cloudops Project

INTERNET 
INTERNET 

INTERNET 

vManage 

API 

GRE/BGP

TGW

VPC

BGP Peering

vNet

API API 

32

Cloud to Cloud – Over Internet

BRKENT-2702
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Automated with Cisco vManage

= Cisco SD-WAN router 
hosted at Megaport or Equinix 

Simple Automated Secure 

Transit  Gateway

BGP

IP

Workload VPC

Transit VIF

= Cisco SD-WAN router on-
premises

Microsoft Edge 
Router

Express Route
Gateway

VNet

vWAN

SDCI POP with 
HA

Workload VPC

GCR in Transit 
VPC

Interconnect

Service VPN 1 interface

Service VPN 1 interface

Service VPN 1 interface

BGP sessionBGP session

Cisco SD-WAN
Fabric Cloud to Cloud

vManage 

API 

DXG

33

Cloud to Cloud– Private connect from Megaport/Equinix

BRKENT-2702

172.31.0.0/16

172.16.0.0/16

192.168.0.0/16



Transport Connectivity 
options
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On-Prem to AWS connectivity - Over single Transport
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API 

Enterprise site 

Enterprise site 

Transit VPC

GI2

Netops Account Cloudops Account

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

Cisco SD-WAN 
Fabric

IPSec/GRE

Connectivity over Internet

INTERNET
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On-Prem to AWS- Resilient connectivity
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API 

Enterprise site 

Enterprise site 

Transit VPC

GI2

Netops Account Cloudops Account

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

Ipsec/GRE

Connectivity over Hybrid

Private ColorINTERNET

MPLS/DirectConnect
BGP

Transit VIF

Cisco SD-WAN 
Fabric
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On-Prem to Azure connectivity - Over single Transport
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API 

Enterprise site 

Enterprise site 

GI1 GI2

Netops 
Subscription Cloudops Subscription

W
o
rk

lo
a
d

 v
N
e
t’s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

vHub

vWAN

vHub- vNet 
peering

Connectivity over Internet

INTERNET

Cisco SD-WAN 
Fabric
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API 

Enterprise site 

Enterprise site 

GI1 GI2

Netops 
Subscription Cloudops Subscription

W
o
rk

lo
a
d

 v
N
e
t’s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

vHub

vWAN

vHub- vNet 
peering

Connectivity over Hybrid

38

On-Prem to Azure Resilient connectivity

BRKENT-2702

Private ColorINTERNET

MPLS/EXPRESSROUTE

Cisco SD-WAN 
Fabric

Express Route
Gateway
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On-Prem to Google connectivity - Over single Transport
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vManage 

API 

Secure Simple Automated 

Enterprise site 

Enterprise site 

WAN VPC

GI1 GI2

Site-to-Cloud 
VPC

Netops Project Cloudops Project

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Connectivity over Internet

GCR

INTERNET

Google Cloud Router

GCR

Cisco CAT8kV

Cisco SD-WAN 
Fabric
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Metro A

40

On-Prem to AWS- Resilient connectivity-1
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vManage 

API 

Secure Simple Automated 

Enterprise site 

Enterprise site 

WAN VPC

GI1 GI2

Site-to-Cloud 
VPC

Netops Project Cloudops Project

W
o
rk

lo
a
d

 V
P

C
s

Google Cloud Router

BGP session

BGP session

CAT8kv

Connectivity over Hybrid

GCR

INTERNET

MPLS/Interconnect

Private Color

VLAN

zone1

Partner Interconnect

Cisco SD-WAN 
Fabric
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Metro A

41

On-Prem to AWS- Resilient connectivity-2
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vManage 

API 

Secure Simple Automated 

Enterprise site 

Enterprise site 

WAN VPC

GI1 GI2

Site-to-Cloud VPC

Netops Project Cloudops Project

W
o
rk

lo
a
d

 V
P

C
s

Google Cloud Router

BGP session

BGP session

CAT8kv

Connectivity over Hybrid

GCR

INTERNET

MPLS/Interconnect

VLAN

zone1

Partner Interconnect

GI4
Interconnect 

VPC

Cisco SD-WAN 
Fabric



Simple Security 
Insertion
Cisco Multicloud Defense



Cisco Multicloud Defense

Ingress 
protection

Segmentation
(East-West)

Egress
security

Multicloud Defense 
gateways (PaaS)

Multicloud networking

API

Multicloud Defense 
Controller 

Multicloud &
Hybrid-cloud networking

Unified security policy
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AWS - Site-to-Cloud
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Secure Simple Automated 

SD-WAN Native Integration using Ike IPSEC between
c8kvs within Transit VPC and Transit Gateway

SDWAN Tunnels

Enterprise site 

Enterprise site 

Transit VPC

GI2

Netops Account Cloudops Account

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

vManage 

SD-WAN fabric to AWS Cloud

Cisco SD-WAN 
Fabric

Ipsec/GRE tunnel

0.0.0.0/0- TGW

API 

Configuration

Multicloud 
Defense
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Azure - Site-to-Cloud

BRKENT-2702

CAT8k Network virtual appliances are hosted in 
vHub, running BGP to vHub control plane to learn 

vNet mappings

Enterprise site 

Enterprise site 

GI1 GI2

Netops Subscription
Cloudops Subscription

W
o
rk

lo
a
d

 v
N
e
t’s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

SD-WAN fabric to Azure Cloud

Cisco SD-WAN 
Fabric vHub

vWAN

vNet Peering

API 

SDWAN 
Tunnels

Security vNet

vManage 

vNet Peering

Configuration 
Multicloud 
Defense
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Google Cloud - Site-to-Cloud
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Cisco SD-WAN Cloud Hub will be hosted on 
Google cloud , it runs BGP from service VPN to 

Google cloud routers to learn and advertise routes

Google Cloud Router

Enterprise site 

Enterprise site 

WAN VPC

GI1 GI2

Site-to-Cloud VPC

Netops Project Cloudops Project

W
o
rk

lo
a
d

 V
P

C
s

BGP session

BGP session

CAT8kv

Secure Simple Automated 

vManage 

GCR

SD-WAN fabric to Google Cloud workloads

Cisco SD-WAN 
Fabric

Spoke 1

Network Connectivity 
Center 

Spoke 2

SDWAN 
Tunnels

API

Configuration 

Multicloud 
Defense
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Prashant Tripathi

Cisco

“Connectivity and security to Multi-
cloud has been unified.”
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Cisco security 
and SD-WAN

Multi-Cloud
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

52BRKENT-2702

http://www.ciscolive.com/on-demand
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