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Enter your personal notes here

Cisco Webex App 

3

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKENT-2469
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• Introduction

• SD-WAN Analytics
• Applications Dashboard
• Sites Dashboaard
• Circuits Dashboard
• Predictive Path Recommendations
• SaaS Telemetry – Cloud OnRamp for SaaS
• Reports

• Demo
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Old Name New Name (rebranding) Documentation Displayed on 
Screens

API/CLI -
Documentation

Cisco SD-WAN Cisco Catalyst SD-WAN Cisco Catalyst SD-WAN Cisco Catalyst SD-WAN Cisco Catalyst 
SD-WAN

vManage Cisco Catalyst SD-WAN Manager SD-WAN Manager Manager vManage

vAnalytics Cisco Catalyst SD-WAN Analytics SD-WAN Analytics Analytics vAnalytics

vBond Cisco Catalyst SD-WAN Validator SD-WAN Validator Validator vBond

vSmart Cisco Catalyst SD-WAN Controller SD-WAN Controller Controller vSmart

Self Service Portal Cisco Catalyst SD-WAN Portal Cisco Catalyst SD-WAN 
Portal

Cisco Catalyst SD-WAN 
Portal SD-WAN Portal

Cloud-Delivered 
Cisco SD-WAN Cloud-Delivered Cisco Catalyst SD-WAN Cloud-Delivered Cisco 

Catalyst SD-WAN

Cloud-Delivered Cisco 
Catalyst SD-WAN NA

FYI

New Naming: Cisco Catalyst SD-WAN
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Challenges in Monitoring Applications over WAN
• Adoption of multi-cloud applications 

is driving demand for SD-WAN and 
DIA (Direct Internet Access)

• IT admins face increased visibility and 
monitoring challenges for cloud-
based applications critical for their 
business

• Lack of insights result in delays in 
pin-pointing and troubleshooting and 
hence increased OpEx

6BRKENT-2469

SD-WANBranch 2

DC/Private Cloud

IaaS

SaaS

Branch 1

Remote Workforce

SD-WAN Analytics offers deep insights into application and network performance over WAN and multi-cloud
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SD-WAN Analytics

7BRKENT-2469

Application Experience

Historical Trends &     
Daily/Weekly/Monthly Aggregates

Scheduled Reports

Visibility into Network & 
App Performance

Traffic flow 
patterns

App distribution across circuits

Underlay path 
tracing

Troubleshooting w/ Extensive Traffic Analysis
Predictive Path 

Recommendations

SaaS Traffic 
Optimization

AIOps use-cases

Adaptive & Predictive 
Networking
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SD-WAN Analytics
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SD-WAN Fabric

On-Prem or Cloud-Hosted SD-WAN Manager

Cloud-Hosted SD-WAN Analytics

Telemetry Repository (S3 Bucket)

Flow Information
SAIE
Events
Inventory
…

Secure API
TCP/443

SD-WAN Manager

SD-WAN Analytics Architecture



SD-WAN Analytics

Overview Dashboard



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC 10BRKENT-2469

• Snapshot view of your overall application 
experience and network health (sites, 
circuits)

• Identify top users across entire network
• Compare with previous time periods

Highlights

Benefits

Quickly gain operational insights into overall 
applications and network

Navigation path: Summary Dashboard (Landing page)

Overview Dashboard



Demo



SD-WAN Analytics

Applications Dashboard
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• Application summary by Quality of Experience 
(health score) and usage through a highly 
intuitive GUI

• Distribution by application classes - Get an 
aggregated view into how a group of similar 
applications is performing

• Trending applications - which Apps are 
experiencing drop in QoE or rise in usage, etc.

Highlights

Benefits

Deep actionable insights to optimize 
application experience

Navigation path: Summary Dashboard -> Applications

Applications Dashboard
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• Benchmark application performance over time
• 360 degree view into application performance 

- Assess health across sites and identify if 
issue is widespread or local to a site/region

• Get insights into application flows
• Top users of an application

Highlights

Benefits

Quickly identify problem sites and  gain 
historical insights at a per application level

100Los Angeles: 100

10
0

Navigation path: Summary Dashboard -> Applications -> Click on an application

Applications 360 View
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• Correlate application behavior at a site with 
associated network performance

• View application flows over various network 
paths - both tunnel and DIA (for CoR enabled 
applications)

• Understand who are the top users of an 
application

Highlights

Benefits

Expedite troubleshooting by reducing Mean 
Time to Identification (MTTI) of application 
related issues

Navigation path: Summary Dashboard -> Applications -> Select application -> Filter by site

Application 360 View – filtered by Site
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• Measure of deviation of Network KPIs (Loss/Latency/Jitter) from the 
established Application thresholds for each of these Network KPIs

• Uses loss/latency/jitter measured by SDWAN devices over tunnels (BFD) and 
towards SaaS application endpoints (http ping based for Cloud OnRamp 
SaaS enabled apps)

16BRKENT-2469

FYI

What is QoE Score?
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3 Key components of QoE score are => Loss-score / Latency-score / Jitter-
score for an application

Each of the above 3 are calculated based on the following formula which is 
finally combined to generate the QoE score for application

If  Loss-measured  <  Application-Loss-Threshold : 

Loss-score = 10

Else : 

Loss-score = 10 * (Application-Loss-Threshold / Loss-measured)

17BRKENT-2469

FYI

Key components of the QoE score



Demo



SD-WAN Analytics

Sites Dashboard
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• Review health of devices, circuits and 
applications per site

• Understand Top users and Top applications at 
a site

• Highlights areas that require additional 
attention at a site

Highlights

Benefits

Quickly assess application experience & 
network health at a specific site

Navigation path: Summary Dashboard -> Filter by site

Site 360 View



Demo



SD-WAN Analytics

Circuits Dashboard
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• Comprehensive visibility into WAN circuits
• Overall & per site circuit uptime
• Availability trend-line
• DIA vs Tunnel Usage
• Color Usage

• Top used circuits and usage trends
• RX and TX bandwidth rate and utilization in percentage 

(%)

Circuits Dashboard



Demo



SD-WAN Analytics

Predictive Path Recommendations
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• Powered by ThousandEyes WAN Insights

26BRKENT-2469

• Included with SD-WAN DNA Advantage+ license; ThousandEyes Agent not necessary

Forecast issues and make policy recommendations
Transforming IT operations from a reactive to a predictive model

Ingest Telemetry: Collect network telemetry thru Analytics

Cisco
SD-
WAN1

2

3

ManagerAnalytics

1

2

3

Data Analysis: Predictive modeling to forecast issues & 
make path recommendations

Feedback Loop: Fine-tune SD-WAN policies to make path 
changes to improve App experience

ü Office365

ü Webex

ü Google Workspace

ü Salesforce

ü GoTo Meeting

ü Voice

Out of the box Application Groups

• Recommendation summary

• Current & Recommended Path 
Quality

• Realized Gain

Generally Available in Americas and Europe

AIOps: Predictive Path Recommendations



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Activate Predictive Path Recommendations

• TE-EMBED-WANI license pre-deposited in ‘eligible’ brownfield customer accounts (DNA Advantage)
• The embed SKU will auto-expand for Greenfield DNA Advantage customers 

27BRKENT-2469

Activate Predictive Networks
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• Review Recommendation 
summary by App Group
• Up to six application 

groups

• Click on an application 
group to view more 
details

• Per site recommendations 
across the Network

28BRKENT-2469

Predictive Path Recommendations



Demo



SD-WAN Analytics

SaaS Telemetry Integrations



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Default

Allow

 Optimize

Microsoft 365 
URL categories 
and signatures

SD-WAN Fabric

Data Center Branch/CampusUsers

Cloud 
Security
Provider

Cisco
SD-WAN

Colocation
Provider

Analytics

Optimization via multipath

Microsoft Networking Partner Program
Microsoft 365 Informed Network Routing

•Microsoft gathers path telemetry data between M365 
client and Microsoft Apps
• Cisco SD-WAN tracks access to Microsoft Apps over 
WAN paths thru HTTP probes
• Cisco exchanges telemetry data with Microsoft to be 
able to route M365 application data more efficiently

Optimized SaaS Experience for M365

Telemetry Exchange between Microsoft & Cisco SD-WAN Analytics

Cloud OnRamp for SaaS: M365 Telemetry

37BRKENT-2469

https://cloudpartners.transform.microsoft.com/m365networkingpartners
https://docs.microsoft.com/en-US/microsoft-365/enterprise/office-365-network-mac-perf-cpe?view=o365-worldwide
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Insights into network and 
application performance

Real-time app experience 
feedback 

Enhanced troubleshooting

Region-wise traffic 
classification

Webex – audio, video, 
media and meeting

Metrics Visibility
Packet loss, latency, 

framerate, media bitrate, 
jitter and many more

Data Center

Remote Site
ISP2

ISP1

SD-WAN
Fabric

Loss/
Latency

!

App Telemetry Data from Webex

Analytics

Manager

Network 
Telemetry

Cloud OnRamp for SaaS: Webex Telemetry
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Packet Loss measured by 
Webex App for Content 

Sharing traffic

Jitter measured by Webex 
App for Content Sharing 

traffic

Latency measured by 
Webex App for Content 

Sharing traffic

Resolution Height 
measured by Webex App 
for Content Sharing traffic

Webex Telemetry (Cisco Analytics)
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Webex App Usage Stats  (Cisco SD-WAN Manager)



Demo



SD-WAN Analytics

Reports
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• Executive Summary, Applications, Sites reports
• Share periodic pdf reports (via email) with 

broader team
• Automated report generation at periodic 

frequency, such as daily or weekly
• Password protection for added security

Highlights

Benefits

Meet your planning and audit needs

Report Templates

Navigation path: Burger Menu ->Reports ->Report Templates

Automated Reporting



Demo



SD-WAN Analytics

Easy Automated Onboarding
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Starting mid-March 2023

Deployment User Experience

Cloud-hosted 
SD-WAN Manager 

• For Greenfield deployments, use SD-WAN Portal (SSP) to onboard Analytics alongside new 
SD-WAN fabric.

• For Brownfield deployments, go to “Admin Settings” on SD-WAN Manager, and “Enable “Cloud 
Services” & “Analytics” 
• Analytics will get onboarded automatically in the backend on the first file push.

On-prem or non-Cisco-
hosted

SD-WAN Manager

• For Cisco SD-WAN Manager < 20.9.4, onboard your on-prem fabric to SD-WAN Portal (SSP), 
and copy associated OTP/Token. On SD-WAN Manager  “Admin Settings”, enable “Cloud 
Services” and paste this OTP. Also, enable “Analytics”. 
• Analytics will get onboarded automatically in the backend on the first file push.

• For SD-WAN Manager  >=20.9.4, review and accept EULA on a pop-up displayed post login to 
get onboarded. No other action necessary. 
• Analytics will get onboarded automatically in the backend on the first file push.

Cloud-delivered SD-WAN 
Service

• SD-WAN Analytics is onboarded automatically alongside provisioning of new SD-WAN fabric. 
No user action necessary.

Opening a TAC case to get onboarded is no longer required.

Easy, Automated Onboarding for SD-WAN Analytics
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Cloud-hosted Overlay (Greenfield): 
Onboarding Analytics

Location of Analytics 
data

Enable Analytics

47BRKENT-2469
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Cloud-hosted SD-WAN Manager (Brownfield): 
Onboarding Analytics

48BRKENT-2469

SD-WAN Manager < 20.9.4 SD-WAN Manager >= 20.9.4

Review 
EULA

Note: Analytics will get onboarded automatically 
upon the first communication in the backend.

Note: Analytics will get onboarded automatically 
upon the first communication in the backend.

Enable Analytics 

Enable Analytics 
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‘On-Prem’ SD-WAN Manager (version < 20.9.4): 
 Onboarding Analytics

Location of Analytics data
Copy the OTP/Token

Copy OTP/Token to SD-
WAN Manager admin 

settings

49BRKENT-2469



SD-WAN Analytics

Access Workflow



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cross-launch for SD-WAN Manager 
(no separate authentication required)

Return to SD-WAN Manager console

51BRKENT-2469

Starting 20.9.2
Easy navigation between SD-WAN Manager & Analytics
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• Analytics 3.0 Overview Video

• Subscribe to our new YouTube 
channel! New content is posted 
weekly!

• For Technical Questions on 
Analytics, ask 

• cisco-sdwan-analytics@cisco.com

52BRKENT-2469

do
w

atch

SD-WAN Communities

read

SD-WAN Analytics 

Analytics User Guide

Analytics demo access
URL: https://us01.analytics.sdwan.cisco.com

User: vanalytics_demo@external.cisco.com 

Password: SDWANanalytics#3

Cisco SD-WAN Cloud OnRamp for SaaS

Predictive Path Recommendations

Analytics Overview Video

Resources & Call to Action

https://www.cisco.com/c/en/us/solutions/enterprise-networks/sd-wan-analytics/index.html?socialshare=video-vanalytics-demo
https://www.youtube.com/c/CiscoSDWANandCloudNetworking?sub_confirmation=1
mailto:cisco-sdwan-analytics@cisco.com
https://community.cisco.com/t5/sd-wan-and-cloud-networking/bd-p/discussions-sd-wan
https://www.cisco.com/c/en/us/solutions/enterprise-networks/sd-wan-analytics/index.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/vAnalytics/vAnalytics-book/m-vanalytics-3.html
https://us01.analytics.sdwan.cisco.com/
mailto:vanalytics_demo@external.cisco.com
https://www.cisco.com/c/m/en_us/solutions/enterprise-networks/sd-wan/optimize_application.html?oid=ifgetr029005
https://video.cisco.com/detail/video/6320983549112
https://www.youtube.com/watch?v=wMwOO6tojf8
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt

54BRKENT-2469
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

55BRKENT-2469

http://www.ciscolive.com/on-demand
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