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« Multicast Fundamentals

« ASM and SSM overview

- Multicast Troubleshooting
Methodology
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Multicast
Fundamentals
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Frequently Used Terms

ASM Any Source Multicast FHR First Hop Router

SSM Source Specific Multicast LHR Last Hop Router

MDT Multicast Distribution Tree RP Rendezvous Point
DR Designated Router

IGMP  Internet Group Management Protocol
PIM Protocol Independent Multicast

MRIB Multicast Routing Information Base
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Frequently Used Terms

- Any Source Multicast (ASM)
- Original (Classic) PIM-SM
- Supports both Shared and Source Trees

. Source Specific Multicast (SSM)
- a.k.a. Single Source Multicast
- Supports only Source Trees
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Frequently Used Terms

(*,G) =%G
= Shared Tree L
—

e e
@(* ,G) MD@ T?‘»@/.
.

LHR = Z

= RP tree (RPT)
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Multicast Distribution Trees
- Shared Tree

* = All Sources

Soul'ce1 Notation: (*, G)
l G = Group

RP

R2 R4 R6

R3 RS

All devices configured to know who the RP is

Source 2

(RP) PIM Rendezvous Point

=== Shared Tree
=== Source Tree

Receiver 1 Receiver 2 (*,G) uses less memory but you may get sub-optimal
paths from source to all receivers; may introduce

extra delay.

cisco M./ #CiscoLiveAPJC BRKENT-2264
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Frequently Used Terms

(S,Q) =S,G
= Source tree
= Shortest Path Tree (SPT)
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Multicast Distribution Trees

- Shortest Path/Source Tree

Notation: (S, G)
Smuce 1 S = Source

G = Group

Source 2

=== Source Tree (S1, G)

R3 RS

Source Tree (S2, G)

(S,G) gets optimal paths from source to all

R - H . . . .
eceiver 1 Receiver 2 receivers; minimises delay
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Frequently Used Terms

(*,\G) =%*G
= Shared Tree
= RP tree
(S,Q) =S,G

= Source Tree
= Shortest Path Tree

The Root of the (*,G) Tree is = | RP

The Root of the (S,G) Tree? = | Source
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Frequently Used Terms

lF Incoming Interface

Interface towards the root of the tree

OIL Outgoing Interface List

Interfaces that have received PIM Joins or IGMP membership requests

IIF of the (*,G) Tree point towards | RP

IIF of the (S,G) Tree point towards? | Source
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MRIB Entry

R5#show ip mroute 239.1.1.1

RP\ / flags

*
G ——((*, 239.1.1.1)), 01:33:55/00:02:13,(RP 2.2.2.2,)Elags: SiC )
lIF ==>({Incoming interface: GigabitEthernetl/0/2} (RPF nbr 10.4.5.4)]

OIL=>(0utgoing interface list:] €~ RPF nbr
GigabitEthernetl/0/5, Forward/Sparse, 01:33:55/00:02:13
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MRIB flags

Commonly seen flags in native multicast

R5i#show ip mroute x.x.x.x

IP Multicast Routing Table
Flags: D - Dense,[S = SparseJ B - Bidir Group, E - SSM Groupl[c = Connected]

(L - Local,|[P - Pruned, |R - RP-bit set, F - Register flag,]
(T - SPT-bit set, (J - Join SPT, M - MSDP created entry, E - Extranet,
X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, I - Received Source Specific Host Report,
7 - Multicast Tunnel, z - MDT-data group sender,
Y - Joined MDT-data group, y - Sending to MDT-data group,
G - Received BGP C-Mroute, g - Sent BGP C-Mroute,
N - Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
Q - Received BGP S-A Route, g - Sent BGP S-A Route,
V - RD & Vector, v - Vector, p - PIM Joins on route,
X - VxXLAN group
Outgoing interface flags: H - Hardware switched,[A - Assert winner} p - PIM Join

Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode
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Any-Source Multicast
(ASM) Overview
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Any-Source Multicast - Control plane

Scenario #1: Scenario #2:
1. FHR - Registering 1. Receiver - Joining shared
2. Receiver - Joining shared tree
tree 2. FHR - Registering
3. LHR - SPT Switchover 3. LHR - SPT Switchover
(S,G)’ - (S,G)
- (S,G)Riy (*G)
(—
Sender I_ . Register ~ ~ _RP % _é_l Recelver
(Unicast)
@_. LHR
Shared tree ——
Source Tree - — =

Cisco M- #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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PIM SM Registering

Source Registers First




PIM SM Registering

(192.168.0.25, 239.1.1.1)
Multicast stream

---i.b»

Sender I_

DR

Eth0/1

FHR: Creates (S,G) entry + (*,G)

(*, 239.1.1.1), 00:00:30/stopped, RP 172.16.0.9, flags: SPF
Incoming interface: Ethernet0/1, RPF nbr 192.168.128.5
Outgoing interface list: Null

(192.168.0.25, 239.1.1.1), 00:00:30/00:02:29, flags: PFET
Incoming interface: Ethernet0/2, RPF nbr 0.0.0.0
Outgoing interface list: Null
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PIM SM Registering

FHR: Generates a PIM register message to notify
RP that we have a new source in our network

PIM Register

(192.168.0.25, 239.1.1.1)
Multicast stream

---i.b»

Sender I_

DR

Eth0/1

FHR: Creates (S,G) entry + (*,G)

(*, 239.1.1.1), 00:17:03/stopped, RP 172.16.0.9, flags: SP
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list: Null

(192.168.0.25, 239.1.1.1), 00:17:03/00:01:57, flags: P
Incoming interface: Ethernet0/3, RPF nbr 192.168.128.5
Outgoing interface list: Null
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PlM SM Reg|ste nng RP: Generates a PIM register-stop message to notify

FHR registration was complete

Null registers are to be sent every 60s

PIM Register Stop

(192.168.0.25, 239.1.1.1) l
Multicast stream

---i.b»

Sender I_

DR

Eth0/1

(*, 239.1.1.1), 00:17:03/stopped, RP 172.16.0.9, flags: SP
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list: Null

(192.168.0.25, 239.1.1.1), 00:17:03/00:01:57, flags: P
Incoming interface: Ethernet0/3, RPF nbr 192.168.128.5
Outgoing interface list: Null
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PIM SM Joining Shared Tree




PIM SM Joining Shared Tree

Receiver wishes to receive group G traffic.
Sends IGMP Join for G

Eth0/3
Eth0/1

<=
LHR IGMP Join
Eth0/2 Eth0/2 DR -
bl Receiver
(to RP 172.16.0.9) |

Ré6#show ip igmp groups
IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
239.1.1.1 Ethernet0/1 00:00:13 00:02:46 192.168.0.1

cisco L{Vp//
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PIM SM Joining Shared Tree

(*,G) <@

Eth0/3
Eth0/1
<= LHR IGMP Join

Eth0/2 Eth0/2 ER_I Receiver
(to RP 172.16.0.3)

(*, 239.1.1.1), 00:20:05/00:02:20, RP 172.16.0.9, flags: SJC
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.18
Outgoing interface list:

Ethernet0/1, Forward/Sparse, 00:05:04/00:02:20

R6 has no existing (*, G) state for group “G” and
. herefore creates an entr
CISCOM‘/ therefore ¢ y
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PIM SM Joining Shared Tree

How does the RP join the tree?

If RP has (S,G) info we join the tree to S. \EthOB Eth0/1
If RP doesn’t have (S,G) we wait fora S to (*,G) (*,G) C—

register. [ tho/2 <m== |LHR IGMP Join

M E—I Receiver
(to RP 172.16.0.9)

(*, 239.1.1.1), 00:06:44/00:02:34, RP 172.16.0.9, flags: S
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.5
Outgoing interface list:

Ethernet0/1, Forward/Sparse, 00:06:44/00:02:34

cisco L‘V&-/ #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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PIM SM - SPT Switchover




PIM SM - SPT Switchover

(to Source 192.168.0.25)

Eth0/3

LHR

B DR
(to RP 172.16.0.3) — ——I Receiver
Eth0/2

State in R6 Before Switch

, 239.1.1.1), 00:20:05/00:02:20, RP 172.16.0.9, flags: SJC
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.18
Outgoing interface list:

Ethernet0/1, Forward/Sparse, 00:05:04/00:02:20

(*

Shared Tree (data)
@ New source (S;,G) packet arrives down Shared tree. @rununs

cisco Lz/&/

#CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



PIM SM - SPT Switchover

Because of “J” bit, R6 creates (S,G) state to cut over to SPT.

(to Source 192.168.0.25)

(to RP 172.16.0.9)

Eth0/3

Eth0/2

(S,G) Join

| N *
%——I Receiver

SJc

Shared Tree
(l EEEER

(*, 239.1.1.1), 00:45:56/stopped, RP 172.16.0.9, flags:
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.18
Outgoing interface list:
Ethernet0/1, Forward/Sparse, 00:30:54/00:02:24
(192.168.0.25, 239.1.1.1), 00:00:05/00:02:54, flags: CJ
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.18
Outgoing interface list:
Ethernet0/1, Forward/Sparse, 00:00:05/00:02:54
cisco M./ #CiscoLiveAPJC BRKENT-2264
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PIM SM - SPT Switchover

(S,G) Join

(to Source 192.168.0.25)

(to RP 172.16.0.9)

cisco Lz/&/

Eth0/3

Eth0/2

%——I Receiver

(*, 239.1.1.1), 00:52:41/00:02:52,
Incoming interface: Ethernet0/2,
Outgoing interface list:

Ethernet0/1, Forward/Sparse,

RP 172.16.0.9,
RPF nbr 192.168.0.5

00:52:41/00:02:52

(192.168.0.25, 239.1.1.1), 00:03:05/00:03:24, flags:
Incoming interface: Ethernet0/3, RPF nbr 192.168.0.9
Outgoing interface list:

Ethernet0/1, Forward/Sparse, 00:03:05/00:03:22

flags:

S

Shared Tree
(l EEEERN

#CiscoLiveAPJC BRKENT-2264
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PIM SM - SPT Switchover

Reminder:

Shared Tree
<<‘Ellllll

Source Tree
\\l

LHR need to know where the Source to SPT

(to Source 192.168.0.25)

Eth0/3

(to RP 172.16.0.9)
Eth0/2

&

LHR

Receiver

(*, 239.,1.,1,1),
Incoming interface:
Outgoing interface list:

Ethernet0/1, Forward/Sparse,

(192.168.0.25, 239.1.1.1),
Incoming interface:
Outgoing interface list:

Ethernet0/1, Forward/Sparse,

00:52:41/00:02:52,
Ethernet0/2,

00:52:41/00:02:52

00:03:05/00:03:24,
Ethernet0/3,

00:03:05/00:03:22

RP 172.16.0.9,
RPF nbr 192.168.0.5

RPF nbr 192.168.0.9

flags: S

“T”Flag Set by
Arriving Traffic on
SPT

flags: T <

cisco Lz/&/
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PIM SM Pruning




PIM SM - Pruning Shared Tree

(I EEEER
Once T Flag is set, RS triggers (S,G) RP-bit Prunes Source Tree
toward RP. .
(to Source 192.168.0.25)

—_—

Eth0/2

(to RP 172.16.0.9)

LHR
DR ]
%——I Receiver

(*, 239.1.1.1), 00:52:41/00:02:52, RP 172.16.0.9, flags: S
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.5\

Outgoing interface list:
Ethernet0/1, Forward/Sparse, 00:52:41/00:02:52 \ Note RPF Info
Does Not Match.
(192.168.0.25, 239.1.1.1), 00:03:05/00:03:24, flags: This Indicates
Incoming interface: Ethernet0/3, RPF nbr 192.168.0.9 <€ SPT and RPT
Outgoing interface list: Diverge.

Ethernet0/1, Forward/Sparse, 00:03:05/00:03:22
cisco L‘V& ./ #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




PIM SM - Pruning

(S,G)RP-bit Prune will originate at the point
where the shared tree and the SPT diverge

(to Source 192.168.0.25)

Eth0/3

(to RP 172.16.0.9)
(S,6)

Eth0/2

Shared Tree
<<(El||lll

Source Tree

~

' LHR
DR ]
— ——I Receiver

Outgoing interface list:
Ethernet0/1, Forward/Sparse,

Outgoing interface list:

(*, 239.1.1.1), 00:52:41/00:02:52,
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.5

00:52:41/00:02:52

(192.168.0.25, 239.1.1.1), 00:03:05/00:03:24,
Incoming interface: Ethernet0/3, RPF nbr 192.168.0.9

00:03:05/00:03:22

RP 172.16.0.9, flags: S

flags: T

Ethernet0/1, Forward/Sparse,
cisco M/ HCiscoLiveAPJC

BRKENT-2264
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PIM SM - Pruning Shared Tree

(IIIIII

Source Tree
(

~

(to Source 192.168.0.25)

Eth0/3 Eth0/1

th0/2

' LHR
(to RP 172.16.0.3) _%E_I Receiver

Eth0/2

sco Lo/ scoli
cisco &- #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



SSM Overview

- Hosts join a specific source within a group
 (S,3) instead of (*,G)
« Hosts responsible for learning (S,G) information

- Last-hop router sends (S,G) join toward source
* No Shared Tree
 No RPs
* No SPT switchover complexity

cisco W./ #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco an
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SSM Example

I Source Host Learns of Source, Group

1 Last-Hop Learns of Source, Group
Last-Hop Send PIM (S,G) Join

D
Out-of-Band
PIM (S, G) Join Source Directory,

Example: Web Server

IGMPv3 (S,G) Join

111 192.168.1.1
RS 112 192.168.1.2
AR 234113 192.168.1.2

- *
Receiver 1 "“‘ 234114 192.168.1.1

(STB)

cisco L{Ko//
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SSM Example

I Souree Result: Shortest Path Tree Rooted
1 at the Source, with No Shared Tree
FHR ] I
A B C

Out-of-Band
Source Directory,

@ Example: Web Server

I Receiver 1
(STB)

cisco M- #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



SSM Consideration

- Dependent on IGMPv3
« Microsoft supports IGMPVv3 in Windows natively (since XP)
* Apple MacOS supports IGMPv3
 Many IPTV STB’s have or are adding support.

Workaround / Transition mechanism

In case you still have IGMPv2 devices but want to implement SSM.
« Static Source Mapping

* Router maps IGMPv2 Joins in SSM range to well-known sources
via DNS

cisco W- H#HCiscoLiveAPJC ~ BRKENT -2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



RP Choices




How Does the Network Learn RP Address?

« Option 1: Static RP configuration
Configure ALL routers in the network with the IP address of the RP

ip pim rp-address 192.168.0.1

« Option 2: Dynamic RP configuration
Configure the RP to tell all other routers that it is the RP
» Cisco proprietary mechanism is called “Auto-RP”
 |ETF standard is known as Bootstrap Router (BSR) - RFC 5059

cisco L‘V& . #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Multicast
Troubleshooting
Methodology




Troubleshooting Starting Point

Start on these 3 devices: LHR, RP, FHR

$

LHRE

Source
(Tx) Traffic

>
MDTs Built Backwards Towards Root(Source Tree)

A

. 5%1‘

-_——

Troubleshooting

cisco W./ #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Who is the root? What neighbour?

- - - show ip pim neighbour

show ip pim rp mapping 239.1.1.1 PIM Neighbour Table

BAEL G = o= Beypoliig s Mode: B - Bidir Capable, DR - Designated Router, N - Default DR Priority,
P - Proxy Capable, S - State Refresh Capable, G - GenID Capable,

Group (s): 224.0.0.0/4, Static L - DR Load-balancing Capable

RP: 172.16.0.9 (?)

Neighbour Interface Uptime/Expires Ver DR
Ll Address Prio/Mode
192.168.0.19 Ethernet0/2 00:08:03/00:01:34 v2 100/ DR S P G

~= OSPF = l@|_ s

Eth0/2 <em PIM =
(*,G JOIN)
=

If your ever lost, use the

Where is the root? above three magic question.

show ip rpf 172.16.0.9 ThankS FISh FIShburne
RPF information for ? (172.16.0.9)
RPF interface: Ethernet0/2 .
RPF neighbour: ? (192.168.0.19) Enable_ MUItlcasF on routers
RPF route/mask: 172.16.0.9/32 ip mu|t|cast—rout|ng

RPF type: unicast (ospf 1)
Doing distance-preferred lookups across tables

RPF topology: ipv4 multicast base, originated from ipv4 unicast base Enable PIM on interfaces
ip pim sparse-mode

cisco L‘V& ./ #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Troubleshooting Toolbox
Facts to Remember

« Multicast Routing must be enabled globally

* PIM must be enabled on the interfaces for PIM neighbors to form
« Multicast Trees get built backwards towards the root

» Multicast traffic in ASM and SSM are triggered via PIM Join

« High on the “food chain” dependent on routing working and PIM working

cisco L‘V& . #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Troubleshooting Toolbox D =

Questions to Remember q&y‘i

O Which router I’'m in?

O Who is the root?
O Where is the root?

0 What is the PIM RPF neighbor towards the root?

cisco L‘V& ./ #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48
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Troubleshooting scenario #1

Problem Description: Receiver is having issues, multicast is not working

(*, 239.1.1.1), 00:29:58/00:03:05, RP 172.16.0.9, flags: S
Incoming interface: Null, RPF nbr 0.0.0.0
TN Outgoing interface list:
N . . Ethernet0/2, Forward/Sparse, 00:29:58/00:03:05
~ = Transit devices ] )
N (192.168.0.25, 239.1.1.1), 00:01:54/00:01:09, flags: PT To see multicast routing table
Incoming interface: Ethernet0/3, RPF nbr 192.168.128.5 use ShOW Ip mroute <group>
Outgoing interface list: Null
N B Receiver
R Etho/3 - o Ethop2 E
Source | @ C Y \\;»—w 4' , \
‘ »\ \ e “‘\_ l\\ \_

(*

(*,

239.1.1.1), 00:02:41/stopped, RP 172.16.0.9, flags:

Incoming interface: Ethernet0/1, RPF nbr 192.168.128.1
Outgoing interface list: Null

SPE

239.1.1.1), 00:27:34/00:02:46, RP
Incoming interface: Null, RPF nbr 0.
Outgoing interface list: Null

14

0.0.0.0, flags: SP
0.0.0

(192.168.0.25, 239.1.1.1), 00:02:41/00:02:52, flags: FT Three checkpomts:
Incoming interface: Ethernet0/2, RPF nbr 0.0.0.0
Outgoing interface list: LHR’ RP’ FHR
Ethernet0/3, Forward/Sparse, 00:02:41/00:02:46
CTSCO Dae-’ #CiscoLiveAPJC BRKENT-2264
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Troubleshooting scenario #1
Problem Description: LHR is having issues, multicast is not working

show ip pim rp mapping

RP not Conﬂgured é PIM Group-to-RP Mappings

/’ P Eth0/2

th0/3/ \
Source |—%E—f ( 4|Receiver
v

(*, 239.1.1.1), 00:27:34/00:02:46, RP 0.0.0.0, flags: SP
0.0.0

Why |S RP 0000H Incoming interface: Null, RPF nbr 0.0.0.

Outgoing interface list: Null
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Troubleshooting scenario #1
Problem Description: LHR is having issues, multicast is not working

show ip igmp groups

IGMP Connected Group Membership
Group Address Interface
239.1.1.1 Ethernet0/1

show ip pim rp mapping
Uptime Expires Last Reporter Group Accounted PIM Group-to-RP Mappings
00:07:26 00:02:57 192.168.0.17 Group (s): 224.0.0.0/4, Static

Eth0/1
Source |_%_

cisco Lz/&/

P .
— - 3
*\} J S Ny
,\V»'“/ K”\R N\ J

RP: 172.16.0.9 (?)

RP Configured

4' Receiver

(*, 239.1.1.1), 00:02:55/00:02:35, RP 172.16.0.9, flags: SP
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.13
Outgoing interface list: Null

AN

Why do we have Null OIL?
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Troubleshooting scenario #1
Problem Description: LHR is having issues, multicast is not working

show ip pim int

Address Interface Ver/ Nbr Query DR DR

Mode Count Intvl Prior
192.168.0.18 Ethernet0/1 v2/S 1 30 1 192.168.0.19 | <em—
192.168.0.14 Ethernet0/2 v2/S 1 30 1 192.168.0.14

: Eth0/2
Eth0/1 Eth0/3/ 192.168.0.18
Source |_W_ —W_

Since we didn’t have OIL on LHR—1
we assumed mcast was not working

(*, 239.1.1.1), 00:19:50/stopped, RP 172.16.0.9, flags: SJC

Incoming interface: Ethernet(0/2, RPF nbr 192.168.0.5 Eth0/2 @Eth(}”
Outgoing interface list: LD
Ethernet0/1, Forward/Sparse, 00:19:50/00:02:35

192.168.0.19

— Receiver

(192.168.0.25, 239.1.1.1), 00:19:07/00:01:44, flags: JT
Incoming interface: Ethernet0/3, RPF nbr 192.168.0.9

Outgoing interface list:
Ethernet0/1, Forward/Sparse, 00:19:07/00:02:35
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Troubleshooting scenario #2
Problem Description: Poor picture quality on group 239.1.1.1

(192.168.0.25, 239.1.1.1)

(*, 239.1.1.1), 15:43:51/00:03:23, RP 172.16.0.9, flags: S
Incoming interface: Null, RPF nbr 0.0.0.0 h
Outgoing interface list:

Ethernet0/2, Forward/Sparse, 15:43:51/00:03:23

(192.168.0.25, 239.1.1.1), 00:00:01/00:02:58, flags:
Incoming interface: Ethernet(0/3, RPF nbr 192.168.0.21
Outgoing interface list:

Ethernet0/2, Forward/Sparse, 00:00:01/00:03:28

We are the RP

Multicast stream

‘. ---i'»
DR

tho/3,~
Source

=X

Eth0/3

Eth0/2_/

(*

g 239,1,1.1),

Ethernet0/2,
list: Null

interface:
interface

Incoming
Outgoing

RPF nbr 0.0.0.0, Registering

Eth0/2

Who is RP Stuck in
. ! (*, 239.1.1.1), 15:36:44/00:02:17, RP 172.16.0.9, flags:
F?egﬁsternﬂg Incoming interface: Ethernet0/2, RPF nbr 192.168.0.18
Outgoing interface list:
00:00:31/stopped, RP 172.16.0.9, flags: SPF Ethernet0/1, Forward/Sparse, 15:36:44/00:02:17

00:00:46/00:02:12, flags: JT
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.18

Incoming interface: Null, RPF nbr 0.0.0.0 h
Outgoing interface list: Null (192.168.0.25, 239.1.1.1),
(192.168.0.25, 239.1.1.1), 00:00:31/00:02:28, flags: PFT Outgoing interface list:

Ethernet0/1, Forward/Sparse, 00:00:46/00:02:30

cisco Lz//&/
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Troubleshooting scenario #2

Problem Description: Poor picture quality on group 239.1.1.1

(192.168.0.25, 239.1.1.1)
Multicast stream

/> Etho/2
s

. e :AL‘—_‘,‘ Eth0/2 /
Source | o ) @ )4
4(¥ Eth0/3 A

PIM not enabled on core interface

show ip pim neighbour
PIM Neighbour Table
Mode: B - Bidir Capable, DR - Designated Router, N - Default DR Priority,
P - Proxy Capable, S - State Refresh Capable, G - GenID Capable,
L - DR Load-balancing Capable
Neighbour Interface Uptime/Expires Ver DR
Address Prio/Mode

<EMPTY>
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Troubleshooting scenario #2
Problem Description: Poor picture quality on group 239.1.1.1

(*, 239.1.1.1), 00:01:29/stopped, RP 172.16.0.9, flags: SPF
Incoming interface: Ethernet0/3, RPF nbr 192.168.0.29
Outgoing interface list: Null

(192.168.0.25, 239.1.1.1), 00:01:29/00:02:03, flags: FT
Incoming interface: Ethernet0/2, RPF nbr 0.0.0.0
Outgoing interface list:

(192.168.0.25, 239.1.1.1) Ethernet0/3, Forward/Sparse, 00:01:29/00:02:59

Multicast stream

‘. ---i.»

N /> EthO/2
Eth0/3/' ~ Bth0/2 £ ~>= /
Source | \ @ s 4' Receiver
_W_ - Eth0/3 L~

show ip pim int
Address Interface Ver/ Nbr Query DR DR
Mode Count Intvl Prior
192.168.0.26 Ethernet0/2 v2/S 0 30 1 192.168.0.26
192.168.0.30 Ethernet0/3 v2/S 1 30 1 192.168.0.30

FIXED
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PIM Register-Stop Mechanism

The RP unicasts PIM Register-Stop messages to the first-hop DR, instructing it to stop sending (S, G)
Register messages under any of the following conditions:

1. When the RP begins receiving multicast traffic from Source S1 via the (S1, G) SPT between the

source and the RP.

2. If the RP has no need for the traffic because there is no active shared tree for the group.

Receiver Joins Group First

Register Msgs

/ (S,G) Join (S,G) Join \

S ‘lll

- ) &’ aes

RP

Register-Stop A
Shared Tree «

<@ snnns PIMJOIN
llll) DATA

cisco L{%o/‘/

#CiscoLiveAPJC

No Receivers for G present on RP

Register Msgs

Source

Register-Stop

No receivers interested
(*,G) OIL nuli
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PIM SM Registering

-

PIM Register e _
F——— We——
(192.168.0.25, 239.1.1.1| ( A~
Multicast stream I o
@ ——> | Possible reasons for Registering failing:

Source | DR @ « PIM not enabled on all needed interfaces
_iﬂﬁ’ « TTL too low

« MTU (and DF bit set)

« RP address configured is incorrect

* ACLs/ Reachability issues.

* RP not knowing the backward route

show ip traffic | be PIM
PIMv2 statistics: Sent/Received e
Total: 22/18, 0 checksum errors, 0 format errors
Registers: 100/0 (0 non-rp, 0 non-sm-group), Register
Stops: 0/0,
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Troubleshooting scenario #3

Problem Description: Multicast tree is not being built from LHR

show ip mroute 239.1.1.1
Group 239.1.1.1 not found

(*, 239.1.1.1), 00:05:52/00:02:13, RP 172.16.0.9, flags
Incoming interface: Ethernet0/2, RPF nbr 192.168.0.20
Outgoing interface list:

Ethernet0/1, Forward/Sparse, 00:05:52/00:02:13

show ip mroute 239.1.1.1
Group 239.1.1.1 not found

&

Eth0/1

M%_l Receiver
X DR

Eth0/1

Checked:
We have RP mapping

show ip mroute 239.1.1.1
Group 239.1.1.1 not found

We have PIM neighbours
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Troubleshooting scenario #3
Problem Description: Multicast tree is not being built.

show ip route 172.16.0.9
% Subnet not in table

Eth0/1

- A9
p

So.. Where do we send the PIM join to?

T
~

' HSRP Eth0/2
VP 192.168.0.20 [

Receiver

{

18

Eth0/1

show ip cef 172.16.0.9

0.0.0.0/0
nexthop 192.168.0.20 Ethernet0/2
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Troubleshooting scenario #3
Problem Description: Multicast tree is not being built.

Solution:
HSRP Aware PIM

Eth0/1

M%_l Receiver
X DR

EthO/1
show ip pim neighbour
Neighbour Interface Uptime/Expires Ver DR
Address Prio/Mode
192.168.0.19 Ethernet0/2 00:52:31/00:01:22 v2 100/ DR S P G
192.168.0.18 Ethernet0/2 00:52:31/00:01:20 v2 100/ S P G
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Troubleshooting scenario #3
Problem Description: Multicast tree

Solution:
HSRP Aware PIM

The PIM join/prune can now be sent to the RPF
neighbour since we have a PIM neighbourship.

cisco L{V&/

#CiscoLiveAPJC

IS not being built.

EthO/1

/ PIM|neighbourship AN

19

=~ Eth0/2
HSRP —l Receiver
20
0.0.0.0/0 PR
< \oxthop 192.168.0.20

Eth0/1

A8

. When there is a HSRP failover, standby becomes active and takes
over to generate the hellos with source IP = VIP

In failover new Active generates new Generation ID to trigger
downstream LHR to send joins for all active groups.
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Troubleshooting scenario #4

Problem Description: Some receivers are not receiving multicast traffic

(*

.

Eth0/3/’

Source |_W_

show ip mroute 239.1.1.1
Group 239.1.1.1 not found

cisco Lz/&/

Eth0/2.
Eth0/3% A

g 239.1.1.1),
Incoming interface:

Outgoing interface list:
Ethernet0/2,

00:00:49/00:02:40,
Null, RPF nbr 0.0.0.0

Forward/Sparse,

RP 172.16.0.9,

00:00:49/00:02:40

flags: S

(*

p 239.1.1,

- Eth0/2

) 4' Receiver

S

1), 00:02:44/00:02:14, RP 172.16.0.9, flags: SJC

Incoming interface:
Outgoing interface list:
Ethernet0/1,

Forward/Sparse,

Ethernet0/2, RPF nbr 192.168.0.18

00:02:44/00:02:14

#CiscoLiveAPJC
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Troubleshooting scenario #4
Problem Description: Some receivers are not receiving multicast traffic

show ip pim rp mapping 239.1.1.1
PIM Group-to-RP Mappings

Confirmed Source

is sending \
£ [ > Eth0/2
DR Eth0/3/ N Eth0/2/ — /
Souree | J ) C ¥ 4' Receiver
L Ehos L

show ip mroute 239.1.1.1
Group 239.1.1.1 not found

Without RP | cannot create (*,G) and also (S,G)
(May vary between release and platform)
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Troubleshooting scenario #4
Problem Description: Some receivers are not receiving multicast traffic

Configure RP: ip pim rp-address 172.16.0.9

show ip pim rp mapping 239.1.1.1

PIM Group-to-RP Mappings

Group(s): 224.0.0.0/4, Static
RP: 172.16.0.9 (?)

Confirmed Source
is sending

.

, /> Eth0/2
Eth0/3/ Etho/ f/* B
Source | e 4' Receiver
_W_ ~Etho/3 RS

(*, 239.1.1.1), 00:02:57/stopped, RP 172.16.0.9, flags: SPF
Incoming interface: Ethernet0/1, RPF nbr 192.168.128.1
Outgoing interface list: Null

(192.168.0.3, 239.1.1.1), 00:02:57/00:02:36, flags: FT
Incoming interface: Ethernet0/2, RPF nbr 0.0.0.0
Outgoing interface list:

Ethernet0/3, Forward/Sparse, 00:02:57/00:02:31
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Troubleshooting scenario #4
Problem Description: Some receivers are not receiving multicast traffic

(*

, 239.1.1.1), 15:43:51/00:03:23, RP 172.16.0.9, flags: S
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list:

Ethernet0/2, Forward/Sparse, 15:43:51/00:03:23

(192.168.0.3, 239.1.1.1), 00:00:01/00:02:58, flags:
. Incoming interface: Ethernet0/3, RPF nbr 192.168.0.21
Confirmed Source . . o

. X Outgoing interface list:

is sending Ethernet0/2, Forward/Sparse, 00:00:01/00:03:28

/TN
O/Z/A p ;,_l\ElythO/Z

e Y 4' Receiver
‘\“\_K\ U J

After the RP has been created we still don’t receive multicast traffic on
receivers?

)]
(@)
c
=
(@]
D
O
py)
| m
—
=n
1L
e \‘rm
w'/ﬁ‘\‘ : \\L\
( )
,’/
4\H/
m
—
-n
o
S~
w

1. Make sure we have PIM enabled on the interfaces.  [#
2. Follow the stream through transit routers. |:|

cisco Lz/&/
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Troubleshooting scenario #4

Problem Description: Some receivers are not receiving multicast traffic

Confirmed Source

is sending \

M

Source | DR Eth0/3
show ip mfib count
Group: 239.1.1.1, Source count:
received: 200
RP-tree: Forwarding: 0/0/0/0, Other:
Source:

1, Packets forwarded: 200,

0/0/0

192.168.0.3/32, Forwarding: 200/0/100/0, Other: 200/0/0

Packets

After the RP has been created
we still don’t receive multicast traffic?

cisco L{Vp//
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Troubleshooting scenario #4

Problem Description: Some receivers are not receiving multicast traffic

Confirmed Source

Source |

is sending \ Etho/2 %Ethon %
Eth0/2
DR Etho/3

show ip mfib 239.1.1.1 verbose
(*,239.1.1.1) Flags: C K
SW Forwarding: 0/0/0/0, Other:
Ethernet0/1 Flags: RA A MA
(192.168.0.3,239.1.1.1) Flags:
SW Forwarding: 299/0/100/0,
Ethernet0/2 Flags: RA A MA NS
Ethernet0/1 Flags: RF F NS
CEF: Adjacency with MAC:
Pkts: 299/0

0/0/0

K DDE
Other:

0/0/0

01005E010101FA163ED2C4520800

cisco Lz/&/
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Troubleshooting scenario #4

Problem Description: Some receivers are not receiving multicast traffic

(*, 239.1.1.1), 00:21:15/00:02:46,
Incoming interface: Ethernet0/2,
Outgoing interface list:

Outgoing interface list:

RP 172.16.0.12, flags: S
RPF nbr 192.168.128.6

Ethernet0/1, Forward/Sparse, 00:21:15/00:02:46
(192.168.0.3, 239.1.1.1), 00:16:33/00:00:06, flags:
Incoming interface: Ethernet0/3, RPF nbr 192.168.128.13

Ethernet0/1, Forward/Sparse, 00:16:33/00:02:47

We have state
Control-plane built

e

Confirmed Source

is sending \
Source |iw Eth0/3

show ip mfib count
show ip mfib 239.1.1.1 verbose
show ip pim int count

cisco Lz/&/

Etho/2 %Ethon Eth0/3%

Eth0/2

==

show ip pim int count
For switching state use "show ip mfib interface"
Address Interface Mpackets In/Out
172.16.0.8 Loopback0 0/0
192.168.0.11 Ethernet0/1 0/0
192.168.128.5 Ethernet0/2 0/0
192.168.128.14 Ethernet0/3 0/0
#CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. Al rights reserved. Cisco Public
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Troubleshooting scenario #4
Problem Description: Some receivers are not receiving multicast traffic

show ip traffic
IP statistics:
Rcvd: 2687 total, 2388 local destination

0 format errors, 0 checksum errors, 0 bad hop count
EthO/1 EthO/ﬁ@l
#

Had 299 packets sent

. h ip traffi
Check counters on interface S i ietiee.
CheCk MTU Rcvd: 268007 total, 236988 local destination
Packet Capture 0 format errors, 0 checksum errors, 299 bad hop count

cisco Lt/&/ HCiscoLiveAPJC
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Troubleshooting scenario #4
Problem Description: Some receivers are not receiving multicast traffic

show ip traffic
IP statistics:

0 format errors, 0 checksum errors,

Rcvd: 2687 total, 2388 local destination
0 bad hop count

EthO/1 EthO/

MRIE — e—-

Had 299 packets sent SPAN

Check counters on interface
Check logs on both routers
Check MTU

Packet capture

cisco L{V&/

= Internet Protocol version 4, Src: 192.168.0.3 (192.168.0.3), Dst: 239.1.1.1 (239.1.1.1)
version: 4

Header length: 20 bytes
# Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
# Type of service: 0x00 (None)
Total Length: 110
Identification: 0x0000 (0)
@ Flags: 0x00
Frageont offset: 0 TTL of the stream was 3
Time to live: 1
Protocol: ICMP (1)
# Header checksum: 0x08e2 [correct]
Source: 192.168.0.3 (192.168.0.3)
Destination: 239.1.1.1 (239.1.1.1)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
# Internet Control Message Protocol
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Troubleshooting scenario #5
Problem Description: Multicast tree not built from LHR

(*, 239.1.1.1), 00:01:19/stopped, RP 172.16.0.12, flags:
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface list: Null s

(192.168.0.3, 239.1.1.1), 00:01:19/00:01:40, flags: P
Incoming interface: Ethernet0/3, RPF nbr 192.168.0.21
Outgoing interface list: Nullﬁ

SIE

Eth0/3/

Source |_w_

\\

EthO/ 3

Eth0/2 / Eth0/2

4' Reoeiver
Nl

(¥, 239.1,1.1), 00.00.11/00.02.48,
Incoming interface: Ethernet(0/2,
Outgoing interface list:

RP 172.16.0.12, flags: SJC
RPF nbr 192.168.0.9, Mroute

Ethernet0/1, Forward/Sparse, 00:00:11/00:02:48
(*, 239.1.1.1), 00:18:57/stopped, RP 172.16.0.12, flags: SPF
Incoming interface: Ethernet0/1, RPF nbr 192.168.0.17
Outgoing interface list: Null
?
(192.168.0.3, 239.1.1.1), 00:14:21/00:02:38, flags: PFT HOW dO we get to RP 172.1 601 2"
Incoming interface: Ethernet0/2, RPF nbr 0.0.0.0
Outgoing interface list: Null
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Troubleshooting scenario #5

Problem Description: Multicast tree not built from LHR

show ip rpf 172.16.0.12
RPF information for ? (172.16.0.12)
RPF interface: Ethernet(/2

We see a discrepancy between| R neighbour: 2 (192.168.0.9) - —
RPF route/mask: 0.0.0.0/0

RPF database and un|CaSt RIB RPF type: multicast (static)

Doing distance-preferred lookups across tables
RPF topology: ipv4 multicast base

Eh0/2 Eth0/2\/
DR Eth0/3
| @ J —WH Receiver
_w_ SN Eth0/3
show ip route 172.16.0.12

Routing entry for 172.16.0.12/32

Known via "ospf 1", distance 110, metric 3, type intra area
Last update from 192.168.0.11 on Ethernet0/2, 00:27:01 ago
Routing Descriptor Blocks:

* 192.168.0.11, from 172.16.0.12, 00:27:01 ago, via Ethernet0/2

7 Route metric is 3, traffic share count is 1
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RPF Calculation

RPF is used for
- Control plane: Determining interface/neighbour to send PIM Join/Prune to
- Data plane: Check incoming interface for mcast traffic, assuring loop-free forwarding

Picking RPF route: The best routes are chosen from these set of routes:
Static Mroute

DVMRP Routing Table

MBGP SAFI 2 table

Unicast Routing Table

The the longest match rule is used to pick the best route inside one of the four groups.
One from each group: the lowest Administrative distance wins

- If distance is the same, then the above order is used

cisco L‘V& ./ #CiscoLiveAPJC BRKENT-2264 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Troubleshooting scenario #5
Problem Description: Multicast tree not built from LHR

. . . h i f 172.16.0.12
Without ip multicast [vrf vrf-name] longest-match RbE information for b (172.16.0.12)

RPF interface: Ethernet0/2

RPF neighbour: ? (192.168.0.9)

Less specific route may be preferred with RPF route/mask: 0.0.0.0/0

distance-preferred RPF type: multicast (static)
Lowest Distan%e referred # Doing distance-preferred lookups across tables
P RPF topology: ipv4 multicast base

ip mroute 0.0.0.0 0.0.0.0 192.168.0.9 = default distance of O% |

U

With ip multicast [vrf vrf-name] longest-match

show ip rpf 172.16.0.12
RPF information for ? (172.16.0.12)
RPF interface: Ethernet0/2
RPF neighbour: ? (192.168.0.11)
More specific route preferred RPF route/mask: 172.16.0.12/32
RPF type: unicast (ospf 1)

— Doing longest-match lookups across tables

RPF topology: ipv4 multicast base, originated from ipv4 unicast base
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Key Takeaways




Troubleshooting Toolbox
Checklist

“Which”  router I’'m in?

“Who” is the root?

“Where” is the root?

“What” is the PIM RPF neighbor towards the root?

OO0 D
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PIM Model - |OS IPv4

@ow ip mroute
show ip mroute count

show ip pim neighbour
show ip pim interface
show ip igmp group
show ip pim rp [group]

show ip rpf [address]
@ow ip msdp sa-cache

~

show ip pim rp mapping [group]

v

cisco L{Ko/‘/
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PIM New Model - [OS-XR example

Hardware
Dependent

<

show pim group-map
show pim topology [sh ip mroute]

show igmp groups - ——— © Claco ASR9000 s
show igmp snooping <xxx> { —— i :

show msdp sa-cache

[show mrib route [ship mroute]]

(show mfib route [ship mroutef | gy i g

show mfib connections
\show mfib counter

fshow mfib hardware route olist loc <>

show mfib hardware connection loc <>
show mfib hardware Itrace loc <>
\show mfib hardware interface loc <> )

J >
I ' | . U
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PIM New Model - NX-OS example

show ip pim topology [sh ip mroute]
show ip pim route [sh ip mroute]
show ip igmp route

show ip igmp snooping groups

show ip msdp route

[show routing ip multicast [sh ip mroute]]

show forwarding distribution ip multicast route
show forwarding distribution ip igmp snooping

Hardware [show forwarding ip multicast route ]
Dependent

show system internal forwarding ip multicast route
show system internal ip igmp snhooping

,
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you



l'I'lllll . .
CISCO The bridge to possible

Thank you
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