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Enter your personal notes here

Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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Nicole
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Technical Solutions Architect
      @vlinder_nl
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• What should you know?

• Use Case 1 – Working from 
Home and IPv6

• Use Case 2 – IPv6 in your 
Enterprise

• Use Case 3 – IPv6 Only?

BRKENT-2109 10
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interface ID Assignment 
IPv4 and IPv6 way

11BRKENT-2109

Manual Configuration DHCP
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IPv6 interface ID Assignment 
IPv6 way
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State Less Address Auto Configuration
SLAAC EUI64

SLAAC
Temporary Addresses formally known 

Privacy Extensions

*Secure Neighbor Discovery SeND
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IPv6 Addressing
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IPv6 Address 
Family

Multicast

Assigned

Solicited Node 
Multicast

Unicast

Link Local

Global

Unique LocalAnycast
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IPv6 Addresses Format
• Full IPv6 address (128 bits represented by 32 Hex characters)
• Generally, 50% for network ID, 50% for interface ID, current best practice
• Meaning a Subnet Prefix is generally a /64

• Leading 0’s can be omitted

• The double colon (::) can appear only once

2001:0db8:4646:0001:0000:0000:0000:1e2a

2001:db8:4646:1:0:0:0:1e2a

2001:db8:4646:1::1e2a

Global Prefix (48) Subnet (16) Interface Id (64)

BRKENT-2109 14
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Types of Unicast IPv6 Addresses

• First 64 bits are fixed
• Interface Identifier can be modified
• Encoding external identifiers for troubleshooting
• VLAN number
• Router IDs
• IPv4 address 

• Possible to leverage for IGP routing

15BRKENT-2109

Link-Local address
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Types of Unicast IPv6 Addresses

16BRKENT-2109

Unique Local Address

Link-Local address

• Not recommended for end-point addressing (RFC6724)
•  Unless in a closed system
•  In Dual-Stack environment the Legacy protocol takes precedence

• Needs Translation (NPTv6 or NAT66) on Internet Edge
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Types of Unicast IPv6 Addresses
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Global Address

Unique Local Address

Link-Local address

• Vast number of prefixes
• Manage just one address space
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Global Address
Routable across the Internet (2000::/3)
Documentation Prefix 2001:0db8::/32

2000:****:****:****:xxxx:xxxx:xxxx:xxxx
3fff:****:****:****:xxxx:xxxx:xxxx:xxxx

Unique Local Address
Routable within administrative domain (fc00::/7)

fc00:~~~~:~~~~:****:xxxx:xxxx:xxxx:xxxx
fd00:~~~~:~~~~:****:xxxx:xxxx:xxxx:xxxx

Link-Local address
Non routable exists on single layer 2 domain (fe80::/10)
fe80:0000:0000:0000:xxxx:xxxx:xxxx:xxxx
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Neighbor Discovery Protocol – (NDP)
Overview
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IPv6 
NDP

NUD
DAD

RA

NANS

RS

IPv4 IPv6
ARP Request Neighbor Solicitation

ARP Reply Neighbor Advertisement

Broadcast Solicited Node Multicast
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Neighbor Discovery Protocol – (NDP)
Configuration

20BRKENT-2109

I should use Link Local 
(fe80:/64) as NDP’s 

source!

And I need to set the 
hop limit to 255…

IPv6 
NDP

NUD
DAD

RA

NANS

RS
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Neighbor Discovery Protocol – (NDP)
Neighbor discovery messages
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IPv6 
NDP

NUD
DAD

RA

NANS

RS

Router solicitation  
(ICMPv6 type 133)

Router advertisement 
(ICMPv6 type 134)
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Neighbor Discovery Protocol – (NDP)
Neighbor discovery messages
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IPv6 
NDP

NUD
DAD

RA

NANS

RS
Neighbor 

solicitation (ICMPv6 
type 135)

Neighbor advertisement 
(ICMPv6 type 136)
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Neighbor Discovery Protocol – (NDP)
Error detection
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IPv6 
NDP

NUD
DAD

RA

NANS

RS

Neighbor 
Unreachability 

Detection

Duplicate Address 
Detection
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RFC6724: Default Address Selection for IPv6

24BRKENT-2109

For Your
Reference



How does it 
start?

#CiscoLiveAPJC
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My Router

BRKENT-2109 27
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How it all started

BRKENT-2109 28
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My House Dual Stack with /48

29BRKENT-2109
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Setup

• Dual Stack - Internet from Xs4all (also now known as KPN)

• Laptop work in my case Windows Lenovo
• No VPN needed to do my work (except for some special tools)

• Layer 2 home network with Vlan’s.
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What if you don’t have IPv6?
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Path MTU Discovery

32BRKENT-2109

Source Destination
Link

MTU 1500
MTU  
1500

MTU  
1400

Packet, MTU=1500

ICMPv6 Packet Too Big(2), Use MTU=1400

Packet | EH type 44 | Payload=1352

Packet | EH type 44 | Payload=108

R1 R2 R3
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Traffic @ my home during a workday in 2022
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IPv6Legacy 
Protocol

53.4
%

46.6
%



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Dualstack: Always remember both protocols
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Type “example.com” 
and press Enter

GET / HTTP/1.1
Host: example.com

A? “example.com”

connect 
192.0.43.10

AAAA? 
“example.com”

connect 
2001:db8:88:200::10
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Retrieve and display

The problem: RFC3484, if IPv6 connection fails

35BRKENT-2109

User: “example.com”

getaddrinfo(“example.com”)

Attempt IPv6 connect

Attempt IPv4 connect

Connection failure

Time
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RFC8305 in a nutshell (RFC6555 Obsolete)
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Attempt IPv6 lookup 
and connect

Attempt IPv4 lookup 
and connect

User: “example.com”

~50ms

Retrieve and display

Time
Source: ©adynue
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RFC8305: Happy Eyeballs: Success with Dual-Stack 
Hosts
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Internet Engineering Task Force (IETF)                                 D. Wing
Request for Comments: 6555                                 A. Yourtchenko
Category: Standards Track                                                  Cisco
ISSN: 2070-1721                                                         April 2012

             Happy Eyeballs: Success with Dual-Stack Hosts

Abstract

   When a server's IPv4 path and protocol are working, but the server's
   IPv6 path and protocol are not working, a dual-stack client
   application experiences significant connection delay compared to an
   IPv4-only client.  This is undesirable because it causes the dual-
   stack client to have a worse user experience.  This document
   specifies requirements for algorithms that reduce this user-visible 
   delay and provides an algorithm.

For Your
Reference
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Lessons learned – working from Home

• Every OS nowadays has IPv6 standard enabled

• 99% It just works without knowing

• Path MTU discovery issues is a ….

• ICMPv6 should not be filtered but still is
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IPv6 in the 
Enterprise
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IT department is Melbourne

BRKENT-2109 40
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Traffic @ Cisco Live Vegas 2022

41BRKENT-2109
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Traffic @ Cisco Live Vegas 2023
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51%
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IPv6 in the Enterprise

• Most companies will go now Dual Stack (the time is now!)

• ICMPv6 is your friend!
• Don’t try to force 1:1 feature comparison with the Legacy Protocol

• IPv6 address plan is so much easier than the 1990’s.
• Leave the legacy protocol behind – Let it Go

BRKENT-2109 43
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To SLAAC or not to SLAAC ?

• Pros of using SLAAC
• No need to do stateful DHCP
• Wide device support (Android!)
• “IPv6 way”

45BRKENT-2109

• Cons of using SLAAC
• Some stacks (iOS) are very aggressive 

with temp. addresses
• More volatility in the binding table/ND
• Address tracing is harder

Question: Would you run both 
SLAAC and DHCPv6 and why ?
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Nicole – I haven’t started where should I start?

• Frontend webservices

• DNS
• Email gateway

• <one size does not fit all>

BRKENT-2109 46
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NIST guidelines for secure IPv6 deployment; RFC4890

47BRKENT-2109

http://csrc.nist.gov/publications/nistpubs/800-119/sp800-119.pdf
http://www.ietf.org/rfc/rfc4890.txt

See BRKSEC-3200 
in On Demand 

Library

For Your
Reference



“Dual Stack where you can 
Tunnel where you must”
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“IPv6-Only where you 
can, Dual Stack where 

you must”
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Lessons learned – IPv6 in the Enterprise

51BRKENT-2109

• Every OS nowadays has IPv6 standard enabled

• Test your applications

• NAT is not security

• An IPv6 Firewall is so much better

• Dual Stack is NOT your end goal
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IPv6-only?
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Is it possible?

BRKENT-2109 53
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What do I need to be concerned about?

DNS Issues

NAT Issues

What is host 
accessing?

How is 
service 
offered?

Application/Service issues
• Can it support IPv6 only?
• Assessment process is critical
• IP Literals?

IPv6-
Only 

Servers

IPv6-
Only 
Hosts

BRKENT-2109 54
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What do you need?

• DNS64

• NAT64
• RDNSS

• DHCPv6 and/or SLAAC

BRKENT-2109 55
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IPv6-only
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• It’s not so lonely

• IPv4-stacked turned off on OS and nothing else done 
breaks 50%.

• Test your applications there might be hidden legacy 
protocol code left



Quiz time!
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https://eurl.io/#Pw7m5J7S-
(external room)

• External can join this space!
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Shameless self promotion of my own Quotes - Nicole Wajer

"IPv6 is Internet broccoli. 
Good for us in the long run but no 
immediate sugar rush from 
deploying it now"

BRKENT-2109 60
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to 
claim a Cisco Live T-Shirt

• If you complete before leaving the room pick up a Stroopwafel!

63BRKENT-2109
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

64BRKENT-2109

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC

Thank you
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Enterprise IPv6 Guidance
• RFC 7381 enterprise IPv6 guidelines
• White paper – Cisco.com
• Cisco Presslive Lesson

Code: MARTIN60
Offer: 60% off
ISBN: 9780134655512

BRKENT-2109 67
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Resources - Books

Additional Books:

Cisco Press - https://www.ciscopress.com/store/ipv6-design-and-deployment-livelessons-9780134655512

Cisco Press - https://www.ciscopress.com/store/ipv6-fundamentals-livelessons-a-straightforward-approach-9781587204579

O’Reilly Media – https://www.oreilly.com/library/view/introduction-to-ipv6/9781771375269/

https://www.amazon.com/IPv6-Fundamentals-
Straightforward-Approach-
Understanding/dp/1587144778

https://www.oreilly.com/library/view/dn
s-and-bind/9781449308025/

https://www.amazon.com/IPv6-Address-
Planning-Designing-Future/dp/1491902760

https://www.oreilly.com/library/view/migr
ating-applications-to/9781449309688/
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More Books

https://amzn.eu/d/1GhV2Gn https://amzn.eu/d/i5PVjAs
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Training Options
HexaBuild

https://hexabuild.arlo.co/w/

A Cloud Guru / Linux Academy

https://acloud.guru/learn/aws-ipv6

Pluralsight

https://www.pluralsight.com/courses/ipv6-introduction-to-protocol

https://www.pluralsight.com/courses/ipv6-microsoft-windows

NterOne

https://www.nterone.com/training/cisco/courses/ip6fd

O’Reilly LiveLessons

https://www.oreilly.com/videos/ipv6-design-and/9780134655529

Rick Graziani – YouTube Playlist

https://www.youtube.com/playlist?list=PLMLm7-g0V0kfGg8g8KutNFK7rS3laA9QQ

Cisco Live! (On-Demand)

IPv6 Deployment  Jim Bailey BRKRST-2619

https://www.ciscolive.com/on-demand/on-demand-
library.html#/session/16360600310450017ZOr

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKRST-2619.pdf

IPv6 The Protocol  Tim Martin  BRKIP6-2191

https://www.ciscolive.com/on-demand/on-demand-
library.html#/session/16360597967430017R0b

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKIP6-2191.pdf

Enterprise IPv6 Deployment  Nicole Wajer BRKIP6-2301

https://www.ciscolive.com/on-demand/on-demand-
library.html#/session/163605981240500175QJ

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/BRKIP6-2301.pdf
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IPv6 troubleshooting for Helpdesks
• http://isp.testipv6.com è

https://www.ripe.net/ripe/groups/tf/bcop/ipv6-troubleshooting-for-residential-isp-
helpdesks
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