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About me

SD-WAN
Technical Marketing

since 2020 4 )
Focus areas:

» User/Application Experience
* Operational features
» Analytics

- J

Presented sessions at various Cisco events:
Prashanth  Cisco Live Melbourne/Amsterdam

Raghavendra » Cisco EN SEVT
« APJC SD-WAN Roadshows
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« Introduction
- Why, What, How & Where?

- Technical Details
o Ul, NHM, Workflows
o Configuration and Policies
o Monitoring and Troubleshooting
o SD-Routing
o Information and Help
o Demonstration

- Summary / Conclusion
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Introduction
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WHY are we talking about
Operational Simplification
and User Experience?

cisco Li%o/‘/



Feedback from Customers/Partners
Cisco SD-WAN

Lacks Troubleshooting Guidance P()C/POV NOT easy

Poor Visibility into App/Site Performance

Deployment complexity Designed for experts

Operational challenges Poor Visibility into App/Site Performance

PoC/PoV not €adSY  Deployment complexity PoC/PoV not easy

Lacks Troubleshooting Guidance Opera’[iona| Cha”engeS
Designed for experts Designed for experts

DeplOyment CompleX|ty Operational challenges
Poor Visibility into App/Site Performance Lacks TFOUb'GShOOting Guidance
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Summarizing ...

Template Sprawl
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WHAT are we
doing about it?

cisco L{V&/



Vision

Ability to do a quick
Proof-of-Concept

Ease of showcasing a solution by
doing a quick POC to customers

Operational Simplification
and Ease of use

Onboarding and Day-0 to
Day-N operations

Provide Cisco
recommended best

Consistency in User
eXperience with all Cisco
Enterprise Products practices

Consistency in UI/UX in all Enterprise Smart defaults, Pre-defined
and other Cisco products. settings, Intutive user actions
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HOW are we
doing it?

cisco L{{@‘/



Mission

Configuration

« Intuitive workflows to guide new
and novice users to perform
tasks

- Intent / Application driven
workflows

- Use of smart defaults for
configuration and policies

cisco é{{/&_/

Monitoring

- Enhanced visibility into the
network with new customizable
dashboards

« Insights into network and
application performance
monitoring with graphical
elements and tables

- Ability to monitor logs and trigger
user-defined actions

HCiscolLive  BRKENT-1313

Troubleshooting

« Dynamic Topology views to

visualize network/site configuration
and health.

« Guided troubleshooting with

context-based tools and data

- Receive tidy, complete reports of
WAN performance, on a scheduled
basis.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



WHERE do we
stand today?

cisco L{{@/



Journey Overview

@‘X@ m

» Simplified Policies and \
Workflow
* Dual Router Site Configuration
\ workflow
« Simplified Configuration with * Enhanced Observability with
Configuration Groups and workflow Global Topology Visualization
« Enhanced Observability with Site * Application/Site Performance
N— Topology Visualization Monitoring
* New _
« Customizable Overview Dashboard \ y Co_gtex'f‘basdeilwgrbleShOOtlng
» Workflows Librar \ guidance an )
Y " ) \
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New Naming: Cisco Catalyst SD-WAN

Old Name

New Name (rebranding)

Documentation

Displayed on
Screens

API/CLI -

Documentation

Cisco SD-WAN

Cisco Catalyst SD-WAN

Cisco Catalyst SD-WAN

Cisco Catalyst SD-WAN

Cisco Catalyst

SD-WAN
vManage Cisco Catalyst SD-WAN Manager SN W ermegern Manager vManage
vAnalytics Cisco Catalyst SD-WAN Analytics SD-WAN Analytics Analytics vAnalytics
vBond Cisco Catalyst SD-WAN Validator SD-WAN Validator Validator vBond
vSmart Cisco Catalyst SD-WAN Controller SD-WAN Controller Controller vSmart

Self Service Portal

Cisco Catalyst SD-WAN Portal

Cisco Catalyst SD-WAN
Portal

Cisco Catalyst SD-WAN
Portal

SD-WAN Portal

Cloud-Delivered
Cisco SD-WAN

Cloud-Delivered Cisco Catalyst SD-WAN

Cloud-Delivered Cisco
Catalyst SD-WAN

Cloud-Delivered Cisco
Catalyst SD-WAN

NA

cisco W/

#Ciscolive

BRKENT-1313
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Technical Detalls

cisco L{V&/



Pieces of the Puzzle

Configuration

Monitoring

ci W / iscoL
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User Interface
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New Look and Feel

2§ DASHBOARD | MAIN DASHBOARD

14
vBmart - 1

Control Status (Total 3)

Control Up

D

2

WAN Edge - 2

Partial

Cantrol Down

WAN Edge Inventory
Total
Authorized
Deployed

Staging

Top Applications

No data to display

50
50

Prior to 20.6

Site Health (Total 2)
©  Full WAN Connectivity 2 sites
Partial WAN Connectivity 0 sites
©  No WAN Connectivity 0 sites

WAN Edge Health (Total 2)

Normal Warning Error

Application-Aware Routing

1 c. 1
vBond - 1 vManage - 1 Lastz4 by

Rebof

Transport Interfal

<10 Mbps
10 Mbps - 100
100 Mbps - 500

> 500 Mbps

Transport Health|

20.6 Onwards

= GClseoSonan

Overview
GONTROLLERS

1

vaona

Site Health

vSman wanage

WAN Edge Health

U™

waN Eages

5
Reacnanie

sme_3s

s 36

smee

Monitar - Cverview

L e~

GERTIFICATE STATUS  LIGENSING ReBoaT
0 4] 2
warmng asaignes Last 24 nrs
1 Unaasigres
2 Hours Foor Performing Sties e Tunnel Health @

View Datals

3 GPU Loed (%) Gona Dewces Application Health

Geogmpy  View Datals

24 Hours v dctions v

Zavous Latency (ms) v Fair Tunnels

sy i -remen TPtk e
e —
i ——

e ——— —

urs Goe Pestarming Appacatins v

ane
- .
1000
1000
o anaees
1000
1000

No data available

Cisco

.&‘/

#Ciscolive

BRKENT-1313
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Ul consistency in all Cisco products

Cisco is unifying the Ul/UX across all its products.

Monitor @ aisies ~
Overview Dovices  Tunnols  Applications  Security  Logs  Multicloud
Control Components WAN Edges Certificate Status Licensing Reboot
n 1 o 1 2 [] o ]
5 om [ Controaes Honsger — ° warning ° assignes - e

eeeeeeeeeee

The Magnetic UX ? ;
Design Framework has

been introduced in e : o . f
other products and is
making its way into
Catalyst SD-WAN with
20.13/17.13 release.

cisco W./ HCiscolLive  BRKENT-1313
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Network Hierarchy Manager (NHM)

Organize your network with
user-friendly site names

Pre-define constructs like
IP pools

cisco é{{/&_/

= Cisco Catalyst SD-WAN (Tf Select Resource Groupw

e
(1 Search

@ Global (16 of 16 nodes)

Global

Configuration - Network Hierarchy

~ DAMER Add Node | node for network hierarchy
- GLOBAL
= BR1_SanJose Add Pool
=5 BR2_NewYork FUUS
i BR6_Dallas
v BAPJC P
“A  Search Table
= BR3_Mumbai
Add Pool
o2 BR4_Singapore
Name Description
= BR5_Melbourne
& Controllers GLOBAL_SITE Site pool for GLOBAL node
v [ EMEA
1 Record
= BR7_London
#HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




Workflows

cisco L{{/&/



What is a Workflow?

A workflow is a collection of guided steps

to help you perform a certain task easily

New Task Task Completed
-\ -\

= @ J J Q- =

=0
Step1 Step2 Step3 Step 4

Cisco M . #Ciscolive © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



= Cisco Catalyst SD-WAN O Select Resource Groupw

Build and maintain your network
more efficiently with Workflows.

Let us guide you through end-to-end workflows tailored to
make your job easier.

Library  All Categories N

EI Firmware Upgrade

E\ Quick Connect

Onboard your devices. Upgrade your devices with the

latest 10S XE SD-WAN image.

(-~ ————-—-

I Workflow Library I

- - o o - o - -

| Sync and Install
HSEC Licenses

Easily sync and install licenses
on HSEC compatible devices.

EI Software Upgrade

Upgrade your devices with the
latest I0S XE SD-WAN image

E\ Configure

Teleworker Devices

Get secure access ta your
corporate network from the
comfort of your home

O

( Search all Workflows

&\ Create Configuration
Group
Configure your WAN with
smart configuration group(s)

Use recommended settings to
get the WAN up and running

1l
©]
o

quickly.
Create NFV | Create Security | Deploy &\ Deploy Policy Group
Configuration Group Palicy Configuration Group
As a Network Architect create Use this workflow to configure Push configuration to devices Push configuration to devices
a device-independent NFV your security policy. in your WAN in your WAN
design for rapid deployment on
Cisco’s uCPE devices
cisco W . #CiscoLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26

F
3
:

g

2
b
+




Configuration

cisco L{{@‘/



Fresh approach to Configuration

Simplicity

Workflow-based configuration that
guides the user step-by-step.

Clearly identifies what is
necessary, what is optional, and
what is the Cisco recommended
best practice.

Re-usability

Configuration components can be re-
used across an entire device family
(cEdge) instead of being specific to
one device model.

Structure

Group devices based on a shared
configuration.

This structure can be used by other
features of vManage such as
Monitoring and Troubleshooting.

cisco L{Vp/_/

HCiscolLive  BRKENT-1313
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Configuration - Old vs. New Structure

Templates (UX 1.0) Configuration Groups / Feature Profiles (UX 2.0) *
- Config Group - West Config Group - East
oR oR . o
Bas
|
.
Other optional Profiles
CLI AddOn
Template CLI, TE etc
Lt'l/ / * See next slide for details!
cisco &- HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Terminology: Config Groups and Feature Profiles

Configuration Groups

»  Logical grouping of devices that share a common purpose within the WAN.
»  The user defines and can customize this grouping based on their business

Config Group - West Config Group - East
needs.

| Device |

| Device

Ex: East/West, Americas/APJC/EMEAR, Retail Store / Distribution Qentre

| Device Device |

| Device Device

= ~ —
. Basic Profile WAN l:’rnﬂln LAN Profile
Feature Profiles _-"T TN - Legsing e
- = = ‘ Banner LTE | VPN 2 ‘
+  Flexible “buckets” of configuration that can be shared across Configuration Groups. T memer | T vens |
»  Create Feature Profiles based on features that are required
»  Put profiles together to complete device configuration, like building blocks

. Build, save, and reuse

Ex: Basic Profile, WAN Profile, LAN Profile

cisco M- #HCiscolLive BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Workflow for Site Configuration

&] Create Configuration
Group

Configure your WAN with smart

configuration group(s). Use Create . ASSOClate —> Deploy

recommended settings to get the
WAN up and running quickly.

&] Deploy Configuration
Group

Push configuration to devices in your

WAN Deploy

Single Router Site Configuration Video: https://voutu.be/98z-d3knd1g

cisco M . HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



https://youtu.be/98z-d3knd1g

Workflow - Goals

Help novice users easily create
configurations and deploy to the
device

cisco M ./ HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



@ Create Configuration

Create Configuration Group workflow incl. Associate and Deploy

Create

1. Specify a name for the Configuration
Group

2. Specify the device configuration /
leave it as default (Cisco recommended)

3. Review the summary. Edit if required.

4. Configuration group created

Basic WAN LAN
Profile Profile Profile

cisco Li//p/_/

Associate

5. Select devices to associate with the
configuration group

6. Review the summary. Edit if required.

7. Devices associated to Configuration group.

Device Device
A B

Basic WAN LAN
Profile Profile Profile

HCiscolLive  BRKENT-1313

Configure your WAN with smart
configuration group(s). Use
recommended settings to get the
WAN up and running quickly.

Deploy

8. Select devices to deploy the configuration
group to

9. Specify device specific values for variables

10. Review the summary. Edit if required.

11. Configuration group deployed to devices

Device A Device B

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Workflows Comparison Use Case

Create a Branch with 1 Transport, 2 Service VPNs, Full-mesh topology

o Sxeps

Templates (UX 1.0)
--l-----.-.--------.'--.---

1. 2-19. 20. 21. 22. 23. 24. 25.

Go to Create all the Go to Create the Device Select the Device Select the Specify values for  Click on Configure

Configuration -> Feature Templates Configuration -> Template. Template, click on Device, click each of the Devices to push

Feature Templates (approx. 18) Device Templates Need to know which Attach Devices on Attach Template the configuration
variables to the device

Feature Templates to use
in this Device Template

Configuration Groups (UX 2.0) iecO

W\ \&
e @0 ot

1. 2. 3. 4. 5. 6. 7.

Launch the Setup the Site Click on Create Choose device to Choose device Specify the value  Click on Deploy to
Create Configuration Configuration associate with the to deploy the for each of the push the
Configuration (parcels) Group Configuration group  configuration variables configuration to the
Group group to device

workflow

cisco L‘V& . HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Artifacts Comparison for the same Use Case

Templates (UX 1.0) A\
22 R R R R RRRRRRORRRRERE

1. 2-4. 5-7. 8-9. 10-11. 12-13. 14-16. 17-19.
Device Template System Global Settings (Services), BFD, VPN (0), VPN (512), VPN (10), VPN (20),
Banner NTP, OMP VPN (0) Interface Ethernet VPN (512) Interface Ethernet VPN (10) Interface VPN (20) Interface
Logging AAA Ethernet, Ethernet,
VPN (10) Routing VPN (20) Routing

Configuration Groups (UX 2.0)

1. 2. 3. 4.
Configuration Group System (Basic) Profile Transport (WAN) Service (LAN) Profile
(including its Parcels) Profile (including its Parcels)

(including its Parcels)

cisco M . HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Demo
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Policies

cisco Li%o/‘/



New Policy Definition in 20.12 Software

Policy Group with app-aware routing, on-prem and cloud-based security:

=  Cisco SD-WAN () Select Resource Groupw Configuration - Policy O = @ [
,________________________‘ Group of Interest

Policy Group () I Application Priority & SLA @)  Embedded Security f)  Secure Internet Gateway )  DNS Security @ |

—— e - o e e o e = e e e e o e e o e o= -

(®) Add Policy Group

~

As of: June 5, 2023 at 4:12 PM &

~ NP-CL-Policy-Group

Policy Group Name * Description
NP-CL-Policy-Group Demo Policy Group
Policy Deployment
Embedded Security Associated to: 0 Device(s)

Application Priority

NP-CL-App-Policy v ‘ NP-CL-Security-Policy GV
|

Secure Internet Gateway DNS Security

NP-CL-SIG-Policy @ ‘ Please Select one W

cisco W . #Ciscolive BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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=  Cisco SD-WAN () globalw Configuration - Policy

Policies | Application §

TESTZ

Simplified Policy £ .. ==

SDWAN Fabric Traffic Policy Mapping

> Gold Preferred Color When SLA not met Backup Color

Business Relevant Select Preferred Color v ‘ [ Select When SLA not met v ] [ Not Applicable

> Silver Preferred Color When SLA not met Backup Color

Default Select Preferred Color v ‘ [ Select When SLA not met v ] [ Not Applicable v }
> Bronze Preferred Color When SLA not met Backup Color

Business Irrelevant ‘ Select Preferred Color W ‘ [ Select When SLA not met v ] [ Not Applicable hd }

Internet Offload Traffic Mapping

Offload To SIG Service Destination Fallback to Routing

Select Application List v ( Secure Internet Gateway (SIG) Vv 1 [ Yes % W

Cisco M N #CiscoLive BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved.
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Demo
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Monitoring and
Troubleshooting

cisco L{{@/



Summary for the monitoring improvements

1. New Dashboards: @ Select Resource Groupw : @ All Sites : Monitor - Overview
N\ o o o e o /
_________________ N
( |
Overview Devices : Tunnels Applications Security | VPN More - 2
e ——————— J
Logs
Multicloud

Add Dashlet
2. Fully Customizable Dashboard and Tagging ®

e} 2 7 7
0, °. 7. , g
: 0 : 0, ‘o

% > D % 9
Y Y %

3. Application Monitoring and Site Health: SITE_211 ....

-
SITE_12 .

cisco M . HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



New Dashboards

Enhanced dashboards with new and
customizable widgets.

Monitor your WAN from a global
perspective or drill down to a site
perspective.

Toggle between different dashboards

such as Security, Devices, Tunnels,
and Applications

cisco L{{/&/

Overview

viBond  wSmart  vManage

As of Today @ 2:45p (PST)

Application Health

Tenant - @ All Sies

nnnnnnn

g - -
@D | oo e o mcna |
| 1
L —— J
21 22 2 0] V] 1] 4
Autharized Deployed  Staging Waming = Assigned = Last 24k

Reachable

Hours:

Adtions

Site Health Davice Health CPU Load (%) Poor
43 ' 46 o
HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43




New Application Dashboard

= Cisco SD-WAN O Select Resource Groupw @ All Sites Monitor - Application

Robust application data
on apps that matter most. Application Health
Monitored Applications (14) @
Troubleshoot problematic N
applications across the

. .. P = ——— ~ P ———— ~
WAN O r at I n d IVI d u a | { Applic Nam: \I { Health \l Good Sites (O Fair Sites (O Poor Sites (0 Application Family
i i
. : 1, I
locations ! I : : &
. | |
| |
i |
I | I |
a es I 1 i 2 0 0 web
|
| |
| |
i i
' ] I
I googl 1 2 0 0 il
| |
| |
1 1
' ] I
I ms- | 2 0 0 web
| |
| |
| |
' ] I
1 out web-s ] I 1 2 0 0 webmail
\ \
- U4 - 2

cisco W . HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public a4



Enabling Application Monitoring

System Profile
-> add Feature
-> Perf. Monitoring

14 Apps pre-selected,
/1 Apps total.

Associate with Devices
and Deploy.

cisco L{{/&_/

=  Cisco SD-WAN () select Resource Groupw Configuration - Configuration Groups o= 0
Feature Profiles Associated Devices
— Add Feature
. . S | Perf Moni
Associated Profiles (3) (D) ystem | Pertormance Montenng
e
’____________‘ : I
ype Name*
1 ' System Profile: UX-Site1_Basic | 1 Performance Monitoring M | NP-CL-PerfMan Description
| T T T T I T I T4
N ——————— -
a Application Performance Monitoring Underlay Measurement Tracing Service
R 1
Monitoring
Add Feature B
Type Feature Name
Q v
aaa AAA
14 selected
bid BFD -] Application Group
Intuit
banner Banner
Concur
basic Basic Oracle
global Global Amazon AWS
Salesforce
logging Logging
f MRF-Region1
HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. Al rights reserved. Cisco Public 45




Customize your Dashboard

Smart: Azure suggested
because cloud
credentials detected.

8+ different Dashlets

from Inventory to App-
aware Routing.

cisco L{Ko//

@ Al Sites

Site Health

Monitor - Overview

p=———————
: Add Dashlet :

N\ -

() Microsoft Azure

o5 T Ny,

s’ N

/ ‘ N
¢ A Microsoft Azure \
() Transport Health ' 1
Displays the aggregated average loss, | Cloud Gateways Down O Partial 0 Up 0 :
P latency, and jitter for all links and all I
- combinations of colors. 1 |
1 Cloud Edge Down 0 Up 0 1
1 |
‘ OJ Site BFD Connsctivity 1 Connected Branch Devices Up 0 I
Displays the state of sites BFD (data) | :
connections. When a site has multipl
il N . PR I Connected Tags 0
WAN Edge routers, this pane displays I I
the state for the entire site, not for 1 Connected Host VNets 0 1
@ Good @ Foir @ Poor individual devices. |
| Connected VPN Connections 0 1
() Transport Interface Distribution 1 :
WAN Edge Health Displays interface usage in the last 24 : 1
hours for all WAN Edge interfaces in @® Up @ Partial @ Down '
VPN 0. This includes all TLOC ‘ ,
interfaces. \\ V4
N o e e e e e e e e e e e
# () WAN Edge Inventory
. 5 5 Displays an inventory of all the devices
- in the network specifying their states
S
Cancel
#CiscoLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46




Tagging Sites and Devices

Create Config Group
with Tag Rule.

Add new Router to
the Config Group
just by adding Tag!

In Future: Tags for
Policies and more.

cisco L{{/&/

= Cisco SD-WAN @ Select Resource Groupw

WAN Edge List (11)

Q_ search Tab!

Upload WAN Edge List Export Bootstrap Configuration

Configuration - Devices

WAN Edge List Controllers Unclaimed WAN Edges

Sync Smart Account

Add PAYG WAN Edges

Chassis Number Site Name Hostname Tags Config Locked Managed By 0]
C8K-538F3720-7815-D4EC-0D61-9D8843D0E308 Seattle BR2-Seattle Add Tag ~ Yes Template BR2-Seattle-C8000V-CLI-Template
o —————————— -y,
7 QeaTac
C8K-9C873115-CC21-11AE-E669-4278D204190E San Jose BR1-SanJose ' 1 West
1 Tag Name should not contain !, *, &, < or > |
|
|
C8K-BA4EC30B-3473-BA14-A943-2C2775DF659F New York BR3-NYC 1
Apply 0 Tag
1
f6715a0e-b78a-a35f-c0b7-1dd50573e19d -
Create New Tag SEA-TAG1
N ————————————
CAK-91A75F5R-45A1-1205-AFFC-AR7ATRAFAR1A Raleinh BRA4-Raleich Add Tan ~s No lInmananad
HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. Al rights reserved. Cisco Public 47




Drill down from global view to a single Site Dashboard

Change the context
of your global view
to that of any site.

Example: from global

view to San Jose
Site.

cisco é{{/&_/

= Cisco SD-WAN

@ Select Resource Groupw Ir
\

Monitor - Overview

@ Unassigned urity VPN
@]Bengaluru
Overview o % @Controllers
VNorth America
CONTROLLERS WAN Edges g Dallas ENSING
1 1 1 5 @New York
vBond vSmart vManage Reachable iigned
@Ralelgh nassigned
@ San Jose
@Seattle
Site Health © Fair Performing Sites Tunnel Health ©
#HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




Global Topology View added in 20.12 Software!

Interactive global
topology with live
health information.

Drill down to a
specific site and
receive a

detailed summary of
its performance.

cisco W‘/

= Cisco SD-WAN

nnnnnnnnnnnn
,,,,,,,,,,,

ooooooooooo

---------

’’’’’’’’

eeeeeeee

HCiscolLive  BRKENT-1313

________ 4
Y
United States
®
2
o
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Interactive Topology for a specific Site

Dynamic status of
transport circuits,

devices and service

VPNSs.

Troubleshooting tools

at your fingertips

Video on Youlube

cisco L{{/&/

= Cisco SD-WAN

Overview

Site San Jose Topology

() Select Resource Group @ San Jose Monitor - Overview O = @ L
Devices Tunnels Applications Logs BR1 —SanJose X
Hostname BR1-SanJose
Device Model C8000v
Site Name San Jose
System IP 1.1.2.8
IS o Health ) Good
PRIVATE1 MPLS Reachability Up
vSmart Control 2/2
BFD 6/6
GigabitEthernet2 GigabitEthernet1 Up Since May 16, 2023 07:01 PM
CPU Load - 15.45%
CB000V Memory Utilization e 24%
P:1.1.2.8 Configuration Group US-West

BR1-SanJose

Corporate Users

View 1 Service VPNs Details

~  Alarms
> Events

|
Pin
| g

I Speedtest

Other Tools
\- -

Underlay Discovery

No data available.

S -y

(4 Troubleshooting

Trace Route

Packet Capture

Network Wide Path Insight

Last 24 Hours

Last 24 Hours

N

!

rappe——4

HCiscolLive  BRKENT-1313
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https://youtu.be/0Rz2BoEmdv0

Reports

= Cisco SD-WAN \7 Select Resource Groupw Reports Q = ® [

Report Templates Executive Summary Report

Receive tidy,
complete reports of e o

WAN performance, on
Select Sites (12) Edit
p ) > Status e
. All Sites
a scheduled basis.
QO 7 Days © 30 Days
Report Name Schedule Status Recipients
Delivery (D (Optional)
Cisco SD-WAN » NP-Summary On-Demand °Comp\eted - () Email Report
Schedule *
» NP-Report-Mgmt-Summary On-Demand ® completed © Run Now

(O Run Later (One-Time)

(O Run Recurring
N 2Records tems

figuration

{ Cancel Update Report
e J
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Network Wide Path Inside (NWPI) Troubleshooting

Overview App Performance Insight Event Insight QoS Insight

Trace: auto-on-zhiyxiao-4_sla_violation_10704 (ID: 10704) (O

e [ o] -

Deep insights into

m o M cocs

application and network e

s -office-365idnsx 2 fows | O Fiest Packer -
U unciassified: 3 Aows

Events

2 Semeh T
- e boxtdns): 2 ows

erformance S\

ms - sarvicasidn: 2 flows
o Trace Name

abex-mastingidas): 3 Mows
[m] Insight Summary | auto-of ma-sarvieas: 3 flows
T s 11 s

SUA Viodation: 7 fows

-4 Packet Drop Rate (%)
Insight Summary | auto-ol
ebex-mestin 4 fws witer & Bows
ot s ms-offce-365: 4 fows
e EnEm Insight Summary | auto-ol
VPNs:
Insight Summary | auto-ol
Interfaces: T3xe0PM Apy Pafoemance aiht | Evtinsght
e St ey | o e
. — [ —
Qe i o et v | £t e
i
ForwardiDrop: g Ptemaces i | Fon
o e i |
QoS - Applications Distribution (pps) P ——r——
Ao Pomasc Wi | o

e i .
mpacies 2 o tows
2 Nows: TP PLELIC INTERAET

738 g Patcemasca aigh | Emes gt

2
1, 5L Gsas: Busness ot

§  Completed Flows|

+ Understand the end user

l“.;x i —— . .
Lo mw‘ experience - discover the
- tool TAC uses.
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How NWPI| works 2 Network Operator

[Site], ‘[‘VPL\I\], [Filter]

~
~
~
~

~

1. Network operator creates trace vManage

2. vManage instructs first router to write AR
NWPI metadata into SD-WAN header N ‘o
. & /// .g| \ %
3. Subsequent routers in path use NWPI 05{/ 5 \\‘%%3
metadata to send flow information to &7 E \

vManage

\\\ ~
S

~.

~\\

S
ASNEN

4. vManage correlates into a single view

28
@---Q

Original Packet
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First packet match & Network Wide Path Insights

Encrypted SaaS traffic

If not detected on the 15t packet

-> suboptimal path

Easy validation with NWPI

Full demo: https://voutu.be/ZcsSVekYdXA

cisco L{Vp/_/

7

Hostname: BRS Event List FIRST_PACKET/DPI_DONE

v Collapse All Features

Version: 17.09.01a.0.240, Input: GigabitEthernetd, Output: GigabitEthernet3 ;’"‘,

“\

Ingress Feature

Remote System IP : 1.2.2.201
Interface : GigabitEthernet3
Candidate Path 4 :

Type : SDWAN SESSION

Local Color : public_internet
Remote Color : public_internet
Encap : IPSEC

Remote System IP : 1.2.2.200
Interface : GigabitEthernet2

Egress Feature

v NBAR

Packet number in flow: 4
Classification state: Fimal
Classification name: CustomApp
Classification ID: 3471 [21:3471)
Candidate classification sources:
SDAVC-DOMAINS: CustomApp [3471]

~~ SDWAN App Route Policy >> View Policy <<

VPN ID 2

VRF £ 1

Policy Name : _SDWANDEMO-ALL_SDWANDEMO-AAR-Policy-SDy
Seq T 151

Req SLA : SDWANDEMO-Bulk-Data (1)

Act SLA 7 SOWANDEMO-Bulk-Data (1)

Policy Flags : 0x20

Fallback to best Path : no

SLA Strict : No

Actual Color : mpls (2)

Preferred Color : mpls (@x4)

Tunnel Match Reason : MATCHED_SLA_AND_PREF_ENCAP_COLOF

Classification visibility name: CustomApp
Classification visibility ID: 3471 [21:3471])
Number of matched sub-classifications: @
Number of extracted fields: @
Is PA (split) packet: False
TPH-MQC bitmask value: @x1
Source MAC address: 00:50:56:A4:08:A0
Destination MAC address: 00:50:56:A4:57:17
Traffic Categories:
ms-of fice-365/category: unset
ms-office-365/service-area: unset
sdavc/feed-id: @
webex/region: @

Vv IPSec

HCiscolLive  BRKENT-1313

“~ SDWAN Data Policy IN >> View Policy <<

VPN ID 2 X
VRF : 1
Policy Name : _SDWANDEMO-ALl_SDWANDEMO-Traffic-Data-f

X

Result : IPSEC_RESULT_SA
Action : ENCRYPT

SA Handle : 27

Peer Addr : 10.252.252.1
Local Addr: 10.252.252.17

v Tranemit Ranart
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https://youtu.be/ZcsSVckYdXA

Demo
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SD-Routing
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Catalyst SD-WAN Manager for Routing
(SD-Routing)

Energize Routing customer base with

innovation
= Accelerate journey to cloud and security

Easier migration to SD-WAN
= Migration capabilities from Routing to SD-WAN

One management for all WAN use cases
" Same workflows, tools, Ul for SD-WAN and Routing

cisco W. #CiscoLive © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



WAN Orchestration and Life Cycle Management

( Cloud OnRamp Cloud Security A
( Clients\
Client D Switch g o @ * E;\\B
—_— = = 2

=R 5o o by o

AP o D AP

_ Router ) \__Router Router Router )
Poli SD-Access, Al-enhanced radio resource management, Cloud OnRamp workflows, SIG connectivity workflow,
olicy AP provisioning, User Defined N/W Embedded security functions, SaaS DIA optimization
Assurance Wireless 3D Analyzer, Samsung/Intel client analytics Network Wide Path Insight (NWPI), Application
Wireless sensor dashboard, PoE analytics, Client 360 performance monitoring, Security and cloud monitoring
Lifecycle Device onboarding (PnP, Offline) , Device inventory, Software image management (SWIM) workflows, Device 360 monitoring,
Management Troubleshooting, APIs, Reporting, RBAC, IDP integration
O ..................... |/| | | ........................... 0
Customer A DNA Center SDWAN Manager Customer B

Cisco M,/ #CiscoLive
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17.12-20.12: Lifecycle Management

Software Upgrade

Device onboarding
=  New deployment (using PnP) Select upgrade devices
= Existing deployment (CLI, Bootstrap, OTP)
L] UX 2.0 quick-connect workflow

Monitoring

= Device health: CPU, memory, disk-utilization ‘ .
= Device interface status and statistics ‘

= Alarms and events

Troubleshooting

] Ping, traceroute, SSH

. Real-time show commands
" Logs and core-file collection .

Software image management
" Software installation workflows ﬁ

t ‘J ] Fail safe rollback in case of connectivity loss
= Pre-upgrade checks

FAQ: http://cs.co/vManageRoutingFAQ

cisco W . #Ciscolive © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public


http://cs.co/vManageRoutingFAQ

SD-Routing Roadmap

Orchestration Plane

Theme Common dashboard for SD-WAN and Policy capabilities Routing
Routing deployments from vManage
Capabilities Lifecycle Management Policy (Configuration)
Device onboarding On-prem security functions**
Monitoring - Device health, Alarms SIG CO””eCUVltY::
Troubleshooting tools Cloud OnRamp**
Software image management Modelled configurations
Migration from Routing to SD-WAN**
A Assurance
L SELIEINGS L Network Wide Path Insight** ,
Application performance monitoring Security and Cloud Monitoring
Platforms ez = st C8500, C83|OSOF,U(13K8*200, C8000V, ISRTK*, ASRTK**, [oT**
Controllers & On-Premises, Cloud-hosted, Multi-tenant* rf-i Controller footprint optimization**, Scale

*  Best-effort, not yet committed

* * Roadmap items : Not scoped and not committed

CIsco
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Information and
Help
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Explorer wheel

9 admin

P SSGRREEEELLEEEEEEIEIEEE

1
| u AlOps | NetOps DevOps SecOps i
| 1

)
o0

[&]

A?ﬁ I Application Health (Trends & Historic view) |—
N | Site Availability |

Application Health |

[ Circuit Health

|:| ( Global Network View_l

]
8
Q
3
2
o
&
b ]

[ Internet Outages |

Underlay Path Visibility |
Explore h v

[ ThousandEyes Integration |

(" Network Wide Path Insights |

\

| \—( Predictive Path Recommendations |
J

~
| Bandwidth Fcrecast} J
L
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Spotlight

Global Network View

e N
1
Global Network View ’I

A visual representation of the entire network topology with information on
site and tunnel health. View network health over time. Zoom in or zoom out
and/or apply filters to adjust your view.

LI (>
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Context-Aware Online Documentation

@ Al Sites Monitor - Overview O = @ Lo

— 1 1 Overview Devices Tunnels Applications Security VPN Logs Multic On”ne Documentation Help X
Cloud-Delivered technical D L

Online Documentation 1

documentation. P mm————t |

Ask Cisco Networking 5

Monitor Overview
| Edges CERTIFICATE STATUS LICENSING REB About

| n te | | i g e n C e to CO rre I ate hable VOVarning .Sssw'gned gst Applications Health Report Issus (internal)

You can view the usage of appli
5 Unassigned " . . B
graphical format. The graph is depicted for Good, Fair, and

C O nte nt to th e SC ree n Poor performing applications which is measured by application

performance monitoring feature. The applications bandwidth
m a kes it ea Sy to re a d usage information is displayed for each Application. You can
B also filter the applications based on the health status using the
Fair Performing Sites v Tunnel Health © drop-down list for Good Performing Applications, Fair

re | a te d O n |y C O n te nt . Performing Applications, and Poor Performing Applications.

Click View Details, to open the Monitor > Applications window.

Site Health

The Sites Health pane displays the overall health across all sites
which is measured based on the average QoE across all sites.
18 The sites health depends on the device health, tunnels health
Tithrie s and the application health. The pane also displays bandwidth
usage information for each site. You can also filter the sites
health pane view based on the health status using the drop-
down list for Good Performing Sites, Fair Performing Sites,
and Poor Performing Sites.

Usage (GB) Click View Details, to open the site table view window.

@ Good @ Fair @ Pox Tunnel Health

View Detalls The T | Health - f ing Inf 5
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Interactive Help

D

p—

djaH annaesalu]

Monitor @ Al sites ~

Overview © Devices Tunnels
Control Components
1l i 1
. P .
Site Health ©
2
@ Good Fair @ Poor

Monitor @ Allsites v

~
e Overview © Devices Tunnels Applications
[ —
A
;3} Control Components WAN Ed
T
! 1l 1 2
i i Ce g Reachable
help you? @
How can we help you?
m-|;-: in your question n
Configure Controllers >
Add, Decommission, and Delete Devices >
Configure Devices >
ITE_164
Configure Policies >
Configure Security b3
Configure Cloud onRamp b3
ITE_162
Upgrade Devices and Controllers b3
Troubleshoot Common Device Issues >
Feedback on Interactive Help
P Current
@ Good Fair @ Foor -
#HCiscolLive  BRKENT-1313

How can we help you?
Type in your question...

Configure Controllers
Add, Decommission, and Delete Devices

Configure Devices

CJ Configure a WAN Edge Device
CJ Change Device Values
CJ Configure Local DIA for Guest VPN

Configure Policies
Configure Security
Configure Cloud onRamp

Feedback on Interactive Help

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo
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Summary / Conclusion
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Comparison
Old (UX 1.0)

Slower more manual configuration

Lack of Troubleshooting guidance

cisco L{/@/

New (UX 2.0)

Quicker and easier with smart defaults

Site and Global Topology,
Troubleshooting tools guidance

HCiscolLive  BRKENT-1313 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Adoption

Existing New Customers
Customers

s 4 Proof of Concept with UX 2.0
Deploy with UX 2.0

E Continue using templates (UX1.0)
for current and new features

Assess UX 2.0 and
plan migration
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Conversion tool

cisco.com)

| About | Nikolal~

Parse and Verify

Validated file: b8-201-IWAN-CFG_Oct2016_rs41 Verify supported / unsupported features @

ip nhrp nhs 10.6.34.1 nbma 192.168.6.1 multicast Gy e
ip nhrp mhe 10.6.34.2 nbma 192.168.6.41 Aulticast
ip mhrp registration no-unique
ip shorteut
ip top adjust-mss 1360
deray 1000
0 nhrp route-wateh
farate
tunnel source GigabitEthernec0/0

afratfie
cisco

bandwidth 50000

P address 10.6.37.41 255.255.254.0

ip meu 1400

buanel souron GlgahltBkboratd/1
multipo:

58
ip access-list extended ACL-INIT-PUBLIC
any any eq nons0u-isakmp

Features & Highlights

policy-map WAN
isakap class INTERACTIVE-VIDED
5p Tolte vEE AN TRANSPORTLL 0.0-0.0 0.0:0.0 192.188.6.30
bandwidth remaining percent 30

ntp server 10.4.48.17
policy-map wax e . ¢
class INTERACTIVE-VIDEQ random-detact dscp-based

bandwidth remaining percent set dscp afdl
randoz-detect dscp-based

set dscp afél ~lace emmEaMTIE_tTAEA
©class STREAMING-VIDEQ

bandwidth remaining percent

dacp-based

Convert
The o corvars 15 X e

random-detect
set dscp af3l
class
bandwidth remaining percent
set dscp caf
class CALL-SIGNALING
bandvideh remsining pescent
set dscp af
clas o rcat-aTa
bandwidth remaining percent
tect dacp-based
set asep arsl
clasa scavencen
bandwidth remaining percent
set dacp afll
class VOICE
priority level 1
police cir percent 10
set dscp ef
class class-default
idth remaining percent

mosomd
108 X2 15 50-WAN commacn crocees. i corty contiy 124 anagn dwice.

* Images for reference only. Actual tool Ul may vary.
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Closing comments
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Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session and the overall event surveys to claim a Cisco
Live merchandise.
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- Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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afran]e _ _
CcISCO The bridge to possible

Thank you
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