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Ethos of the Session
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Refresh Basic Not a Deep Dive
Principles or CVD
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- What is a “Campus”?

- 1,2,3, or 4+ Tier Design

- ECMP vs Stackwise

- MPLS vs EVPN vs SD-Access
- Wireless & Security Notes

- Summary and References

cisco Ltl/&/ #CiscoliveAPJC

BRKENS-1501

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

8



What is a “Campus”?
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“...the buildings of a college
university, or of a large
organisation, and the land that




What is a “Campus”?

Common examples are Hospitals & Research Centres,
Schools & Universities and Corporations & Offices.

Using this - it’s clear a Campus Network is focused on:
. People (Users, Vendors, etc.)
o People's devices (Pcs, Phones, Printers, etc.)
* Similar geographic area ean wianor wan, etc)
* Access to other domains wan.isp. bc & cloud, etc.)

This includes many different network technology areas
(Wired, Wireless, Security, QoS, Management, etc.) with
a common focus on providing users & devices “access”.

Campus is focused on User Access

cisco M ./ #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12


https://en.wikipedia.org/wiki/Campus_network

Campus = Geography

Buildings are spread out. Multiple floors per buﬂdmg

alvaln
€ISCO. San Jose Main Campus
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http://www.cisco.com/c/en/us/solutions/cisco-on-cisco/enterprise-networks.html

= Cisco DNA Center Design - Network Hierarchy

Campus Networks e
= B HH e HRE

Connected Building _ : g AR IdAR % B T

® Applications Intelligent lighting e :

and sensors

® Products
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Wi-Fiand
in-building wire!
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Audiovisual
services

e

UTP CORD

‘54 Building automation
g 2 systems and access control
RO

MDF = Main Distribution Framework (Core)
IDF = Intermediate Distribution Framework (Distro/Access)

WWW cisco.com/c/en/us/solutions/design-zone/networking-design-guides/campus-wired-wireless .html

cisco M . #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



https://www.cisco.com/c/en/us/solutions/design-zone/networking-design-guides/campus-wired-wireless.html

Campus # Data-Center

One or few large buildings nearby. Usually a single floo

\\‘\

WWW.Cisco.com/c/en/us/solutions/cisco-on-cisco/enterprise-networks html
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http://www.cisco.com/c/en/us/solutions/cisco-on-cisco/enterprise-networks.html

Campus Networks - Real Life
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Campus PINs & Topology

BGP, MPLS
BGP, EVPN
0000000

BGP, IGP

< Core Interconnect
Core + Edge
OSPF, EIGRP, ISIS ‘*‘}7 *” < Campus Core
Collapsed Core > ‘* «*’ ‘* % .*. .*’ < Campus Distribution
/ \

Sk SII2

4— - -,
’ ‘ ’ ‘ ’ “" ’ ‘ “" ’( Campus Access
—b

’J\’ H\’ Hj S oI R Extended Access
= |:'-’»’ |:'-’»’ < 0T / FTTX
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Campus Multi-Layer Model

* Few MAN (Hi-Speed) or WAN (Lo-Speed) Uplinks
* Internal & External Autonomous Systems

+  Medium - Large IPv4 / IPv6 Routing Tables

» Layer 3 Security, QoS & Flexible NetFlow

» Virtualization: SVL, MPLS/VPLS, EVPN, SDA, etc.
* Few Medium to High-Speed LAN Downlinks

. e
Catalyst 9600 Catalyst 9500 Catalyst 9400

*  Few Medium - High Speed LAN Uplinks

*  Medium IPv4 / IPv6 Routing Tables

*  Medium MAC Tables & ARP / ND Tables

* 2 & L3 Security, QoS & Flexible NetFlow

» Virtualization: SVL, STP / REP, VLAN, SDA, etc.
*  Many Small to Medium Speed LAN Downlinks

z
O
'_
>
e
x
'_
)
a

Catalyst 9600 Catalyst 9500 Catalyst 9400

* Few Small - Medium Speed LAN Uplinks
* Small - Medium MAC Tables

m T — e » Power Over Ethernet, Integrated Wireless, etc.

O Fﬂ Fﬂ Fﬂ SEEEREEREENIY senuSNEENSEs T » L2 Security, QoS & Flexible NetFlow

2 - e ] e Virtualization: Stac.k, VLAN, STP / RER, SDA etc.
Catalyst 9400 Catalyst 9300 Catalyst 9200 * Many Small - Medium Speed LAN Switch Ports

If you collapse layers -
your multi-layer device
needs to support
all “logical” functions

Always 3 “Logical” Layers

» Each layer serves a specific set of functions
* Each layer has a specific set of requirements

cisco M . #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Modular vs. Fixed Platforms

PROs

* More Flexible
» Longer Life-Cycle
» Higher Port Density

« More Power/Cooling
* Redundant Processors

\_

CONs

More Complex
BW limit by Chassis
Slow(er) Dev & Test
Lower MTBF

Higher COGs

cisco L{Vp/_/

#CiscoLiveAPJC

PROs

Less Complex
Swap Chassis for BW
Faster Dev & Test
Higher MTBF

Lower COGs

CONs

Less Flexible
Shorter Life-Cycle
Lower Port Density
Less Power/Cooling
Single Processor

J

BRKENS-1501
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www cisco.com/c/en/us/products/interfaces-modules/transceiver-modules

Copper vs. Fiber Media

Multi-Mode (MMF)  Single-Mode (SMF) Multiplex (WDM)

Unshielded (UTP) Shielded (STP)
RJ45 (Access to Endpoints) SFP (Access & Distribution) QSFP (Core &Edge)

[— Single-Mode Color —
Coded Boots on MTP

24 Fibers

MPO12 MPO24

—— Multimode Color ——
Coded Boots on MTP

$$$3$ but Faster and
Longer Distance

100M

www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/nb-06-cat9000-panduit-cables-wp-cte-en.html
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Campus Networks - Reference Slides

L2/L.3 Unicast Technologies

IPv4 Unicast

MP-BGP, VPNv4

Internet (v4), NAT, PBR
MPLS-VPN, VRF-Lite
IPv4 SSO, NSF/NSR, GIR

EIGRP, OSPFV2, ISIS, RIP
SVI, HSRP/VRRP

ARP, DHCP Relay
IPDT/SISF, DAI

BFD, Echo

IPv4 SSO, NSF/NSR, GIR

PVST, MST, REP/RENN
802.1Q, DTP

VLANSs, VTP

DHCP Snooping

MAC Leaning

L2 SSO

Access

~
J
N

cisco L{Ko//
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Branch

IPv6 Unicast

« MP-BGP, VPNV6

» Internet2 (v6), NAT64, PBR
*+ MPLS-VPN, VRF-Lite

¢ |Pv6 SSO, NSF/NSR, GIR

» EIGRPv6, OSPFv3, ISISv6, RIPNng
SVI, HSRPv6/VRRPV6

NDP, DHCPv6 Relay

SISF (v4/v6), RA Guard

BFDv6, Echo

IPv6 SSO, NSF/NSR, GIR

« PVST, MST, REP/RENN
802.1Q, DTP

VLANSs, VTP

DHCPv6 Snooping

MAC Leaning

L2 SSO

Access

' ' J - ' J
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Campus Networks - Reference Slides

L2/L.3 Multicast Technologies

IPv4 Multicast

Vs

PIM-SM, SSM and Bidir
AutoRP, BSR RP, MSDP
MVPN, Multicast VRF-Lite
Multicast load splitting
IPv4 multicast HA

Dual-stack IPv4 / IPv6
PIM-SM, SSM and Bidir
IGMPv2,v3 snooping
Stub multicast routing
PIM BFD

IPv4 multicast HA

IGMP v1,v2,v3 snooping
IPv4 multicast QoS & ACL
IGMP v1,v2 filtering

Access

~
J
N

cisco L{Ko//

Branch
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IPv6 Multicast

Vs

PIM-SM and SSM
IPv6 BSR RP

IPv6 embedded RP
IPv6 multicast HA

Dual-stack IPv4 / IPv6
PIM-SM and SSM
MLDv1,v2 snooping
HW register and RPF
HSRP-aware PIM
IPv6 multicast HA

MLD v1,v2 snooping
IPv6 multicast QoS & ACL
MLD v1,v2 filtering

Access

' ' J - ' J

© 2023 Cisco and/or its affiliates. All rights reserved.
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1,2,3, or 4+ Tier
Design
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Campus Baseline

Core & Edge

Campus PIN & Topology

Campus Core (Baseline)

: ‘.*-I - ng < Campus Core

Campus Core Interconnect e D> B R e
Campus Core + WAN Edge FHEE FEE EEEC e

= = —p < Extended Access
= = & 10T / FTTX

cisco L‘V&. #CiscoLiveAPJC BRKENS-1501 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Campus Core (Baseline)

Primary Job: Connect Dist. to Interconnect/Edge and
Dist to Dist

e Aka: MDE, BDE
e Common in Medium & Large Campus

How: A simple, high-bandwidth, L3 transport
between other network layers

Typical Deployment:
e Common in Medium & Large Campus
« L3 routed (both north & south)
» North: BGP or IGP (ABR), PIM + MSDP
* South: OSPF, IS-IS or EIGRP, PIM
* Minimal L3 Features, Limited ACLs, QoS Netflow etc

o -y

Core

Distribution

EIGRP L3
PVST a | E B‘E L2

cisco W./ #CiscoLiveAPJC BRKENS-1501
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WAN ISP

el ————— o o e xR

BGP \

I

R I

¥ e ) 1

e I

I

I

Y

= g e v e g e 4
OSPF,
IS-IS or


https://en.wikipedia.org/wiki/Main_distribution_frame
https://acronym24.com/bdf-meaning-in-network/

Campus Core Interconnect
e —

Primary Job: Extension of the core. Connect up = N WAN 1
multiple cores on campus

How: Distribute the bandwidth and density multiple
Core layers emmeAee e Smmm e Smmob e —— =

Similar attributes & requirements as Core PIN

Interconnect

Typical Deployment:
+ L3 routed (both north & south)

North: BGP or IGP (ABR), PIM + MSDP IS ¢ /.\

South: OSPF, IS-IS or EIGRP, PIM

Some ACLs, QoS Netflow etc <G ﬁ' ___/
Maybe MPLS, VRF-Lite Distro ‘4 \ L3

Higher L3 forwarding Scale

-

cisco M B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Campus Baseline

Distribution

Campus Distribution (Baseline)
Collapsed Core
Campus Distro + Ext. Access

cisco Ld{a/‘/

Campus PIN & Topology

/” \
5 4 I !—M*-I < Core Inter B!
A’\ } ‘0* ﬂ.*: Core + Edge

" ‘.*.I : ng < Campus Core
Collapsed Core ) "*‘] "*’ v l—*'] {'*‘\ [.*.i ].*.‘ < Campus Distribution

HEE EEE R R comecm

= = [ s ‘ o] = —p < Extended Access
= = = = = & 10T / FTTX

#CiscoLiveAPJC BRKENS-1501 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 2
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Campus Distribution (Baseline)

Primary Job: Connect up multiple Access layers to the
Core...DISTRIBUTE downstream

How: Provides both L3 and L2 features to upper and
lower tiers

Typical Deployment:
e SVIs, HSRP/VRRP live here
«  VLANs
« Trunking (802.1Q) to Access
«  More V/ACLs,
* QoS Classifications and Marking
+ (Capable switching at both L2 and L3

Core

Distribution _

PVST
or
MST

l————————s
(=TT p—y—— 4

cisco M B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Campus Collapsed Core

Primary Job: Glue between Access and WAN/Edge ( B - N G ISP
layer

How: High port density, high L3 and L2 feature scale Edge
all collapsing Core and Dist into one tier

_ (
Typical Deployment: ! Coll. Core
I — ElGRP * TR ;, T mmmmmm L3
- e
«  Smaller locations/lower port density i PVST E——n__' b L2
1 or s
«  SVls, HSRP/VRRP live here oo N L LA S N N N/ U %

*  VLANSs

« Trunking (802.1Q) to Access

*  More V/ACLs,

» QoS Classifications and Marking

%

¥

» Highly performant switching at both L2 and L3

cisco M B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31
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Campus Baseline

Access

Campus Access (Baseline)
Routed Access

Extended Access
(for IOT & FTTX)

cisco Ld{a/‘/

Campus PIN & Topology

/” \
. / I F.A..W < Core Inter ec
‘;3\:} ‘ 3 »i' J Core + Edge

" ‘.*.I : ng < Campus Core
Collapsed Core ) "*‘] "*’ v l—*'] {'*‘\ [.*.i ].*.‘ < Campus Distribution

HEE EEE R R comecm

= = [ e ‘ o] = —p < Extended Access
= = = = = & 10T / FTTX

#CiscoLiveAPJC BRKENS-1501 ©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 3
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Campus Access (Baseline)

Primary Job: Focused on connecting users, devices f DC . / WAN
and Extended Access to DIST

ISP

BGP
How: High port density, with L2 feature scale all Core 4*» 4*»
Typical Deployment: -
Distribution IS-IS or
* North: VLANs, 802.1Q STP etc
* South AAA, STP, Portfast, REP Eia

* QoS Classifications and Marking e
* Low/Medium Feature Scale

cisco M B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Extended Access (OT

Primary Job: Extended Access is to extend the Access

tier of switching.

How: Using familiar uplink media, but some times
running REP to create Loop architectures

Typical Deployment:

* North: VLANSs, 802.1Q STP etc
*  South AAA, STP, Portfast, REP
* QoS Classifications and Marking
* loT Security

*  “Medium+” Feature Scale

cisco éd/a_/

[ FTTX)

BGP

Core

OSPF,
Distribution IS-IS or
EIGRP L3
PVST { * * ] L2
or L

MST
’—------- ------------- Ll ----\
Il Access \I
I I
I I
I I
1 1
I I
1 |10OT 1
I I
I I
: | (] [
I I
= NEAEAZE
\ ]
N e e e e e e e e e, __ -’
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ECMP vs Stackwise
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Campus Baseline

Campus Architecture

Equal Cost Multi-Path

Virtual Switches (StackWise)

cisco L{V&/

#CiscoLiveAPJC
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Campus Architectures @

Control-Plane & Data-Plane Redundanc
1 ECMP (2/L3 patns) 2 EtherChannel “2/3 LtAc) 3 StackWise (L2/L3 VEC)

WAN boCc =Y ISP %

( Dc ( ISP " ( y WAN ‘ ( iSF )

TSR s S ¢ 3 : s

kPR
osPF,

Lot g 3

KW o (Hep ¥

st " T a
¥ ) [ [ k) [

Distribution

» Complex Topology » Complex Topology * Simple Topology
« More Nodes, Less Cables « Same Nodes, More Cables 28 « Same Cables, Less Nodes
» More Neighbours (+ Tuning) « Same Neighbours (+ Tuning) » Less Neighbours (No Tuning)
* Protocol Load-Balancing (ECMP)  EtherChannel Load-Balancing * Multi-chassis EtherChannel (MEC)
* Node-level Redundancy * Node & Link-level Redundancy » Layer-level Redundancy
More Neighbours = Requires Protocol Tuning More Neighbours = Requires Protocol Tuning Fewer Neighbours = No Protocol Tuning

cisco W . #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



StackWise Virtual (SVL) Core/Distro

Primary Job: Combines Core and/or Dist into single ‘ pc = . a—
virtual switch(es). Simplify the Core/Dist/Both

',‘ """"""""""""""""""" "\‘

i i

How: Same L2&3 Protocols are all delivered North and : Core ]
South, just a single virtual box. : :
1 1

1 1

1 1

Typical Deployment: | Distribution :
| |

+ Uses Multi-Chassis EtherChannel (MEC) ! = —— H

« Active/Active Data-Plane (both forwarding) | 2 Iy T X A’

» Active/Passive Control-Plane Access NS
* Need performant hardware with good Feature Scale

cisco M B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



StackWise (not Virtual) Access

Primary Job: Combines multiple switches to form ¢ DC
single switch, creating high port density

How: Stacking cables in the back modules, they Core
synchronise and form a single control plane; ie 1
switch

Distribution

Typical Deployment:

+ Patched together in a ring with special cable kits =~ e e e o e T e e e e e

. : . ( ¥

» Goes through and election process to decide active 1 Accessf___ :
, . . ! i 1

« Can mix model types to suit port requirement : : ] I
] 1

+ Low end hardware support | = :
1 R ]

N o o e - -

cisco M B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



MPLS vs EVPN vs
SD-Access

cisco Li%o/‘/



Layer 2 Demarcation
Understanding the history

Layer 2 Core Routed Access Routed Distribution

\

P »
DC WAN ISP DC WAN ISP

% L3

Core

* '*’ L Dis‘”b“m”%—% * ‘*, Distribution

Large L2 Domains Confined VLANSs

cisco M . #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43
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% * Access

cisco M . #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Overlay Fabric O
o [
[

Underlay

cisco W B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Campus Solutions & Designs

Providing additional services (beyond basic PINs)

+ L3 Underlay + L2/L3 VPN Overlay * L3 Underlay + L2/L3 VNI Overlay * L3 Underlay + L2/L3 VNI Overlay

» Virtual Private Networks » Virtual Network Instances * VNIs + Scalable Group Tagging
* L3 VRF-based Segmentation e L2/L3 VNI-based Segments e L2/L3 VNI + SGT Segments
* WAN/Edge + VPN Services * Common WAN/LAN Services * LAN Services + Group-Based Policy
MPLS/VPLS, LDP, SR, MP-BGP, PIC MP-BGP/EVPN, VXLAN, VRF-Lite LISP, VXLAN, MP-BGP, VRF-Lite
MVPN, LSM, Extranet, MSR L2 TRM, L3 TRM, L2 BUM LISP HER, Native, L2 BUM
SSO, NSF/NSR, ECMP, GIR SSO, NSF/NSR, ECMP, GIR SSO, NSF/NSR, ECMP, GIR
VPN-FNF, Uniform/Pipe QoS, PBR, IPACL Fabric-FNF, Uniform QoS, IPACL/OGACL Fabric-FNF, App QoS, SGACL

cisco L‘V& B #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



MPLS EVP SDA

Multi Protocol EtheWwet Virtual Software Defined
Label Switching Private Network Access

cisco M / #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



EVPN SDA
Ethernet Virtual Software Defined

Private Network Access
Scalability v v
Flexibility v v
User Mobility v v
Less Resource Intensive v
More Granular Security v
Includes Wireless v

Cisco M / #HCiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wireless & Security
Notes
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Wireless LAN

Primary Job: Connects APs centrally to 1 or more
WLCs. Removes the need for WLCs at each site.

C9800-40/80
WLC Clusters

C9500X/9600X
Core Switches

How: CAPWAP tunnels from AP to WLC

Typical Deployment:

 WLC Patched into Core
* APs at remote sites speak back to centralised WLCs

C9130 WIFI6/6E C9300X/9400X
Access Points Access Switches

cisco L‘V& . #CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Firewalls & ACLs

Primary Job: Controlling access to different areas of
the network.

How: ACL focused approach to accessing different
network segments L2-L4 or L4-7

Typical Deployment:

* Firewalls connected to Core
+ Protects to/from WWW.

+ Protects to/from WAN

« Protects to/from DC

+ Canrun IGPs BGP

* L2 connections, or have SVIs

cisco L{Vp/_/

Public Cloud

Direct Internet Access

a & °

SIG/SWG

a a

Pervasive Encryption

O

Customers

50 (@]
Campus m Apps
’) TCP inside:192.168.1.11/54397 outside:203.0.113.100/443 7
* TCP inside:19%92.168.2.110/34624 DC:172.16.45.200/443
TCP outside:198.51.100.231/13945 DC: 172.16.45.201/443
De-Militarized Zone (DMZ)
#CiscoLiveAPJC BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 56
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

cisco M-/ #HCiscoLiveAPJC Session ID © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



« Visit the Cisco Showcase for
related demos

« Book your one-on-one
Meet the Expert meeting

Continue
your education

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

« Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

BRKENS-1501 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59
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EIRECAP

Campus PINs & Topology

BGP, MPLS
BGP, EVPN

Core Interconnect
th.\ c*» * Core + Edge
©O0000000

%

OSPF, EIGRP, ISIS ‘*}7 *’ < Campus Core
Collapsed Core > ‘* «*’ ‘* % .*. .*" < Campus Distribution
/ \

SIIE STP

4— -, -,
=== m B comaons
—b

STP, REP STP, REP
’J\’ ’,L’ Hj - - Extended Access
’ ’ | ’ | -J IOT / FTTX
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_ cisco.com/go/cvd
Keep Learning!

cs.co/en-cvds

Cisco Validated Design (CVD)

= alialn,

cisco Q a e
7 — i oty s 0 e o et L 00
% s
Design Zone - Design Guides
Use our imental tor £ ofe 1€ le, and predictable deployment.
Watch oo (40%)
Cisco EN Validated Design and Deployment Guides ?
[ Y ey Y o owen ) ® T W o @ o
EIITD €SP EIITTD €D ° °
< D °
°
ol
What is a Cisco Validated Design Guide (CVD)? SRS
- Downtosd Here:
What a Validated Design Guide provides
What are EN Validated Design & Deployment Guides? .
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