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Day 2 OPS
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Managing the Complete Lifecycle

2
Day

Infrastructure 
planning, 

delivery and 
installation

Discover, 
configure 

and secure

Assure, 
monitor and 
troubleshoot

Day

10
Day
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What’s 
happening on 
Day 2 and what 
needs to 
change?
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Customer Challenges

• Too many tools addressing 
silo-ed visibility use cases

• Some are old, and some are 
expensive

• Different 
protocols/mechanisms

• Inconsistent API architecture

• Specialized knowledge 
required

• Difficult to root-cause issue, 
and often time too late to 
react to it 

• Low data fidelity that is not 
actionable

• Lack of data correlation, don’t 
get the full picture 

• No dataplane visibility

Fragmented Reactive Limited Insights

Today’s tools do not address modern network needs
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As Much Useful Data
As Efficiently as Possible

Sensing & 
measurement

Where Data Is Created Where Data Is Useful

Storage & 
analysis
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Network Telemetry Frees the Data
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Push not Pull

Key Streaming Telemetry Characteristics

Efficient Delivery

Tool-Chain Integration

GranularityData-model Driven

Analytics-ready
DataUDP

BRKDCN-3924 12



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Troubleshooting/Monitoring
• Fabric Health monitoring
• Fabric wide resource monitoring 
• Anomaly detection 

Day 2 Operations Stack
Assurance

• Policy/ Control/Data plane Assurance
• Incident and Problem Management
• Compliance and Audit

Proactive Maintenance
• Fabric health and maintenance based on 

global Cisco advisories
• Network security maintenance based on 

PSIRTs and known vulnerabilities

O
P
S
T
A
C
K

Nexus Dashboard Insights
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Any apps | All site types 

Cisco Nexus Dashboard—a unified platform

Cisco Nexus 
Dashboard 

Orchestrator

Third-party 
applications

Cisco Nexus 
Dashboard 
Insights 6.0

Cisco 
Nexus 

Dashboard

Colocation/edge

ITSMSplunk

ServiceNow
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Cisco Nexus Dashboard
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Cisco Nexus Dashboard: A unified agile platform

Consume service(s) from single place

Frictionless navigation across multiple 
services and sites

Customize views and workflows

Consistent one-time onboarding of 
domains and services

Consistent user management and 
access control

Single dashboard for lifecycle 
management of services and ops infra

BRKDCN-3924 16

The operator view The admin view
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Cisco Nexus Dashboard platform—under the hood

Proactive Notifications

Configuration compliancy

Realtime Telemetry Collection

Faster resolution through correlation

Single Dashboard to view health

Single UI to consume app services 

Secure cluster and app management

Hardened secure container OS

Infrastructure for secure K8 bringup

Cisco Nexus 
Dashboard

Application Services

Shared Services

Infra Services

uService Lifecycle

System Services

Secure Container OS

OpenSearch          Kafka

Cisco Nexus 
Dashboard Orchestrator

Cisco Nexus 
Dashboard Insights

Frictionless access

Standardized service access  
Industry standard 
container management

SSO          APIGW

Kubernetes

Key Vault, Cluster…

Atomix OS

Cisco Nexus Dashboard
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Let’s build some 
foundations



Nexus 
Dashboard 
Insights 
Overview
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How it works

Data 
enrichment 

Complex 
correlation 

Baselines 

Modeling 

Nexus 
Dashboard 

Insights 

Software and 
hardware 
telemetry 

Orchestrator 
integration 

AppDynamics 
integration 

DNS 
integration 

VM 
integration 

Intent 

Policy/
config 

Infra 
state 

Intent 

Policy/
config 

Infra 
state 

Nexus 
Dashboard 

Insights 
Email 

Kafka 

{REST:API}

Syslog 
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Visibility & Troubleshooting

Topology view
Inventory
Endpoints

Environments
Delta Analysis

Infra

Explorer
Flow analytics

Microburst detection
Connectivity analysis

TAC Assist

Advisories & Compliance

Assurance analysis
Scale compliance

Field notices

SW/HW Conformance
Defect scan

PSIRT notification

Data retention
Email notification
Kafka messaging

SSO

DNS integration
Air-gap support

Custom dashboards
Syslog

Compliance
Pre-change analysis
Policy CAM analyzer

Configuration compliance
Communication compliance

Visibility & Troubleshooting
RoCEv2 traffic monitoring (PFC/ECN)

Multicast traffic monitoring

Scale
300 switches on 3 node pND
750 switches on 6 node pND
50 switches on 3 node vND

14 fabrics at max scale

Scale
100 switches on 3 node pND*
500 switches on 6 node pND
50 switches on 3 node vND 

32 fabrics at max scale

*50 switches on 3 node pND with co-hosting with NDFC

Nexus Dashboard Insights
Feature support

Capacity utilization
AppDynamics integration

Sustainability
Statistics

vCenter integration
Routing Protocols

NDFCACI

BOTH

ONLY ONLY

ACI NDFC
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Features 



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Nexus Dashboard Insights 
Standard Feature Set

Visibility 
and monitoring

Explorer queriesCapacity planning

Topology Microburst detection

Control plane statistics Interface statistics

Analytics 
and Correlation

Flow telemetry Integrations

Delta and pre-change analysis Assurance

Endpoint analytics Anomalies

Advisories 
and tools

Conformance and lifecycle Upgrade analysis

TAC assist Bug scan

PSIRT notification Field notices

BRKDCN-3924 23



Live UI/Feature 
Walkthrough – The 
remaining slides in 
this deck are for 
your reference
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Nexus Dashboard Insights - Overview

BRKDCN-3924 25

New in 
6.3
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Nexus Dashboard Insights - Operate

26BRKDCN-3924
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Nexus Dashboard Insights - Analyze
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Nexus Dashboard Insights – Analysis Hub

BRKDCN-3924 28

New in 
6.3



Visibility



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Explore
Visibility 

and monitoring
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VM Topology
Visibility 

and monitoring
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Telemetry and 
Statistics
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Hardware Resources
Visibility 

and monitoring
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Hardware Resources – Cont.
Visibility 

and monitoring
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Resource Dashboard
Visibility 

and monitoring
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Capacity Dashboard
Visibility 

and monitoring
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Capacity Trend
Visibility 

and monitoring
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Policy Cam –FIX TCAM IMAGE BUG IN NDI 
Visibility 

and monitoring
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Endpoint Analytics
Visibility 

and monitoring
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Endpoint Details and History
Visibility 

and monitoring

BRKDCN-3924 40
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RoCEv2 Monitoring and 
Multicast state monitoring and group info
• Insights of the ECN and PFC counters per interface and queues on 

that interface
• the following MROUTE information are displayed at site level:
• Multicast groups
• Sources per group
• Sending rate per source
• Receivers per group

• At multicast group level, the following information are displayed
• Source: source IP address, switch name, interface
• Receiver: receiver count, uptime, L3 interface, switch name (where receivers are 

connected)

New in 
6.3
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Anomalies
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Anatomy of an Anomaly
Analytics and 
Correlation

BRKDCN-3924 43
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Search Bar updates

• Works when looking up anomalies in both individual and 
aggregated view

New in 
6.3
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Delta Analysis 
and Pre-Change 
Analysis
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Delta Analysis
Analytics and 
Correlation
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Delta Analysis
Analytics and 
Correlation
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Analytics and 
Correlation

BRKDCN-3924 48

Later Snapshot Only

Delta Analysis
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Analytics and 
Correlation

BRKDCN-3924 49

Delta Analysis



Connectivity 
Analysis (CA)
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Connectivity Analysis Introduction

• User can look for Layer-2 or Layer-3 2 to 5 tuple flows, trace and debug the flows
without requiring the enablement of Flow Telemetry

• CA includes:
• ECMP Graph map showing all possible paths a flow could take
• Path validation including control plane checks for all switches for the path of the flow
• Optional Active path verification including ELAM on all switches for long-lived flows

• Note: In ACI it requires strictly version 6.0.2 or above as it depends on FSV agent 
which is embedded in the latest Nexus Insights Cloud Connector (NICC) APIC app. 
The app is available on dcappcenter.cisco.com and can be upgraded if needed.

BRKDCN-3924 57

Enhanced in 6.3
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Connectivity Analysis Example
Enhanced in 6.3
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Connectivity Analysis Example
Enhanced in 6.3
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Scale Conformance

• This feature generates scale conformance report to track resource usage on sites against 
published Verified Scalability Guidelines (VSGs)

• Each resource is categorized as 
• Violation: beyond 100%
• Approaching Limits: 90-100% usage
• Conformant: below 90% usage

• Reports are generated per site every week, plus first and last day of month

• On-demand report update (one per day) is possible

• Multi-dimensional limits are not supported (roadmap)

New in 
6.3
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UX Flow

• Analyze -> Analysis Hub -> Conformance
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UX All Sites Conformance

• Overview of all sites scale conformance

BRKDCN-3924 65
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UX All Sites Conformance

• History of all sites conformance

BRKDCN-3924 66
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UX All Sites Conformance
• All controllers and switches conformance

Clicking on any of the 
Metric Bubbles will 
expand to show all 
metrics via a side 

drawer
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UX Single Site Conformance

• Overall Single Site conformance
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UX Single Site Level Metrics

• Single Site level metrics
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Sustainability
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Sustainability

• With the Sustainability feature, customers can visualize how a 
Datacenter fabric is consuming energy and the type of energy as 
well

• This Feature is found under Analyze > Analysis Hub

New in 
6.3
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Sustainability Report

• Upon navigating to Sustainability, the default view will be the 
previous months report
• Ex. If user opens Sustainability in September, the August report will be 

shown

• Use the drop down to select the desired Month including “This 
Month”
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Remote Data 
Storage
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Remote Data Storage (RDS) NDI Support Intro

• This feature allows to store fabric data Flows collected in NDI into 
remote data storage

• Historically flows were stored in the Nexus Dashboard storage and 
therefore limited to the capacity of the cluster

• The current local storage would allow to store flows for no more 
than a week

• Many customers requested to have flows stored for much longer 
time. RDS comes to satisfy this need as in principle customers can 
now store infinite flows, as long as they have infinite storage.

New in 
6.3
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Remote data storage

• Uses only NFSv3

• RDS is added in ND and NDI user claims the storage for flow export 
• Only sends flow data to remote NAS

• User can choose:
• BASE flow export: 5-tuple (an example will be provided)
• FULL flow export: full record (an example will be provided)
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NDO Assurance
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NDO Explorer
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NDO Explorer
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NDO Explorer
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NDO Explorer
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NDO Assurance Anomalies
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But I have many 
fabrics! 

Global View



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cluster Federation – OneView
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Single Sign On (SSO)
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Multiple Services, Multiple Sites, All-In-One Dashboard
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Demos



How to troubleshoot 
an application 
connectivity issue



Connectivity Analysis



Integration into 
external tools and 
usage of FTE



Enforcing Config 
Compliance



CICD Pipeline



Firmware Update 
Analysis



App Dynamics 
Integration



Remote Data Storage



Sustainability and 
Conformance



Conclusion
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Take Away

• Better visibility with real time analysis

• Meaningful, actionable anomalies
• Root Cause is a few clicks away

• Assurance for your configuration intent
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

100Session ID

http://www.ciscolive.com/on-demand
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