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Exponential Data Growth

/il 1 Yottabyte
ol

2020 s 2025
64.2 Zettabytes 180 Zettabytes

by 2030

https://insightsndata.com/the-exponential-growth-of-data-understanding-
the-implications-and-preparing-for-the-future-ee07c380e98d
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Cisco MDS 9000 Switch Hardware

MDS 9148T

26RU

MDS 9396T

MDS 9124V ‘ MDS 9148V

UE=Ee emES,

48 x 32G FC AN MDS 9396V /

MDS 9718 MDS 9710 VDS 9706
768 ports 384 ports 192 ports

326 ~

\ 24x16GFC,8x 1/T0GE&2x40CGE . MDS 9220i MDS 9250i
@ 3/16/32/64GFC @ 4/8/16/32GFC @ 2/4/8/10/16G FC @ SAN Analytics ® rcp ® ricoN
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Unique Investment Protection

o],
‘ ’ CISCO

l Cisco MDS SAN directors

Y

16G FC module‘ v 64G FC modul
MDS 9500 (1/2/4/8/10 P ——— e ‘qﬁr
o) === o s s s
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2002 2004 2006 2008 2010 2012 2014 2016 AONES] 2020

Non-disruptive multi-generation upgrades

Multi-generation FC speed support

8/16/32/64G FC optics 16/32/64G FC module

Multi-generation optics support Multi-generation module support

2/4/8/10/16/32/64G FC

Cisco MDS SAN directors: Single chassis multi-generation support
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Pod Architecture

POD - 1

LAN switch
LAN switch

Storage array

SEWET
SEWET
X 24
SEWET
Up to 48
end-devices
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POD - 2

LAN switch
LAN switch

Storage array

Server
Server
X 24
Server
Up to 48
end-devices

POD - n

LAN switch
LAN switch

Storage array

SEWYET
Server
X 24
Server
Up to 48
end-devices
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Benefits

Best at containing
SAN congestion /
slow drain within
the rack

No effect on other
racks while one
rack is under
maintenance

Challenges

* Requires a
different data
center
operational
model
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Edge-Core Design

==-] ==
=— E= Mvpso7iowin
384 ports

...
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Benefits Challenges

* Most deployed * Prone to
option congestion and
slow drain
» Tried and tested
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Consolidated Fabric

Up to 768 end-devices

[==<] MDS 9718

MDS 9710 with
with 768 ports
v 384 ports
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Benefits
Fewer switches

Less operational
overhead

Reduced
congestion / slow
drain

Challenges

« Watch out for
cable length

» Scaling beyond
768 devices
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Large Scale Edge-Core-Edge Design
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=== [ Siorege Y === |

Benefits Challenges

* Prone to
congestion and
slow drain

» Best at scaling up
an existing fabric

* Long term
investment
protection (20
years)

Requires strict
processes
around
operation
control
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Typical LAN and SAN Designs

LAN and SAN Separation Convergence at ToR switch Converged at ToR switches and host

Intranet Internet

Intranet Internet

Intranet Internet

(00 (0
(00 (0

(00 (0
(U0
(000
(10 (0

SAN ‘A’ SAN B
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Troubleshootlnhg SAN congestion is like
searchlng for a needle in a haystack
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Fibre Channel Flow Control

_ M _
32 Tx Credits

ACC(FLOGI)
64 Rx Credits

FLOGI
32 Rx Credits

MDS
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Common Causes of SAN Congestion

MDS1 MDS?2
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Common Causes of SAN Congestion

Tx B2B credit starvation

o 2]
R_RDY R_RDY R_RDY
—»0 —»Q -0
® P GED
B P GED
—5Q
MDS1 MDS2 R_RDY
(3]
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Common Causes of SAN Congestion

Tx B2B credit starvation

(1 (2
R_RDY R_RDY R_RDY
- Q@ Q -—5Q
@ ,
= \ictim
20 (N /
Victim ;A.. O Victim
MDS1 MDS?2 R_._RDY
(3

Frames are not dropped in FC fabric. Rather, they consume switch
buffers causing a fabric-wide congestion.
cisco Lz/&/
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Common Causes of SAN Congestion

Tx B2B credit starvation Receive data rate on ISL port is
faster than the host port speed
o
f (2)
o & (3] | (3} o :
R_RDY R_RDY R_RDY | R_RDY R_RDY ]
-—p @ -—5Q -0 ! -—5Q = Q@ |
V‘ « « « « ’A$
- Victim 8G 326 Victim
=8 '%" . —BE 2o «%" ._,4;
MDS1 MDS2 RRYQ MDS1 MDS2 [P
(3] o

Frames are not dropped in FC fabric. Rather, they consume switch
buffers causing a fabric-wide congestion.
cisco Lz/&/
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Congestion Detection

- Most problems start when a port hits O Tx/Rx B2B credits
- Increment Tx/Rx “B2B Transitions to Zero” counter
- Additional counters to provide further context:

O O Il O

TxWait Slowport-monitor Tx-datarate Timeout-drops Credit-Loss-Recovery
2.5us 1-500ms % 500ms 1s/ 1.5s
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NDFC Congestion Analysis

- NDFC provides online congestion analysis,

potential slow drain issues:

Switch Name Interface Speed Connect To
MDS9718-A ~ fc1/33 32Gb A300_82CE
MDS9718-A ~ fc1/34 32Gb A300_81CE
MDS9718-A ~ fc1/35 32Gb A300_83CE
MDS9718-A ~ fc1/36 32Gb A300_84CE
fc6/21
~ (;;_ Fl6248-1-A
fc1/21
MDS9706-C port- 86b ol
(port-
channel
channel1)
1)
5 v Rows
Topology
View ~
- N
GT=T7T®
Hierarchical

@ High utilization

(4)

MDS9718-A

@ Normal

@ level3
Level 2
Level 1

@ Nodata

cwco[&ﬁ@/

Level 3 Level 2
Type TxCreditLoss  RxLinkReset  TxLinkReset JJ|| TxTimeoutD...
Storage 0 0 0 0
Storage 0 0 0 0
Storage 0 0 0 0
Storage 0 0 0 0
Switch 0 0 0 0
raY
\%4

MDS9396T-A
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TxDiscard

[

[

0

0

BRKDCN-3641

and displays list of devices with

Level 1
TxWtAvg10..  RxB2Bto0 TxB2Btod TxWait(sec) TxWait %
0
0
0
0
0 0 0.00 0.0000
Page 1 of 3 & < 1-50f11 > »

——— —

MDS9706-C

Fl6248-1-A FI28-B
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SAN Congestion Management

10
1011
10

Detecting SAN Preventing SAN
Congestion Congestion
(TxWait, RxWait, Tx-datarate) (Dynamic Ingress Rate Limiting)
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SAN Congestion Management Innovations

Frame Dropping Virtual Lanes FPIN DIRL
Reduce the impact Avoid the congestion Reduce the Ingress Dynamic Ingress
of slow drain by spreading by isolating Rate, requires Rate Limiting,
dropping the the slow flows the support of HBA independent of HBA

stalled frames

Lane 1

B (=P B 0GB B PGB
% (=08 CT) =B TR

Lane 3

Lane 4 A ﬁ
&= ﬁ N
m rate limiting rate limiting

by the HBA by the switch

Prevent SAN Congestion with MDS DIRL - Cisco Exclusive capability/patent
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Common Causes of SAN Congestion

Slow Drain

Overutilisation

Different Detection
On the switch port connected to the culprit device

cisco L{V&/

Same Root Cause
The culprit device is receiving more than it can ingest

R_RDY R_RDY
—»Q =5 Q
= B ©)
prit, Victim
SN
Victim |\ ° ‘ Victim
#
MDS1 MDS2 R_RDY
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The Root Cause of SAN Congestion

The Root Cause

I-1 is receiving Why is -1 receiving more than it can ingest?
more than it
can ingest ...because I-1 is asking for it.
‘ R_RDY
e
g_- @% Victim
ved A
MDS1 MDS2 RBYQ
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The Solution

Cisco Dynamic Ingress Rate Limiting

|-1 is asking for more
than it can ingest

DIRL limits 1-1’s asking
rate to reduce its
receiving rate

DIRL dynamically changes
|-1’s asking rate to adapt to
its traffic profile

‘ R_RDY R_RDY
[ -1 ]
RL Victim
-2 J ™= N
Victim é Q Victim
#
MDS1 MDS2 R_RDY
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The Solution

Cisco Dynamic Ingress Rate Limiting

-1 is asking for more DIRL limits I-1’s asking DIRL dynamically changes

) : rate to reduce its |-1’s asking rate to adapt to
than it can ingest . ) ) :
receiving rate its traffic profile
anll < @ 771
D
MDS1 MDS?2

DIRL prevents SAN Congestion due to Slow-Drain and Overutilisation.
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Cisco Dynamic Ingress Rate Limiting
© ©

End-device Adaptive No Side
Independent Dynamically Effects
adjusts to the .
No need to upgrade traffic profile of the Rate limits
end-devices. host congested hosts
' only.
Without Cisco DIRL
R RDY R RDY

Culpnt Vctlm
A o
VlCt"‘” 5.4 Victim

MDST MDS2
cisco L{Vp//

R RDY

#CiscoLiveAPJC

Easy Affordable Topology
Adoption “No additional Independent
Software-only license needed. Edge-core, edge-core-

upgrade. edge, or collapsed core

topologies.

With Cisco DIRL

o N

2o\

% 7”

g
MDS2

MDS1
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SAN Congestion Management

10
1011
10

Detecting SAN Preventing SAN Predicting SAN
Congestion Congestion Congestion
(TxWait, RxWait, Tx-datarate) (Dynamic Ingress Rate Limiting) (SAN Analytics and Insights)
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Where is the Problem?

Application

Not a

Storage

Issue 4 . : —

m All-Flash Arrays m

Web Server Database Server

Compute and Applications

HBA (firmware)

A
FC driver HBA (firmware) g
A Reads v A
SCSI FC driver
A v A Spinning-
Block Storage processor Disk Arrays
A v A
File system Backend connect
Application Drive enclosure
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NVMe and SCSI I/O Visibility Using SAN Analytics

due to storage access

Anomaly Application Storage

ISS u eS ? Detection Performance provisioning
- Insights recommendation
FC NVMe/SCSI Data S
Every transaction - Every flow - Every speed .85
Auditability Infrastructure Storage
Optimization Performance
Insights
GRS @
Exchange Completion Time (ECT) Change Health Report Faster
% % Management Troubleshooting

# % L

SAN

Storage

Compute
and
Applications
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Cisco SAN Analytics Flow Metrics

Write |/O Operation
New to Cisco MDS 64G Switches
Host Response Latency (HRL)

—>
Data Access Latency (DAL)
+—>

Initiator MDS Target

— Anliok L7

e —— (/¢\) |—,
Initiate Write Command ] " N
| | o

I v — Transfer Ready

[
| : I
|
P Dot Frames 8 &

. L Rosporse )
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Pinpointing Storage |I/O Performance Issues

Storage
performance is
degraded due to
delay caused by
storage array

800

600
S
H 400
200

Storage
performance is
degraded due to

delay caused by
host

cisco L{Ko/‘/

800

600
S
H 400
2001

ECT

Time

— DAL

e HRL
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Write Transaction

Initiator MDS Target
ppp— (\ij) ILI
S =0 L1

p— CT'\_) [
r oo 4 7
| Ml DAL |
P v ~ |
: ! XFER_ROV
| Bl HRL |
(e |
GEE: 7 >
: | N
I‘ Ve— !

lg—

RSP

Where Is the bottleneck 0
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= Analytics enabled port(s)

Host Ports

Deployment Models

= . z

=) i

==
e I = =

Closest to Storage High capacity 64G ISLs Closest to Apps

Inspection of traffic at least once in the end-to-end data path is enough

Avoid double inspection of traffic

Design for uniform utilisation of the NPU

Most customers are enabling analytics on storage ports
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Cisco SAN Analytics Scale for Always-on Visibility

SAN Analytics

* 100K flows monitored per MDS 9700

+ Real-time (microsecond) visibility into any flow
using on-switch CLI

» 30-second export interval to NDFC

MDS 9700

NDFC SAN Insights

* 1 million flows received from multiple switches

— > @ e + Anomaly detection

e » Automatic baseline, deviations, trending

NDFC SAN Insights

 End-to-end correlation

#CiscoLiveAPJC BRKDCN-3641 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39




NDFC SAN Insights

Nexus Dashboar

Cisco

= SAN Controller

@ Cluster
View v

A Dashboard

Topology

SAN

& Virtual Management
£+ Settings

1° Operations

.&‘/

Fabric Switc Protocol Active SCSI
All Fabrics All Switches @® scst O NvMe 1828
Flow Summary (ECT)

55

Last Hour (deviation from baseline) ~ @ <1%  ®1-15%

Top 10 Host

& Custom Graphing (5 Monitor Metrics Refresh

Active NViie), Last Record Time
Sep 1, 2023, 13:30:00 MDT

by Read Completion Time v Enclosure Summary (ECT) by Read Completion Time v

©15-30%  @>30% Last Hour (deviation from baseline) ~ @<1% ®1-15% ®15-30% @ >30%

by Avg Read ECT v for Enclosure v Top 10 Storage by Avg Read ECT v for Enclosure v

FI28-M3-6 TR
FI28-M3-1  — 4425
STG-TME-ESXI-C240-3  Hlmm 12528

5200-1 Em 07272

8200-0 o072m

B230-2  Mmm 1071

8230-3 B 10896
STG-TME-ESXI-B230-4  m 04613
STG-TME-ESXI-C240-1 | 0.0864

o 2 4 6 s 0 12 14

® Read ECT @ Write ECT

. W Major (680)

| 4267 Minor (21)
pnoma u Warning (2766)
4 W Critical {0)

All Anomalies

248506

248508
TIKTOK

TIKTOK_CLUS

— =

£

16 18 20 22 22 26 28 o 2 a 6 s 10 12 14
ms /10 (Last 1 Hour)

16 18 20 22 24 % 28
ms/10 (Last 1 Hour)

® Read ECT @ Write ECT

Throughput

2%

MBps

15:00 18:00 2100 1.Sep 03:00 06:00 09:00 12:00

@ Read Throughput @ Write Throughput
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Cisco UCS and VM Traffic Visibility using NDFC

M

Nexus Dashboard

Host Enclosure - STG-TME-ESXI-B230-4

= SAN Controller

Viewing SCSI Metrics  Showing Data from 9/8/2021, 1:31:01 PM

Initiator TargetPairs @ <1% % 1-15% $15-30% @>30%
ECT (% dev) 10PS. Throughtput (MBps) ECT (ms/i0) DAL (ms/10) t
Source Alias siD Destination Alias oID Fabric Read Avg. Write Avg. Read Total Wite Total Read Total Write Total Read Avg Write Avg Read Avg Write Avg
@® B230-4-A0F 32006¢ A300-SVM_001_01 50021 Fab-A [ L] 136 60 35250 0.4011 0.1319 0.3920 0.1187 0.0368
8230-4-A0F 32006¢ A300-SVM_001_0F 50101 Fab-A . ° 130 58 33265 03999 01284 03873 01147 00366
B230-4-A0F 32006¢ A300-SVM_001_10 50121 Fab-A . . 131 58 337% 0.4002 01357 0.4081 01231 00375
8230-4-A0F 32006¢ A300-SVM_001_06 50041 Fab-A . ° 132 59 33662 0.4005 01319 03854 01191 00372
Topology
View ~

G )

Hierarchical Left-Right

" FI6248-1-A MDS9706-C

@ Healtny
=

@ Hoir H ®
@ Minor Inx5 STG-TME. -B230~_
® Waming
. H 8
o N FI6248-1-8 MDS9710-C MDS9710-A

End-to-end Visualization
VM hosted on UCS servers, service profiles,
vHBA/VNIC names, Fl ports, etc.

cisco L{{/&/

Traffic Trends and Seasonality
For every vNIC/vHBA and service
profile

Inventory
Server memory, CPU, serial
numbers, etc.

End-to-end visibility into 1/O flows is also available in non-UCS environments
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NDFC SAN One View

Nexus Dashboard bric Controller

= SAN Controller

Cluster
View v One View

Fabric Health CRITICAL Switches Health CRITICAL

Refresh

The health status of 6 fabrics out of 8 s Critical The health status of 29 switches out of 89 is Critical

O O

Fabric Cluster At-a-Glance

3 8

SAN Clusters Fabrics

8

Health
Fabrics m Critical 8
= Major 0
Minor 0
= Warning 2
B! B Healthy 0
8 9 Health Release Versions
u 50(3IN2(40am) 2
o u Critical 20
Switches i, u s2(nt2260 2
Minor 0 "853
S S = Warning 31 Unknown 22
as Critical u Healny 23 = 9322)3
Unknown 4 620201
543
u other

c1sco 'p/‘/
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89

Switches

Models

L/

89

Switches

N\

UCS-FI-6248UP 4.
DS-C9132TK9 6
Cisco 23
DS-C9148T-K9 6
DS-C9148V-K 5
DS-C93865KS 3
DS-C9396TK9 4
m Other
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Summary

10
1011
10

Detecting SAN Preventing SAN Predicting SAN
Congestion Congestion Congestion
(TxWait, RxWait, Tx-datarate) (Dynamic Ingress Rate Limiting) (SAN Analytics and Insights)
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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