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CISCO
CERTIFIED

Who am [? ggﬁi)f

SWITCHING
~

- 6 Years @ Cisco systems (2 Years @ Internet Service Provider) CCIE#55998
- Responsible for DC Network (Nexus, MDS)

- Covered : Public, Commercial and Enterprise (Finance, Manufacture) customer

- Covering : Largest global customer (Manufacture and CSP)

- Trying to make proposal depending on requirement and situation from Customer

Session goal

- Various technical situation from various industry

- Sharing resolution w/ Cisco DC Network product

Cisco M ./ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Cisco Webex App

ng F ly =

, and features in the Catalyst

Questions?
Use Cisco Webex App to chat e o, | T .. >
with the speaker after the session

Intermediate (596)

Tracks

H OW Networking (220)
Session Type
. . . . . . . Breakout (453)
. Find this session in the Cisco Live Mobile App o ot

' Click “Join the Discussion” ,

. Install the Webex App or go directly to the Webex space

' Enter messages/questions in the Webex space

Webex spaces will be moderated
by the Speaker Untll December 22, 2023 https://ciscolive.ciscoevents.com/ciscolivebot/#BRKDCN-2505
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Nexus Dashboard for Data Center
Operation

How to use VXLAN EVPN and NDFC?

How to ensure secure communication
between data centers?

How to make money from your
Network?

Summary

BRKDCN-2505 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Nexus Dashboard for
Data Center operation

cisco Li%o/‘/




What is Nexus Dashboard?

With ND, data center and cloud network operations through simplicity, automation, and
analytical capabilities. Session Topic 2

Encryption feature built in Nexus

Session Topic 3

@

N
Cisco Nexus Dashboard

Session Topic 1

‘.’ Fabric Controller

Insights M Data Broker

@ Orchestrator

Consume all services in one place
cisco L‘V& ./ #CiscoLiveAPJC BRKDCN-2505 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9
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Nexus Dashboard hosts Apps for operations.

With ND, data center and cloud network operations through simplicity, automation, and
analytical capabilities.

installed installed

e ® © 66— & a 3 &

Orchestrator Insights Fabric Controller Data Broker

e Nexus Dashboard I Office 365

Nexus dashboard is the hosting Apps

cisco M -/ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



How to use VXLAN EVPN and

= Keep network service on any situation
= Separate network on shared network

cisco L{{@‘/



Case 1-1. Requirement for fast disaster recovery
coen (| —{

s el oute Requirement for fast disaster recovery
5 ¥* 1.1.1.1/32

e (ot | = Eliminating manual network configuration task
‘*’ & during disaster

= Multiple Data Center within a campus

» Running important application

» Has enough space within campus

= Preparing additional surfaces to protect pause
VM(OFF) of application

1.1.1.1/32 B 1.1.1.1/32

Multistage CLOS (VXLAN EVPN Design)

cisco M B #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Case 1-2. Multi CLOS EVPN Design for fast recovery

Core
i Switch

What technical benefits in disaster situation?

1 1.1.1/32 = Provide automatic change of next-hop

.........................

Shared|
i Border

el S VO per particular end-point
> DC-2 | |
| am turned gN © = ARP used for type-2 information update

DC-2 Advantages of Network operator

- Just turn on power of Virtual Machine

| am here

= No network change tasks based on

the changed location of the VM

VM(OFF) = No need to change the IP of the VM

1.1.1.1/32

cisco M./ #CiscoLiveAPJC BRKDCN-2505
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Case 1-3. Considering automation of Multi CLOS

Core
Redistribute Switch ‘%’ ‘*’ Redistribute Considering multi protocol operation

. S i v
4 Shared $ &, A = MP-IiBGP for overlay of intra site

Border

= MP-eBGP for overlay of inter site
= OSPF for Underlay of site intra

= Multicast, Ingress replication for
<1 flooding
P P
<) <) = VXLAN to expand Layer 2
; OSPF |
network
Active | Standby \F;'Q/'LAN W
YYE = | VM(OFF) :
1.1.1.1/32 | 1.1.1.1/32 Needs automation

cisco M B #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Case 1-3. Considering automation w/ NDFC

Building Multi Fabric Fabric Hierarchy
Parent Fabric : VXLAN EVPN Multi-Site

r 1 — Child Fabric — Data Center VXLAN EVPN
Data Center VXLAN EVPN

Fabric for a VXLAN EVPN deployment with Nexus 9000 and — Child Fabric - Campus VXLAN EVPN
3000 switches.

— Child Fabric — Data Center VXLAN EVPN
VXLAN EVPN Multi-Site
Domain that can contain multiple VXLAN EVPN Fabrics with

Layer-2/Layer-3 Overlay Extensions and other Fabric Types. —— Child Fabric — Data Center VXLAN EVPN

~ £ 0.Multi-Site Fabric
Multi-Site Interconnect Network ~ 7 Data Center-1

Fabric to interconnect VXLAN EVPN fabrics for Multi-Site ! BGW-SPINE-1
deployments with a mix of Nexus and Non-Nexus devices. . BGW-SPINE-2

.| LEAF-1

| LEAF-2

. J ~ [ Data Center-2
... BGW-SPINE-1
... BGW-SPINE-2
| LEAF-1
.| LEAF-2

> T2 Data Center-3

cisco M B #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15




2-1. Requirement for VM Mobility

N Requirement for VM Mobility

Long Distance

(T Y
5 Traditional Network
DC-1 DC-2
Location Location

vMotion

X m

= Eliminating limitation of subnet
duplication between Data Center

= Need to ensure VM mobility
between Data Center

= vMotion schedular adjusting usage
v" To ensure equal use of

Power/Temperature of Server

v" To protect resource of Server
J

vMotion is impossible with Traditional network.

#CiscoLiveAPJC
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2-2. Multi-Site VXLAN EVPN for VM mobility
’ .

1st VXLAN EVPN Fabric Long Distance 2nd VXLAN EVPN Fabric = Spreading Layer 2 network
. < _— > . across Multi data centers
Border Border Border Border .
Gatgway Gate:way Gatgway Gatgway u Anycast gateway prov|de same
Spine Spine Spine Spine

IP address / MAC address
across Multi data centers

| Leaf |~ Leaf | | Leaf || Leaf | | Leaf |H Leaf | Advantages for operator

. J = No Gateway IP address configuration

\ vMotion : ) of VM whenever vMotion.

cisco M B #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



2-3. Considering tracking VM on mobility Env

e VXLAN EVPN Multi-Site N\

1st VXLAN EVPN Fabric Long Distance 2nd VXLAN EVPN Fabric
4 - \ [ - )
Border Border Border Border
Gateway| [Gateway Gateway| [Gateway H
Spine Spine Spine Spine Where IS my VM
which was located in Fabric-17?
| Leaf |—| Leaf | | Leaf |—| Leaf | | Leaf H Leaf |
& J
9 vMotion )

Deploying VXLAN EVPN is meaning VM can move to anywhere,
But Operator should track VM location in real time

cisco &. #HCiscoLiveAPJC BRKDCN-2505 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



2-3. Considering tracking VM on mobility Env

A @ @ @ _
Switch Switch Switch Endpoint |  Sequencd
Timesta... Fabric Id 1P MAC -2 VNI L3VNI Name Type Switch IP Origin IP INPellHOF Port VLAN L3 INT Operation Type Number VRF
10.2.1.2
September - oo
20 2023, 12:12vpn 192.168.11.50 12:34:12:34: BO000 50000 ) NIK 10.70.137.15 UVDOO 10.3.1.5 Po1 11 1 DELETE 2 service-1
03:31:28 0.0.0.0
1 1.
September o nouzn 03
20 2023, 12:12vpn 192.168.11.50 12:34:12:34:z B0O000 50000 Leaf-2 T NIK 10.70.137.15 0 U.&) 0 10.3.1.5 Po1 " 1 DELETE 2 service-1
ea !
03:31:28
0.0.0.0
,
September - 00020103
20 2023, 12:12vpn 192.168.11.50 12:34:12:34:z B0000 50000 Leaf-1 NIK 10.70.137.15 00'0‘0 10.3.15 Pol " 1 DELETE DA 2 service-1
03:31:28 -
0.0.0.0
September . ;”U'ZU‘OZ
20 2023, 12:12vpn 192.168.11.50 z B0000 50000 Leaf-1 NIK 10.70.137.15 0 D.OO 10.3.1.5 Po1 11 1 DELETE DA 2 service-1
03:31:28 o
0.0.0.0
10.2.1.3
September F1- 0.0.0.0
20 2023, 12:12vpn 192.168.11.50 12:34:12:34:z B0000 50000 M NIK 10.70.137.15 n'ﬂ P 10.3.15 Pol 1" 1 ADD DA 2 service-1

@ : Endpoint event timestamp @ : the Endpoint attached Port
@ . IP/MAC lookup ® : attached or deleted
the Endpoint attached Switch ® : IP/MAC move or dup count

Cisco & #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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2-3. Considering tracking VM on mobility Env

Endpoint Lifetime from Endpoint Locator(EPL)

Endpoint Address

00000

Sep 20, 00:00

cisco L{V&/

ACTIVE HISTORY

ep 23, 12:00} Sep 24, 00:00

NOW ACTIVE ON FABRIC

#CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Summary of BGP EVPN VXLAN w/ NDFC

NDFC provide automation for complicated Network infrastructure.

Deploy, manage and operate VXLAN EVPN Single to Multi-Data center w/ NDFC
= Active-Active Data Center Network for High availability from Disaster and IP mobility
= Network Separation configuring VRF to fabric wide

VXLAN EVPN can provide Active Active Data center network, But need to track VM location in

real time
= End point locator(EPL)

cisco M . #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



How to ensure secure
communication between
data centers?

cisco L{{@‘/



1-1. Requirement for Encryption between networks

Requirement for encryption. why?

Requirement & Environment

Manufacture Cell
Area Network QA(Quality Assurance) Network

. 1) High Bandwidth(200G 1)
Camera

@ Photo. Video 1) High Bandwidth(100G 1 Per peer)

2) Continuous Leaf Leaf Leaf Leaf
Manufacturer big size packet

Facility

@ ( Analysis, Inspection )

\ 4 \_ J

Control Important packet including
System - Defective product picture

- Video for Defective
- Need security

cisco M./ #CiscoLiveAPJC BRKDCN-2505

National and Company Policies needs
encryption between particular network

Environment analysis

1) High bandwidth
- Aggregation bandwidth(more 200G)
- Accommodation of Continuous large packets

2) Continuous big size packets
- High-definition photo/video
Ex) 1 photo size : more 4MByte
- Jumbo Frame
- Constant high bandwidth needed

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



1-2. Consider suitable way for encryption
If with IPSEC

Manufacture Cell Consider some way for encryption
Area Network QA(Quality Assurance) Network
1) High Bandwidih(200G 1) W What if we use IPSec
in such an environment?
Camera
i i Env
@ Phote video 1) High Bandwidth(100G * Per peer) IPSEC
Manufacturer| -\ __blg size packet 1) | 200G VPN Device
acility ; ;
@ ( Image/Video Analysis, Inspection ) Changmg deS|gn
\ 4 L J12) Performa_nce
Control Important packet including Degradation
System - Defective product picture
- Video for Defective Over-investment
- Need security

cisco M ./ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



1-3. MACSEC for Direct connected Environment

MACSEC for Direct connected

Manufacture Cell . . .
QA(Quality Assurance) Network MACSEC Meets requirement immediately

- 1) High Bandwidth(200G . .
) High Bandwidith( ) W Use MACSEC in such an environment.
macsec [V - === [ JMACSEC [
Camera
@ Photo, Video 1) High Bandwidth(100G * Per peer) || Env MACSEC IPSEC
Manufacturer 2 gont?nuous ket Leal || Leaf Leaf i Leaf Just Configuring Investing
i S 1) 200G VPN Device
Facility MACSEC ) )
@ (_ Image/Video Analysis, Inspection ) Changing design
\ 4 N /12) Line-Rate Performance
Control Important packet including Encrypt/Decrypt Degradation
System - Defective product picture
- Video for Defective No device .
- Need security investment Over-investment

cisco M . #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



1-3. MACSEC for Direct connected Environment

MACSEC for Direct connected

Manufacture Cell
Area Network

QA(Quality Assurance) Network

: : MACSEC Meets requirement immediately
1) High Bandwidth(200G 1)
wacsec [J=="+==["] macscc JSu" WV Use MACSEC
Camera | _ in L2 Direct connection environment.
@ Photo, Video 1) High Bandwidth(100G T Per peer)
2) Continuous Leaf M Leat | [ Lear H Leaf =  Minimum cost, maximum effect
Manufacturer big size packet " . .
Facility » No additional equipment investment
( Image/Video Analysis, Inspection ) . ]
@ » Line rate encryption
- J
Control Important packet including = Simple Configuration
System - Defective product picture

- Video for Defective
- Need security

cisco M ./ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



2-1. Encryption over other company L2 transit

Environment analysis

DC Location-1

Requirement for encryption. why?

DC Location-2

As Two sites is connected via other
Service Provider (L2VPN) Company’s line
1) L2 Intermediate Nodes

Encryption is necessary between DCs
Environment analysis

1) L2 Intermediate
- Not dark fiber

- There are many intermediate nodes

2) Customer edge 2) Customer edge

2) Customer edge

- Customer edge couldn’t see intermediate node
- need to establish security session

Is MACSEC suitable? No...
MACSEC cannot be used in a Layer 2 environment where there is a node in the middle.

cisco L{Vp/_/
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2-2. Why need to use WAN MACSEC over Layer?2

Environment analysis

DC Location-1 DC Location-2

Switch

Switch

L2 Intermediate Nodes
v
)

Why are MACSEC negotiation packets lost in the middle?

cisco M -/ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public a4



2-2. Why need to use WAN MACSEC over Layer?2

MACSEC for over Layer 2 WAN

DC Location-1 . . DC Location-2
- Service Provider (L2VPN)

Switch Switch

B B @

1)EAPoL-MKA 2)

Negotiation - Ethtype DMAC MACS EC
start 0x888e 01:80:€2:00:00:03 request

- 0x2222 | = Broadcast

OK.

Establish MACSEC

cisco M -/ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



2-3. Encryption over other company L2 transit

Environment analysis

WAN MACSEC is proper way via L2 Transit

Communication via other company’s line
Encryption is necessary between DCs

DC Location-2

DC Location-1

Service Provider(L2VPN)

1) L2 Intermediate Nodes

2) Customer edge 2) Customer edge V Use WAN MACSEC
If there is intermediate node

= Secure Channel over Layer 2 multi hop

» Line-rate encryption

cisco L‘V& -/ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



3-1. Encryption over L3 WAN

Environment analysis .
1) High Bandwidth(200G 1) Encryption between 2 DCs
3) Layer 3 routing connected w/ Layer 3 routing

Data Center-1 Data Center-2

Two sites connected via L3 Network
: Encryption is needed for L3 communication

Muti Data Center w/ VXLAN EVPN
1) Any traffic
- From small to big traffic

- Backup traffic between multi Data Center
- High performance

2) High bandwidth

- Accommodate all business traffic

3) L3 Interconnect over L3 intermediate
- Communication between DCls via routing

Backup Storage Data >

2) Any traffic w/ any pattern, between multi data center

CloudSec needed

cisco M -/ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



3-1. Encryption over L3 WAN

Cloudsec for Layer 3 WAN
1) High Bandwidth(200G 1)

3) Layer 3 routing

Encryption between 2 DCs
connected w/ Layer 3 routing

Two sites connected via L3 Network

Encryption is needed for L3 communication
Muti Data Center w/ VXLAN EVPN

7

\

1) Any traffic
- From small to big traffic
- Backup traffic between multi Data Center
- High performance

2) High bandwidth

- Accommodate all business traffic

J

Physical = Multi-hop
Logical = Back to Back Secure Channel

-> resolve Line-rate encryptio

n

3) L3 Interconnect over L3 intermediate
- Communication between DCls via routing

—> resolve it except IP Header Encryption

cisco M ./ #CiscoLiveAPJC BRKDCN-2505
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Conclusion
MACSEC/ WAN MACSEC/ CLOUDSEC

Secure channel besides IPSec.

High Bandwidth : Most of Nexus 9K provides services of high-bandwidth MACSEC, WAN MACSEC,
and CLOUDSEC.

Line rate : encryption/decryption is performed at Nexus 9K Cloudscale ASIC.

Choose and apply technology depending on your network design
= Direct Secure Connectivity = MACSEC

= Secure Connectivity over L2 WAN = WAN MACSEC
=  Secure Connectivity over L3 WAN = CloudSEC

cisco L‘V& ./ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



How to make money
from your network?

cisco Li%o/‘/



Use case : Revenue w/ network infrastructure

Network administrator where utilizing network infrastructure was necessary
for revenue generation within an organization.

Situation : Necessary to generate revenue within the organization by
utilizing the network infrastructure.

Typically : Network organization is not a profit-driven organization
(For Use case, only investing in new equipment than revenue generation)

Need Revenue..

Generating revenue solely through network equipment is challenginag.

cisco M . #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



ldea by redefining Infrastructure as a Service(laas)

Article  Talk

application

application so
softwg

laaS-cloud provider:
use either the Internet o clo d(dd td irtu \p ate networks). To deploy their applicatiol

ft

= ) WIKIPEDIA

The Free Encyclopedia

Infrastructure as a service

Dp\yth esources on-demand from the large pools of equipment installed in data centers. For wide-; ectivity, customers can

cloud u

32 21languages v

Read Edit View history Tools v

tl\p rating-system images and the

prowders typlcally blll laasS services on a utlllty computmg basis: cost reflects the number of resources allocated and consumed. ||

providers typically bill laaS services on a utility basis
. cost reflects the number of ..... consumed.

The amount of traffic generated on the rented network

the revenue generated by the network organization.

equals ‘ ex) 1923891bytes x S = Revenue

cisco L{{{o//
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Usage-Based Metered Service (Packet Amount)
With Nexus Data Broker

Shared Network Fabric

_ Team Traffic Amount(Bytes)
Spine Spine _'- 3 Team 1 42,714,819
- 18,712,838,127
Leaf Leaf Leaf Leaf 627,381
Traffic amount per each team
L ) as for billing data

For Revenue Generation of Network Operations Team
- Precise Packet Amount Collection
- Distinguishing Network Traffic by Organizational Units Within the Company

- Periodic Billing Based on Organizational Traffic Usage Collection
cisco M ./ #CiscoLiveAPJC BRKDCN-2505
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Cisco Nexus Data Broker

Objective: Build scalable packet broker network that is easy to operate
+ Cost effective TAP Aggregation Switch

9000 Series

3000 Series

Cisco NDB Controller

Cisco Nexus Switches Software

cisco M . #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



What is DATA BROKER?

Ingress : Packet Filter & Modification - Egress : Forwarding

IEEE 802.1Q tagging

MPLS label stripping
« VXLAN Header stripping
- Truncation/Slicing (minimum 64 bytes)
- VLAN and GRE Header stripping

Intelligent TAB
Mode

Your Broker

Deduplication

« Symmetric Load Balancing

L3 & L3 + L4 headers

- Asymmetric Load Balancing

L3 & L3 + L4 headers
Multi-point to Multi-point

Any-point to Multi-point
cket

Some Pa

Network (Nexus)

Byte based matching/filter on an offset
Filter on L2 parameters
- VXLAN Header filtering
Filter on VLAN parameters
Filter on IPv4/IPv6 L3 and L4 parameters
Filter on GTP inner header IPv4/IPv6 fields
- Special User Defined Filter
CIsco &_

#CiscoLiveAPJC BRKDCN-2505

»  Monitor

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Considerations for Billing through Traffic Measurement

Concept & Flow

1) Packet Collection 2) Packet Processing 3) Colleting Data for Cost Billing
e 1G : Team1
2G: Team2 X $ =
1 = 1G : Team3
- AGByte Traffic User Defined Filter
including All Team’s traffic for each VNID distinction
1) Packet Collection 2) Packet Processing 3) Colleting Data for bill
Accurate Traffic Amount ‘ Precision Organizational Distinction Billing
Collection of Traffic Based on Packet Types Earning Revenue

cIsco Lq/ / .
&- #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Use case : Traffic Measure
w/ DATA BROKER for Private Cloud

Select Production Device to Integrate with NDB (EVPN VXLAN Multisite Fabric network)
Shared Network Infrastructure operated by Network team

Recommendation: Intermediate node receiving All Traffic (ex. Spine)

- To Save Leaf Ports and NDB Investment
Nexus
Dat
Key : Mirroring the Leaf-Port Traffic to NDB Interface B,SkZ,

| Leaf H Leaf || Leaf || Leaf || Leaf || Leaf |

5 6 S
1 3 1 3 1 3

63
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Use case : Traffic Measure

w/ DATA BROKER for Private Cloud

Select Production Device to Integrate with NDB

Recommendation: Intermediate node receiving All Traffic (ex. Spine)

- To Save Leaf Ports and NDB Investment

Key : Mirroring the Leaf-Port Traffic to NDB Interface

Nexus
Data
Broker

(EVPN VXLAN Multisite Fabric network)
Shared Network Infrastructure operated by Network team

Connecting NDB tO H|gh BandWidth(to receive mirror packet)

Recommendation: Utilize 2 High-Bandwidth Links as possible as

you can to defend packet drop

Key : No negotiation when receiving SPAN(Mirror data)
- Missing Out On Money

cisco L{Vp/_/

#CiscoLiveAPJC

Leaf H Leaf || Leaf H Leaf || Leaf H Leaf |

Team
1

Team
2

3

Team
1

Team
2

BRKDCN-2505

3

Team
1

Team
2

3
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Use case : Traffic Measure
w/ DATA BROKER for Private Cloud

Received packet format

NDB is receiving mirrored packet from production network

(EVPN VXLAN Multisite Fabric network)
Shared Network Infrastructure operated by Network team

With 5-Tuple, Distinguishing Organizations is Impossible.
Due to this packet format, with NetFlow and sFlow,
Obtaining Organizational Packet Volume Information is Impossible.

The Section of Netflow/sFIow'

LEAF-1 LEAF-3 Team-1 | Leaf-1 H Leaf-2 || Leaf-3 H Leaf-4 || Leaf-5 H Leaf-6 |
VTEP VTEP SlBLF ) P Packet

5 6 S
® ® 1 3 1 3 1 B

Needed Areas for Billing

cisco M B #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 65



Use case : Traffic Measure

with DATA BROKER for Private Cloud
Understanding of receiving VXLAN Header

LEAF-1 | LEAF-3 UDP Team-1
VTEP VTEP 4789 LA Packet
20 Bytes 8 Bytes 8 Bytes
o ® / \

The Limitations of Information
Obtained with NetFlow/sFlow or SPAN

cisco L{Ko//

Not the header

flag, groupID VNI
(VXLAN Network Identifier)
4 Bytes 3 Bytes

Field value in Header

30000 = Team A
30001 = Team B
30002 = Team C

With Filter : Extracting VNI Packet Usage

#CiscoLiveAPJC BRKDCN-2505
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Use case : Traffic measure
with DATA BROKER for Private Cloud

Extract result from NDB

NDB# show system internal access-list tcam ingress start-idx fitler-index count 1

pkts: 84812, bytes: 118101231

(EVPN VXLAN Multisite Fabric network)
Shared Network Infrastructure operated by Network team

Python Output

VNI Packets | Bytes

| Leaf-1 H Leaf-2 || Leaf-3 H Leaf-4 || Leaf-5 H Leaf-6 |

30001 | 84812 118101231 | Team1 packet usage

T T T
30002 | 169624 | 236202462 e$m-- efm-- e?m--

Team?2 packet usage

30003 | 254436 | 354303693

cisco L{{@/

Team3 packet usage
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Conclusion : Nexus Data Broker

Make money from your Network with Nexus data broker
NDB is the cost-effective tap switch.

Extract the packet information you want without restrictions.
- UDF Feature: More than header, need deeper w/ filter

- OFM, Truncation Feature : Overlay aware strip, modify and Forward

—> accurately extract only the desired information

cisco M . #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



Summary for 3 subjects

BGP EVPN VXLAN w/ NDFC : Provide deployment, operation and management
= Active-Active Data Center for service high availability
= Provide network separation for hosting service

DC Network Security : Analyze network design and turn on proper security feature
= MACSEC : Layer 2 Direct connected
= WAN MACSEC : Connectivity via Layer 2 Intermediate Node
= CLOUDSEC : Layer 3 routing communication

Nexus Data Broker : Make money with various feature.
= User Defined Filter(UDF) : Filtering field within header
= Qverlay Forwarding Manager : Stripping Overlay header for inner header

cisco M ./ #CiscoLiveAPJC BRKDCN-2505 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 71
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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