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Use Cisco Webex App to chat 
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Find this session in the Cisco Live Mobile App

Click “Join the Discussion”
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• Introduction

• Webex Provisioning
• Users Provisioning
• Groups Provisioning
• Other Provision Features
• Microsoft Entra Integration

• OpenID Connect, how does it 
work?

• Webex AuthN/AuthZ
Improvements

• Key Takeaways 
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Source:  https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/ 

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Cisco Identity Architecture for Collaboration

Authentication
SSO with SAMLv2
SSO with OIDC
Local Auth

Provision

SCIM / 
Manual /
API / LDAP
Directory Connector /
SAML JIT / OIDC
CUCM /
Account Linking

Collab 
Clients

Jabber Webex 
Devices

Contact 
CenterWebex App

Customer 
IdM

Collab Services
Identity Service
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Which Protocols do we see in Identity Management

OAuth is an Authorization Framework defined by IETF under RFC 6749

SAML Security Assertion Markup Language defined under OASIS 
Security Services Technical Committee (SSTC) Standards.

SCIM System for Cross-domain Identity Management, 2.0 was release 
under IETF as RFC 7643 and 7644

OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0 
protocol.

BRKCOL-2007 8



Webex Provision
Users Provision
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Webex User Account CRUD Operations

Manual or CSV User Self-Enrollment or 
Invite Directory Connector

SCIM
Entra Wizard

OKTA Synchronization
People API Account Linking

CUCM Provision SAML JIT Social Login

CRUD – Create, Read, Update and Delete

BRKCOL-2007 10
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Directory Connector
• Full synchronization and incremental synchronization

• Scheduled synchronization

• Multiple Domains/Forests supported

• LDAP filters

• Dry Run

• User Attribute Mapping and modifications

• Using Service Account or User Account

• Avatar Sync

• Troubleshooting

• Auto-upgrade

• High Availability (HA)

Identity Service

Customer 
Directory

BRKCOL-2007 11
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Webex Directory Connector 
What is new ?

12BRKCOL-2007

• Contacts Synchronization
• Uses Edge browser for authentication
• Remove synchronization of Distribution groups, only security 

groups going to be supported going forward.
• Allows the permanently delete users after soft delete

Identity Service
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What is SCIM ?
The System for Cross-domain Identity Management (SCIM) specification is designed 
to make managing user identities in cloud-based applications and services easier. 
Its intent is to reduce the cost and complexity of user management operations by 
providing a common user schema and extension model, as well as binding documents 
to provide patterns for exchanging this schema using standard protocols. In essence: 
make it fast, cheap, and easy to move users in to, out of, and around the cloud.
Normally we will see a Model like :

http://www.simplecloud.info/ 
BRKCOL-2007 13

http://www.simplecloud.info/


© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

SCIM
Differences between SCIM 1.1 to SCIM 2.0

14BRKCOL-2007

• SCIM 2.0 APIs provide additional methods that are not available with 
SCIM 1.1 (e.g., additional search filters for filtering users).

• The SCIM 2.0 schema supports more fine-grained requirements.

• There is more focus on feature development for SCIM 2.0 APIs.

• SCIM 2.0 implementation is more standardize across different vendors
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SCIM
When Comparing with Directory Connector

SCIM 1.1 Directory 
Connector

Create, Delete and Update

Allows local Webex Users Creation

Attributes Synchronize

Room Systems

Groups

Force re-auth when user change 
password

Dry-Run

Soft-Delete

Avatars

(15) (27)

Users 
Webex 
User

Entra  Users

OKTA Users Users 

Webex 
User

Domain 
Tandberg.com

GC/DC
A D X 1  

DC
A D X 2  

Users Users 
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• Implementing the SCIM 2.0 for interoperability 
with SCIM 2.0. clients,  it allows for better 
interoperability with external Identity Providers 
supporting the SCIM 2.0 standard such as Okta, 
Microsoft, Oracle, ForgeRock, Ping and others.

• Customers and partners need the ability to 
automate the provisioning of users and groups 
from their data stores.

• Using a standard enables our customers 
simplifies interoperability for our customers and 
customer services already adopting SCIM 2.0 for 
user management

SCIM 2.0 Users & Groups 
Public API

BRKCOL-2007 16
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• SCIM 2.0 will allow us to interface with 
many IDMs available in the market and will 
allow us to do integration with customer 
developed Identity Systems. 

• Will deliver a much simpler and standardize 
way of bringing user and group identity 
objects to Webex platform.

SCIM 2.0 Users & Groups 
SCIM integration with IdMs

BRKCOL-2007 17
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Okta Synchronization

18BRKCOL-2007

• Simplification the process to obtain SCIM Server URL in 
Webex
• Simplification the process to obtain API token with the 

validity of 1 year
• Okta template for Webex is configure also to support 

groups

Webex

OKTA

Future



Webex Provision
Groups Provision
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Webex Groups CRUD Operations

Manual or CSV Directory Connector

Entra Wizard Group API

SCIM 2.0

CRUD – Create, Read, Update and Delete

BRKCOL-2007 20
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What is a group?

21BRKCOL-2007

What's a group?
• Use groups to organise similar users and bulk manage user 

assignments, settings templates and resources. For groups based in 
specific areas (such as physical office buildings and sites), we 
recommend using locations.

Why use groups?
• Easy bulk management for user assignments (setting templates, 

licences and embedded apps).
• Automatic assignments save time, instead of manually editing 

individual users.

Who can manage groups?
• Full administrators and user administrators can manage groups.

https://admin.webex.com/locations
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Manage Groups
Using APIs

22BRKCOL-2007

https://developer.webex.com/docs/api/v1/groups 

Benefit:
• Manage groups via an API to organize 

users into containers.

Key Capabilities
• Create allow the creation of groups
• Delete allow to delete groups
• Update allows to update group members
• List allows for listing and search for 

groups 
• Get group allows to get details of a 

specific group

https://developer.webex.com/docs/api/v1/groups
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Manage Groups
Using Entra Wizard

23BRKCOL-2007

Configuring Entra Wizard to 
synchronize groups and 
children's groups from Entra by 
using the Graph API
Groups updates happen every 12 hours, since 
it uses Graph API
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Manage Groups
Using Directory Connector

24BRKCOL-2007

• Deploying Directory Connector in AD Domain to get groups from Active Directory
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Manage Groups
Using manual creation 

25BRKCOL-2007

• Groups locally created in Control Hub 

• Can be created even if this Webex ORG is using Entra Wizard or Directory 
Connector.
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Manage Groups
Allows to assign users, Feature template, Licenses and Embedded Apps

26BRKCOL-2007

No matter how the groups is 
created, and its members now 
assign: 
• Licenses .
• Feature Templates.
• Embedded Apps

Licenses assign can apply to 
future users or also to existent 
users.
Now it allows admins to set 
up both org-level and 
group-level auto licensing



Webex Provision
Other Provision Features

2
7

Sessio
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Delete inactive users

Inactive users by default are 
deleted after 30 days.

An inactive user can’t login, 
and all his Access Tokens 
are not valid.

Default behavior can be 
changed 

BRKCOL-2007
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User Attributes
Mandatory attributes

Users attributes can be 
configured in Webex.

If you mark custom 
attributes as required, 
then provision 
mechanisms need to fill it 
or the onboarding will fail, 
proceed with caution 
before marking custom 
attributes as required.

BRKCOL-2007
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User Attributes
User Editable and Pronoums

Allowing users to 
change its attributes.
Note: might create conflict with SCIM 
sources

Allowing pronoums 
either created or select 
from a list by users

BRKCOL-2007
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User Attributes
Custom Attributes

Custom attributes are 
organization-specific user 
attributes that you can set up 
and define for your organization.

You can add custom attributes 
up to 15 custom attributes.

BRKCOL-2007
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User Attributes
Custom Attributes mapping to tracking codes

In the Webex Meeting configuration, you can map 
the custom attributes to the tracking codes.

BRKCOL-2007



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Alternative email addresses for AuthN and 
Calendar

Allows that alternative email 
addresses be use for Authentication 
and for Calendar.

Alternative email address need to 
have the email domain verified by the 
Webex ORG in CH

BRKCOL-2007
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Hide highly sensitive users from directory
When Turn on, the User and their registered device can’t be searched in the Webex 
App

BRKCOL-2007
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Choose which kind of OS to allow to connect to 
Webex

Specify which OS where the user can run the Webex App, this allow us to block for 
example the Web app client.

BRKCOL-2007
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Entra Wizard
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Microsoft Entra
Cisco Applications in Entra

Today when we manually add a new application from the Entra Enterprise Application 
catalogue we see 5 Cisco Collaboration Application.

But this doesn’t mean that we only have 
this applications in Entra Enterprise 
Applications.

These are the application that can be 
manually added by the system 
administrator to the Entra Enterprise 
Applications.

BRKCOL-2007 37
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Microsoft Entra
Cisco Applications in Entra

Entra
The other application from Cisco Collaboration are created when our developers use the MS 
Graph API and automatically added in the Entra Enterprise Applications catalogue.

BRKCOL-2007 38
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Microsoft Entra
Cisco Applications in Entra

Entra

Application 
created 
using MS 
Graph API 

Entra Enterprise application App ID

Webex Teams Enterprise Content Management 40830e92-8323-4b43-abd5-ca6b81d39b75

Cisco Webex Office 365 Groups c4a8d8e1-ee3e-47f3-8514-2a4e6fea5b5c

Webex Calendar Service (Admin Consent) 1e3faf23-d2d2-456a-9e3e-55db63b869b0
189ea49b-75a4-4e53-a013-2aed74803405

Cisco Webex Connect Your Calendar (User Consent) 98204440-5c81-4ab6-8353-ef68d1b53ee3

Cisco Webex Meetings (for MS Teams) 80f3c320-e55f-434f-98e8-d798dfcbe182

Cisco Webex Scheduler (Meetings scheduler for Outlook) 7a91e319-a65d-4ceb-909b-12203561dbf5

Cisco Webex Social Login 280851f2-bc68-4362-91e9-3c44b3a29049

Webex Call (for MS Teams) 9a7ce614-bdc8-4640-aaea-d8c626c58966

Jabber (for MS Teams) 223b6ef0-6b61-4867-ac7f-9eccc7413b46

Cisco Webex Identity (CH Entra Wizard) f6016c4c-c015-453c-8ea6-dfc146f7eb7f

Cisco Webex Identity Synchronization (CH Entra Wizard) 90db942a-c1eb-4e8d-82e4-eebf64a7e2ae

Cisco Webex Identity Integration for Migration (CH Entra Wizard) fd578ab1-1f5b-49c9-8d3d-b5ffee28d187

Cisco Webex for Intune ee0f8f6b-011c-4d44-9cac-bb042de0ab18

Cisco Webex Video Integration for MS Teams (CVI) 7968d647-6a0f-4476-8931-206eff6c4d55

BRKCOL-2007 39
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Microsoft Entra
Consent given by Administrators or Users

Those applications require that 
the Administrator or Users to 
authenticate in Entra.

Consent to have access to 
specific information will be 
request before the application is 
created in the catalogue.

40BRKCOL-2007
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Microsoft Entra
Consent given by Administrators or Users

Sometimes the users in Webex doesn’t has permission to allow consent as an 
administrator in Entra.

It is possible in the desktop of the Entra admin to allow consent to application that is not 
created yet.

https://docs.microsoft.com/en-us/azure/active-
directory/manage-apps/grant-admin-consent 

We can grant manually the admin 
consent for an application 
https://login.microsoftonline.com/organizations/v2.0/admincons
ent?client_id=ee0f8f6b-011c-4d44-9cac-
bb042de0ab18&redirect_uri=ms.com.aksc.teams://auth&scope
=https://wip.mam.manage.microsoft.us//DeviceManagementMan
agedApps.ReadWrite 

BRKCOL-2007
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Microsoft Entra
Entra Wizard 

42BRKCOL-2007

Cisco Wizard from Control Hub that will configure the Webex Identity integration in Entra 
Portal.

Bring additional functionalities to what SCIM protocol can deliver.

Doesn’t require any knowledge on Entra configuration, and providing a straightforward 
integration for Provision and Single Sign-On 
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Microsoft Entra
Entra Wizard 

43BRKCOL-2007

Entra Wizard allow us to migrate existent 
application that does User Provision using 
SCIM and SSO using SAML or create a 
new integration.

When doing the migration, we add the 
benefits of MS Graph APIs (Avatar, dry run, 
provision on demand, groups, Etc.) to the 
SCIM provision 
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Microsoft Entra
Entra Wizard 

BRKCOL-2007

Uses Graph API to 
configure Entra 
portal, and for that 
requires permissions

Permission to create 
a new application 

Permission for Migration of 
an existent application in 
Entra Enterprise Applications

44
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Microsoft Entra
Entra Wizard 

45BRKCOL-2007

Allow us to map 
attributes.

Select the users or 
groups of users that 
you want to 
synchronize with 
Webex.

Manager attribute is 
possible now
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Microsoft Entra
Entra Wizard 

46BRKCOL-2007

Wizard has many capabilities that allows administrators 
to control the integration from Webex Control Hub: 

• Allows us to define the name of the Entra application 

• Provision Users on-demand

• Dry-run

• Delete integration

• Check Sync Summary 
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Microsoft Entra
Entra Wizard 

47BRKCOL-2007

Allow us to import domain verified already 
in Entra as verified in Webex, with no 
need to create the DNS SRV record for 
validation.
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Microsoft Entra
Entra Wizard 

48BRKCOL-2007

Allow us to sync Avatars.

Can also configure the SSO integration 
with Entra using OIDC, but will be only 
available for the option of new application.

All the options in More tab are achieved 
using Graph API
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Microsoft Entra
Workspace synchonization

49BRKCOL-2007

To allow for Microsoft 
Rooms objects to be 
imported, an extension of 
permission will be needed to 
accept to Company places 
in Entra

They will be created in CH 
as Workspaces
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Microsoft Entra
Entra Wizard 

50BRKCOL-2007

What to expect in Entra Enterprise Applications
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Where Customers do the Identity Management 
from Microsoft perspective?

Initially all the Create, Replace, 
Update and Delete Operations 
(CRUD) will be done in AD.

Entra

AD

Entra Connector 

Step 1
Entra

AD

Entra Connector 

Step 2
Entra

Step 3

At some point they will 
migrate the CRUD operation 
to Entra and at that point AD is 
only for Legacy applications, 
and there will be users in the 
cloud that no longer exist 
on-premise

There isn’t any 
longer any AD 
on-premise

BRKCOL-2007 51
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What is Cisco recommendation 
for each Customer step?

Cisco Directory Connector

Entra

AD

Entra Connector 

Step 1
Entra

AD

Entra Connector 

Step 2
Entra

Step 3

Cisco Entra Wizard

SCIM Manual Configuration

Cisco Entra Wizard

SCIM Manual 
Configuration

BRKCOL-2007 52
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How do we Migrate from one to the other ?

Cisco Directory 
Connector

Entra

Entra

Manual SCIM

Entra Wizard

Entra

Entra Wizard

• Disable Directory Connector in Webex CH
• Follow instructions in https://help.webex.com/en-

us/article/6ta3gz/Synchronize-Entra-Active-
Directory-users-into-Control-Hub

• When follow the above article make sure that 
userName is mapped to the same attribute value that 
was before Directory Connector to uid.

• Disable Directory Connector in Webex CH
• Follow instructions in https://help.webex.com/en-

us/article/heauzeb/Set-up-Entra-AD-Wizard-App-in-
Control-Hub 

• When follow the above article make sure that 
userName is mapped to the same attribute value that 
was before Directory Connector to uid.

• Follow instructions in 
https://help.webex.com/en-
us/article/heauzeb/Set-up-Entra-AD-
Wizard-App-in-Control-Hub 

• You will be give an option to :
• Migrate Existing Application (SSO 

using SAML)
• Create new Application (SSO using 

OIDC)
• When follow the above article make sure 

that userName is mapped to the same 
attribute value that was before Directory 
Connector to uid.

BRKCOL-2007 53
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Webex Integration for each step 
recommendation

Entra

AD

Entra Connector 

Step 1 Entra

AD

Entra Connector 

Step 2
Entra

Step 3

Webex Directory 

Connector 

SC
IM

Entra W
izard

SC
IM

Entra W
izard
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And if the customer still has CUCM and other 
on-premise services?

Entra

AD

Entra Connector 

Step 1

Entra

AD

Entra Connector 

Step 2

Webex Directory 

Connector 

SC
IM

Entra W
izard

LD
A

P
LD

A
P

O
ption 1 -LD

A
P

Option 2 – 

CCUC Directory 
Services
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And if the customer still has CUCM and other 
on-premise services?

Entra

Step 3

SC
IM

Entra W
izard

CCUC Directory 

Services
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Comparing SCIM, Entra Wizard and Directory Connector

SCIM 1.1 SCIM 2.0 Entra
Wizard

Directory 
Connector

Create, Delete and Update

Allows local Webex Users Creation

Attributes Synchronize

Room Systems

Groups

Force re-auth when users change password

Dry-Run

Soft-Delete

Avatars

Domain Verification

SSO Configuration

On-demand provision

Manager Attribute

Synchronize Contacts

(15) (15)

* Near Future

*

*

(27)(27)
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What is OpenID Connect ?

OpenID Connect 1.0 is a simple identity layer on top of 
the OAuth 2.0 protocol. 
It allows Clients to verify the identity of the End-User 
based on the authentication performed by an 
Authorization Server.
It allows to obtain basic profile information about the 
End-User in an interoperable and REST-like manner.
The specification suite is extensible, allowing 
participants to use optional features such as encryption 
of identity data, discovery of OpenID Providers, and 
session management, when it makes sense for them.
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OpenID Connect Flow

OIDC Provider

OIDC Enabled Service
(Relying Party)

User

1 – Sends Request to OIDC Provider

2 – Provider Authenticates User and ask for Authorization

3 – Provider sends ID token and Access token

4 – RP can request additional user Claims to UserInfo Endpoint with Access token

5 – Provider UserInfo Endpoint returns additional Claims of User
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ID Token
The ID Token is a security token that contains Claims about the Authentication 
of an End-User by an Authorization Server when using a Client, and potentially 
other requested Claims. 
The ID Token is represented as a JSON Web Token (JWT)

https://jwt.io/ 

More information in  https://openid.net/specs/openid-connect-core-1_0.html#IDToken 
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Claims Standard Claims

More information in  
https://openid.net/specs/openid-connect-core-
1_0.html#Claims 

It also defines a standard set of basic profile Claims. 

Pre-defined sets of Claims can be requested using 
specific scope values or individual Claims can be 
requested using the claims request parameter. 

The Claims can come directly from the OpenID 
Provider or from distributed sources as well. 

Example of UserInfo Response
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Entra OIDC Services

Request Access to Webex Services

Credentials  Requested/Provided

Authorize 
Endpoint

Redirect to AuthZ endpoint with openID scope

Redirect to Login Endpoint for AuthN

User/Webex App
Webex Service Token 

Endpoint
Login 

Endpoint
User Info 
Endpoint

Redirect to AuthZ endpoint with prove of successful AuthN

Redirect user to the Webex Service with Authorization Code

Send Authorization Code and ClientID/client Secret to Token Endpoint

Return Access/Refresh token and ID token

Request User Info with Access token 

Validate Access token and Return User info Claims 
(given_name, family_name, name, locale, phone_number)

Access to Webex Services

Example of
OpenID 
Connect 
flow for 
Webex 
Entra 
Social 
Login
(AuthN & 
Provision) 

After Provision and AuthN the user, Webex Identity 
Service would generate it own OAuth Access/Refresh 
token for the Webex App to access to Webex Services
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OpenID Connect Discovery
As we saw before in OpenID Connect there are 
multiple endpoints that need to be target to get 
different results (Token, UserInfo, Authorization, etc.)
So the configuration can be request according to 
Discovery extensions 
https://openid.net/specs/openid-connect-discovery-
1_0.html, in the end we just need to know the 
hostname for the service.

OpenID Provider Configuration Request

OpenID Provider 
Configuration Response

BRKCOL-2007 64

https://openid.net/specs/openid-connect-discovery-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html


Webex 
AuthN/AuthZ
improvements 



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Authentication 
Single Sign-On

Webex normally only allows 1 IdP, but with the Webex Extended Security Pack multiple IdPs will be 
possible,

Single Sign-On will be enable when first/single IdP will be configured.

Very Important : Having multiple IdP’s for a single SSO enable Application (Webex), is not a common 
practice in the market. It can bring security vulnerabilities, the Collaboration Administrator can re-
define the Corporate Authentication policies and impersonate any user in the organization.
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Single Sign-On 
New Wizard

Today we will allow OIDC and SAML IdPs.

The option for Webex is only available in the multiple IdPs scenarios, after the first IdP.
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Single Sign-On 
Other options in the future

68BRKCOL-2007

Configure an OIDC IdP

Configure a SAML IdP
User Webex Credentials

Future

Partners IdMs 

Social Login or 
Cloud IdMs
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Options for each protocol

New Wizard will have the options of automatic configuration by using metadata or Discovery URL.

Will also allow for manual configuration.

SAML OIDC
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Single Sign-On
SAML IdPs

Step 2 – Export metadata to configure the IDP

Step 3 – Configure Webex with IdP metadata file or manually by providing the SAML details (entityID, 
Single Sign-On URL, Binding, …….)
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Single Sign-On
SAML IdPs

Step 4 – SAML mappings and JIT

Step 5 – Test Configuration

Step 6 – Enable or Disable SSO
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Single Sign-On
OIDC IdPs

Step 2 – Agreement Name, Client ID, Client Secret and Discovery URL or Manual Endpoint configuration
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Single Sign-On
OIDC IdPs

Step 3 – Test SSO

Step 4 – Activate or deactivate SSO
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Cloud OIDC IdP
Where do we get that information on Okta ?

When configuring the OIDC application in Okta, we need to provide 
the Sign-In URL in Webex

https://idbroker-b-us.webex.com/idb/Consumer/oidc/sp

And then it allow us to create a Client Secret for the dynamic Client 
ID created for us.

 

Discover URL is the Okta tenant name, as we saw before, 

we add  .well-known/openid-configuration.

Something like https://trial-1234044-admin.okta.com/.well-known/openid-configuration
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On-Premise OIDC IdP
Where do we get that information on PingFederate ?
When configuring the OIDC application in Okta, we need to provide the Sign-In URL in Webex

https://idbroker-b-us.webex.com/idb/Consumer/oidc/sp

Allow us to create a Client ID and Secret.

Discover URL is the PingFederate FQDN, as we saw before, 

we add  .well-known/openid-configuration.

Something like https://ping8a.identitylab9.ciscolabs.com/.well-known/openid-configuration
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Single Sign-On
How to configure each detail on OIDC and/or SAML

76BRKCOL-2007

SAML

OIDC

Local

We will have the same controls as we had before with SAML SSO configuration, but now we can 
manage multiple IDPs and also local authentication 
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Multiple IdP Single Sign-On
How to associate each user to a different IdP

77BRKCOL-2007

The association of Users to a specific IDP is defined in the Routing Rules.

We can create the association based on Groups or Domains

If routing is based on DNS Domains, then the domain needs to be verified

There is an order of search in the routing to the right IdP, so when a user goes through the rules, 
the first that match is picked.
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SSO recover process
How to fix SSO process if IDP break

78BRKCOL-2007

• If SSO no longer works and User and 
Administrator can’t login to Webex, 
Administrators can initiate recover process 
by navigating to 
https://admin.webex.com/manage-sso.

• This will allow them to provide the 
Administrator ID to receive an OTP  code

https://admin.webex.com/manage-sso
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SSO recover process
How to fix SSO process if IDP break

79BRKCOL-2007

After providing the OTP 6 digit code then have 
two options:

• Disable SSO

• Upload certificate and download metadata 
(rebuild SSO)

If they choose to rebuild, they have the option 
to test the new agreement.
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• Cisco has a Webex Provision solution for any stage 
in the Identity journey of our Customers to the Cloud.

• Latest's protocol like OIDC make our customer 
Authentication/Provision challenges easier to take.

• Cisco has the best Identity architecture for 
Collaboration applications in the market, deliver all 
possible combinations for any customer Identity 
Architecture.
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