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Self-Operating Napkin
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. Introduction

- Data Centre and Hybrid
Cloud Architecture Best
Practices

- Infrastructure as Code and
Automation Tools

- Service Catalogues and ITSM

- Conclusion
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Evolution of approaches

Platform
Engineering
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Platform Engineering

” N\ .
By 2026, Product and Service Teams

80%

of software engineering organizations will
establish platform teams as internal providers Developer Portal

of reusable services, components and tools”
\— Gartner Top Strategic Technology Trends 2024 /

Reusable Platform
Tools

) Knowledge
components Services

Digital Platform

- Optimise developer experience
to accelerate business value

Infrastructure

. Curate and build internal Platforms
platforms
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Automation is Abstraction
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Automation is Abstraction

Who is the
consumer of

Which use
cases does
it need to
cover?

your
abstraction?

What do you
want your

abstraction
to be?

Do you want
to be in the
abstraction-
building
business?

Which use

cases does

it NOT need
to cover?
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Operating Model
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Who is your “customer”?

Are you trying to automate deltas
(changes) or desired state?

What is the business workflow?

#CiscoLiveAPJC BRKCLD-1391 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Operating Model

Service

Request = Changes

Automation added here ©

Service Request Model

cisco L{{@/
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Source of

truth

GitOps Model
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Infrastructure as

Code and
Automation

0ols
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“The enabling idea of infrastrt
as code Is that the systems anc
devices which are used to run
software can be treated as If they,
themselves, are software.

Kief Morris, Infrastructure as Code
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What is Ansible?

« Open-source Configuration
Management Tool

« Commercial support from RedHat

- Declarative (when possible) and
ANSIBLE ARCHITECTURE idempotent

- Can manage a wide range of systems:
VMs, network devices, cloud instances, etc.

- Agentless

- Python server-side dependencies

NETWORKING - Stateless - Need “undo” run book

cisco L‘V& -/ #CiscoLiveAPJC BRKCLD-1391 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



What is Terraform?

- Open-source Infrastructure Provisioning

. HashiCorp Tool
Hi

Terraform Commercial support from HashiCorp

Declarative and idempotent
Immutable infrastructure concept

aws

@

=P - Can manage a wide range of systems:
- “ o B = VMs, network devices, cloud instances, etc.
Plan Apply [com}
Praconst fremrctar € ? - Agentless, single binary file

:
[

Zero server-side dependencies
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Cisco Intersight: Automate

Create automated workflows to...

* Accelerate delivery of apps and infrastructure
* Reduce risk with standardization

e Simplify cross-domain orchestration

Extensive ....

library of

ready-to-use

tasks and
Automate anything, anywhere workflows
Orchestrate infrastructure and workloads, across on-prem and

public clouds

Easy-to-use, low-code orchestration

. Create
custom
automation
and
integration tasks

Create and execute complex workflows with a GUI-based
designer

Boost IT operations
Benefit from a library of curated tasks and workflows

Simple drag-and-drop
workflow authoring

“With consistent and repeatable workflows offered by Cisco Intersight,

IT teams can save time and decrease operational costs.” - ESG

CIsco M_/ #CiscoLiveAPJC

BRKCLD-1391 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Cross-domain orchestration with Intersight

Create New VMFS Datastore o v

cisco M / HCiscoLiveAPJC  BRKCLD-1391

e

-

Extensive library of
ready-to-use tasks and

workflows )

~
Create custom

automation

and integration tasks
J

-

N
Simple drag-and-drop

workflow authoring
J
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Coming back to the Operating Model

Service

Request == Changes Source of

truth

Automation added here ©

Service Request Model GitOps Model
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Coming back to the Operating Model

Service Request Model

cisco L{{@/

Service
Request

Service
Request

Service

Request

+*
i

Operator

+
Y

Operator

#CiscoLiveAPJC

Makes
Changes

Ansible

Intersight
Orchestrator

Ansible

Intersight
Orchestrator

BRKCLD-1391

Makes
Changes

Makes
Changes

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

29



Coming back to the Operating Model
GitOps Model

nnnnnnnnn

"W Terraform
Sync

»
»

Source of
truth
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Data Centre and
Hybrid Cloud
Architecture
Best Practices
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Common cloud experience

IT Service
servicenow Management /
Operations
Automation
Operations
Services
Infrastructure
.
=]
1=l =
iy
Data center Edge Colocation
cisco M ./ #CiscoLiveAPJC BRKCLD-1391

servicenow

BMaaS

Compute

Network

ot
R W
Public cloud
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Hybrid cloud experience

Developer 0o _
< (Chief Consumer) f_m_] ?i‘,’%',liﬁss'e'lggss

servicenow

Operations

Compute
Infrastructure
\_ J . J
[ = ] ] -
[ —] [] .
Data center Edge Colocation Public cloud

cisco M‘/ #CiscoLiveAPJC
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Hybrid cloud experience

Developer 0o _
< (Chief Consumer) f—m_] Eﬁ%ﬁiﬁss'ggg:

servicenow

Operations

e am

=
|::| iy @ Ry

Data center Edge Colocation Public cloud
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Cloud integrations

Developer 0o _
D> < (Chief Consumer) f—m_] Eﬁ%ﬁiﬁss'ggg: <>

A A
jm=————————- 1 : <+ ----
______ 1y servicenow -
I Service Graph ; *

| Connector (lIS)

ServiceNow

CMDB, Catalogl

& Network 1 Cloud

Orchestrationsl Provisioning
and
Governance

IAC playbooks, providers I
and integrations 1

1
1 H 1
----- |
: ! - ! 11 Cloud
1! 1 ! 1 Infrastructure
1 : Service | 11" orchestration (1IS)
I creation | Network '/ T T T~
Loms) T BMaaS VMaaS CaaS XaaS
! | automati Workload
V! onand || Optimization (IWO)
1 lcco oo == S
[ I Nexus - ud Network
: _____ > : as-code) | Orchestration (NDO) CompUte
| G eS| LTI >
\ v
1
1
—————— >

=] .
=] = ’ o --\l
|::| iy -

Data center Edge Colocation Public cloud
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Puzzle Pleces

&

Intersight UCS UCS Integrated

Terraform

Manager Management Controller

Nexus Dashboard ACI Nexus Dashboard NX-0S

Orchestrator Fabric Controller

Terraform Terraform

cisco M . #CiscoLiveAPJC BRKCLD-1391 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38
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Coming back to abstraction

* NRRRGE

* O0RRRE

~ JHNRER

8
|

Nexus Dashboard ACI Nexus Dashboard
Orchestrator Fabric Controller
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B N N
The policy dividend - UCS example

PROFILES
TEMPLATE (Contains all settings

Blueprint for one or : v
( mgre Profiles) and identifiers for a
server)

-

POLICY POOL
(Bucket of settings with (List of identities

a specific focus) (IP, MAC, WWN,...)

cisco M . #CiscolLiveAPJC BRKCLD-1391 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



The policy dividend - ACI example

Containers of switches and their interfaces Configurations to be reused

Leaf 101 ﬁ ﬁ ﬁ ﬁ
nterface Policy Group % %
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Split Automation

main.tf

filter_rela

DevOps

Application Network Profile

Tenants
VRFs -

IP Addressing Data center Cloud
External
Connectivity

#CiscoLiveAPJC BRKCLD-1391
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Service
Catalogues and
ITSM
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SeI'Vicen IW. Service Management

Filter navigator

] * C]

Home
Cisco DC Networking Management
W Dashboards
NDO
ACI
NX-0S
NDFC
P Guided Setup
P> Configurations
P> Application Configuration
W Service Catalog
Service Catalog Guide
Catalog Items
My Requests
My Approvals
My Groups Work
P> Scripts

B NDN Invantary

®

c1sco 'p/_/

Home 2 Submitted Request

REQ0010029 - Create a VLAN in ACI using Terraform

Type your message here...

#CiscoLiveAPJC

# Home

Lionel Hercot

2023-06-04 23:39:43 . Additional comments

Request automatically approved for total
price <= $1000

Lionel Hercot

2023-06-04 23:. 3

REQ0010029 Created

BRKCLD-1391

Search

Q Lionel Hercot ~ o, @ @

Requested Items

Create a VLAN in ACl using

Terraform

RITM0010035

w () Waiting for Approval
(Pending - has not started)

Request Approved
(Pending - has not started)

Estimated completion
2023-06-05

Number State
REQ0010029 Open

Priority Created
4-Low just now
Price
$0.00

Requests are picked up within
4 hours (M-F 9-5)

Attachments @

Drop files here

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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servicenow

Al

Favorites

‘Workspaces

Dependency Views

RTP-UCS-WS-Pod-01-1

c1sco 'p/_/

Server ¥
RTP-UCS-WS-Pod-0.

Cisco UCS Equipment ¥ Cisco UCS Equipment v
RTP-UCS-WS-Pod-0... RTP-UCS-WS-Pod-0.

\V

Cisco UCS Chassis ¥
RTP-UCS-WS-Pod-0...

Server ¥
RTP-UCS-WS-Pod-

Server ¥
RTP-UCS-WS-Pod-0...

VMware Virtual Mach... W'
54 VMware Virtual M.

#CiscoLiveAPJC

Server ¥
RTP-UCS-WS-Pod-0..

VMware Virtual Mach.. ¥
51 VMware Virtual M

BRKCLD-1391

& Dependencies Map

Filter |

Layout: | Vertical v ‘ =

@ RTP-UCS-WS-Pod-01-1-5

RTP-UCS-WS-Pod-01-1-3

H.L]

RTP-UCS-WS-Pod-01-1-2

o

RTP-UCS-WS-Pod-01-1-1

L)

RTP-UCS-WS-Pod-01-1

RTP-UCS-WS-Pod-01FI-B

& & &

RTP-UCS-WS-Pod-01 FI-A

RTP-UCS-WS5-Pod-01-1-4

L)

Server ¥
RTP-UCS-WS-Pod-0
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Service Graph Connector for Cisco Intersight

ServiceNow servicenow.
» Cloud-based platform for IT management N\
workflows Inventory

Service Graph Connectors

* Import third-party data into ServiceNow
CMDB

CISCO INTERSIGHT

» Ensures data quality, timeliness, and INFRASTRUGTURE

SERVICE

consistency

» Works out-of-the-box and complies with
ServiceNow Common Service Data Model

* Synchronize inventory data between Cisco
Intersight and ServiceNow

Uucs Storage, Network
C/B/X-Series Virtualization

HyperFlex ‘l l "Eﬂ ﬁnm

cisco M -/ #CiscoLiveAPJC BRKCLD-1391 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Service Graph Connector: Features

servicenow ‘ Store Q, intersight service graph
° Popu Iate C M D B USl ng Se erce Apps and Solutions  ServiceNow Products  Integrations  InnovationLab  Events
graph
Listing Type = Integrations (1)
« Assets, Event, Change
resreriens Service Graph Connector for
Ma nagement :;:;\:;:j;r:lcer«mw ‘éllls.‘l:loh CISCO Intersipght. .
. . . b Vis bl|!T‘,l' and menitering for Cisco
« Supports for all Intersight claimed el intersgnt
devices inCluding 3rd party B Cisco Systems Inc ﬁﬁf"ﬁﬁ
Servers, Storage, Nexus, MDS
Switches Offered By ~
 Intersight License Tier: Advantage et

Certified and listed on ServiceNow store
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Service Graph Connector: Key benefits

o )

Enhanced Visibility

» Automatic view of Data
Center Infrastructure
inventory and
relationships.

* Insight into servers,
storage, network devices,
and virtual machines.

J

cisco W‘/

o @4\

Actionable Insights

- Understanding
dependencies between
workloads and
infrastructure.

+ Quick response and
effective incident

management.

#CiscoLiveAPJC BRKCLD-1391

/—@4\

Faster Time to
Resolution

- Proactive prediction and
prevention of service
outages.

- Faster incident resolution
and improved service

availability.
\_ J
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Service Graph Connector Overview

ServiCenaOw Al Favorites History Workspaces  Admin Guided Setup 77 Q Search

Uses the Intersight API
0% Cisco Intersight Integration with CMDB
* APl access can be Read-Only
Configure the connection
«  Additional RBAC within ®

Enter Secret Key

0/ 4 Tasks completed

SerVICeNOW 0% In this section, the below details need to be provided:
. APIKeyID Configure Intersight Connection
+ secretkey Test Connection
a + Connection details

A p p F e a t U re S Statust Not started Once you setup these details. Please test connection by importing 20 test records.
* Device Inventory and Sync

* Relationships between
Configuration Items

(FIs/Chassis/Servers/Virtualizatio
n)

Configure the Scheduled Import 0/1 Tasks completed

a By default, the "SG-Cisco Intersight Data" scheduled import is disabled. Configure the Scheduled Import Job

« Reconciliation Engine (avoids W
duplicate Cls)

Unlock by completing Configure the connection
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Demo
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Key Takeaways
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"\\ L , .

; :
Understand your abstrac’uons and operatmg model
| J — . "

‘b' g
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Let your customer and desired abstraction
drive your infrastructure architecture

|
cisco W-/ #HCiscoLiveAPJC BRKCLD-1391 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 55
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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