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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

‘ Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until December 22, 2023.

cisco Lz{/&/

https://ciscolive.ciscoevents.com/ciscolivebot/#BRKAPP-2564

BRKAPP-2564

8199

< Catalyst 9000 Series Switching Family =...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

ﬂx’ Kenny Lei

Cisco Systems, Inc. | Technical Market...
Categories
Technical Level

Intermediate (596)

Tracks

Networking (220)

Session Type
Breakout (453)

SHOW 2 MORE ¥
Webex

w Join the Discussion

Notes

Enter your personal notes here

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



- Hybrid Work Today

- ThousandEyes refresher
. Solution Overview
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BRKAPP-2564 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Hybrid Work Today




Management paradigm

IT Assets You Control
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Management paradigm has shifted

IT Assets You Control
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IT Assets You Don’t Control
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Gaps in Operational Visibility Impact Business

agree that the ability to work
from anywhere instead of of network outages occurred

64% coming into the office outside of cl_ou_d provider
directly affects whether they networks, within Internet and

stay at or leave a job transit providers

faster growth of teleworker

Collaboration apps have .
become the most VSe-riCrﬂ:grrg:;egS 'r:T
monitored application type P usiness

class connectivity is
for workers globally expanding 1o hor¥1e
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How can | support remote workers?

Observability

Is it the
transit ISP?
SASE
4 . . )
e Security as a Service ——
\ i
() ()
AN Internet
Cloud ’y ﬁ
|S It the User PFOX DN$ Secure web Clouq access
Public / private apps y security gateway seCL(JgR/SbBr;)ker

DGVlCe? Secure TLS '—>

. Q—>
SSO

DNS /HTTP /HTTPS = (+ A ) Public cloud/
Adaptive Device posture Behavior Clientless app )
MFA and health analytics remote access o e
) VPN ’j— o
Network gateway
Web apps/SSH
B <
s :
IS |t the home Remote access . ............................................................ _)4'(_ ...... = Private appS/netS

All ports / protocols Co-location nets

network? ,
€ WO Is it the

Application?

Is it the VPN
Gateway?

ThousandEyes&
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Can employees access their productivity apps?

Observability

Is it the SaaS

SN
s it my SD-WAN / MPLS Application

Connection?

Outage Detected (1 node) ~

Chicago, US

San Francisco, US

=
Sao Paulo, BR
]

|
I

Is it a Transit .' I\ A
' Zur
Who is affected? Provider? ) A Hre
Is it the Cloud

. S EANA)

VAR Provider ~
HQ / Branch / Hybrid Worker Internet Website / Application
. J y,
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ThousandEyes
Refresher
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Empowering every digital experience

Customers
Your Apps

H

Deliver stellar
digital experiences
to users

Workforce

Your People

Keep workers connected and
enjoying seamless app
performance

cisco W/

Enterprise

Your Infrastructure

Optimize and sustain
the flow of your digital
supply chain

ThousandEyes&
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ThousandEyes Internet and Cloud Intelligence

INTELLIGENCE WORKFLOWS
of Global Vantage Points X-layer Telemetry Collective Insight

e Cloud

EDE

O D AR Network and routing
oo

DNS

of daily
measurements

.
‘...
.
.
.

Enrichment and algorithmic
analysis

Cloud Endpoint  Enterprise Application insight

End user
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ThousandEyes Internet and Cloud Intelligence

VISIBILITY WORKFLOWS

fault domain, root Gain into
cause, and attribution to Internet and SaaS App
responsible party Outages

72N
&l

228
7o

See Drill down to
with deep of individual users
correlations across layers and groups in your workforce

HCiscolLive  BRKAPP-2564 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



ThousandEyes Internet and Cloud Intelligence

VISIBILITY INTELLIGENCE WORKFLOWS

« REST API

* Native Integrations

IT Helpdesk External Teams

Rapidly prioritize, resolve
and direct issues to the
right team to ensure

workforce productivity

NetOps
(Service delivery)
Tune BGP and peering and
monitor for anomalies,

hijacks and sub-optimal
routing

Receive detailed,
actionable information to
quickly resolve issues

» Custom webhooks

» Cloud templates
* Infra as Code tools

» Sharelinks for easy
sharing across teams

SREs / App owners Customer Support Enterprise WAN Ops
Troubleshoot and optimize Build trust with timely, Proactively manage and improve
App, APIs and delivery data-driven SD-WAN and cloud connectivity to
services communication assure app performance for users

across sites
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Solutic_m
Overview
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ThousandEyes product offering

Internet Outages Map

Internet
Insights

- High context, low detail

Cloud and Enterprise - Move up for context
Agents - Move down for more details

Endpoint Agents - High detail, low context

cl Lg{/ / o
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What is the Endpoint?

 Lightweight service Installed on an
end user's laptop or desktop

- Monitors the entire digital supply
chain,

- Browser plug-in ,data collection at
the system level.

- Troubleshoot performance issues
related to Wi-Fi, bandwidth
capacity, ISP routing, VPN
gateways, and SaaS availability.
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Time Range Last1 hour v Refreshed 14 seconds ago

Browser Sessions

Endpoint Agents

31 87%

Experience Score

—
Visited Sites Page Speed
2 7 Average
Visited Site Pages Agents Exp Score 1

cisco-my.sharepoint.com

docs.google.com

k=]
°
3

2

1
1
3
4

51%

53%

55%

55%

[2 View all visited sites

Scheduled Tests
HTTP / Web / Server

Test

Microsof ft OneDrive - ICMP
https://acmehero-my.sharepoint.com
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AUV
Breaking down the Single Agent View

.

This section highlights the
selected agent you have
chosen to investigate and
information related to their
machine and geolocation

alexs-macbook-pro
ostname ACCF-M-505C L

ocation London, England, UK Agent Version @ 1980 Users accf @+2  Labels B

Search

Last 7 days ~

Local Networks

Metrics 8 of 17 selected ~

This section displays the
Scheduled tests (max of
10 concurrent) you have
configured to run on this
particular agent. The
timelines for each test
display the metric you
have selected from the
dropdown.

This section shows the
performance of the end
machine utilized by the
endpoint agent you have
selected, their local
network and access
methods, VPN stats, and
proxy performance. The
level of detail shown is
determined by what
checkboxes you have
selected in the Metrics
dropdown.

cisco Ltﬁo//

This section shows the
performance of specific
browser sessions
monitored by the agent’s
profile. The timelines for
each test display the
metric you have selected
from the dropdown.

~
T T aenlliey
L[ system
CPULoad  44% MM WWMWWq Mrm f"‘\u‘m o M
J
1 1
pp— Y T Il .
2 Network Access
Signal Quality  77.6% m | I m F ‘ m Hmj(
Scheduled Tests Metric Loss
Intranet Loss 3.7%
hitps:/Awwwin.cisco.com
. do
CZ- cisco.
cisco.com Loss  0.9%
hitps:/Awww.cisco.com
ThousandEyes App Loss 0%
hitps://app.thousandey ‘
JIRA®
L .
hitps:/ithousandeyes.atl... oss 0.1%
0365*
L 1
htps://login.microsofton... oss 01%
N
Browser Sessions Metric Response Time ~
teamspace.cisco.com Response Time 28.49s }
www.paypal.com Response Time  10.59's \
gist.github.com Response Time  8.54 s ’ |
‘www.bbc.co.uk Response Tim 6.01s ‘ ‘
us02web.zoom.us Response Tim 2.88 ‘
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AT
Resource Impact on Workstation

A single test user on Mac, running without a VPN, executing 10 scheduled tests (9 at two minute intervals and 1 at five
minutes) utilised the following resources over the space of 1h50.

te-user-agent 84 793 accf

te-agent

16,758 151 root

Endpoint Agent sent+received in total 12.8MB of data, ultimately averaging less than 50Kb/sec of bandwidth across that time
window.

With regards to CPU and Memory, we carried out a number of benchmarking tests for ~30 minutes on Windows and Mac

devices. The general consensus was that:
e RAM usage ranged from 10-50MB
e CPU usage rarely peaked above 1-2% for Scheduled and Local Network tests
e« CPU did spike with the Browser Sessions extension which is expected due to the post-processing we carryout.
o  Spikes were seen up to 30% on very rare occasions
All testing was carried out over a 30 minute period on Macs using psrecord. On Windows, we utilised perfmon.exe, built into

Windows.
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Endpoint Agent Test Components
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B N N —
Cloud and Enterprise Test Components

: SIP RTP
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Completing the end-to-end picture

WFH & SD-WAN Cloud-based Hybrid Cloud & SaaS
End-user Networks Network Services Infrastructure
Wireless Direct Cloud
Gateway Connect Providers
Seattie, WA @
Wireless Cloud
u
Network Proxy O DNS
ISP Transit
Local Providers SaaS
. (D) ISP SWG Onramp /\
Paris, France I O y E. — a
End-user O =
N Internal
Mobile N\ Apps
Networks VPN CDN Datacenter Web Apps
‘ Chicago, IL . Infrastructure SaaS Apps
End-user Headless
«———  Endpoint Agents >
< Cloud and Enterprise Agents s
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ThousandEkyes Agents for
Room OS

ThousandEyes Agents Tests Supported

Automated Session tests
(AST’s) will run every 60
sec when meetings are

Will be released with the
RoomQOS software

channel )
iNn progress
e . )\ a
Problem Solving Simplification
Aims to mitigate the Simpilifies the problem-
complexities of solving process and
troubleshooting and root enhances overall device
cause identification on performance
& RoomOS devices )
.
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Supported Devices
(Webex Cloud)

Cisco Room Series
*Except for Navigator

Cisco Desk Series
* Except for Desk Camera

Cisco Board Pro Series

Cisco Codec (Pro /EQ)

:

Devices running CE 9.x or earlier (DX/SX/MX products) do not run this OS and are out of scope at this time

cisco W./ HCiscoLive BRKAPP-2564 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Workflow
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ThousandEyes

Endpoint Agent will be
as part of

the RoomQOS firmware

visibility
in Control Hub and
Thousand Eyes portal.

HCiscolLive  BRKAPP-2564

ThousandEyes

will run
when Webex meetings
are in progress

The agent will be
enabled in

& integration will work
on Day 1
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ThousandEyes In
Action




Call To Action




CISCO M/

Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
INsights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim a
Cisco Live T-Shirt
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 Visit the Cisco Showcase
for related demos

- Book your one-on-one
Meet the Engineer meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUI' edUCathﬂ - Visit the On-Demand Library

for more sessions at
www.Ciscol ive.com/on-demand
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