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• Full-stack observability (FSO):  
• How we get here
• What is it and why now 

• Cisco Observability Platform
• Scope and Approach
• Architecture and Extensibility 

• Cisco & Partners Modules
• Evolutio Modules
• CloudFabrix Modules
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Reimagine applications

Power hybrid work

Transform infrastructure

Secure the enterprise

Journey to sustainability

Our Focus: Your Top 
Priorities 
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Cisco Full-Stack Observability brings together 
data from multiple operations domains and derive 
real-time insights helping to:

Focus on what matters 
most: revenue, user 
experience, risk, costs

Reduce time to 
resolution of incidents 
and performance issues;

Minimize tool sprawl; 
and

Break down silos by reducing 
friction among teams, typically 
infrastructure, security, 
applications, networking and cloud

Full Stack Observability (FSO) 
is a requirement for business 

to deliver the most 
optimal and secure experience 

to users and applications.

What is Cisco Full-Stack Observability

BRKAPP-2475 8
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Cisco FSO Design Principles

Open

• Based on OpenTelemetry 
MELT signals, not particular 
tools or vendors

• Helps consolidate monitoring 
tools, but you don’t need to 
replace them all 

• Don’t need 1:1 integrations 
among all tools

Extensible

• Enables enrichments, 
customizations and creation 
of new solutions 

• From entity models and MELT 
workflow up to the UX/UI 

• Unique declarative approach 
to extensibility

Scalable

• Streaming pipelines for MELT 
matched with a unified 
query language

• Horizontal architecture for 
high- capacity collection, 
response, process and 
execute capability across the 
multi-tenancy implementation

Flexible

• Pair-wise Integrations and 
horizontal platform 
solution/offer

• Use-cases driven

• Consumption based 
(bundles and value shift)
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What is required to enable “full-stack observability”?

The “teams / persona” stack The “application stack”

Data

API

Code

Library

Container

Orchestration

Muticloud

Business

User Experience

Applications

Infrastructure

Network

Security
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What is required to enable “full-stack observability”?

+ + The “teams / persona” stack The “telemetry data” stack The “application stack”

Metrics

Events / Logs

Traces

Other (topology, 
dependencies, entities, etc.)

Data

API

Code

Library

Container

Orchestration

Muticloud

Business

User Experience

Applications

Infrastructure

Network

Security

M.E.L.T = Metrics, Events, Logs, Traces
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Cisco FSO Approach: integrations and platform 

Tools based integration

• Pre-defined scope (associated with teams and tools).
• Doesn’t scale as more tools / domains are considered.
• May imply telemetry data redundancy – no common data set
• Matches current paradigm for operations teams / silos.
• Faster and easier to adopt if / when tools are in place.

Businesses are fast moving here

Horizontal Platform for Full-stack Observability

• Ingestion based on MELT signals (Open Telemetry), not tools.
• New use-cases creation (extensibility)
• Collaboration among all operations domains;
• Enables AI / ML across common data set;
• Cost / resources optimization (helps reduce tools sprawl)

Many customers will have both models for some time

Some business need this

BRKAPP-2475 12
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Cisco Full-Stack Observability Architecture

Applications 
Performance Monitoring 

Network and
 Internet Monitoring 

Application Security 
Monitoring and Action

User Digital Experience 
Monitoring (DEM)

Applications 
Resources Optimization

Multi Cloud 
Infrastructure and Cost

Business Impact Business Risk Business Experience Business OperationsBUSINESS CONTEXT

SERVICES

PLATFORM

Customer Digital 
Experience Monitoring

App Dependency 
Monitoring

Cloud Native Application 
Observability

Hybrid Application 
Monitoring

Hybrid Cost 
Optimization

Application 
Security

App Resource 
Optimization

Partner Solutions &  
Custom use-cases

USE CASES &
SOLUTIONS

X – MELT  |  Advanced Traces  |  Advanced Correlation and Insights (Real Time and Predictive)  |  Transformation  |  AI/ML 
OpenTelemetry  |  Network Telemetry  |  Security Telemetry  |  Cloud Advanced Telemetry

Extensibility

BRKAPP-2475 13



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

X – MELT  |  Advanced Traces  |  Advanced Correlation and Insights (Real Time and Predictive)  |  Transformation  |  AI/ML 
OpenTelemetry  |  Network Telemetry  |  Security Telemetry  |  Cloud Advanced Telemetry

Extensibility

Cisco Full-Stack Observability Architecture

Applications 
Performance Monitoring 

Network and
 Internet Monitoring 

Multi Cloud 
Infrastructure and Cost

Application Security 
Monitoring and Action

User Digital Experience 
Monitoring (DEM)

Applications 
Resources Optimization

Business Impact Business Risk Business Experience Business OperationsBUSINESS CONTEXT

SERVICES

PLATFORM

Customer Digital 
Experience Monitoring

App Dependency 
Monitoring

Cloud Native Application 
Observability

Hybrid Application 
Monitoring

Hybrid Cost 
Optimization

Application 
Security

App Resource 
Optimization

Partner Solutions &  
Custom use-cases

USE CASES &
SOLUTIONS
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Data 
Center

Internet

API Endpoints Edge

Customer Digital Experience Monitoring Journey

consumed by… getting data from… connected by… consuming 
services from… deployed at… depending 

upon…

Gaming

Browser/Desktop Apps

Mobile Apps Multi-cloud 
Services/Apps

SaaS Applications/Services

Application Security
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Customer Digital Experience Monitoring
• AppOps perspective

Real-time ingestion of OTEL-
based network metrics and 
integration of Network 
Intelligence from ThousandEyes 
into AppDynamics

Triage workflows 
across AppOps and 
NetOps seamlessly 

Understand how 
application, hybrid cloud, 
and internet performance 
affect user experience 

Correlate business results 
with application, network, 
and internet performance

BRKAPP-2475 16
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Customer Digital Experience Monitoring
• NetOps perspective

Real-time Application Dependency 
mapping from AppDynamics sent to 
ThousandEyes for recommending test 
templates and providing visibility of 
application health

Prioritize network remediation 
based on business impact by 
providing visibility of application 
health data

Streamline workflows by providing 
actionable recommendations with 
pre-configured test templates

Gain end-to-end visibility across 
your enterprise, Internet, and end-
user devices

BRKAPP-2475 17
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RECORDINGS
What’s wrong with my mobile  app or 
website?

EVENTS
Do users do what you want them to?

HEATMAPS
What are the most crucial page 
elements?

INTEGRATIONS

Where and why do users drop  off?

BEHAVIOR FLOWS
Where do you lose users?

DASHBOARDS
What are the most important data?

What’s next for end-user experience monitoring 

FUNNELS

BRKAPP-2475 19
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Business Context 
Mapping

Mapping vulnerabilities and attacks 
to common transactions provides the 
business context to help you 
quickly understand the location and impact 
of threats.

Vulnerability and 
Threat Intelligence 

Threat intelligence feeds from multiple yet 
complementary sources provide the threat 
context to understand the likelihood of 
threat exploits.

Business Risk 
Scoring
Scoring composited from analysis of 
runtime behavior + business impact + 
intelligence provides complete business 
risk context to instantly assess and 
prioritize action across ITOps and 
SecOps teams.

+ =

Business Risk Observability for Applications

BRKAPP-2475 20
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CVSS Score: 
Qualitative ratings 
of Public 
Disclosed 
Vulnerabilities 

Real-time Score: 
Estimate of the 
likelihood of 
exploitation based 
what is happening 
in real-time. 

High risk of exploitation with a correlated 
high business impact.  Operator must act 
due to active nature of threat.

Differentiate between what’s important 
versus what’s urgent.  High severity, but low 
likelihood of exploitation or business impact

Operator often ignore this case due to low 
CVSS score, but must act because of high 
business risk and impact potential

Per Business 
Transaction

Cisco Business Risk Observability in action

BRKAPP-2475 21
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• Full-stack observability (FSO):  
• How we get here
• What is it and why now 

• Cisco Observability Platform
• Scope and Approach
• Architecture and Extensibility 

• Cisco & Partners Modules
• Evolutio Modules
• CloudFabrix Modules
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X-MELT | Advanced traces | Advanced Correlation and insights (real time and predictive) | Transformation | AI / ML 
OpenTelemetry | Network telemetry | Security telemetry | Cloud advanced telemetry

Extensibility

Scale 
and performance

Unified 
experience Extensible

Cisco Observability Platform
Simplified experiences and Extensibility

Anchored 
on MELT

Provides Unified 
Query language

Provides fully 
extensible entity-
based data model

Natively supports 
OpenTelemetry

BRKAPP-2475 23
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Cisco FSO Platform – Extensibility and solutions
Architecture, Differentiation and Ecosystem

Solutions / Apps / Modules
(from Cisco and Ecosystem of Partners*)

X – MELT  |  Advanced Traces*  |  Advanced Correlation and Insights (Real Time and Predictive)  |  Transformation  |  AI/ML 

OpenTelemetry  |  Network Telemetry*  |  Security Telemetry*  |  Cloud Advanced Telemetry

Extensibility*
(Entity and object models / MELT workflows / IO / RBAC / User Interface, etc.) 

*Cisco differentiation

BRKAPP-2475 24
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FSO use cases

Cisco Observability Platform

FSO Partners

Applications & Solutions…
AppDynamic

s On-
premises

Cisco Full-Stack Observability – Future State

AppDynamic
s SaaS

Digital 
Experience
Monitoring

Secure
Application AIOps

New 
Apps / 

Solutions

Unified Observability Experience

Cloud Observability
and modules

(from Cisco & Partners)
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Extensibility scope

Cisco Observability Platform

BRKAPP-2475 26
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Cisco Observability Platform 
High Scale, Entity Centric & Cross-MELT

Ingestion Rate Limits 

OTLP Data Conversion

Common Ingestion for 
all MELT types

Entity & Topology Derivation

Span Grouping to Traces

Meta Data Extraction & Mapping

M.E.L.T. Data Processing – 
Threshold, Baselining etc

INGEST PROCESS
Scalable Storage for 
M.E.L.T Data, Topology, 
Schemas and 
Configurations

OOTB Data Retention
Metrics – 397 Days
Events & Logs –  30 Days
Traces – 14 Days

STORE
Unified Query Language across all data 
types

Cross-MELT Query support for data 
correlation, filtering, sorting etc

Query API Interface to the platform for 
FSO Applications, Modules and Service 
Principals

QUERY

METRICS 
STORE

EVENTS / 
LOGS 

STORE

TRACE 
STORE

TOPOLOG
Y STORE
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Foundation 
AI/ML 

Capabilities

Dynamic 
Baselines

Anomaly 
Models

Change Point 
Detection

Ranking ML 
Models

Causation / 
Correlation

Key 
Capabilities

Smart   
Alerting

Anomaly 
Detection

Evidence 
Prioritization

Root Cause 
Analysis

AI/ML Driven

Reinforced Learning (e.g., Sensitivity Tuning)
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Anatomy of a Module
Developers can build Observability modules / enrichments

• Cisco Cloud Observability modules are 
manifested by building a solution package and 
submitting it to the Cisco Observability Platform

• Model it once, reuse for multiple use-cases 
leading to operations optimization at scale 

• Solution package can comprise of 
• new or extended entity domain models, 
• MELT configs, 
• data transformation workflows, 
• REST services and custom collectors 
• new or extended UI templates etc.

BRKAPP-2475 30
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Cisco Observability Platform Extensibility 
Solution Package

31BRKAPP-2475

A declarative collection of Cisco FSO platform components, the instruction set programmed 
by the user and packaged as a zipfile

{
 "manifestVersion": "1.0.0",
 "name": "k8scost-demo",
 "solutionVersion": "0.0.71",
 "dependencies": [

 "zodiac",
 "fmm"

 ],
 "description": "k8scost-demo solution",
 "contact": "support@cisco.com",
 "homepage": "solutions.cisco.com/demofunction",
 "gitRepoUrl": "https://bitbucket.corp.appdynamics.com/projects/ZODIAC/repos/k8scost-demo",
 "readme": "readme.md",
 "types": [

 "types/customConfiguration.json"
 ],
 "objects": [

 {
 "type": "zodiac:function",
 "objectsFile": "objects/functions/collector.json"

 },
 {

 "type": "fmm:namespace",
 "objectsFile": "objects/fmm/k8sCostNamespace.json"

 },
 {

 "type": "fmm:metric",
 "objectsFile": "objects/fmm/k8sCostMetricsDefinition.json"

 },
 {

 "type": "fmm:metric",
 "objectsFile": "objects/fmm/k8sCostMetricsDefinitionEfficiency.json"

 },
 {

 "type": "fmm:extension",
 "objectsFile": "objects/fmm/k8sCostExtension.json"

 }
 ]

}
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Cisco 
Observability 
Platform

Apps & Modules 
(by Dec/2023)
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Example:  Cost Insights module

BRKAPP-2475 33
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Cisco Observability Platform – Extensibility flow

34BRKAPP-2475

Solution package creation flow example
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Cisco Observability Platform Extensibility -
a deeper look

35BRKAPP-2475
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Cisco Observability Platform
comprehensive Solution model

36BRKAPP-2475
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Example: Cisco Cloud Observability app / solution

38BRKAPP-2475

A complete application on Cisco Observability Platform

cnao-ui

Cisco Cloud Observability Solution

dashUI
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Example: Extensibility via entity model enrichments

Kubernetes Model

 

Cost Insights
(Extension by Cisco)

Cluster 
Optimization

(Extension by Cisco)

BRKAPP-2475 40
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APM

K8s Common

Ex.:  Cost Insights @ Cisco Cloud Observability

BRKAPP-2475 41
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Example: mutually beneficial relationships

Kubernetes Model

 

Cost Insights
(Extension by Cisco)

Cluster 
Optimization

(Extension by Cisco)

Partner 2 
Application

Partner 1
Application

Your
Application

BRKAPP-2475 42
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Security Insights Module

Locate and highlight threats and 
vulnerabilities across k8s and 
containers, securing deployment 
of modern applications on k8s

Detect and protect against leakage 
of sensitive data with pre-defined 
expressions to ensure compliance

Combine threat and vulnerability 
intelligence from Cisco Kenna and 
Panoptica with business impact 
and runtime behavior to provide a 
business risk score

BRKAPP-2475 43
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Cost Workload Profiler 

Provide efficiency and risk insights 
on Kubernetes workloads to apprise 
customers of the potential workload 
efficiency opportunities 

BRKAPP-2475 44



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cost Insights

Provides cost analysis of Kubernetes 
resources and visibility at cluster, 
workloads, namespace and pod level 
for an application helping to gain 
deeper visibility into cloud spend

Compare allocation of resources to 
their usage and identify over-
provisioned resources and saving 
opportunities

Ability to track costs overtime to 
understand spend and manage cost 
of cloud native services effectively

BRKAPP-2475 45



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Application Resource Optimizer 

Provide deeper insights into a 
Kubernetes workload and 
provide visibility into the 
workload’s resource utilization 

Analyze and optimize application 
workloads to maximize resource 
usage and reduce excessive 
cloud spend by running continuous 
experiments on workloads

Provide recommendations to 
optimize workloads and bring costs 
down, from optimal, lower latency 
or lower cost perspective 
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Cost Insights

APM

K8s Common

Ex.:  App Resources Optimizer @ Cisco Cloud 
Observability

App Resource Optimizer

BRKAPP-2475 47
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• Full-stack observability (FSO):  
• How we get here
• What is it and why now 

• Cisco Observability Platform
• Scope and Approach
• Architecture and Extensibility 

• Cisco & Partners Modules
• Evolutio Modules
• CloudFabrix Modules
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Observability

Automation

Data Science & AI

Security

TRUSTED BY:

Who is Evolutio ?
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Evolutio’s Four Solutions
1. [Banking] Fintech

2. [Retail] eCommerce

3. [Insurance] Claims

4. MLOps AI Monitoring

Fintech Insurance

eComm MLOps

Cisco Observability 
Platform Modules
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Industry

Fintech, 
Financial,
& Banking

Business 

Transformation 

with
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Fintech App
by Evolutio

LIVE! on the Cisco 
Observability Platform

Bank Execs can Observe:
- Key regions, such as 

Chicago vs Atlanta

- Tie to business KPIs and 
key clients

- Drill into data centers, 
retailer health, branches, & 

more…
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Retail & eCommerce

Business 

Transformation 

with

Industry

Retail 
&
eCommerce
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eCommerce App
by Evolutio

LIVE! on the Cisco 
Observability Platform

Retail Execs can Observe:
- Cart service, active users, 
checkout count, payments

- Tie to retail product lines, 
business revenue, payment 
gateway health

- Drill into shipping, logistics, 
and other operations…
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Industry

Insurance
& 
InsurTech
Business 

Transformation 

with
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Claims App
by Evolutio

LIVE! on the Cisco 
Observability Platform

Insurance Execs Observe:
- Between underwriters and 
policy types

- Correlate by state and 
other regions

- Understand open, closed, 
and adjusted claims by 
dollars…

BRKAPP-2475 57



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

MLOps by Evolutio - 
Powered by 

DataRobot

LIVE! on the Cisco 
Observability Platform

Model Health Metrics 
Monitored:

- Service Health: Monitors 
operational efficiency and error 

occurrences.
- Data Drift: Tracks differences 
between incoming and training 

data.
- Accuracy: Compares predictions 

against actual outcomes.
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Industry (COMING SOON)

Manufacturing
& Goods
Business 

Transformation 

with
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FSO Real

CloudFabrix Modules Powered by 
Cisco Observability Platform
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§ Today Challenge and Opportunity

§ Cisco Observability Platform & 
CloudFabrix

§ CloudFabrix Apps

q Infra Observability

q Asset and Operational Intelligence

q vSphere Observability
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Todays IT and Challenges

Data Silos: 53% of enterprises employ 
over 20 tools and lack a unified source 
of truth

20+

1M+ Noisy Data: 40% of IT organizations receive 
1M+ daily alerts, 11% face 10M+; costing 
an average of $1.27M annually.

$400K
Incident Costs: Each incident costs Average 
of $10,700 with MTTR > 7 Hrs; cost of single 
service outage - $400K

Navigating through challenges is #1 priority for IT leaders
1. * AIOps exchange report may 2019, DEG report
2. * Enterprise Management Associates 2022
3. * IDC Report 2022

On-Prem

SaaS

Monitoring
Tools
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What’s is 
Important?

Customer 
Satisfaction is 
the New KPI
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Cisco Observability Platform – CloudFabrix 
Modules
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vSphere
Observability Module
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vSphere Observability Module overview

§ The vSphere Observability module seamlessly integrates 
vSphere telemetry into FSO

§ Gain full stack visibility into business to application to 
infrastructure down to the VMs, cluster, network and 
storage of vSphere environments, and understand the 
impact based on full stack app dependency map.

Cisco Full-Stack 
Observability Platform

Cisco Cloud Native
Application Observability

vSphere Observability
and Data Modernization. 

FSO module

Relevant Cisco 
products and 
modules
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How Cisco FSO’s vSphere Observability works

Data sources

§ Reduce the overall TCO of hybrid 
environments by simplifying operational 
complexity

§ Unify & enhance cross-domain linkage to 
establish application dependencies 
connecting Business to Application and 
Infrastructure.

§ Enhance observability and visibility at 
multiple layers within an application, VM’s, 
VM Clusters, Network and Storage.

§ Glean Insights and Operational intelligence from Hybrid 
Applications running on VMware / vSphere, NSX networking, 
Datastores and Infrastructure with Full Stack Observability

Key Cisco differentiators Core benefits

vSphere workload data

vSphere Infrastructure data
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Cisco + CloudFabrix: Path Full Stack Observability
The CloudFabrix Story

Cloud-Native Apps, 
Kubernetes etc. Cloud Native Infra (K8)

C
is

co Cloud Native Apps

Business Service

CloudFabrix Modules –vSphere, 
Network, Storage, vrOps, etc.

Storage

SwitchesC
lo

ud
Fa

br
ix Physical Server

Virtualization
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Hybrid App Observability on Cisco FSO Platform
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vSphere Observability Arch. for Hybrid Workloads

OpenTelemetry

Cost Insights
FSO Module

Application 
Resource Optimizer

FSO module
Cisco Secure
Application 

vSphere Observability
FSO module

Cisco Observability Platform (FSO) 

Application Network 
and Internet Security Infrastructure Cloud Providers vSphere

Cisco Cloud Observability
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A quick recap of the Observability Platform 
Architecture

MELT Stream Processing

Metrics Logs

Events Traces

Processing Health Rules

FMM

4

A

B

Knowledge Store

Solution Object
Storage

9

User
Interface

Role-based
Access Control

I/O
Solutions

Object
Models

FMM
Models

Health
Rules

Solution

10 MELT
Workflows

Otel Collector

Cloud Data Sources

OTel Ingest

I/O
Solutions

Custom Collectors

Cisco Observability Platform

1

3

Custom
REST Endpoint

RBAC

8

Custom
Integrations7

2

MELT5 Unified Query
Engine (UQE)6

UI11
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The CloudFabrix RDA Edge Architecture

Custom
Integration

Pull

Pull
Inventory 

& 
Topology

Topology

Enrichment

Otel Conversion

OTel Ingest

Enrichment

Push

vSphere 
Observability
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The FSO and CloudFabrix RDA Edge
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vSphere Observability Scenario
Challenge
§ End to End visibility across vSphere hybrid application 

environments via single pane pose enormous challenge 
when it comes to observability.

§ Business and IT telemetry cannot be looked at in silos, they 
need to be correlated and consolidated

§ Multiple tools to manage and monitor vSphere hybrid 
environments

Result
§ Accurate correlation and root cause analysis
§ Enhanced user and observability experience
§ Hybrid Cloud application and environment support 

Solution
§ Customers using VMware vSphere now can observe 

vSphere environments through the Cisco FSO platform
§ Get unified insights across vSphere & cloud native  

environments
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Cisco Observability Platform – CloudFabrix Modules
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Asset Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 1
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Example Solutions

Examples solutions created from Data in RDA using fully automated 
approach in less than 1 day

• Asset Intelligence
• Operational Intelligence
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Quick Filters

Pie Charts

Important Attributes

Relationship Maps

Reset Filters

Asset Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 1
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App Dependency Map

Metrics & Logs

Asset Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 1
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Asset Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 1
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Asset Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 1
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Asset Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 1

BRKAPP-2475 82



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Quick Filter Applied

Asset Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 1
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Quick Filters

Pie Charts

Important Attributes

Relationship Maps

Service Now Ticket Number

Operational Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 2
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Quick Filter Applied

Operational Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 2
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Correlated Alerts

Operational Intelligence Solution
Dynamic Package: Fully Automated Solution Creation Example 2
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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