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. Full-stack observability (FSO):

- How we get here
- What is it and why now

- Cisco Observability Platform
- Scope and Approach
« Architecture and Extensibility

- Cisco & Partners Modules

- Evolutio Modules
- CloudFabrix Modules

BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Reimagine applications ]

Power hybrid work

Transform infrastructure

Our Focus: Your Top
Priorities

Secure the enterprise

© o > |

Journey to sustainability
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What is Cisco Full-Stack Observability

Full Stack Observability (FSO)
is a requirement for business
to deliver the most
optimal and secure experience
to users and applications.

Cisco Full-Stack Observability brings together

data from multiple operations domains and derive
real-time insights helping to:

®

] %
Focus on what matters

Reduce time to
most: revenue, user

resolution of incidents
experience, risk, costs and performance issues;

P

Minimize tool sprawl;

Break down silos by reducing
and

friction among teams, typically
infrastructure, security,

applications, networking and cloud

cisco L{Vp//
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Cisco FSO Design Principles

Open

- Based on OpenTelemetry
MELT signals, not particular
tools or vendors

- Helps consolidate monitoring
tools, but you don’t need to
replace them all

- Don’t need 1:1 integrations
among all tools

Extensible

- Enables enrichments,
customizations and creation
of new solutions

- From entity models and MELT
workflow up to the UX/UI

- Unique declarative approach
to extensibility

Scalable

-+ Streaming pipelines for MELT
matched with a unified
query language

Horizontal architecture for
high- capacity collection,
response, process and
execute capability across the
multi-tenancy implementation

Flexible

- Pair-wise Integrations and
horizontal platform
solution/offer

- Use-cases driven

- Consumption based
(bundles and value shift)

cisco L{Vp//
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What is required to enable “full-stack observability”?

The “teams / persona” stack The “application stack”
Data
Business
API
User Experience
Code
Applications
Library
Infrastructure
Container
Network
Orchestration
Security

Muticloud
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What is required to enable “full-stack observability”?

P ey P

The “teams / persona” stack + The “telemetry data” stack + The “application stack”

~— ¢ ~— ¢

Data
Business
API
User Experience Metrics
Code
Applications Events / Logs
Library
Infrastructure Traces
Container
Network depe(riitgﬁgs(,tgﬁgtlioei%etc.)
Orchestration
Security
4‘ Muticloud

M.E.L.T = Metrics, Events, Logs, Traces
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Cisco FSO Approach: integrations and platform

Some business need this Businesses are fast moving here
/ 2
.\v
—>
Tools based integration Horizontal Platform for Full-stack Observability
Pre-defined scope (associated with teams and tools). + Ingestion based on MELT signals (Open Telemetry), not tools.
Doesn’t scale as more tools / domains are considered. « New use-cases creation (extensibility)

May imply telemetry data redundancy - no common data set Collaboration among all operations domains;
Matches current paradigm for operations teams / silos. Enables Al / ML across common data set;
Faster and easier to adopt if / when tools are in place. « Cost / resources optimization (helps reduce tools sprawl)

Many customers will have both models for some time

cisco L‘V& -/ #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



C Hybrid Cost ) C Customer Digital > < Application > < Partner Solutions & >
Optimization Experience Monitoring Security Custom use-cases
USE CASES &
SOLUTIONS
Hybrid Application Cloud Native Application App Dependency App Resource
Monitoring Observability Monitoring Optimization

BUSINESS CONTEXT

Business Impact Business Risk Business Experience Business Operations

SERVICES Applications Network and I Application Security User Digital Experience Applications Multi Cloud
Performance Monitoring Internet Monitoring Monitoring and Action Monitoring (DEM) Resources Optimization | | Infrastructure and Cost
Extensibility
PLATFORM X - MELT | Advanced Traces | Advanced Correlation and Insights (Real Time and Predictive) | Transformation | Al/ML
& OpenTelemetry | Network Telemetry | Security Telemetry | Cloud Advanced Telemetry
4°
. 4
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C Hybrid Cost ) ( Customer Digital > < Application > C Partner Solutions & >
Optimization Experience Monitoring Security Custom use-cases
USE CASES &
SOLUTIONS
Hybrid Application Cloud Native Application App Dependency App Resource
Monitoring Observability Monitoring Optimization

BUSINESS CONTEXT Business Impact Business Risk Business Experience || Business Operations

SERVICES Applications Network and Application Security User Digital Experience Applications Multi Cloud
Performance Monitoring Internet Monitoring Monitoring and Action Monitoring (DEM) Resources Optimization || Infrastructure and Cost
Extensibility
PLATFORM X - MELT | Advanced Traces | Advanced Correlation and Insights (Real Time and Predictive) | Transformation | Al/ML

OpenTelemetry | Network Telemetry | Security Telemetry | Cloud Advanced Telemetry
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Customer Digital Experience Monitoring Journey

Business Application

<€ 4 4 4

Multi-cloud
Services/Apps

® 4 4

: deployed at... : depending
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: . : consumin
consumed by... : getting datafrom... : connected by... services fro?n
............... F - SR
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= . H - ° .
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° : E L% ;\ ....... ‘ .....
Mobile AppS —:  : AplEndpoints Edge : .
. Browser/Desktop Apps ) =
: P
Internet
Gaming G ey
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Customer Digital Experience Monitoring

- AppOps perspective
Real-time ingestion of OTEL-
based network metrics and —
integration of Network e
Intelligence from ThousandEyes
into AppDynamics

Correlate business results

@ with application, network,

and internet performance

Understand how . | ——p

application, hybrid cloud,
and internet performance f R YOO (LR
affect user experience

Triage workflows
E't‘ﬁ across AppOps and
NetOps seamlessly

cisco L‘V& . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Customer Digital Experience Monitoring

« NetOps perspective
Real-time Application Dependency
mapping from AppDynamics sent to
ThousandEyes for recommending test
templates and providing visibility of
application health

Gain end-to-end visibility across
O &» your enterprise, Internet, and end-
& user devices

o Streamline workflows by providing
T | actionable recommendations with
~o” pre-configured test templates

Prioritize network remediation
based on business impact by
providing visibility of application
health data

cisco M . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Vidcast - Groups X A) User Experience - AppDynami X + v

L o &) @ pfl2-saas-controller.e2e.appd-test.com/controller/#/location=E ALL, ange=last_4_hours.B w 0 o M © UNJEONT m.,‘
E3 Jiraboards [3 Ciscolinks [E3 APImonitoring [3 Synthetic monitori E3 PMorg [ JavaScript error tr... ublic APIs [ Competition [E3 Pricing [E3 Script creation [3 Security [E3 Productblogs [E5 Commercial SaaS [E3 AppD Cloud »
{) APPDYNAMICS Home Applications U perienc Databases Servers Analytics Dashboards & Reports OTe! Q o n
User Experience (@1 last4 hours ®
Browser Apps Mobile Apps Connected Devices AP| Monitoring
+ - z Q
Add App View Options Sync with ThousandEyes Showing 14 of 14
Name Requests Domains Covered by TE Requests per Minute Errors Error Rate Response Time (ms) Synthetic Availability Synthetic Response Time Monitoring
(ms) Enabled
ECommerce-Sales-Web o sH i 1,165 2 10 0 - 675 - 773 Enabled
ThousandEyesWebapps - TEST o s+ RYF 473 2 3 64 13.5% 5,935 - - Enabled
sanity test app o J 0 1 - 0 - - - - Enabled
sanity app QE o 5+ £ SMN 0 4 0 Enabled
New App o~ st B-AAE-SJE 0 L - 0 - - - - Enabled
Puppetmaster-WEB o~ AERPY 0 5 - 0 - - - 496 Enabled
TestBRUM o+ E 0 4 - 0 - - - - Enabled
Sreekanth_23.4.0_Web o~ st 0 2 - 0 - - - - Enabled
Testing App 19Apr o= ) 0 2 - 0 - - - - Enabled
PSA_docker o+ 0 1 - 0 - - - - Enabled
SynthRestUITests o s+ 0 4 0 - - - - Enabled
Appdynamics Solutions &= SH.AAS ! 0 1 0 - 66.207% 5466 Enabled
Ignite-test o~ E-RXD 0 4 - 0 - - 98.533% 8,047 Enabled
OnlyViewApp ov 0 2 - 0 - - - - Enabled
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What’s next for end-user experience monitoring

RECORDINGS

What’s wrong with my mobile app or
website?

FUNNELS

Where and why do users drop off?

INTEGRATIONS

EVENTS HEATMAPS

Do users do what you want them to? What are the most crucial page
elements?

BEHAVIOR FLOWS DASHBOARDS

Where do you lose users? What are the most important data”?

@ ‘ Drupal sh%fy mﬁw lmo“ Asentry  auicksik webnode  WIX

- \\@ ¢ Optimizety M) Firebase m%ﬁ.m mixpanel  bigcartel «' Optimize g Sooge.
it slack = segment mmake PIWIKE® zapler @ubounce WEEE]Y ososotwore 2L zendesk (3) binorgon
strikingly WiziShop WebY24 SOTE®® ewwewc shoptec 2/smper N  @ueocasr openze

» -
mozello LightCMS § iightspeed gambio 4y, 6’0! Leowmeace F Joormial
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Business Risk Observability for Applications

Provides the business context needed to rapidly assess
risk and align teams based on potential Impact

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

Business Context
Mapping

Mapping vulnerabilities and attacks

to common transactions provides the
business context to help you

quickly understand the location and impact
of threats.

Vulnerability and
Threat Intelligence

Threat intelligence feeds from multiple yet
complementary sources provide the threat
context to understand the likelihood of
threat exploits.

cisco L{V&/
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Business Risk
Scoring

Scoring composited from analysis of
runtime behavior + business impact +
intelligence provides complete business
risk context to instantly assess and
prioritize action across ITOps and
SecOps teams.
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Cisco Business Risk Observability in action

Per Business
Transaction

Real-time Score
Estimate of the
likelihood of
exploitation based
what is happening
in real-time.

CVSS Score:
Qualitative ratings
of Public
Disclosed
Vulnerabilities

cisco L{Ko/‘/

High risk of exploitation with a correlated
high business impact. Operator must act
due to active nature of threat.

Vulnerabilities > Remote Code Execution (CVE-2022-22965)

Kenna Score

Kenna Intelligence
oon

Active Internet Breach

CVSS Score

9 . 8 CVSS3 Vector String
Critical CVSS:3.1/AV:N/AC:L/PR:NULN/S:U/C:H:HAH ©

Differentiate between what’s important
versus what’s urgent. High severity, but low
likelihood of exploitation or business impact

Vulnerabilities > Arbitrary Code Execution (CVE-2017-5929)

Kenna Score

Kenna Intelligence

33

CVSS Score (O

9 . 8 CVSS3 Vector String
Critical CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:HI:H/AH ()
#CiscoLiveAPJC BRKAPP-2475

Operator often ignore this case due to low
CVSS score, but must act because of high
business risk and impact potential

Vulnerabilities > HTTP Request Smuggling (CVE-2022-42252)

Kenna Score ®

Kenna Intelligence

64 o]0

CVSS Score O

3 . 7 CVSS3 Vector String
Low CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:N:N/A:L O
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. Full-stack observability (FSO):

- How we get here
- What is it and why now

- Cisco Observability Platform
- Scope and Approach
- Architecture and Extensibility

« Cisco & Partners Modules
- Evolutio Modules
- CloudFabrix Modules
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Cisco Observability Platform

Simplified experiences and Extensibility

Scale Unified

and performance experience Extensible
N ' . -
@ Anchored % exferr.i\slligleeseﬂriltli&tly— &  Natively supports [_‘[_—\ Provides Unified
I
S on MELT based data model é OpenTelemetry D Query language

Extensibility

X-MELT Advanced traces Advanced Correlation and insights (real time and predictive) Transformation Al / ML
OpenTelemetry Network telemetry Security telemetry Cloud advanced telemetry

Cisco M- #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco FSO Platform - Extensibility and solutions

Architecture, Differentiation and Ecosystem

Solutions / Apps / Modules

(from Cisco and Ecosystem of Partners*)

X - MELT | Advanced Traces* | Advanced Correlation and Insights (Real Time and Predictive) | Transformation | Al/ML

e OpenTelemetry | Network Telemetry* | Security Telemetry* | Cloud Advanced Telemetry

*Cisco differentiation

cisco M . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Cisco Full-Stack Observability - Future State

FSO use cases

CIsco CIsco Cisco
New
] afranfe - Digital
cisco cisco Cloud Observability Experience Secure App.s /
and modules Monitoring Application AlOps Solutions ans
AppDynamic (from Cisco & Partners)
s (\;n— AppDynamic
. s SaaS
premises
afra]n . OF
cisco Cisco Observability Platform
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OTel
Collector

aQ 4]

© cloud

Data Sources

Cisco Observability Platform

‘\ MELT Stream Processing

Metrics

Logs
e /& (a6
GOk 62

LT

‘ x —
Solutlons

N
—
0 Custom

Integrations

Q9

© mewr

—5S%

O Unified Query

Engine (UQE)
A

FMM
Processing Health Rules
0 Custom
Collectors T
{. s .} JSON Store
0 Custom
- -———
REST Endpoint
Solution Object
Storage
RBAC

Solution

Po
S e R0 @ 5 e

User Role-based /o
Interface Access Control Solutions

#CiscoLiveAPJC BRKAPP-2475

Ob;ecl

Models Workflows

FMM Health
Models Rules

¢ Extensibility scope
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Cisco Observability Platform
High Scale, Entity Centric & CrQss- MELT

5:::-25 Data Types Data Stores and dr“;:zras
SR i ~ .
1 weTrIC
Fﬁ azrii':mn % sE-rmzeS @
E Logs/Events L) s
Kubernetes = [Id J EVENTS / L Learn cne
App‘lcaﬂors + U[IU —1 ‘ LoGS I Y """ﬂ"“f}‘
InFrustructure Metrics AL AP —’ixs Lj;;;ae % —
Ix Cross- bt
x = *_) e
= Traces/Spahs TRACE e
11—'.0 STORE A 1T}
t j N~
Cloud ToPOLOG &_
Services Meta Data e
AP
INGEST PROCESS STORE QUERY
Ingestion Rate Limits Entity & Topology Derivation Scalable Storage for Unified Query Language across all data
M.E.L.T Data, Topology, types

OTLP Data Conversion

Common Ingestion for
all MELT types

cisco L{Vp//

Span Grouping to Traces Schemas and

. ) Configurations
Meta Data Extraction & Mapping

OOTB Data Retention
Metrics - 397 Days

Events & Logs - 30 Days
Traces - 14 Days

M.E.L.T. Data Processing -
Threshold, Baselining etc

#CiscoLiveAPJC BRKAPP-2475

Cross-MELT Query support for data
correlation, filtering, sorting etc

Query API Interface to the platform for

FSO Applications, Modules and Service
Principals
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Al/ML Driven

Key . Smart | | Anomaly | | Evidence | | RootCause :

Capabilities i Alerting :  Detection 1 i Prioritization 1 i Analysis
Reinforced Learning (e.g., Sensitivity Tuning) O

. Dynamic Anomaly Change Point Ranking ML Causation /

geltlylercltlely Baselines Models Detection Models Correlation

Al/ML B -
Capabilities M Q li; = ng!
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Anatomy of a Module

E-)
(_
Developers can build Observability modules / enrichments
» Cisco Cloud Observability modules are 60%&
manifested by building a solution package and Models
submitting it to the Cisco Observability Platform ®
* Model it once, reuse for multiple use-cases @o
leading to operations optimization at scale i’;
» Solution package can comprise of C=
* new or extended entity domain models,
* MELT configs, =
» data transformation workflows,
* REST services and custom collectors
* new or extended Ul templates etc. @

cisco M -/ #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Cisco Observability Platform Extensibility
Solution Package

A declarative collection of Cisco FSO platform components, the instruction set programmed

by the user and packaged as a zipfile

"manifestVersion": "1.0.0",
"name": "k8scost-demo",
"solutionVersion": "0.0.71",
"dependencies": [
"zodiac",
"fmm"
1
"description": "k8scost-demo solution”,
"support@cisco.com",
olutions.cisco.com/demofunction”,

: "readme.md
"types": [
SO' ution ¢ "types/customConfiguration.jso
1
9 "objects": [
— f {
[ — | @ () "type": "zodiac:function",
[ w— | e E&‘E "objectsFile": "objects/functions/collector.json"
5
User Role-based I/0 Object Models MELT FMM Health (U - .
Interface  Access Control Solutions (Knowledge \Workflows Models Rules ﬁ,ﬁgc'tsp?ﬂ;Ti’g}ii?gﬁfﬁ,kgscostNamespace_jsonu
(NextUI) (Gozer) (Zodiac) Store) (Codex) }

"type": "fmm:metric",
"objectsFile": "objects/fmm/k8sCostMetricsDefinition.json"

"type": "fmm:metric",
"objectsFile": "objects/fmm/k8sCostMetricsDefinitionEfficiency.json"

"type": "fmm:extension”,
"objectsFile": "objects/fmm/k8sCostExtension.json"

cisco L‘V& . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved.
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0 Platform Exchange

Cisco
Observability
Platform

Apps & Modules
by Dec/2023
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w==  Kanari
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Cisco Secure Application
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[[Leam More |
SAP Observability
c brix Software, Inc.
Insights into SAP L across , Business and
[ Leam More |

N9 Service Level Objectives (SLO)
Nobl9, Inc.

Display and track Nobl9's service level objectives (SLOs) in the FSO platform.

[[Leam More |

Cloud Native Application Modules
Observability
Cost Insights K8s Cost and Workload Profiler
Cisco Cisco
fostins ;ng lar costd |a and analysis to hel The amics Cloud Efficien, Risk Profiler s workloa:
l\:‘la |n‘b 1 grst é!ﬁ assoclat on mvmetee cluster to nécenu pe formance and rel lg‘lﬁtyvrvls[ns an?isn
application sn int ucture in the ci configurations.
[ Leam More | [ Leam More |
Application Resource Optimizer = Fintech by Evolutio
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[[Leam More |

Q' vSphere Observability

Fabrix Software, Inc

h mod Ie lessly intes here t, Ieme( ito Cisco FSO Platform
e ks ap
e e e AT,

[[Leam More |

5  Claims by Evolutio
€ Evolutio, LLC

Our clau.ns st‘)(\:‘udonlenab es nsgmnce ov iders w“knovw exa v:«“ €18 Ih
RS Pk ess \n2ights help Idertfy any SEAle dr jsSbebangt anse o o oo

[[Leam More |

Campus Analytics

brix Software, Inc

Analytics and In&!ghts for Retumn to Work use case for Enterprise and Telco
Campus Netwol

[[Leam More |

Cloud Carbon Insight;

cl ‘echnologie

Aytomatically measure and monitor the the carbon footprint of your cloud

[ Leam More |

MLOps by Evolutio, Powered by DataRobot

Evolutio, LLC
0ps by Evolutio, Powered '33’ Rataobat seamiessly Ry bestinclass
?‘C |nejeafn|" me I(Oﬂ Jﬁ ‘ Cav ngg NC
. ‘cen anz{? ata ?vganf ement Iimedel
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xample: Cost Insights module

Wil FSO Platform Exc

Jo

Cloud Native Application R0k
Observability

Al Cost Insights

cisco

Information

Cost Insights
Cloud Na

o Full Stack Observability (FSO) Platform that enriches

rvability. The Cost Insights module leverages the existing

customer met: latform, anal

yzes the workloads running in ¢
s detailed cost data for all infrastructure worl

oud and

oud-native
nfrastructures, and genera

The module the:

the cost informat
n the entity-centric pages (ECPs) such as AF

as a new metric displayed in AppDynarr
A, Kubernetes®, and Hosts.

fso-request@cisco.com

pport

Documentation
Support Site
Benefits
This Module will add the following items to Cloud Native cation Observability
. vide cc on the v h as containers and pods, and those cost details can be rolled up to all types es, and ¢
. h your FSO te tandt 3 0 e

2 the total cost of their s

ding and the breakdown into efficien

le cost) of the resources

As a result, it enabl

c1sco '&_/
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Cisco Observability Platform - Extensibility flow

Solution package creation flow example

~ A~ 2N
/ A \\ /// \\ // 1
Create new //f' /knowl d\\ \/’/representing\\ R i AN
5 config/lknowledge ™, . No—»(” new MELT N No—s
solution “\\\requirements?/ 7 ¢ new domain? // ‘ \\ telemetry? /,/
N S X | . /
\\l'// N N
Yes Yes Yes
L N A R A
Add Add Entity Add MELT
Knowledge Types Types
Types
cisco M./ #CiscoLiveAPJC BRKAPP-2475

// ’\\ yd ‘\\

/// domain ™ P \\\
_~ business logic or ™ o . N
< MELT data >—,No_><\User Expenence.// >

“_collector? ~ N\ e
. ¥ 4 . /‘
R N
Yes Yes
. S B

Add Solution Add Ul
Services Experiences
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Cisco Observability Platform Extensibility -
a deeper look e

ul
Cloud Collector
MELT Processor

ul
Cloud Collector

B GE LT e

[
1
fé} MELT Processor
(0
(o

Entity Model Entity Model
Custom APIs Custom APIs

O
O Knowledge Model
S Health Rules 9 Health Rules J
Llnstlllﬂ
Open @ Cloud Data ‘ Apps, Enrichments, Dashboards (@:51 ’ App
Telemetry Sources : Any Client Exchange
Agent Cisco FSO Shell Framework Pre Installed
I . AUt
oTLP Any Format
1 - uQL Subscribe
Open @
Telemetry Cloud Collectors Serving
Ingestor uft RE;T R‘EST
[ MELT Processing & Health Rules @ I Query Engine @
Custom APIs app/subscription management

Entity Models @

ABACIRBAC ]
MELT Stores knowletove
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Cisco Observability Platform

comprehensive Solution model

Complex Standalone Cisco FSO App

Ul
Cloud Collector
MELT Processor
Entity Model
Custom APls
Custom Roles (ABAC/RBAC)
Knowledge Model

36 {8 G 168 (SF 1S OF

Data Ingestion App

o

fh} Cloud Collector
O}

MELT Processor

O
E{fO} Entity Model

— A A

Knowledge Modeling App/Enrichment

E@} Custom APIs ]
E:a,} Custom Roles (ABAC/RBAC) ]
Knowledge Model

cisco Lje/

Cloud/Infra Models

E@} Entity Model

#CiscoLiveAPJC

BRKAPP-2475

Visualizations App/Enrichment

G ul ]

Integration App

kS ul )
@ Cloud Collector J
(3

Custom APIs J
Eé} Custom Roles (ABAC/RBAC) ]

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

36



oy Schema Browser
cisco

© Observe

il Explore v
Logs

Traces

Spans

Schema Browser

Query Builder
i Configure >
2a FSO Platform Exchange
@ Climatiq

@& Processing

d Display a menu "3

cisco L{{/&/

Schema

#CiscoLiveAPJC

BRKAPP-2475

‘ Q Filter by name

Entities (346)
Metrics (1701)

Events (50)
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Example: Cisco Cloud Observability app / solution

A complete application on Cisco Observability Platform

Cisco Cloud Observability Solution ¢

e et e e i
! CiscoFSO Platform =L
I
[ []l: "

o I =
| ‘9\ MELT Stream Processing o Intertacs
I 0 —

OfTel I OTel > (0] = dashUl

o el — et — S

I
MELT Unified Query
: Sol:toions a EE— Engine (UQE) @
e "o
o0 S o © >
Clou I = Processing Health Rules <« " G
Data Sources ! Custom 1/O Schutions

| Collectors T
I
I

= S {. . o} JSON Store c
&  —>
S Gl 6 I

f———— =
Custom REST Endpoint

Integrations

i

[=—]
"
=4
Solution Object

RBAC Storage Ul

£ | A8
1o

= e RO @

!
|
|
!
|
|
!
| Solution n
|
I
|
|
|
|
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Example: Extensibility via entity model enrichments

Kubernetes Model

. Cloud Native
Application Observability

Cluster

Optimization
(Extension by Cisco)

Cost Insights

(Extension by Cisco)

cisco L‘V& . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Ex.: Cost Insights @ Cisco Cloud Observability

FMM
Models

Common

cisco W . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public a1



Example: mutually beneficial relationships

( Your ]

Partner 1 1 L Application
Application J

Kubernetes Model

Cloud Native

- : Application Observability
Partner 2
Application
: | r
f Cost Insights C u_ste_
(Extension by Cisco) Opt|m|zat|0n

(Extension by Cisco)
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Security Insights Module

Locate and highlight threats and
vulnerabilities across k8s and

containers, securing deployment

of modern applications on k8s > BUSINESS RISK Business Risk ©

SECURITY

1000 Business risk factors
O Business impact

5 vulnerabilities detected
Highest real-time risk score:
Highest CVSS score:

O Infrastructure context
2 pods with high security risk

O Data context
50 log entries with critical sensitive data

Detect and protect against leakage
of sensitive data with pre-defined
expressions to ensure compliance

Top 3 remediations

Update package linux from the affected version o
4.9.210-1 t0 4.9.228-1

@
-
@]
[
w
R4
[Z]
=
(]
(%]
[
=
(2]
=
(23]

Combine threat and vulnerability
;@% intelligence from Cisco Kenna and
Panoptica with business impact
. . . | Update package binutils from the affected versiol
and runtime behavior to provide a Business risk score [ Critical threshold ©  2.28.-5102.29-9
bUS|neSS r|Sk Score View all available remediations

| . Update package binutils from the affected versio
19 April 2.34-8 10 2.32.51.20190707-1

cisco M . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Cost Workload Profiler

Provide efficiency and risk insights
on Kubernetes workloads to apprise
customers of the potential workload
efficiency opportunities

Total Cont

$137.32

Tots! Cost Over Time

il lllll||l ilgsn -
Eififnmgpt i i e O

peroler maroger Bo5c85c8
784

cisco L‘V& . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Cost Insights

é% Provides cost analysis of Kubernetes
resources and visibility at cluster,
workloads, namespace and pod level
for an application helping to gain
deeper visibility into cloud spend

aa Compare allocation of resources to

S their usage and identify over-
provisioned resources and saving

opportunities

Total Cost Over Time

T Ability to track costs overtime to B |."|.".lll“'llu.lll.l

$ understand spend and manage cost
of cloud native services effectively

cisco M . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Application Resource Optimizer

@ Provide deeper insights into a
Kubernetes workload and B e — P ——

provide visibility into the N — S —
workload’s resource utilization

0% complete

Analyze and optimize application e
workloads to maximize resource
usage and reduce excessive

cloud spend by running continuous
experiments on workloads

Provide recommendations to
optimize workloads and bring costs
down, from optimal, lower latency
or lower cost perspective

cisco L‘V& ./ #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Ex.: App Resources Optimizer @ Cisco Cloud
Observability

P ——
App Resource Optimizer

52

FMM
Models

Models

Common
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Cisco
Observability
Platform

DEMO

cisco L{Vp//




. Full-stack observability (FSO):

- How we get here
- What is it and why now

- Cisco Observability Platform
- Scope and Approach
- Architecture and Extensibility

« Cisco & Partners Modules
- Evolutio Modules
- CloudFabrix Modules

BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



MR

Who iS EVOlUtiO ? groupelephant.com”
@ Security

BEYOND CORPORATE PURPOSE

O

@ Data Science & Al -

Observability

@ Automation

TRUSTED BY:

Q“y FLLOT Elavan
UJ:J @ TRAVELPORT EQUIFAX
GSbank étlx\;\;maes;;: PROGRESIVE
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C|SCO Obse rva b| | |ty Fintech Insurance
Platform Modules | |

Evolutio’s Four Solutions |

1. [Banking] Fintech

2. [Retail] eCommerce ﬁ ] D?
3. [Insurance] Claims = REE
2 ﬂ @
4. MLOps Al Monitoring = »
R /
—

cisco M ./ #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Industry

Fintech,
Financial,
& Banking

Business

Transformation
with @VOLUTIO
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LIVE! on the Cisco
Observability Platform

Fintech
Evolutio

eVouulio

8.2B 450 2.7ms

Approval Rate Valuation Transactions Processing Time

Chicago, IL

Total Authorized Amount

755AM 800AM BOSAM EI0AM BISAM

Bank Execs can Observe:
- Key regions, such as
Chicago vs Atlanta

Total Number of Transactions

II]]...... In I ln.nm ||i HJ\
254 730 M 735 M 20 7450 re0AM 755 AM st0AM a0sAu

A

- Tie to business KPIs and
key clients

[

© MprowedComt SwfwdComt § Decioed Count

- Drill into data centers,
retailer health, branches, &
more...
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Retail & eCommerce
Industry

Retall

&
eCommerce

Business

Transformation

with @VOLUTIO
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LIVE! on the Cisco

Observability Platform &VoTUTio

eCommerce App
by Evolutio

Tokealot

Cloud Native Applcation Observabiity ~ Observe | Stes Total Sales

RELATIONSHIS B Site: Takealot

© Product Categeeys

@) Takealot

331 164 252

Total Active Users Cart Count Checkout Count

Retail Execs can Observe:
- Cart service, active users,
checkout count, payments

Total Payments Amount

- Tie to retail product lines,
business revenue, payment
gateway health

- Drill into shipping, logistics,
and other operations...

cisco L‘V& ./ #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



| Industry

Insurance
&
InsurTech

Business

Transformaton ~ @VOLUTIiO
with
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LIVE! on the Cisco
Observability Platform Global Cortuaume Velltlite

Opened Claims Closed Claims

Evolutio o 86 43 Adjusted Ratio

Total Amount Adjusted Amount

51.eM 32.9M

Claims Information

Insurance Execs Observe:
- Between underwriters and

policy types
- Correlate by state and G = w m AN
other regions

- Understand open, closed,

and adjusted claims by
dollars...

cisco #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



LIVE! on the Cisco
Observability Platform

MLOps by Evolutio -
Powered by
DataRobot

Model Health Metrics

Monitored:
- Service Health: Monitors
operational efficiency and error

occurrences.

. - Data Drift: Tracks differences

a\Vouulio A = between incoming and training
data.

il ‘ % DataRobot - Accuracy: Compares predictions

CIsco .
against actual outcomes.
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| Industry (COMING SOON)

Manufacturing
& Goods

Business

Transformation @VOULUTIO
with
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Making
Pathways to
FSO Real

CloudFabrix Modules Powered by
Cisco Observability Platform

cisco L{V&/



Today Challenge and Opportunity

Cisco Observability Platform &
CloudFabrix

CloudFabrix Apps
0 Infra Observability
0 Asset and Operational Intelligence

0 vSphere Observability

BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Todays IT and Challenges

( )

Data Silos: 53% of enterprises employ
2 O + over 20 tools and lack a unified source
of truth

Noisy Data: 40% of IT organizations receive
1 M + 1M+ daily alerts, 11% face 10M+; costing
an average of $1.27M annually.

On-Prem

®

Incident Costs: Each incident costs Average

$4OO K| 0f$10,700 with MTTR > 7 Hrs; cost of single

service outage - S400K

Monitoring
Tools

SaaS

Navigating through challenges is #1 priority for IT leaders

1.+ AlOps exchange report may 2019, DEG report
2.% Enterprise Management Associates 2022

W / 3. *IDC Report 2022
Cisco &. #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Customer
Satisfaction Is
the New KPI

What’s Is

Important?

HCiscoLiveAPJC ~ BRKAPP-2475



Cisco Observability Platform - CloudFabrix
Modules

Solutions / Apps / Modules
(from Cisco and Ecosystem of Partners*)

Q\ X - MELT | Advance Traces* | Advanced Correlation and Insights (Real Time and Predictive) | Transformation | Al/ML
A OpenTelemetry | Network Telemetry* | Security Telemetry* | Cloud Advanced Telemetry

W / * EA Nov'23
Cisco &. #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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vSphere
Observability Module
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vSphere Observability Module overview

The vSphere Observability module seamlessly integrates N —

vSphere telemetry into FSO Y —
° S °

Gain full stack visibility into business to application to . ., 2

infrastructure down to the VMSs, cluster, network and e/

storage of vSphere environments, and understand the ® e
impact based on full stack app dependency map. '

Relevant Cisco Cisco Full-Stack Cisco Cloud Native

Observability Platform Application Observability

products and
modules

#CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



How Cisco FSO’s vSphere Observability works

@ Core benefits

@ Key Cisco differentiators

=]

®  Glean Insights and Operational intelligence from Hybrid
Applications running on VMware / vSphere, NSX networking,
Datastores and Infrastructure with Full Stack Observability

® Reduce the overall TCO of hybrid
environments by simplifying operational
complexity

® Unify & enhance cross-domain linkage to
establish application dependencies
connecting Business to Application and
Infrastructure.

Data sources

vSphere workload data
® Enhance observability and visibility at
multiple layers within an application, VM’s,

VT iiES e e CEik VM Clusters, Network and Storage.

B e . Al e R

cisco M- #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Cisco + CloudFabrix: Path Full Stack Observability
The CloudFabrix Story

ol I 1ol I I Business Service
» N
CISCO : _
R%) Cloud Native Apps
(@)

Cloud-Native Apps’ p N
Kubernetes etc. Cloud Native Infra (K8)

Virtualization

¥ CloudFabrix

CloudFabrix Modules —vSphere,
Network, Storage, vrOps, etc.

Physical Server

X
x
Ke]
©
Lo
©
=
°
O

Switches

Storage

cisco M. #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Hybrid App Observability on Cisco FSO Platform

Cloud or On-Prem

Finance Apps

Kubernetes

i

vmware ESXi

Compute  Storage Network

cisco Lz//&/

* Full Stack Topology and

Cisco FSO Apps Enrich data with in FSO
is available for APPs

Cisco FSO
Collector

Cloud Native Application Initial use case:
Observability vSphere Observability

LS

* Full Stack Topology and
Enrich data with
topology in FSO

Extensible Entity Model + Kubernetes Hybrid
Environment

* Hybrid Work Load

Zabbix

vCenter |Bm

Observability Data Modernizatid Cisco FSO Platform

Service

* Inventory, Metrics, Usage and Logs

» Discovery Full Stack Topology and
Enrich data with topology

#CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



vSphere Observability Arch. for Hybrid Workloads

Cost Insights Reséﬁglelcgg?irr]nizer Cisco Secure
FSO Module FSO module Application

Cisco Cloud Observability

Cisco Observability Platform (FSO)

OpenTelemetry

1

Security Infrastructure Cloud Providers

Application Network
PP and Internet

cisco L‘V& . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



A quick recap of the Observability Platform
Architecture

Cisco Observability Platform
;nsﬂ

v

MELT Stream Processing

S

A

Otel Collector 1) OfellIngest Me:@:m I%ngs @ E , [ —

I E\?ts Traces @ _—E @ __E S@
9 :Fé MELT Unified Query
Q . . 6 Engine (UQE)
> )
G ., €% 583

§ z . FMM
‘ Custom Collectors ‘</> C

Processing Health Rules

—>
S_@ ~ { } Knowledge Store
\2 -X-N-]

. Custom
Integrations Custom

» p—
8 REST Endpoint v =($§;
Solution Object ul
Storage
(o

a

Solution
RBAC
o = = GF 2 B ©
Solutions ==
User Role-based 110 10 Object MELT FMM Health
Interface Access Control Solutions Models Workflows Models Rules

cisco W./ #CiscoLiveAPJC BRKAPP-2475
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The CloudFabrix RDA Edge Architecture pre

M CloudFabrix Network Architecture

Compute Architecture
\ Storage Archltecture

/plﬂ-” -10: Storage Architectur
| B ey
Observability EL /4
vmware \ :
[sl-\ vSphere PuII ,v‘""‘ |/ ' |
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The FSO and CloudFabrix RDA Edge

alale Cloud Native Application Observability ~ Observe / vCenters / 10.112.10.100

<isco

RELATIONSHIPS

O VMs

Datastores

ESX Hosts VM Migrations

Compute Cluster

vSphere
Observability @

HX-Cluster S

vCenter

10.112.10.100

#CiscoLiveAPJC

® LestiWeek o

HEALTH AND ALERTING

Health Rules
(&

nified Query
gine (UQE)

PROPERTIES

IP Address

10.112.10.100

Name

VMware vCenter Server

Full Name

VMware vCenter Server 6.7.0 build-
18485185

Vendor
VMware, Inc.

Version
6.7.0

0S Type
linux-x64

Total CPU (GHz)
259.01

Free CPU (GHz)
194.51

Used CPU (GHz)
64.5

Total Memory (GB)
1658.38

Free Memory (GB)
709.67

Used Memory (GB)
948.72

Total Storage (GB)

BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




vSphere Observability Scenario
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Cisco Observability Platform - CloudFabrix

Solutions / Apps / Modules

(from Cisco and Ecosystem of Partners*)

Modules

Q\ X - MELT | Advance Traces* | Advanced Correlation and Insights (Real Time and Predictive) | Transformation | Al/ML
¢ OpenTelemetry | Network Telemetry* | Security Telemetry* | Cloud Advanced Telemetry

W / * EA Nov'23
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Asset Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 1

RELATIONSHIPS

D)

Servers 203

Applications 8

Switch 1

Icandcp0402-2AHS7 0.

Site 1

€N22-05/1|Raised Flo.

@) Switch: Icandcp0402-2AHS57.ntwk.acme.org

Health Violations

4:.00 PM 10727 8:00 AM 4.00 PM
Logs
3
2
o

400 PM 10027 800 AM 400 PM
® Logs Cou.

Topology Update

cisco Lz//&/

10/28 8:00 AM

400 PM

10/29 800 AM

n2apep176.nndc.acme 00 N\

nzapep2aY nede. scme. oy

nzapep116.nndc. scme. op

10/28 8:00 AM 4:00 PM 10/29 8:00 AM

#CiscoLiveAPJC

4:00 PM

4:00 PM 10/30

BRKAPP-2475

8:00 AM

8:00 AM

400 PM

400 PM

/3

10731

8:00 AM

View All Logs

800 AM

HEALTH AND ALERTING

( Health Rules ]

TAGS

PROPERTIES

Dns Name

Icandep0402 ntwk.acme.org
Category

Switch

Hostname
Icandcp0402-2AHS7 ntwk.acme. org
Product Type

SWITCH

Product Id
N9K-C9508-B3-E
Equipment Type
CHASSIS

Product Family

Cisco Nexus 9000 Series Switches
Device Role

AGGREGATE

Serial Num
FGE21312F8A

Sw Por

N (Current Standard)
Customer Por Generation
N

Site Type

Data Center

Site Code

NDC

Cafm Code

CN22.05

Sw Por

N (Current Standard)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

76



Examples solutions created from Data in RDA using fully automated
approach in less than 1 day

¢ Asset Intelligence
® Operational Intelligence

cisco W./ #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



Asset Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 1

RELATIONSHIPS Applications (29) APPLICATION
Filter View Group View (up to 2 levels of tags) APP-32

) Applications
attributes(status) IN [Unknown 1,null]&&EntityStatus = 'active' Add Group

HEALTH AND ALERTING

° Reset Filters ( Health Rules )
PROPERTIES
O Servers 388 Deployment Type Atlas Id
APP-32
Deployment Type Category
Disaster Recovery Application
Development App Short
System Test EPIMS
Pre-Production
Q) Switchs 3 App Long

Enterprise Pharmacy Information
Management System

° " Production Deployment Id
DPL-1787

Deployment Name
Enterprise Pharmacy Information

O site 1 Health Name Category App Short App Long Id Na... Type App iti = It Counter Part Sw Por Management System 0 Deployment -
ROD
- APP-5745 Application cs Central Services DPL-12659 Cs - Production Production 17218.71.129 1. Not Available N (Current Stand...
° Deployment Type
= APP-32 Application EPIMS Enterprise Phar... DPL-1787 Enterprise Phar... Production 17218.71.1291..  CareDelivery Ap.. N (Current Stand... Production
CN22-05/1|Raised Flo... App Additional Ip Address
- APP-5743 Application PsB PSB-Pharmacy..  DPL-13136 PSB-Pharmacy..  Production 172.18.84.7517..  CDTS Pharmacy N (Current Stand... AR T 1o 004
172.19.95.244
APP-1301 Application POS ePIMS Outpatien..  DPL-2153 POS-ALL-PSUP Pre-Production 172.18.84.3717..  Not Available N (Current Stand...
It Counter Part
APP-2275 Application INFRA MIDRANGE SUP... DPL-3717 MIDRANGE Infra... Production 172.18.73.107 Not Available N (Current Stand... g:re Delivery Application Services
armacy
APP-547 Application EPF Enterprise Portal..  DPL-1788 Enterprise Portal..  Production 172.18.37.4517..  Not Available N (Current Stand... Sw Por
N (Current Standard)
APP-1597 Application UAM UNIX Access Ma..  DPL-3004 UNIX Access Ma..  Production 17218.77.2281..  Not Available N (Current Stand...
APP-5582 Application KP PKI KP Public Key In..  DPL-12304 KP Public Key In..  Production 172.18.77.135 Not Available N (Current Stand...

Important Attributes

#CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



Asset Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 1

RELATIONSHIPS

O Application

O Servers

O Switchs

O site

CN22-05/1|Raised Flo...

@ Application: EPIMS

> Health Violations

APP-32

4:00 PM 10727 8:00 AM 4:00 PM 10/28
207
2
1
Logs
3
2
1
8 I | I I |
4:00 PM 1027 8:00 AM 4:00 PM 10/28
® Logs Cou..

cisco Lz//&/

8:00 AM

4:00 PM 10/29 8:00 AM 4:00 PM

nzapap261.nnde.acme.org

epepsapp890.nndc.acme....

nzapap116.nndc.acme.org

1
8:00 AM

nzapap895.nnde.acme.org

nzapap797.nnde.acme.org

I 1
4:00 PM 10/29

#CiscoLiveAPJC BRKAPP-2475

App Dependency Map

Metrics & Logs

|
10/31

10/31

8:00 AM

w All Logs

8:00 AM

HEALTH AND ALERTING

( Health Rules

TAGS

PROPERTIES
Atlas Id
APP-32

Category
Application
App Short
EPIMS

App Long

Enterprise Pharmacy Information
Management System
Deployment Id

DPL-1787

Deployment Name
Enterprise Pharmacy Information
Management System 0 Deployment -
PROD

Deployment Type

Production

App Additional Ip Address
172.18.71.129 172.19.94.248
172.19.95.244

It Counter Part

Care Delivery Application Services
Pharmacy

Sw Por
N (Current Standard)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Asset Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 1

RELATIONSHIPS Servers (207) SERVER

related to Application: EPIMS  clear all relations nzapap880.nndc.acme.org
O Applications 4 Filter View Group View (up to 2 levels of tags)

attributes(status) IN [Unknown 1,null] Add Group HEALTH AND ALERTING

° [ Health Rules

PROPERTIES

207 Host Dns
Server Nature nzapap880.nndc.acme.org

O Servers

Platform Camgey
Server
Server Name

NZAPAP880

Operating System Platform

O Switchs 2 Server Nature
Virtual Server

° Operating System
AIX7.2

Server Platform

AIX 7.2 AIX Server AIX Server

O site 1 Server Serial Number
78-DF20X-LPAR-19

° Health Name Category Server Name Server Nature Operating System Server Platform Server Serial Numb...  Server Status Sw Por Server Status
In use
CN22-05/1|Raised Flo... - nzapap880.nndc.acme.org Server NZAPAP880 Virtual Server AIX7.2 AIX Server 78-DF20X-LPAR-19 Inuse N (Current Standard) Swpor
- epepsapp75.nndc.acme.org Server NZAPWA75 Virtual Server AIX7.2 AIX Server 78-DF1DX-LPAR-07 Inuse N (Current Standard) N (Current Standard)
- nzapap117.nndc.acme.org Server NZAPAP117 Virtual Server AIX7.2 AIX Server 78-E111X-LPAR-54 Inuse N (Current Standard)
- nzapap261.nndc.acme.org Server NZAPAP261 Virtual Server AIX7.2 AIX Server 78-E10FX-LPAR-10 Inuse N (Current Standard)
- nzapap163.nndc.acme.org Server NZAPAP163 Virtual Server AIX7.2 AIX Server 78-E10FX-LPAR-15 Inuse N (Current Standard)
- nzapap742.nndc.acme.org Server NZAPAP742 Virtual Server AIX7.2 AIX Server 78-DF1FX-LPAR22 Inuse N (Current Standard)
- nzapap258.nndc.acme.org Server NZAPAP258 Virtual Server AIX7.2 AIX Server 78-E112X-LPAR-21 Inuse N (Current Standard)

cisco & . #CiscoLiveAPJC BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



Asset Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example

RELATIONSHIPS Switchs (2)
related to some Servers and Application: EPIMS  clear all relations
O servers 385 Filter View Group View (up to 2 levels of tags)
attributes(status) IN [Unknown 1,null] Add Group
O Applications 26
Product Family
° Compliance
Device Role
O switchs 2 Product Family Device Role Compliance
ACCESS AGGREGATE
O site 1
Cisco Nexus 9000 N (Current Standard)
CN22-051|Raised Flo... Health Name Category Hostname Product Type Product Id Equipment Type Product Family Device Role Serial Num Sw Por
- Icandcp0402.ntwk.acme.org Switch Icandcp0402-2A..  SWITCH NOK-C9508-83-E CHASSIS Cisco Nexus 900..  AGGREGATE FGE21312F8A N (Current Stand...
- Icandcp12048.ntwk.acme.org  Switch Icandcp12048-N..  SWITCH N9K-C93180YC- CHASSIS Cisco Nexus 900..  ACCESS FD023210S0M N (Current Stand..

cisco Lg{/&/
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swiTCH

Icandcp0402.ntwk.acme.org

HEALTH AND ALERTING
_—Heahh Rules

PROPERTIES

Dns Name
Icandcp0402.ntwk acme.org
Category

Switch

Hostname
Icandcp0402-2AHS7.ntwk.acme.org
Product Type

SWITCH

Product Id

N9K-C9508-B3-E

Equipment Type

CHASSIS

Product Family

Cisco Nexus 9000 Series Switches
Device Role

AGGREGATE

Serial Num

FGE21312F8A

Sw Por

N (Current Standard)
Customer Por Generation

N

Site Type

Data Center

Site Code

NDC

Cafm Code

CN22-05

Sw Por

N (Current Standard)
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Asset Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 1

RELATIONSHIPS @ Switch: lcandcp0402-2AH57.ntwk.acme.org

O

Servers 203
> Health Violations

° 400 PM 10727 800 AM 400 PM 10/28 8:00 AM 400 PM 10/29 800 AM 4:00 PM 10730 8:00 AM 400 PM /3 8:00 AM

nzapap1 76 nndc.acme.onp N\

Applications 8

o nzapepIaY nede scme. oy \
\

‘epepsappenl nnde acme.

Switch 1

Icandcp0402-2AHS7 0.

Site 1 . .- \
° Logs View All Logs

CN22-08(1|Raised Flo.

2
0 I I I
400 PM 10727 800 AM 400 PM 10/28 8:00 AM 4:00 PM 10/29 8:00 AM 4:00 PM 10/30 8:00 AM 4:00 PM 10731 800 AM

® Logs Cou

Topology Update

c1sco '&_/

HEALTH AND ALERTING

( Health Rules ]

TAGS

PROPERTIES
Dns Name

Icandcp0402 ntwk.acme.org
Category

Switch

Hostname
Icandcp0402-2AHS7 ntwk.acme.org
Product Type

SWITCH

Product Id

N9K-C9508-B3-E

Equipment Type

CHASSIS

Product Family

Cisco Nexus 9000 Series Switches
Device Role

AGGREGATE

Serial Num

FGE21312F8A

Sw Por

N (Current Standard)
Customer Por Generation

N

Site Type

Data Center

Site Code

NDC

Cafm Code

CN220S

Sw Por

N (Current Standard)
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Asset Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 1

RELATIONSHIPS Servers (13) SERVER
Filter View Group View (up to 2 levels of tags) nzxpap1041.nndc.acme.org
O Applications
attributes(cfxadm.server.server_platform) = 'Linux Server' Add Group

HEALTH AND ALERTING

( Health Rules

Quick Filter Applied

PROPERTIES

QO  Servers 13 Server Nature Host Dns
- nzxpap1041.nndc.acme.org

Platform Linux Server Category
Server
Operating System Platform Sarveciiame
Red Hat Enterprise ~ Red Hat Enterprise
Linux 7.7 /' Lnux7.9 NZXPAP1041
O switchs 2 Server Nature
Server
Operating System
Red Hat Enterprise Linux 7.9
Server Platform
Oracle Enterprise " Linux Server »
3 i Linux Server
O site 1 Server Serial Number
2M202607KF
Health Name Category Server Name Server Nature Operating System Server Platform Server Serial Numb..  Server Status Sw Por
o Server Status
- nzxpap1041.nndc.acme.org Server NZXPAP1041 Server Red Hat Enterprise .. Linux Server 2M202607KF Inuse N (Current Standard) Inuse
CN22-05|1|Raised Flo... P
- nzxpap1040.nndc.acme.org Server NZXPAP1040 Server Red Hat Enterprise .. Linux Server 2M202607KG Inuse N (Current Standard)
N (Current Standard)
= nzepdb025x.nndc.acme.org Server NZEPDB025XM Server Oracle Enterprise Linux Server 1833XC305J Inuse N (Current Standard)
- nzcladb02x.nndc.acme.org Server NZCLADBO2XM Server Oracle Enterprise Li Linux Server 1645NM114D Inuse N (Current Standard)
- nzcladb03x.nndc.acme.org Server NZCLADBO3XM Server Oracle Enterprise Li Linux Server 1728NM186F Inuse N (Current Standard)
- nzepdb021x.nndc.acme.org Server NZEPDB021XM Server Oracle Enterprise Linux Server 1625NM105F Inuse N (Current Standard)
- nzcladb04x.nndc.acme.org Server NZCLADBO4XM Server Oracle Enterprise Li Linux Server 1728NM186K Inuse N (Current Standard)
- nzepdb182x.nndc.acme.org Server NZEPDB182XM Server Oracle Enterprise Linux Server 1740XC3085 Inuse N (Current Standard)
- nzepdb184x.nndc.acme.org Server NZEPDB184XM Server Oracle Enterprise Li Linux Server 1740XC3088 Inuse N (Current Standard)
- nzepdb183x.nndc.acme.orq Server NZEPDB183XM Server Oracle Enterprise Li Linux Server 1740XC305A Inuse N (Current Standard)
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Operational Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 2

RELATIONSHIPS. Incidents (300) INCIDENT
Filter View Group View (up to 2 levels of tags) CFX2023103085610702b3
O Aerts €39
attributes(status) IN [Unknown 1,null]e8EntityStatus = 'active’ Add Group
° Important Attributes
O Assets L] State Incident Id
coxaoasnosonse1onozes
Severity - Category
(=] it
Resolution Code
Summary
avglatency exceeded threshold 30 0
State Severity Resolution Code Service Degraded : Polcy
O incidents 200 Open gh NO_ACTION_TAKEN 1 Not Avaitable Winward_TE_Latency, 135.57.20.201,
= = ommerce_Web NJCOTLO1RS9877
—Rich_S_NetE2E
_ Home
Priorty Label . .
° Ol el Service Now Ticket Number
Low il State
Open
Resoved Auto Cleared Alert Sources.
- ITSM Ticket Number
Health Name Category Summary Priocity Label State Alert Sources ITSM Ticket Number Resolution Code INCO396336
- CFX202310308561070263 Incident avglatency exceeded 1. Critical Open Accedian INC0396336 Not Available o .I b:“.
-
= CPR02310003252794608  Incident avalatency exceededt. Gt Resoived Accedan incossears None
- CFX20231030583935¢18d Incident avglatency exceeded t Critical Resolved Accedian INC0396311 None
- CFX20231030041984c943 Incident ‘avglatency exceeded t Critical Resolved Accedian INC0396297 None
CFX202310278642392170 Incsdent avglatency exceededt..  Critical Resolved Accedian INCO396285 None
cPaon0eoe  Incdem wrotatency excesdedt_  Gitica Resoived Acceden incasssate None
cPos0nIOns2Mecss  Incdent avotatency excesdedt.  Citcs Resoived Acceden Mot Avaiatle None
craasozTsseTiabTe Incdent avolatency excesded . Catica Resoived Acceden ot Avalabla None
CPRa0230276a95060045  ncidem avolatency exceededt. Gl Resoived Accedien Not Avadable None
CFX20231026705040e8dc Incident avglatency exceeded t Critical Resolved Accedian INCO395911 None
CFX20231026576691c5d6 Incident avglatency exceeded t.. Critical Resolved Accedian INC0395506 None
Relatlonshlp Maps CFX20231026131333¢af7 Incident avglatency exceeded t Critical Resolved Accedian INCO395872 None
CFX20231026561004e 7dd Incident Virtual machine disk V. Critcal Open vRops. INCO395879 Not Available
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Operational Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 2

RELATIONSHIPS Incidents (197)
Filter View Group View (up to 2 levels of tags
O Alerts 327 P e 02),
attributes(cfxdynamicoia.incident.i_priority_label) 'Critical’ ‘Add Group
O Assets 69 State
Severity

Resolution Code

Quick Filter Applied

State Severity Resolution Code
¥ ki 97 Open NO_ACTION_TAKEN Not Available
None
Resclved Critical Auto Cleared
Health Name Category Summary Priority Label State Alert Sources ITSM Ticket Number Resolution Code
- CFX20231022542334e€27 Incident Virtual machine diskI/..  Critical Open VRops INC0393925 Not Available
- CFX202310220918653845 Incident Virtual machine CPU ..  Critical Open VRops INC0393927 Not Available
- CFX202310224386291a18 Incident Virtual machine disk I/...  Critical Resolved VRops INC0393840 Auto Cleared
- CFX202310222336023bdc Incident Adapter instance Objec...  Critical Open VRops INC0393912 Not Available
- CFX20231022811339b4eb Incident Virtual machine disk I/.. itical Resolved VRops INC0393871 Auto Cleared
- CFX2023102297833420a7 Incident Virtual machine disk I/ Critical Resolved VRops INC0393898 Auto Cleared
- CFX20231022189999fd39 Incident Virtual machine has CP... cal Resolved VRops INC0393889 Auto Cleared
@! #HCiscoLiveAPJC BRKAPP-2475

INCIDENT

CFX2023103085610702b3

HEALTH AND ALERTING

( Health Rules

PROPERTIES
Incident Id
CFX2023103085610702b3

Category
Incident

Summary
avgLatency exceeded threshold 30.0 :
Service Degraded : Policy
Winward_TE_Latency, 135.57.20.201,
nopCommerce_Web_NJCDTLO1RS9877
__Rich_S__NetE2E

Priority Label

Critical

State
Open

Alert Sources
Accedian

ITSM Ticket Number
INC0396336
Resolution Code

Not Available
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Operational Intelligence Solution

Dynamic Package: Fully Automated Solution Creation Example 2

RELATIONSHIPS @ Incident: Virtual machine disk 1/0 write latency is high, OlA-Proxy-SVM-112, OlA-Proxy-SVM-112

O Alerts 2
> Health Violations

‘ 4:00 PM 10/27 8:00 AM 4:00 PM 10/28 8:00 AM 4:00 PM 10/29 8:00 AM 4:00 PM 10/30 8:00 AM 4:00 PM 10/31 8:00 AM

0acf6418-d231-4965-b4a0...

O Asset

OIA-Proxy-SVM-112
O Incident

CFX20231026561004e7dd

Virtual machine disk I/...

3243471f-ae43-4e96-9160

View All Logs

HEALTH AND ALERTING

( Health Rules

TAGS

PROPERTIES

Incident Id
CFX20231026561004e7dd

Category

Incident

Summary

Virtual machine disk I/0 write latency is
high, OIA-Proxy-SVM-112, OlA-Proxy-
SVM-112

Priority Label

Critical

State

Open

Alert Sources

VRops

ITSM Ticket Number

INC0395879

Code

1:00 PM - 10/30/2023
® Logs Count 1
| | |

| I I I I 1 | 1 |
8:00 AM 4:00 PM 10/28 8:00 AM 4:00 PM 10/29 8:00 AM 4:00 PM 10/30 8:00 AM 4:00 PM 10/31 8:00 AM

Correlated Alerts

Not Available
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unique questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt
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- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
yOUF edUCathn - Visit the On-Demand Library

for more sessions at
www.CiscolLive.com/on-demand

cisco L‘V&-/ BRKAPP-2475 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 89


http://www.ciscolive.com/on-demand

Thank you
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