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Who is Mike Hicks?

« Over 30 years of experience in network and application
performance.

» Worked with infrastructure vendors on application
profiling and management.

« Author of "Managing Distributed Applications:
Troubleshooting in a Heterogeneous Environment"
(Prentice Hall 2000) and "Optimizing Applications on
Cisco Networks" (Cisco Press 2004).

THE INTERNET REPORT PODCAST

Uncovering what’s breaking on the Internet—and why.
Listen Now

Cisco M./ #CiscoLiveAPJC BRKAPP-2360 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The View From The Network

- Many causes of poor end-user
performance are in the network. v Latency

_ , v’ Throughput
Network architecture, type of client, v Protocol

client network, type of content being v Distanc

delivered, status of the server

serving the content, can all v Conte
contribute. =2
Applications have varying .

performance characteristics when
delivered over different kinds of

networks.
Per-Application

v Per-location
v Per-network

Contextual and complete awareness
of heterogeneous network
environment is required
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Unavoidable
scale and " T,

.
complexity of A @
today’s service SO -‘ (i

. SERVICE
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Digital experience is not monolithic ﬂ

2
Swift

You don’t own (by design) most dependencies

Fixing what you own isn’t good enough
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Applying Collective intelligence

1000s of Global X_|ayer Te|emetry Global Collective
Vantage Points Insight

( Cloud )
< SEENS) )
Apps AP Billions of daily
measurements
A A :
vy oy == ) T A
Enrichment and algorithmic
O D AR Network and routing CIENEE
S— o
DNS Collective
insight

Cloud Endpoint  Enterprise Application

End user
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End-to-end command of service delivery

SITUATIONAL

AWARENESS RISK AND
COMPLIANCE

CUSTOMER
SUPPORT

SERVICE
RECOVERY

NETWORK
SECURITY

cisco L{{/&/

~

$120,000

#CiscoLiveAPJC

REVENUE
PROTECTION

BRKAPP-2360

WORKFORCE
PRODUCTIVITY

SERVICE
PLANNING

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Step 1: DNS - Where are We Going?

([T
[
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Root Server Server
....... .
T » )
Users DNS ISP
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BGP

BRKAPP-2360

F
CDN

Your App
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Step 2: How do We Get There?

Users DNS Your App

cisco L‘V& B #CiscoLiveAPJC BRKAPP-2360 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Step 3: CDNs - Do We Have to Travel So Far?

208w |

Users DNS ISP BGP
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Protocols on Protocols

« Simple and convenient
experiences are easy to take for
granted.

« A complex web of technologies
that power those experiences.

« Understand the impact of the
network on the application

* And application on the network

cisco M -/ #CiscoLiveAPJC BRKAPP-2360 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Anatomy of an outage

« Understanding different types of internet outages is
Important to mitigate their impact

« Qutages can vary in blast radius, be planned or
unplanned, and have varying MTTR

* Network outages depend on where the problem occurs,
with transit network incidents impacting multiple
providers

Cisco M-/ HCiscoLiveAPJC  BRKAPP -2360 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Who to Actions To

involve take

Packet loss: High BGP Highjack Responsible: ISP, NetOps Re-advertise BGP route using
alternate prefix
Latency: Increased Accountable: NetOps
Update and propagate DNS
Path Length: Hops increased Consulted: SecOps records with revised IP mappings
Route: Suboptimal, misdirected Inform: Executives

Access: Initial
Network connectivity: Degraded
Prefixes: Unaffected

Device Layer: Unaffected

cisco L‘V& B #CiscoLiveAPJC BRKAPP-2360 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Who to Actions To

involve take

Packet loss: High BGP Route Leak Responsible: ISP Contact your ISP with evidence
(e.g. ThousandEyes Share Link)
Latency: Increased Accountable: NetOps
Re-advertise preferred routes
Path Length: Hops increased Consulted: SecOps using more specific prefixes
Route: Suboptimal Inform: Executives

Access: Initial
Network connectivity: Degraded
Prefixes: Affected

Device Layer: Unaffected

cisco L‘V& B #CiscoLiveAPJC BRKAPP-2360 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Packet loss: Total
Latency: Max
Path Length: Hops fluctuate

Route: Unstable (with periodic
stabilization)

Access: Inaccessible
Network connectivity: Degraded
Prefixes: Unaffected

Device Layer: Unaffected

cisco L{V&/

BGP Route Flap

#CiscoLiveAPJC BRKAPP-2360

Who to

involve

Responsible: ISP, NetOps
Accountable: NetOps
Consulted: Network Architects

Inform: Executives

Actions To
take

Wait for the routing table to
stabilize through the use of
route dampening and route
aggregation

Re-advertise route prefixes
under a different prefix or
via another network

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Who to

involve

Actions To
take

Packet loss: Very high

Latency: High

Path Length: Hops increased
Route: Suboptimal

Access: Inaccessible

Network connectivity: Unavailable
Prefixes: Unaffected

Device Layer: Locked

cisco L{V&/

DDoS Attack

Responsible: ITOps, ISP, DDoS
Mitigation Provider

Accountable: SecOps
Consulted: NetOps

Inform: Executives

#CiscoLiveAPJC BRKAPP-2360

Divert traffic to a DDoS
mitigation service

Re-advertise DNS with revised
IP mapping

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Who to

involve

Actions To
take

Packet loss: Some

Latency: High

Path Length: Hops increased
Route: Misdirected

Access: Accessible

Network connectivity: Degraded
Prefixes: Unaffected

Device Layer: Unaffected

cisco L{V&/

DNS Hijacking &
Poisoning

#CiscoLiveAPJC BRKAPP-2360

Responsible: ITOps
Accountable: System Admins
Consulted: NetOps

Inform: SecOps

Flush DNS, readvertise DNS

Instigate DNSSEC across your

domains

Readvertise DNS name under
an alternative prefix

Diversify CDN providers

Consider configuring several
case-sensitive recursive DNS
entries to limit/prevent future
DNS hijackings

Quarantine and assess
damage (i.e., loss of data) to
mitigate follow-on attack

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Who to

involve

Actions To
take

Packet loss: Total

Latency: High

Path Length: Hops increased
Route: Suboptimal

Access: Inaccessible (at times)
Network connectivity: Unavailable
Prefixes: Unaffected

Device Layer: Unaffected

cisco L{V&/

ISP Infrastructure
(Outage)

#CiscoLiveAPJC BRKAPP-2360

Responsible: ISP
Accountable: NetOps
Consulted: Network Architects

Inform: Executives, Comms

Revert to a backup circuit if that
capability is available

Inform your ISP with evidence
(i.e., a ThousandEyes Share Link)

Automate the fail-over process as
a best practice

Assess ISP service during and
after the outage to determine
future mitigation options

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Who to

involve

Actions To
take

Packet loss: Total

Latency: High

Path Length: Hops increased
Route: Suboptimal

Access: Accessible (generally)
Network connectivity: Degraded
Prefixes: Unaffected

Device Layer: Unaffected

cisco L{V&/

Cloud Provider Network Responsible: Cloud provider

(Outage)

Accountable: DevOps
Consulted: NetOps

Inform: Executives, Comms

Assess wherein the digital service
delivery chain the outage is
occurring

Have DevOps mitigate through
reconfiguration

Contact cloud provider to notify
them of the fault domain

#CiscoLiveAPJC BRKAPP-2360 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Packet loss: High
Latency: High

Path Length: Hops minimally
affected

Route: Inaccessible

Access: Inaccessible

Network connectivity: Degraded
Prefixes: Unaffected

Device Layer: Degraded

cisco L{V&/

Operator Error/
Configuration Error
on Infrastructure

#CiscoLiveAPJC BRKAPP-2360

Who to

involve

Responsible: NetOps, DevOps
Accountable: ITOps
Consulted: Network Architects

Inform: Helpdesk, Executives,
Comms

Actions To
take

Identify fault domain

Correlate with change
control/release schedule

Rollback change
Analyze cause

Implement fix

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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“If we could first know where we
and whither we are tending, we
could then better judge what to dc
and how to do it.”

Abraham Lincoln

cisco L‘V&~/ HCiscoLiveAPJC  BRKAPP -2360




dkés’ ThousandEyes@ | Intemet Insights

Outage Type All = Outage Scope All - Affected Provider All ~

56 29 9

Outage Events

1-200t56 ¢

#CiscoLiveAPJC

BRKAPP-2360

ThousandEyes
a ‘ ®Tnnusand5?e.smnm|mg"

Last 24 hours ~

@ Application Outages (Servers) Network Qutages (Interfaces)
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Outages
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it i me?
B Ut It S WO r kl n g fo r e . End users may experience 403 forbidden error
Status
Current Status by Service e LA ) I RESOLVED
Login/SSO © Connections Category
No issues No issues Service Degradation
Messaging © Files Impacted Cell{s)
Ne issues Ne issues OK1 Cell (US), OK2 Cell {US), OK3 Cell {US), OK4 Cell (US)
Notifications ° Huddles Impacted Services{s)
Noissues No fssues Okta Services: Core Platform
Search
No issues 8 Nose (secsed by a o

141 affocted servers at Okta
Outage Emee Type: HTTP (4xx re3p0nse code)
10utage

‘Workspace/Org Adn
O3 Appicaton Ovage

No issues
Attected Tosts
14% of ot tests
Canvases :
No issues
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Canada

Link

11 agents in Canada
12 affected servers with prefix 13.248.160.0/20

2 0f 134 (1.5%)

221 ms

12.5% from Canada
20% to 13.248.160.0/20
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https://atbfhqjoeznpplruajzqgdvuqtuojpcv.share.thousandeyes.com/

Network or Application?

> | Internet Insights Last 24 hours

Microsoft Sharep... - = < - Cogent Communications

2158 servers R Affecting 4 interfaces

Microsoft Corporation

Affecting 10 in

Prolexic Technologies, I...

s

Microsoft Corporation

Affe 0s

g Wells Fargo London, England (@ )
— Affe vei
1-50f _‘\__
___-—_--__- 4 sharepoint.com
s . \ _—“‘-.____
— .
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Metric

Availability

24h 7d 14d Average Availability
HTTP Server

09:00

Jul 22

Target URL

. Showing data from Mon, Jul 24 14:10 - 14:20 CDT Latest=1
https://usaa.sharepoint.com

Map

Agents 31 of 31

Status by Phase

DNS
Connect
SSL | Errors from 29 agents
Send
Receive
HTTP

Alerts

@ 1 alert — Default Page Load Alert Rule
B Available

@ 1 alert — Default HTTP Alert Rule Unavailable
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When is a door not a door?

= Views Metric
Availability -
Page Load - Average Availabllity
7 oo
HTTP Server
Overview
Path Visualization - -
e ————r—rr
s oo 200 5o
BGP Route Visualization
06:00 09:00 o 12:00 15:00
Target URL Showing data from Wed, Jun 28 11:30 « 11:35 UTC (Jun 26, 2023 [0 [ tatestn
https:/iteams.microsoft.com/
Map
Agents 450f 45 o
Status by Phase (0]
DNS @ o
comect O] 0]
ssL O o O O 0 o
© @ o
Receive O O
HTTP I Errors from 45 agents. @
Sydney-7 ’
Vecus Connect Intem. . Backbane (AS 4826)
PCCW - 6 (AS 3431} . Q 52.113.194.0/24
PCCW Glabal, Inc. (AS 3491) Microsoft Corparation (AS B075) Microsoft Corparation (AS B068)

Wargaming Intera... - 11 (AS 199524} .

Wargaming Interactive GmbH (AS 199524)
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= Views Metric
Page Load Time

Page Load 24h 7d 14d Average Page Load Time Number of components

Target URL

Showing data from Wed, Jun 28 11:30 - 11:35 UTC
https:/fteams. microsoft.com/

Latest=+1

All 45 agents

Metrics
Page Load
Network
Wait

Frontend
Completion

100 %
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https://asinlehhlglxpowzmpqnuiyrzmniyozf.share.thousandeyes.com/

Its not me its you? - Backend F

United States

Canada

Germany

United Kingdom

Next Agents

24

23

6

c1sco 'p/_/

Amazon.com...(AS 16508)

Amazon.com..(AS 14518)

Path VisUz..

500 =
1500 1530
:;:;;/::;D sackcom Showing data from Wed, Aug 2 16:22 - 16:24 UTC (7 days ago)
Map
Agents 170 17

Status by Phase

DNS
Connect.
ssL
Send
Recelve 1 Errors from 1 agent
HTTP (o B Errors from 12 agents

#CiscoLiveAPJC BRKAPP-2360

unctional Failure

'
600

1600

16:30

=

17:00

7200

Average Avallabilty
00%

730

17:30

| Latest—n

@ Avaiiable
B unavaiable
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Network Service Outage

Current Test

Westpac Oiine Banking

= Views

Page Load
HTTP Server

Overview
Path Visualization

BGP Route Visualization

Target URL
hips://banking.westpac.com.au/

Map

Details for 6 of 7 agents

Errors from 1 agent

Warnings from 4 agents

Seitings[ Agent
< Allagents

Metric

Page Load Time

20 7d 14d

0300 05:00

May 23 May 26

Showing data from Thu, Jun 17 14:20 - 14:25 AEST (5 days 2g0)

4 Alerts Default HTTP Alert Rule

Default Network Alert Rule

Default BGP Alert Rule

Default BGP Alert Rule

Cisco

.&‘/

Run Now

]
i s
e
000 1200 1500 1800 2100 Jun 18
May 29 June Jund Jun? Jn 10 Jun 13 i 16
ons
Connect
Send
Recere 1 Eeors bom 1 agent
WP — Eirors bom 25 agents

#CiscoLiveAPJC

E Save 1 Share

Average Page Load Time

0300

Jun 19 dun22

o Latest-+

NoData

BRKAPP-2360
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= Views Metric
Transaction Time

Transactions 24h 7d 14d Transaction Time Landing Page Login

ﬂ L Lﬂjtfuﬁm

, Server Error

Sorry! Semething went wrong. but we're looking into it " g

If the problem continues, please check our Status page for updates: stat

Jul 26

Target URL Wi onfiguration

Showing data from Thu, Aug 3 00:35 - 00:40 AWST
hitps:/itheacmecorporation-te.slack.... owing cata from Thu, Aug

Waterfall

Server Errar

Screenshot

Waterfall
Overview
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https://aduoepebcvtpmyoshhzlhdsqrfecqwtw.share.thousandeyes.com/

TTTTTTTT TTTTTITLLT
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It could be DNS 7

= Views Metric
Availability -
DNS Trace 24h 7d 14d

15:00 18:00

Target Domain

. Showing data from Mon, Sep 18 00:40 - 00:42 UTC (Sep 18, 2023)
ged.qld.govau A UDP

Table

Agent Date (UTC) Status
o Sydney, Australia (Optus) 2023-09-18 00:40:06

« Sydney, Australia (Telstra) 2023-08-18 00:40:07

c1sco 'p/_/

Error: No servers could be reached [Trace]

Error: Mo servers could be reached [Trace]

2100 Sep 18
18:00 Sep 18
Mappings Failed Queries
- 2
- 2
#CiscoLiveAPJC

Average Availability
100%

03:00 06:00 09:00 12:00

06:00 12:00 18:00 Sep 19

@ Cloud Agent
Wellington, New Zealand

Agent Details
Public IP Address 202.37.144.84
Metwork Asia Online New Zealand (AS 4770)
Location Wellington, New Zealand

Measurements from this agent
Error: Unable to resolve www.abc.net.au to an IP address
Path Trace Mode classic

Show on timeline

Show only this agent
Hide this agent

‘Wellington, Mew Zealand O-

BRKAPP-2360
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= Views Mgkric
Availability

HTTF Sarver Td 1 [ Avtraegn Awdradsiny

Showing data from Mon, Sep 18 BCH - 00000 UTC

Bol8

Status by Phase

I Errors from 8 agents

R Sravadabis
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The Butterfly Effect - why should | care?
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» If you have a question or problem, visit our Help pages.

» If you are a seller for this product and want to change product data, click here (you may have to sign in with your seller id).
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»>

o

bharti-airtel.as9498.any2ix.coresite.com

Warning: 1 trace terminates here

206.72.210.149
oSt 6)
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Presenting empirical evidence

Describe what you see L ———— ——————————

- Tier 1 Branches 989.85ms Tier 3 Branches 2059,
- Show behavioral patterns
San Francisco, CA  Miami, | FL
o] O, b, cage.
- Intuitive representation ' oy o™
© Tier 2 Branches Asia Branches 187378 ms
« Common format o0’ 6 e
#11.33 333575
‘Amsterdam, Netherla. .. Tokyo, Japan
-
Response Tim DNS Resolution
oY N |
@ ! i Hlx i i |
=~ o “ it gt LR T
(o]
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Take aways

- Understanding how your application works is important for quickly
identifying failures and making improvements.

- Just because your application is working doesn't mean it's functioning
optimally.

- Knowing how all parts of the service work together is crucial for ongoing
design and future optimizations.

- Improved visibility and operational optimizations can prevent outages and
minimize their impact.

- Tracking different categories of outages and degradations over time can be
helpful.

cisco L‘V& B #CiscoLiveAPJC BRKAPP-2360 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



ThousandEyes Internet Intelligence
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Internet outages and research.
Available 24x7.
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http://www.thousandeyes.com/outages
http://www.thousandeyes.com/blog
http://www.thousandeyes.com/research
https://www.linkedin.com/company/thousandeyes/
https://twitter.com/thousandeyes?s=20&t=hsVW6-PkgT763OQHS2o52g
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
insights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim
a Cisco Live T-Shirt

cisco M ./ #CiscoLiveAPJC BRKAPP-2360 ©® 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



- Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand

Cisco M-/ Session ID © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46


http://www.ciscolive.com/on-demand

afran]e _ _
CcISCO The bridge to possible

Thank you



H#HCiscolLiveAPJC




	Slide 2
	Slide 3: Unleashing the power of ThousandEyes collective intelligence to troubleshoot outages
	Slide 5: Cisco Webex App 
	Slide 6: Who is Mike Hicks?
	Slide 7: The View From The Network
	Slide 8
	Slide 9: Applying Collective intelligence
	Slide 10: End-to-end command of service delivery
	Slide 11: Step 1: DNS – Where are We Going?  
	Slide 12: Step 2: How do We Get There?
	Slide 13: Step 3: CDNs - Do We Have to Travel So Far?
	Slide 14: Protocols on Protocols
	Slide 15: Anatomy of an outage
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24: “If we could first know where we are, and whither we are tending, we could then better judge what to do, and how to do it.”
	Slide 25: Context is everything
	Slide 26: Outages
	Slide 27: But it’s working for me?
	Slide 28
	Slide 29: Network or Application?
	Slide 30
	Slide 31: When is a door not a door? 
	Slide 32
	Slide 33: Its not me its you? – Backend Functional Failure
	Slide 34: Network Service Outage
	Slide 35
	Slide 36
	Slide 37: It could be DNS ?
	Slide 38
	Slide 39: The Butterfly Effect – why should I care?
	Slide 40
	Slide 41: Presenting empirical evidence
	Slide 42: Take aways
	Slide 43: Internet outages and research.  Available 24x7. 
	Slide 44
	Slide 45: Session Surveys
	Slide 46: Continue  your education
	Slide 47
	Slide 48

