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Cisco Webex App 
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Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App
Click “Join the Discussion”
Install the Webex App or go directly to the Webex space
Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until Thursday 22 December, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-2590
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• Introduction
• The Key is Access
• Use Case Grounding
• Demo

• Recap

• Resources
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Introduction
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It’s not broken so why fix it?
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The Key is 
Access
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The Key is Access

• CISO
• Security Architect
• Security/Network Admins

• Engineers
• Security
• Core
• Outsourced
• 3rd party

Who uses Cloud Security Platform’s API’s?
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The Key is Access
Our goals

11DEVNET-2590

• Make it easy for organizations to securely implement their use cases
• Make it simple, fast and intuitive for admins to create APIs keys for 

their desired use cases with granular controls/policies + access 
scopes

• Offer flexibility to provide access to a broad collection of APIs



Use Case 
Grounding
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Grounded by use case
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Use Case Examples

Admin Admin tasks in Umbrella like:
1. Managing users
2. Managing roles

Deployments Manage your deployment like: 
1. Networks
2. Tunnels
3. Devices

Policies Manage policy elements like: allow/block lists

Reports Access your Umbrella data and break down your activity like:
1. Which destinations are your users accessing
2. Which events are being blocked
3. Applications your users are using
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Grounded in Documentation
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Grounded in how you manage credentials

Name

Groups=Use Cases

Permission

API Key

Key Secret
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Grounded in how you make requests
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Matching the Use Case
https://api.umbrella.com/deployments/v2/networks
https://api.umbrella.com/reports/v2/categories
https://api.umbrella.com/policies/v2/rules

https://api.umbrella.com/deployments/v2/networks
https://api.umbrella.com/reports/v2/categories
https://api.umbrella.com/policies/v2/categories


Recap
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So, what's new?
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• Unified Authentication
• An admin can determine a keys access scopes
• Admins can:

• Create multiple API keys
• Give them meaningful names
• See when the keys were last used (remove stale keys)

• The API endpoints are now accessible via a unified path and grouped by use case
• You no longer need to specify your orgID



Resources
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Where to go?
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• Announcement and FAQ
• API Documentation
• Examples in our DevNet repo
• Auth Client Examples in our DevNet repo
• DevNet Sandbox for SIG

https://support.umbrella.com/hc/en-us/articles/8989122216340-Introducing-the-new-Cisco-Umbrella-Open-API
https://developer.cisco.com/docs/cloud-security/
https://github.com/CiscoDevNet/cloud-security/tree/master/Umbrella/PostmanExamples
https://github.com/CiscoDevNet/cloud-security/tree/master/Umbrella/Samples/Auth/client-samples
https://devnetsandbox.cisco.com/RM/Diagram/Index/4360e493-0ba7-4c1c-b2ce-f483c2f645fb?diagramType=Topology
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Session Surveys

We would love to know your feedback on this session!

• Complete the session surveys in the Cisco Events mobile app. You'll 
earn some points in the Cisco Live Game and potentially win a prize.

• Complete a minimum of four session and the overall event surveys 
to claim a Cisco Live cable bag.
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We want your feedback!

Answer a few questions in 
a short survey to be 

entered to win a 
DevNet Hoodie!

cs.co/DNZ
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Continue your education
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Visit the Cisco Showcase for
related demos

Visit the On-Demand Library for more sessions 
at www.CiscoLive.com/on-demand

Attend the interactive education with DevNet, 
Capture the Flag, and Walk-in Labs

Book your one-on-one
Meet the Expert meeting

http://www.ciscolive.com/on-demand
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications
Pay for Learning with 

Cisco Learning Credits 
(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn
Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Thank you
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