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Cisco Webex App

8199 W F -

€ Catalyst 9000 Series Switching Family ..

9000 Switches.

Questions?

Use Cisco Webex App to chat s
with the speaker after the session
Intermediate (596)
How —
@ Find this session in the Cisco Live Mobile App " e

. Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until Thursday 22 December, 2022.
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- Why AP
- API priorities
- Ecosystem priorities

- Conclusion
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Why does APl Matter?
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APIs enable open innovation for all
customers of all sizes.
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Dashboard API Webhooks

&

Mass deployment Monitoring

cisco Lpﬁo//

DevNet Zone

Location Services Captive Portal API MQTT

= & &

Wi-Fi & Guest Wi-Fi Real-time
Bluetooth access data stream
analytics
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AP| Contract

Schema Definition Example Body

Get Organization

Operation Id: getOrganization

Description: Return an organization

Request Parameters

Path

organizationld* | String

Responses

Status: 200

'region": { "name

"enabled"
"licensing": { odel"

Schema Definition Example Body

[=] object

—1Id: string Organization ID

-name: string Organization name

—url: string Organization URL

—|=| api: object AP/ related settings

—enabled: boolean Enable AP access

—1{ = | cloud: object Data for this organization

[=] region: object Region info

—name: string Name of region

cisco L@Ko//

DevNet Zone

|- | licensing: object Licensing related settings

model: string Organization licensing model. Can be 'co-term, 'per-device, or 'subscription.



Schema Definition

Example Body

Get Organization o

Yupls
Operation Id: getOrganization api : e’nub L‘Td 5
"licensing": { "model"

Description: Return an organization cloud"

region": { "name

Schema Definition Example Body

Request Parameters

[=] object

—1Id: string Organization ID

Path

organizationld* | String

-name: string Organization name
—url: string Organization URL
—|=| api: object AP/ related settings
—enabled: boolean Enable AP access

Responses

—1{ = | cloud: object Data for this organization

Status: 200

[=] region: object Region info

—name: string Name of region

|- | licensing: object Licensing related settings

/ model: string Organization licensing model. Can be 'co-term, 'per-device, or 'subscription.
.
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Simplicity

Overview
Introduction
Webhook Sample Alerts

Payload Templates

Overview
Included Templates
Custom Templates
Template Examples

Databog

Jira

Meraki

PagerDuty

Slack

Webex

Webex - Adaptive Cards

Here is a collection of webhook payload templates to integrate with your favorite platform or inspire your next solution,

G

© Jira Software

PagerDuty

You can check out all of the integrations or suggest new ones in the Meraki GitHub webhook-pa

Cisco

DevNet Zone

.&‘/

Webhooks 6

HTTP servers

Name URL

Splunk https:, P 7.splu

ServiceNow https://UserlD:Passworc uded) I
Meraki

temp - site ps:// .site/19 | | eeee Webex uded) - I
Slack

Webex Adaptive Cards https: is.com/ A Teams tive Cards I

m

DataDog N Custo ]
Test

Jira Di atle Splunk
Webex Adaptive Cards

filter tests - home lab-2  https://home-lab.interne | ssssssse DataDog v
Jira

Slack - Native lack.com ded) -
filter tests
Webex Custom :‘]

home-lab lab.interne uded)

Webex - Native https://webexapis.com/ | eese @ Webex (included)

Add an HTTP server

#CiscolLiveAPJC DEVNET-1338
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Send test webhook

Send test webhook

Send test webhook

Send test webhook

Send test webhook

Send test webhook

Send test webhook

Send test webhook

Send test webhook

Send test webhook

Cisco Public



Dexter's Laboratory

Webhook
Templates

Demo Inc

Network: V‘VI(IC

Wire

Schedule 2 Q

@ * General 2

Home loT

Insight

Messages People (3) Content

Organization

0CEOEBEeE®

Write a message to General

Shift + Enter for a new line

CIsCoO

DevNet Zone

.&‘/

Alerts

Alerts Settings

Default recipients

All network admins ' x = | +

Wireless Configuration settings are changed
© Show additional recipients

| | Agateway goes offline for 60 v minutes

|| Arepeater goes offline for 60 + ‘ minutes

|| Agateway becomes a repeater €

|| Arogue AP is detected

|| AVPN connection comes up or goes down €

|| Network usage exceeds 100 GB ¥ |in 20 minutes ~
Webhooks &
HTTP servers There are no HTTP servers configured to receive webhooks

Add an HTTP server

Add or edit webhook templates
SNMP traps ©
Access Disabled ~

(Ploaso allow 12 minutes for changes to take effect,)

veAPJC DEVNET-1338
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Open-Source
Collection
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DEVNET

asco Meraki | Developer Hub

Docs ~ Explore

What's new

SIGN UP FREE

Resources ~ Marketplace

Explore and demo solutions built with Meraki APIs

Automate Network Provisioning
with Service Now

Sample Angular app built inside ServiceNow to
interact with the Meraki API

@ Network Automation  Dashboard API

Manage Administrators Across
Organizations at Scale

Python script to manage administrators at scale

Network Automation  Dashboard API

Setup a Captive Portal with
JavaScript

Captive Portal static HTML page

Instant Network Reporting with
Google Sheets

Use and customize reports for the Meraki
Dashboard with Sheets

(NEFURY  Network Monitoring  Dashboard API

Merakibeat Elastic Beats plugin
for Meraki

An Elasticsearch Beats plugin that polls the
Meraki wireless health API for health stats and
allows sending key stats to elasticsearch or any
of output service supported by Beats

m Network Monitoring  Dashboard API

Techniciah Mobile Web App

Custom Dashboard Web App for network
admins and technicians with the settings they
need at their fingertips

loT with Meraki and Node Red

Use a GUI to interact with a Meraki network and
loT applications.

loT  Dashboard AP

Provision Networks with a Google
Form

Use a Google form with the Meraki API to make
changes to the network

Network Automation  Dashboard API

WiFi Location Map with Google
Maps API

A simple Web App Featuring Meraki Scanning
API Data on a Google Map



Feature Coverage
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APl vO Sunset

g M DexterLaBora Meraki Employee 01-27-2022 02:08PM  }

Saying goodbye to Dashboard API vO....and Hello to Dashboard API v1

It has been a long and amazing journey. First released in 2016, this young interface proved its might, solving
problems and saving time wherever it went.

Alas, it is now time for Dashboard API v0 to walk into the sunset where v1 will carry on the mission of simplicity and
scale.

The current Dashboard API v1 is designed to take you to the next step in this continuous journey.

Why is it time to sunset v0?
+ To take ad of the many enhar i ited in v1

+ Reduce maintenance and support of multiple code bases
 Reduce support issues as a result of legacy code

« Improve consistency with the developer experience.

While both the ‘deprecation’ and 'sunset' dates had been previously announced, we recognize that it takes time for
people to migrate.

With this in mind, we are announcing the following specific dates and timeframes for discontinuing support of vO.

On Feb 5, 2022, the AP vO will sunset, meaning no support will be offered and operation is not guaranteed.
We have also provided a Grace Period for support, which extends support until Aug 5, 2022.

What's your next step?
« Leverage the Grace Period to help prioritize migrating to v1 endpoints, so that there is minimal or ideally no
reliance on vO.

. / « Encourage anybody using vO APIs to identify those endpoints and prioritize migration to v1 instead.

Cisco
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Ecosystem
Partners

cisco M/




Ecosystem Mission:

Having a diverse, world-class set
of apps for all popular use cases

cisco M/



Ecosystem _

ApPpPS

Cisco
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Discover
All apps
Most popular

New apps

Meraki picks
Filters

Product

Industry

Region
Categories

All categories
Hybrid work

Safe environments
Smart spaces
Analytics

Marketing

.&‘/

Merak Marketplace

Search for apps

Explore apps for Meraki products

Track assets, measure behavior, build marketing campaigns, and more.

Business solutions (184)

184 results

Remote Person
Monitoring
Leapfrog IOT Al can help in

taking care of patients,
children & senior citizens.

Network management (64)

MagiXPortal

A transitioning solution
that the user of a public-
access network is obliged
to view and interact with...

For Developers v/

Join Marketplace

Local Measure VX

A publishing solution to
showcase the best

customer and employee
social content on your...

Zl

Zenreach Attract

Zenreach Attract leverages
the data you have
collected to build and
measure effective...

Presence Orb - Mask
Detection

Presence Orb MV
integrations works to
detect in real time those
not wearing a face mask...

inpixon

Inpixon Workplace
Readiness

Monitor, analyze, and
create visibility into critical
workplace health and
safety conditions with...

veAPJC DEVNET-1338

© 2022 Cisco and/or its affiliates. All rights reserved.
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servicenow sevie

= oo [ s e
-
@ QO Shamev  SCas  Sdadcuwe  Shame  SPAddes  SAseng  Sdeicetpe  EURL =g
Yolsnda
. Htt0//n149 merakicom Teleno
@ Dekume  Preews ek a Frewol ol st Addog
a
Sindego  Network Total Access
- #ion s 1980341 Plooom  Gsewsy Addag
Wiress
G EEALIOR o //a14s mecsid g
o® g s e MRt 13213 - Addg

o8 hitgs//n149 meraki com/Toronte:
(i) Sa P Firewsll  Merakl MASTCRA Fiemail i e

Pswitch  Meak Ws225247 Switch i
Showing records related to: Meraki Device Alerts

Wieless
@ BEBLIOR s Mk MR20 ma2
soey L A

oy BALSD.  Nework . [resmRy—p———
7 Mo wan s <
@ wamzo e cameny/ncF8ALavdmanapeinades Y All>Caller = Meraki Device Alerts

. TALSD.
@ wor s Tl Mook e e @ Number Opened Short description Caller Priority State Category Assignment group Assigned to Upc

Wiroloss

Gy REALSD: %
Ol e el e TR, 2020-05- Meraki 20
(D  INCoo10003 28 APs went down Device = New  Alert (empty) (empty) 28
RETAILNY. . Critical
@ P Firewsll  Meraki MX6S Firewall 01:46:36 01

MOFLIMKES

SETALNY: 202005 ¢ pleerror 1 2
uoeL 1 Switeh Ms225 4820 switch ()  INcoo10002 28 e Device o L New  Alert (empty) (empty) 28
01:43:11 tected Alerts L o

Wireess
@ AL ey e wRz o

4R Pont 2020-05- i o i- 20
(@  INcool0001 28 APs went down Device oo New  Alert (empty) (empty) 28
01:41:22 Alerts 01

Actions on selected rows...

Cisco
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Meraki Tools

@& Chrome File Edit View History Bookmarks Profiles Tab Window Help

L] 1 Inbox ( Digital V. X Digital V. x | B Introduc x | [§ Transaci x our de . W X | @ NewTab x | 8 virtvalc x | #¥ Virtual y # untited X  # Untitled X+ v

gle.com n % - o 3% O )

E Untitled spreadsheet % B &
File Edit View Insert Format Data Tools Extensions Help Last editwas 4 minutes ago

o~ E P 100% v § % .0 .00 123 Aral 10 - BISA SHBEE: E-il-lp-Yr oc@BMW Y- A B

?
Meraki Tools
Google Sheets add-on

cisco /4 p/./
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General
Here is a collection of webhook payload templates to integrate

ple Alerts .

W Alerts - Maraki Dashboard vith your favorite platform or inspire your next solution

& n143.meraki.com

Introduction

ety ¢ ir i e
ek’ Mer Unidirectional fink datection (UDLD) errors exist on & Webhook

Collutar
goteway

Aceliar gateway goes offne for 60+ minutes

erview

Show addiional 2 g
© Show additional recipiants Included Templates

Custom Templates

Environmental
A sensor goes offine for 60 »  minutes.

© Jira Software

Device tag:
© Hide additional recipients Dilka o > L

PagerDuty

Add or edit environmental sledis o0 the sensor st Rage

Webhooks o

HTTP servers

Webhooks ™ @

HTTP servers You caif
* Name URL Shared secret Payload template Webhook tests

- Send test webhook

Included templates
ServiceNow https://UserlD:Passworc uded) Send test webhook

Splunk https://prd-p-uruuZ.splu

Webex - Native hitps://webexapis.com/ Webex v | | Send test webhaok

ServiceNow hps://ven02560.servie @] M webhaok Meraki
Webex temp - webhook site https://webhook site/19 Webex uded) Send test webhook
Add an HTTP server
S Slack
Webex Adaptive Cards | https://webexapis.com/ Microsoft Teams stive Cards Send test webhook
Custom templates
Databog https://api.datadoghq.e Send test webhook
Test
Jira Dexterlabora https://dexterlabora.atle Splunk Send test webhook
Webex Adaptive Cards
filter tests - home lab-2 | https://home-lab.internt Databog Send test webhook
= n
Jira
- Slack - Native https://hooks.slack.com ded) Send test webhook
filter tests
Webex Custom
home-lab https://home-lab.internt uded) Send test webhook

Webex - Native https://webexapis.com/ | sess @ | Webex (included) Send test webhook

SCAN ME

cisco La/&
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http://meraki.io/webhooks

QRISTA Palgosec EXSTICE

Location. Insight. Visibility.

DATADOG

@ encapto FIREMTN

&0

: <
ses Imagotag solarwinds ¥
© singlewire

software
tufin © WaitTime.
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NeXt Ste ps////f/f/ £ Ml that best fit your business outcomes
& ! |
’ N ’,‘///
K4 = %

Attend The API sessions during the week
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https://meraki.com/blog
https://meraki.com/eval
https://meraki.com/eval
https://community.meraki.com/
https://meraki.com/eval

SESSIoN Surveys

We would love to know your feedback on this session!

- Complete the session surveys in the Cisco Events mobile app. You'll
earn some points in the Cisco Live Game and potentially win a prize.

- Complete a minimum of four session and the overall event surveys
to claim a Cisco Live cable bag.

cisco M/
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Continue your education

Visit the Cisco Showcase for
related demos

Book your one-on-one
Meet the Expert meeting

@1

Attend the interactive education with DevNet,
Capture the Flag, and Walk-in Labs

_JO

@
©)
(]

== Visit the On-Demand Library for more sessions
— at www.Ciscolive.com/on-demand

cisco M/
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http://www.ciscolive.com/on-demand

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

Pay for Learning with
Cisco Learning Credits

= Certify

2AAR
@ O, @ >
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology,
and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

cisco L@Vp//

DevNet Zone

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

#CiscolLiveAPJC DEVNET-1338

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing
Education Program

Recertification training options
for Cisco certified individuals

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30
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Thank you
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