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Cisco Webex Teams o

ITM-2016: ITM... Q<

s Questions?
Sowmore v Use Cisco Webex Teams (formerly Cisco Spark)

S — to chat with the speaker after the session

S%EAKERZ Julian Wiffen HOW

—— . Find this session in the Cisco Events Mobile App

@ e cssin @ CcClick “Join the Discussion”

B et . Install Webex Teams or go directly to the team space
C @ Enter messages/questions in the team space

cs.co/ciscolivebot#BRKCOL-3111
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KEEP |1
SIMPLE
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- Introduction to Cisco Meeting Server
and Skype for Business Architecture

- What’s New in Cisco Meeting Server

- Cisco Meeting Server Interop with
Skype for Business
- Call Scenarios

- Intracompany Scenario with SfB
on-premise

- Business to Business with Local
Microsoft Environment

« Business to Business without
Local Microsoft Environment

- Conclusion

H#HCLMEL © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 5
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Introduction to

Cisco Meeting Server and
Skype for Business
Architecture




Video Interoperability with SfB Server & Online (0365)
Video and Content Sharing

Interoperability SfB Pool
“Gateway” @
— BFCP VBSS/RDP
I: ' , E I
m i Lag
- - - —

SIP SIP | MS-SIP MS-SIP

« Cisco uses Standard SIP (RFC 3261) for Audio and Video
* Microsoft uses proprietary MS-SIP for Audio and Video

» Cisco uses BFCP for Content Sharing

* Microsoft uses VBSS/RDP for Content Sharing

« A transcoding service is needed to interoperate correctly

i
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Cisco Meeting Server

y A\

Video | Recording and

Interoperability Customization

conferencing streaming

i
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Cisco Meeting Server Architecture
(without Microsoft Interoperability)

T™MS CMM

5 5 E
-----
28 && CMS cmMms e CMA

~
N‘s\ Core Edge

mmm "l\ """ l‘
pa

°®
X
°®
L4
)
°®
°®
°®
.
b e

B2B Endpoints
\‘ Internet ; (SIP/H323)

||\ —ﬁf\ \
\\

.\

\

3rd Party / Cisco Mobile Endpoints
- S|P Endpoints (MRA)
— 1323 (SIP/H323)
“++ XMPP
WebRTC
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Skype for Business Server - Architecture

Skype for Consumer

E‘%

Remote —(©)
SfB Users E—l

@

Federated | T

Businesses

Cisco[l'l/f:/

DMZ

B2B and TURN

ol & B

SfB Edge

Reverse
Proxy

AN
o HEL

Media Gateway

SIP Integration happens here

[

)
S

Front End Back End
Pool & (SQL Cluster)
AV-MCU
S Ef:sg
Director Mediation Server
HCLMEL BRKCOL-3111

Certification
Authority

]

Shared Storage

SQL & File Share

Directory integration

AD & DNS

for Office Web

Scheduling integration

Exchange
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What’s New in Cisco
Meeting Server




Cisco Meeting Application
expanded browser support (CMS 2.5)

. s SR,
Edit . | - £ 3
//'
C L2

B GiscoMeetingApp X H% Micmmﬂ'nﬂicialunmepi“F

< > 0 a *| =4 Q -
Add to the favorites bar by selecting #, or by getting them from another browser. Import your favorite

GEEE © ¢ oW ey
Q

AEzERE" -
t Q

=

WebRTC on Safari iOS WebRTC on Microsoft Edge
Cisco[(Vf:/

*Beta feature in CMS 2.5

HCLMEL
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Cisco Meeting Application
expanded browser support (CMS 2.5)

WebRTC Application support by browser

As of CMS 2.5

Google Chrome

Mozilla Firefox

Apple Safari on macOS

SR

Safari on iOS for iPad

Safari on iOS for iPhone *

Microsoft Edge/MS Edge HTML 17*

CARASCKR

*beta fea[ure inpCMS 2.5

Cisco l l/f:

#CLMEL

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Meeting Server Branding (CMS 2.4)

Establish your brand

» Choose background image

Add on screen text

VR voice prompts

Customize invitations

Localization now included

Tailor the user experience

* Define meeting host and guest Branding now included with CMS
role entitlements

» Customize meeting controls

vl
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Cisco Meeting Server Branding (CMS 2.5)

Locally hosted branding

 Eliminates requirement for separate web
server to host branding files

» Branding files uploaded to Call Bridge
and/or web bridge

Create zip file containing S
customizations

b Install customization files ‘
to call bridge
Install customization files ‘
to web bridge

L.
_

Cisco [l Vf:/ HCLMEL

@ English (US)

e00v00e
demo
Signing

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enhanced meeting controls in Dual Home Conferences
(CMS 2.5)

Microsoft clients can mute and un-mute SIP
endpoints

Microsoft clients can mute all and un-mute all
(including SIP endpoints)

SIP endpoints will display an onscreen
message that they have been muted /
unmuted

SIP endpoints will display a recording
indicator when Microsoft clients start a
recording

vl
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Expressway - Traffic Classification Introduction

Traffic Classification & Enhanced DNS zone

» Traffic Classification is key to provide B2B with Microsoft, allowing us to route calls
accordingly
» Traffic is recognized and classified in “SIP Variants”

» Standard-based

» All Microsoft Variants

» Microsoft AV&Share only
» Microsoft SIP IM&P only

* Exp-E DNS Enhanced zone is now able to lookup for Microsoft SRV Record
(_sipfederationtls._tcp.company.com)

» For outgoing calls Expressway search for H.323/SIP/MSFT-SIP destinations following
the configured priorities

el
Cisco [ll/a HCLMEL © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Expressway - Traffic Classification and Search

Rules

Create search rule

«{ Configuration

Rule name

Description

Priority

Protocol

SIP variant

Source

Request must be authenticated
Mode

On successful match

* 1100 [

All SIP Variants
All SIP Variants

Continue v

Standards-based

Microsoft Variants
Microsoft AV & Share
Microsoft SIP IM&P

Target # | Please select v
State Enabled v |
Create search rule | Cancell
. y {
Cisco ll‘/cl HCLMEL © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Meeting Server
Interop with Skype for
Business




Skype for Business Interoperability
Supported Features and Capabilities

«  “Microsoft” Video Codec Transcoding:
> H.264UC-SVC (SfB & Lync 2013)
> RTVideo (Lync 2010 & Lync for Mac 2011)
» Bi-directional RDP Transcoding for Content Sharing
« Multi-party conferencing (Microsoft CCCP protocol support)
« Drag and Drop escalation from SfB client
« Scheduled conferences using SfB plugin (including O365)
» Participant list integration

**\/ideo-based Screen Sharing (VBSS) not supported yet but Its in Roadmap
Support for Skype for Business 2019 is currently targeted for April 2019 - Subject to change

vl
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Skype for Business Interoperability
Integration Types

1. Gateway: Allows Point to Point calling between Room Endpoints and
Lync/Skype for Business users

2. Spaces: Room Endpoints and Lync/Skype for Business users all connect on
Cisco Meeting Server for best experience

3. Dual Homed Conferencing: Room Endpoints Meet on Cisco Meeting Server
with connection to Lync/Skype for Business meetings as full-featured
participants

el
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Call Routing - How it works for P2P calls

con ol
P

*@company.lab

....... — mmm

=< P
=== Microsoft SIP
Room01@video.company.lab 11264 AVC

*=* H264 UC-SVC or RTV

= Media always flows through the CMS Call Bridge
= Different SIP domains as best practice to avoid possible
loops

bob.banks@company.lab

Cisco [l Vf/ HCLMEL
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Call Routing - Gateway calls configuration
Calls to Skype

1) Create/Modify Forwarding rule to route the call using outbound rule

Call forwarding
[ ] Domain matching pattern Priority Forward Caller ID Rewrite domain Forwarding domain
company.lab 0 use dial plan no [edit]

2) Create/Modify outbound rules to route the call to Lync

Qutbound calls

Filter Submit

SIP proxy to use Local contact domain Local from domain Encryption Tenant

company.lab fe.company.lab cms1.video.company.lab cms1.video.company.lab Continue 20 Encrypted no [edit]

vl
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Call Routing - Gateway calls configuration
Calls to SIP endpoint

1) Create/Modify Forwarding rule to route the call using outbound rule

Call forwarding

Domain matching pattern fori Caller ID Rewrite domain Forwarding domain
video.company.lab 0 use dial plan no [edit]

2) Create/Modify outbound rules to route the call to SIP endpoint

QOutbound calls

Filter Submit

Local contact domain Local from domain Trunk type Encryption Tenant
video.company.lab cucm.company.lab <use |ocal contact domain> Standard SIP Stop 30 Auto no [edit]

vl
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User Experience - Video Layout

Cisco [l Vf/

Cisco Endpoint
Experience

Lync/S4B Clients
Experience

#CLMEL

Native Experience is preserved for
each endpoint

Best Audio/Video quality for each
endpoint is provided (up to HD, 30
fps)

BRKCOL-3111 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



User Experience - Sharing Content

‘ II Cisco Endpoint
i =, EPEiEes

Lync/S4B Clients
Experience

Cisco [l VL’/ HCLMEL

Users share the way they are
familiar:

« S4B users select desktop
share or app share

Cisco video users can
leverage wireless sharing
(Proximity) or plug in the cable

Dual streams (video +
content) supported in both
directions

BRKCOL-3111 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 27






Call Routing - How it works for calls to CMS Spaces

CUCM

Space_ID@video.company.lab

*@video.company.lab

llllllll -
«E»

&
SfB S)
Server ﬁ
@/ = CMS acts as full MCU here

- SIP
=== Microsoft SIP @ N\ @ ) )
— H264 AVC [ | o = Enhanced Video Layouts available for everyone
=== H264 UC-SVC or RTV (using SfB Clients or Endpoints)

= Space’s “Presence” published into SfB clients

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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Call Routing- Spaces dial-in Configuration

1) Create inbound rule to connect to Spaces

Incoming call handling

Call matching

Targets users Targets Lync Targets Lync Simplejoin

video.company.lab 20 no no no no no [edit]

vl
Cisco [lWI HCLMEL © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



User Experience - in Meeting (Video Layout)

¢ Same Layout for SIP/H323 Endpoints,
Microsoft SfB clients, CMA & WebRTC

* Possibility to pre-configure the initial Layout
and/or change it on the fly using
DTMF/Active-Control (See next slide)

Cisco [l l/f:/ HCLMEL

Flexible in Meeting Layouts

Layout Families

ol

Active Overlay onePlusN Equal NxN
Speaker

onePlusN and Equal layouts dynamically scale as more participants join

)

onePlusb onePlus?7 onePlus8

)b

Equal 2x2 Equal 3x3 Equal 4x4 Equal 5x5

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



User Experience - in Meeting (Active Control)

» Provide details of the meeting and perform a few administrative tasks
 Info on who is speaking, sharing & muted, actively drop participants, change layout etc.
 Participant list includes Video Endpoints and SfB clients

Note : work in progress to improve cross-platform meeting controls & indicators

i
Cisco [lWI H#HCLMEL BRKCOL-3111  © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 32






Call Routing - How it works for Dual Homed Conferencing

CMS Call

Bridge CUCM
=
«E»
- S|P
== Microsoft SIP
= H264 AVC

m

------ H264 UC-SVC or RTV

» Each platform has a local conference active

« CMS will create an “intelligent cascading” towards
the AVMCU

* Multiple media streams are sent between CMS and
the AVMCU, following Microsoft recommendation

el
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Dual Homed Conferencing
Scheduling using Outlook

For customers using SfB as their primary meeting tool

0 You haven't sent this meeting invitation yet.

Users schedule meetings using the SfB Outlook plug-in S E e
(no change to current work flow)
Location Skype Meeting
S4B C|IentS have a CI|Ck_tO_JO|n ||nk Starttime  mercoledi 15/03/2017 1830 w | [ Al day event

End time mercoledi 15/03/2017 19:00 -

Join Meeting using OBTP from Cisco video endpoints

Dial IVR + Conference ID from any Audio or Video endpoint |- join skype Meeting

Trouble Joining? Try Skype Web App

It requires the Dial-In feature activated and configured on 1o by phone
the SfB POOI 883999 (Italy) English (US)

883999 (Italy) English (US)

FILE HOME | SEND /RECEIVE _ FOLDER

Find a local number

Conference ID: 26783

New New  New | New Skype I
lAppointment Meeting Items Meeting - orgotyour dial-in PIN? | Help
New Skype Meeting Go T
4 augusti 2015 rf <« > dfraln
MA T ON TO FR LO SO cisco.
al27 28 29 30 31 1 2 To join the conference from a Video Endpoint or Jabber please dial ConferencelD@acme.com

2 3 4 5 6 7 8 9 or call the IVR umber 883999 and then use the Conference_ID mentioned hefore

3010 11 12 13 14 15 16

¥ 17 gty 19 20 21 2 23

324 25 26 27 28 29 30
36| 31 07

vl
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Scheduling and Joining using One Button to Push (OBTP)

— SIP | ..is «41238» a SfB Conference ID? |
= Microsoft SIP
= H264 AVC CUCM
=en H264 UC-SVC or RTV CMS Call
Bridge

41238@video.company.lab
 ideo.comp
- E -
R
’,’ A/N MCU Query
PR & Connection

41238@video.company.lab

' Cascading with
multiple streams
L )

L
L)
L
L)

Lync Server
+ A/V MCU

B

017 T [ -
0t o [ -
&

i)
New Skype \\
Meeting

Join Skype Meeting Skype Meeting

+ TMS-XE will generate the OBTP Sip address with format:
“Conference_ID@Video_Domain”
/ Conference_ID is the one provided by the Microsoft A/V MCU
Jmnu?’ :fma (NA) English (United States)

« “Video Domain” can be the same used for video endpoints
e [T and CMS Spaces or a dedicated one

Cisco [l l/f:/
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TMS-XE configuration

section, refer to the deployment guide.

Domain |video.co mpany.lab

Skype Support for Multiple Domains

Alphanumeric URI dial strings are used to join Skype meetings held on Office 365 or other domains. It i
Meeting Server i.e. Cisco Meeting Server 2.2 or later.

[] Cisco Meeting Server 2.2 or later version is deployed

Cisco TMS | Active Directory Settings | Exchange Web Services | Systems | Scheduling Mailbox | Skype Meetings | Advanced Settings |

ial to have a compatible version of Cisco

Enter the details of Cisco Meeting Server for Dual-Home Conferencing to schedule a Skype for Business/Lync Meeting. For guidance on how to configure this

It must be checked only to
enable Dual Homing with
Office 365 (Intracompany)
and therefore is not needed
here

The “Domain” field requires: 1) to be routed internally towards the CMS cluster, 2) To have the “Target
Lync” flag set on the associated CMS incoming call routing rule

™~

Incoming call handling

Call matching

Domain name

Priority

Targets spaces Targets users Targets IVRs Targets Lync Targets Lync Simplejoin
© | video company.lab 10 no v

Cisco [l l/f:/

HCLMEL

BRKCOL-3111
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In-Meeting Experience - Video Layout

CMS dual-home enables

Cisco Endpoint « Room users to enjoy the

Experience benefits of Cisco’s large
screens, and better use of
real estate to see everyone in

the meeting, while enabling
integration with S4B clients

S4B users can still join a

Lync/S4B Clients meetlng clgle keep their

Experience

vl
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In-Meeting Experience - Sharing Content

Cisco [l Vf:/

Cisco Endpoint
Experience

S4B Clients
Experience

#CLMEL

Users share the way they are
familiar:

« S4B users select desktop
share or app share

Cisco video users can

leverage wireless sharing or
plug in the cable

Bi-directional RDP/BFCP
Transcoding for Content
Sharing

BRKCOL-3111 © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



In-Meeting Experience - Meeting Controls

Flexible Layouts to fit users
Cisco Endpoint needs, maintaining native user
Experience experience & capabilities
Participant list (including S4B
clients and Room Systems)
— B ) 4 partcipants available on both side
ot Q5 o0
280
=4 Clernis e
Sprienss Continued effort to improve

Remove from Meeting

Make an Attendee

cross-platform meeting controls

Lock the Video Spotlight
Pin to Gallery
[£5] See Contact Card

vl
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Cisco Meeting Server
Cluster Interop with
Skype for Business




Cisco Meeting Server
Integration Types - Cluster

CMS 2.3 adds configurations that optimize the way CMS clusters interact
with the Microsoft AVMCU

Previous to CMS 2.3 a single call bridge was used as the for SIP
participants with the to the AVMCU

CMS 2.3 provides 3 methods for CMS clusters to interact with the AVMCU:
* Dual Home Cluster mode
« Dual Home Call bridge mode
« (Gateway mode

vl
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Cisco Meeting Server
Integration Types - Dual Home Cluster mode

Call Bridge Mode: Video EP 1 (P2 E20) StasEoEd

Call Control 1
Dual Home Cluster

functions in the same

way as Dual Homed Video EP 2 (P2 E20 Test) Call Control 2 Lync Proxy Call
conferences in 5T
previous versions <3

SIP endpoints meet in

MS Front
End

AVMCU

CMS Core 2

Conference: forwarded SIP to Lync call (9 active calls; 1 local participant; 1 remote participant)

l:‘ Lync mlmwwﬁmmmjm] (mﬁ;u:ng,muyﬁd)
a space on one or = oo ) (ot 4a)
: 5] P (outgoing, chat)
more call bridges. | TR et THpEaE
Single cascade link to | e s St
| s1P_ P2E20 [mare] (incoming,
Skype front end. ;
Conference: forwarded SIP to SIP call (3 active calls; 1 local participant; 2 remote participants)
| s1P  Lync proxy call to "928f710800000001 @corel.acancdemo.com’ [more]  (outgoing, encrypted) CMS Core 2
distributed call to "Core_1_Callbridge” [more] (outgoing, encrypted)
|8 SIP P2E20 Test [more! (incoming,

Skype clients meet on
the Skype front end.

H#HCLMEL © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Cisco Meeting Server
Integration Types - Dual Home Call bridge mode

Call Bridge Mode: Video EP 1 (P2 E20) CMS Cluster S Front

Call Control 1 End
e Sl Y

B =

Video EP 2 (P2 E20 Test) Call Control 2

« SIP endpoints join
conference on 1 or
more call bridge(s) in
single or more
locations

> ¢

«3->

CMS Core 2

Conference: forwarded SIP to Lync call (4 active calls)
Lync  userl@acanodemo2.com;gruu;opaque=app:conf:chat:id:G6D7S1SZ [morel

Each call bridge
cascades to Skype
Front End

CMS Core 1

Conference: forwarded SIP to Lync call (4 active calls)
- = e CMS Core 2

| Lync  useri@acanodemo2.com;gruu;opaque=appiconf:chat:id:GED751SZ [more]

Audio/video mixed on
participants native
bridge

H#HCLMEL © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Cisco Meeting Server
Integration Types - Gateway mode

Video EP 1 (P2 E20)

Call Bridge Mode: Call Control 1

CMS Core 1

MS Front
End

: AVMCU
SIP endpoints use IVR

to join a Skype
conference

CMS makes call to
Skype AVMCU per

Conference: fomarded SIP to Lync call (4 active calls)

(] Lvlb: userd s pag PP anfichatiid 3&.\\‘281?"[_1 (udgning,dd)

[ | Lyne useri@acanadzmal que=appiconfifocusiidi3LI2EI7N [more] (outgaing, focus)
The Skype AVMCU 5 |t e i@sarmiens2 ompuopspeppranfasoraid AN [poe] (o, e CMS Core 1
mixes audio and video JEIERLEINT ==
f
or the conference B [ nc meriQacasnd G R

| byme userl demad.comigruy;opaque=appiconk:f -ﬁ'ﬂ“WZBI?NIM] (outgaing, focus)

[ | Lyne useri@acanodzmal.comig fichatiid:LW2BITN [more] (eutgaing, chat)

[ | SIP P2E20 Test [more] (incoming, unenerypted)

»
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Cisco Meeting Server
Cluster - configuration

PUT to "/callProfiles/<call profile id>"
Parameter:
lyncConferenceMode

Value:

dualHomeCluster| dualHomeCallBridge| gateway

el
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ﬁllbridge Certificate: \
CN: cmscluster.video.company.lab
SAN 1: cms1.video.company.lab
SAN 2: cms2.video.company.lab

Note: Applies to both Callbridges in the
cluster

G J

CMS domain: video.company.lab
SfB domain: company.lab

/Additional DNS A Records: \
cms1.video.company.lab— 192.168.1.1
cms2.video.company.lab— 192.168.1.2
cmscluster.video.company.lab :
192.168.1.1
192.168.1.2

Gcompany.lab -192.168.1.3

J

. FQDN:
Callbridge 1 _)cms1 video.company.lab Skype FE Skype edge
Callbridge Cluster 1 6 E
Cluster FQDN: cmscluster.video.company.lab |'_(_|_) . (__)

Callbridge 2| z2FQDN:
*°he cms2.video.company.lab FQDN: fe.company.lab

FQDN: edge.company.lab

/"Lync FE power shell commands:
Trusted application:

ThrottleAsServer $true -TreatAsAuthenticated $true

*Note: Identity must match Callbridge certificate CN
New-CsTrustedApplicationComputer -Identity cms2.video.company.lab -Pool cmscluster.video.company.lab
Qlew-CsTrustedAppIication -Applicationld AcanoApplication -TrustedApplicationPoolFgdn cmscluster.video.company.lab -Port 5061

New-CsTrustedApplicationPool -Identity cmscluster.video.company.lab -ComputerFqdn cms1.video.company.lab -Registrar fe. fe.company.lab -site 1 -RequiresReplication $false -

~N

ﬁ' rusted route:

$x1=New-CsStaticRoute -TLSRoute -Destination “cmscluster.video.company.lab " -MatchUri “video.company.lab" -Port 5061 -UseDefaultCertificate $true
Set-CsStaticRoutingConfiguration -ldentity global -Route @{Add=$x1}

$x2=New-CsStaticRoute -TLSRoute -Destination “cms1.video.company.lab" -MatchUri “cms1.video.company.lab" -Port 5061 -UseDefaultCertificate $true
Set-CsStaticRoutingConfiguration -ldentity global -Route @{Add=$x2}

$x3=New-CsStaticRoute -TLSRoute -Destination “cms2.video.company.lab" -MatchUri “cms2.video.company.lab" -Port 5061 -UseDefaultCertificate $true
Get-CsStaticRoutingConfiguration -Identity global -Route @{Add=$x3}

VAN




Call scenario’s







Intra-company scenario with SfB on-premise
Video Only

Endpoints

CUCM Cluster

& N > ¢
Bm T E
CUCM

22222y

Intracompany Federation with a local
Microsoft infrastructure

* |t's a federation between users &

systems part of the same company

S>me )
88 w EYEPR Internet » Expressway-C not needed in the

path for Video only scenario
Integration is CMS <-> Front End

Expressway-E

Cisco Meeting Server Expressway-C

Endpoints SFB FE Pool

——>
& ‘ L}
Skype - =
for Business

B [a

vl
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Intra-company scenario with SfB on-premise
Rich Intracompany Integration - Video and IM&P

In the next example we are now showing a rich integration scenario: a company
using both Jabber and Lync/S4B for all the payloads. (i.e. typically for migrations)

Please note that, in order to provide Video and IM&P interop at the same time,
we need an Expressway-C sitting between CMS and the Front End Server.

el
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Intra-company scenario with SfB on-premise
Rich Intracompany Integration - Video and IM&P*

Endpoints

B @ CUCM Cluster
S— S

pm B

it ovom = . Intracompany Federation with a local
i — UCM IM&P

Microsoft infrastructure
‘r crosott truct

* Expressway-C sits between CMS

S = and the Front End Server. This
i Internet . .
[22a)o[z2/ . o allows Video and IM&P interop at
= the same time
Cisco Meeting Server Expreséway-C
f -
/”
Endpoints K4 SB FE Pool
] =
© i1, E L
Skype A '\ o
for Business \\ ] . ﬁ
N
\~~~
Cisco["/f:/
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IM XMPP invite (4)

Expressway Traffic Classification- Skype to Jabber

m—
=
-‘
¢ _ Skype Front End
s, E S

P
!
| CucM LT
I IM&P S— v
1 -, e M ——
. CUCM e &P (3) o invite MBP 2 __ === ﬁ
: [m— oL T -
] Y, <55 T ' e 0@ k; o
i Ly S iny - i \id \ '9
I $/ "€ Video (5)7 === g-="" o 2N %
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Intra-company scenario with SfB on-premise

Office 365
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*NOTE: This is a Microsoft limitation, in fact they can’t route

their own domain externally (i.e. to our Expressway-E)
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SfB Remote Access support - Background

SfB Pool
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« SfB clients can register to the Frontend Pool from Internet, through the Microsoft Edge
* Local Firewalls and Multiple NAT are quite common scenario to deal with
» How will be A/V media streams able to traverse all these obstacles?

»
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SfB Remote Access support - Media Flow Example
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« SfB Edge provides TURN Service to CMS (TURN client)
» CMS advertises the SfB Edge’s external IP address as «media» candidate into the SDP

In this example the A/V media is flowing through:

Cisco [l l/f:/

1. SfB client <-> TURN Server on the SfB Edge (Encapsulated)
2. TURN Server on the Lync Edge <> Loopback (Direct)

3. TURN server on the Lync Edge <-> CMS (Encapsulated)

4. CMS <-> Video Endpoint (Direct)
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SfB Remote Access support - CMS TURN Configuration

Status ¥ Configuration ¥ Logs ¥

General configuration

XMPP server settings

Uni

,,,,,,,,,,,,,,
Lync Edge settings
Confiem shared secret _ Server address |S4BFED01< companyd.lab |

TURN Server settings
TURN Server address (CMS) Username |acano.user62@companyd.lab |

TURN Set ddi (CMA) . .
e Number of registrations | |
Password
Confirm password

Lync Edge settings
Server address S4BFED21.companyd. 1sb
Username  acano. userd2dcompanyd. 1ab
Number of registrations

SfB Edge provides TURN Service to CMS (TURN client)
Insert the SfB’s Front End Pool address in the Server address field (NOT the SfB Edge as stated....)
SfB «Service» Users are needed to register CMS to the Front End Pool and ask for TURN access right
Each Service User will be able to allocate 12 concurrent A/V sessions on the TURN servers

» Create multiple users on the SfB side to scale more

» Specify the number of users created in the «Number of registrations» field

» Users’s name must follow a pre-defined structure

Cisco [l Vf/ HCLMEL
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B2B Federation - Architecture

SfB Pool

— S|P
=== Microsoft SIP

Remote Microsoft ®
Skype™ for Business

Servers & Office 365

* Ad-Hoc escalation
« CMS Spaces (CUCM -> CMS)
« Cisco Endpoints (CMS -> CUCM)

PAPA A

E—¥g

-»i R~

nalkEs

Any standards
based SIP
or H.323 Video

Local SfB Edge is used as B2B Federation Gateway with Microsoft based Peers

Expr-C/Exp-E pair is used as B2B Federation Gateway with Standard based SIP/H323 Peers
CMS is needed for A/V Transcoding, also for P2P calls

Multiple CMS/CUCM/EXP-C Routing Design are possible based on customer’s requirements

»
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B2B Federation - Inbound Call Routing

SfB POOI | _sipfederationtls._tcp.video.company.lab
— SIP

Remote Microsoft ®
=== MicrosoftSIP | T  BEEBEAN .. et

Skype™ for Business

Servers & Office 365

Any standards
based SIP
or H.323 Video

I Room01@video.company.lab I

- Local SfB Edge is used as B2B Federation Gateway from Microsoft based remote peers
« “Microsoft Federation” DNS SRV records for the “Video Domains” must be routed to the SfB Edge

« Expr-C/Exp-E are not involved in the signaling and media path for this scenario

Cisco [l Vf/ HCLMEL
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B2B Federation - Outbound Call Routing

SfB Pool - - -
| _sipfederationtls._tcp.businesspartner.lab \
—_— SIP ot . Remote Microsoft ®

=== Microsoft SIP

#..
L4
L 4

----- Skype™ for Business
Servers & Office 365

user1@businesspartner.lab

Room01@video.company.lab

Any standards
based SIP
or H.323 Video

« Local STB Edge is used as B2B Federation Gateway to Microsoft based remote peers

- Traffic for external Microsoft SIP domains are routed through CMS and the local Front End Pool

« Exp-E is not involved in the signaling and media path for this scenario

vl
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B2B Federation - Scheduled Dual Homed calls

"‘ Dual Homed Conference gkypeTM fo(r)Ecusiness
i ervers & Office 365

SfB Pool | _sipfederationtls._tcp.company.lab
- S|P
=== Microsoft SIP @ Remote Microsoft @
[

Any standards

/ - "an
IIII ---------- based SIP

Room01@video.company.lab or H.323 Video
_sips._tcp.video.company.lab

« B2B SfB users click on the “Join Skype Meeting” hyperlink - their SfB backend performs a lookup for
the MSFT Federation SRV and the call is routed to the AV/MCU through the SfB Edge Server

» B2B Video users dial the “video address” included in the invite - their SIP/H.323 infrastructure performs
a lookup for our SIP/H.323 SRVs and the call is routed to CMS through the Expressway-E

Cisco [l Vf/ HCLMEL
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Skype for Business B2B Audio/Video Federation

— S|P
=== Microsoft SIP

mmm
ml—eg &g 1
Ell/i i

CUCM EXP-C

Remote Microsoft ®
Skype™ for Business
Servers & Office 365

Any standards
based SIP
or H.323 Video

- Expressway provides now B2B Federation with Microsoft, when an On-Premise SfB is not available

« Microsoft ® Office 365, Lync 2013 & S4B Server are supported as remote destinations

« CMS is needed for A/V Transcoding, also for P2P calls

Cisco [l Vf/ HCLMEL
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B2B Federation - Inbound Call Routing

| _sipfederationtls._tcp.video.company.lab
= SIP Remote Microsoft @
=== Microsoft SIP . | Skype™ for Business
‘ Servers & Office 365

Any standards
based SIP
I Room01@video.company.lab I or H.323 Video

« “Microsoft” SIP Federation DNS SRV records for the Video Domains must be routed to the Exp-E Interface

- A certificate signed by a Public CA must be assigned to the Exp-E public interface, following the Microsoft
requirements for federations

Cisco [l Vf/ HCLMEL
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B2B Federation - Outbound Call Routing

|_sipfederationtls._tcp.businesspartner.lab |

DNS Zone
« if SIP=MS then look for _sipfederationtls .
S'_P « if SIP # MS then look for _sips Remote Microsoft ®
=== Microsoft SIP

Skype™ for Business

Servers & Office 365

user1@businesspartner.lab

FOUND

Any standards
based SIP
or H.323 Video

Room01@video.company.lab

- New “Microsoft” SIP SRV lookup capabilities added to the Exp-E

- Possibility to look for both SIP Standard and Microsoft based destinations (using multiple search rules
& different priorities, see next slide)

vl
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B2B Federation - The Fallback Mechanism

| _sipfederationtls. sinesspartner.lab |

DNS Zone

= S|P « if SIP=MS then look for _sipfederationtls
Microsoft SIP « if SIP # MS then look for _sips

Remote Microsoft ®
Skype™ for Business

Servers & Office 365

user1@businesspartner.lab

Any standards
based SIP
or H.323 Video

RoomO01@video.company.lab

If the Microsoft domain or the specific user are not found then EXP-C will Fallback to the next search
rules, looking for standard based destination

vl
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B2B Federation - The Fallback Mechanism

- S|P
=== Microsoft SIP

Room01@video.company.lab

DNS Zone
« if SIP=MS then look for _sipfederationtls
« if SIP # MS then look for _sips, _sip, _h323

---.......>

Remote Microsoft ®
Skype™ for Business
Servers & Office 365

FOUND

user1@businesspartner.lab

Any standards
based SIP
or H.323 Video

_sips._tcp. businesspartner.lab
_sip.tcp. businesspartner.lab
_h323xs._tcp. businesspartner.lab

e

« EXP-C generates a standard based SIP request for the same destination
« EXP-E performs a DNS lookup for all the relevant SIP and H.323 records

Cisco [l l/f:/
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What about the TURN server in this scenario?

—-_ SIP
=== Microsoft SIP Remote Microsoft ®
=== Mmedia (Direct) Skype™ for Business

CMS
TURN

client
I«»@

----- media (TURN Tunnel) II\ Servers & Office 365

mmm
IEI-I\ = .
' £ i

« Expr-E provides Standard TURN Service to CMS (TURN client)

Internet

« CMS advertises the Exp-E external IP address as «media» candidate into the SDP
« Expr-C (Firewall Traversal chain for Standard B2B) is not directly involved in the TURN connection

- Multiple media paths, depending on ICE negotiation, are possible as we have seen before

»
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Skype for Business online (Office 365) Intracompany Federation

= S|P
== Microsoft SIP CMS

@@Iﬁl

Internet

« It’s an intracompany scenario because the Office 365 tenant is owned by the customer

- ...but the interoperability solution relies on the B2B architecture because the Microsoft backend is
reachable only from Internet

»
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User Experience with Dual Homed conference
Scheduling using Outlook and TMS-XE

. . . . Fil Meeting Insert FormatText Review () Tell me whatyou
For customers using SfB (O365) as their primary meeting tool

0 You haven't sent this meeting invitation yet.

Users schedule meetings using the SfB (0365)

i . To.. S5X10; = 'sx20; | Monica Bellucc; | DX80 Monica Bellucci
Outlook plug-in (no change to current work flow) e
. . . . Location Skype Meetin,
S4B clients have a click-to-join link [ — ST
End time mercoledi 15/03/2017 19:.00 -

Cisco video endpoints Join Meeting using8TP ~~ ~— ~———~

« No alternative method to join (IVR or SIP address to Dial) ** A VI T

Trouble Joining? Try Skype Web App

It doesn’t require the Dial-In feature activated and configured
on the Office 365 side

FILE HOME | SEND /RECEIVE __ FOLDER Help

New New  New | New Skype I
lAppointment Meeting Items Meeting -
New Skype Meeting Go T . . .
_ o EEE—— No Dial-In info for Video-Only users
*x D|a|_|n & |VR J0|n|ng are MA TI ON TO FR LO SO o 9 OBTP Only
roadmap items - timeline TBD o m e

310 11 12 13 14 15 16
» 7w 2012

3024 25 26 27 28 20 30
% 31 07

i
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Scheduling & Joining using One Button to Push (OBTP)

— > TMS-XE / TMS signalling

Dual Homed Conferencing signalling

= (S)

n‘ Skype
for Business

Outlook w/ Skype

Plug-in

—_— Endpoints
f —== fans Eal w/ OBTP
= I -
] Office 365 7 ENE "
S S
Skype for Business Expressway-C/E  Cisco Meeting Server CUCM

» TMS-XE will generate the OBTP SIP address with format “MSFT_Simple_Meet_URL” @Video_Domain
« «MSFT_Simple_Meet_URL» is the hyperlink provided in the Meeting invite to join from a SfB client
* “Video Domain” can be the same used for Video Endpoints and CMS Spaces or a dedicated one
* CMS recognizes a «Simple Meet URL» before the «@n», strip it, and does a http-lookup to O365 to
retrieve the SIP URI to join the AVMCU call

vl
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TMS-XE configuration

"MEXE Confiauratio = | B[ E

Cisco TMS | Active Directory Settings | Exchange Web Services | Systems | Scheduling Mailbox | Skype Meetings | Advanced Settings

o Coco Ve _ _ N _ It must be checked to
Enter the details of Cisco Meeting Server for Dual-Home Conferencing to schedule a Skype for Business/Lync Meeting. For guidance on how to configure this . .

section, refer to the deployment guide, ena ble ((SI m pIeJOIn » -
Domain [video.companylab Dual Homing with Office

365 (Intracompany)

Skype Support for Multiple Domains

Alphanumeric URI dial strings are used to join Skype meetings held on Office 365 or other domain

e essential to have a compatible version of Cisco
Meeting Server i.e. Cisco Meeting Sarver 2.2 or later.

Cisco Meeting Server 2.2 or later version is deployed

The “Domain” field requires: 1) to be routed internally towards the CMS cluster, 2) To have the “Target Lync
SimpleJoin” flag set on the associated CMS incoming call routing rule

Incoming call handling

Call matching

Domain hame Priority Targets spaces Targets users Targets IVRs Targets Lync Targets Lync Simplejoin

= | videocompanyiab | oo

Cisco [l Vf/ HCLMEL
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B2B Federation - Scheduled Dual Homed calls

—_— SIP | _sipfederationtls._tcp.company.lab |V\

=== Microsoft SIP @ Remote Microsoft ®
F N B s t ) " 95 T L L Skype™ for Business
Dual Homed Conference | A | Servers & Office 365

Internet

ny standard
b IP
Room01@video.company.lab or H.323 Vide

«  B2B SfB users click on the “Join Skype Meeting” hyperlink - their SfB backend performs a lookup for
the MSFT Federation SRV and the call is routed to the AV/MCU hosted on the Office 365 cloud

« Internal Video users join using OBTP - the call is routed to CMS internally and a Dual Homed
conference is initiated towards Office 365

- B2B Video users cannot join the conference (roadmap item)

i
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What about Microsoft Teams?

Microsoft Teams is not based on SIP and the previous Interoperability solution is not working anymore

During Q4 CY 18 Microsoft released «VTC interop Services» provided by few named ecosystem partners
and only at that point They opened the «Team Collaboration API» to the broader developer community

Cisco is fully committed to continue to provide an Interoperable solution with Microsoft, as reported in this
public blog - https://blogs.cisco.com/collaboration/cisco-microsoft-integration

We are currently working in two directions:
> Extending the Microsoft Teams User Interface with plug-in and automated Bot (available now)

» Investigating on requirements, architecture and capabilities of the new API with the goal to achieve
native video interoperabliity (roadmap, with timeline TBD but targeting 2HCY19)

i
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Video Interoperability with Microsoft
Summary

There are multiple solutions for interoperability, based on different architectures

and covering diverse use cases

Choose the best scenario to implement considering your environment and the

expected User Experience
Testing and Piloting with real users before going in production is fundamental

Cisco is fully committed to continue providing Interoperability with Microsoft

el
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Visit the Customer Experience booth in the World of Solutions and
donate for charity!

w Donate your $10 Ora n es
token note to the
St Kilda Mums charity of your choice —— Australia —
)
Leam_more about Brought to you by Learn more about
St Kilda Mums Cisco Customer Experience Orange Sky
Cash in your banknote
for charity! ‘ x
OrangeSky
LY ~
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Donate to
Charity!

Cx Cash in your banknote
for charity!

Cisco Customer Experience

The Cisco Customer Experience group is donating to charity on your behalf!

How to activate your $10 for charity:
Step 1: Visit the Cisco Customer Experience showcase in the World of Solutions.
Step 2: Complete a demo and put this $10 note into one of the two charity boxes at the showcase.
Step 3: Cisco Customer Experience will donate the $10 to the charity of your choice supported
during Cisco Live Melbourne 2019. Orange Sky or St Kilda Mums.

OrangeSky

vstralia St Kilda Mums
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Continue
your
education
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Complete Your Online Session Evaluation

Give us your feedback and receive a
complimentary Cisco Live 2019
Power Bank after completing the
overall event evaluation and 5 session
evaluations.

All evaluations can be completed via
the Cisco Live Melbourne Mobile App.

Don’t forget: Cisco Live sessions will
be available for viewing on demand
after the event at:

https://ciscolive.cisco.com/on-demand-library/
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