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Cisco Spark

Questions? 
Use Cisco Spark to communicate 
with the speaker after the session

1. Find this session in the Cisco Live Mobile App

2. Click “Join the Discussion”

3. Install Spark or go directly to the space

4. Enter messages/questions in the space

How
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Disclaimer 

• Few slides are hidden and marked as reference
slides

• Reference slides are not presented in this breakout
session and these slides are added to provide you
additional information

• If you have any question on information given in
reference slides, post it in the spark room and we
will answer your questions.

• You can download PDF format of the slide deck
which includes all the hidden & reference slides

BRKSEC-2064
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Agenda

• Introduction to security in Public Cloud 

• NGFWv and ASAv Overview

• NGFWv and ASAv in Azure

• Use Cases 

• Demo 1 – ASAv HA (Active/Backup)

• NGFWv and ASAv in AWS

• Use Cases 

• Demo 2 – NGFWv stateless scale-out in AWS using 
Network Load Balancer (NLB) 

• Conclusion

ASAv NGFWvFMC

Amazon EC2

Azure VM

Data Centre Internet
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Why public cloud?

Customers

Employees

Partners

Private 
Data Center

Applications

Public
Cloud

Drivers for public cloud 

• Scalability 

• Agility

• Cloud first approach

• Cost Effective

• CapEx to OpEx movement

• Offers pay as you go model

• High Availability (region)

Drivers for Security in public cloud 

• Shared environment 

• Security compliance
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Shared security model in Public Cloud

Physical 

Infrastructure 

Network 

Infrastructure 

Virtualization

Layer 

Network Security

NSG SG NACL

NGFWv

ASAv

Firewall, AVC, Threat-Centric

URL filtering, AMP & VPN

Firewall & VPN

Customer 

Responsibility

BRKSEC-2064
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NGFWv and ASAv overview

• NSS leading (NGIPS)

• Deployment modes 

• Routed (AWS & Azure), Passive (AWS)

• Features

• AVC, NGIPS/Threat, AMP, URL filtering 
& Firewall (NAT, routing, access control 
policy)

• VPN 

• Site-to-site and Remote access VPN

• Centrally managed by FMC

BRKSEC-2064

NGFWv

Version 6.2.x

• Features

• Firewall, NAT, ACL & dynamic packet 
inspection

• VPN capability 

• Site-to-site, RAVPN

• VTI or Route based VPN

• Active/Standby HA in Azure 

• Management 

• CSM, ASDM, CLI, REST-API and CDO

ASAv

Version 9.8.x
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Firepower Management Centre (FMC) 

• FMC is required for managing FTDv/NGFWv 

• Virtual FMC can be deployed on ESXi, KVM and in AWS

• Required for configuration, management & checking events

• NGFWv in cloud can be managed by FMC in AWS or FMC on 
premise (physical or virtual)

• FMC dashboard provides complete visibility

Next 

Generation 

Firewall

6.2.x

FMC 1000, 2500, 4500 

&

Virtual Appliance

BRKSEC-2064
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NGFWv and FMCv in the Public Cloud

NGFWv is managed by on-premises FMC or FMCv in AWS cloud

NGFWv

Cisco Firepower 

Management Centre 

Virtual/Physical

NGFWv Instance (Marketplace)

c3.xlarge, c4.xlarge

FMCv Instance (Marketplace)

c3.xlarge, c3.2xlarge

c4.xlarge, c4.2xlarge

License Type

Bring your own license (BYOL) 

Hourly and annual license 

AWS

NGFWv Instance

Standard D3 & D3v2

License Type

Bring your own license (BYOL) 

Azure

SSD storage on c3 instance and EBS on c4

BRKSEC-2064
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ASAv in the Public Cloud 

ASAv in support on VMware, KVM, Hyper-V, AWS and Azure 

ASAv Instance (Marketplace) 

c3.large and c3.xlarge 

c4.large and c4.xlarge

License Type

Bring your own license (BYOL) 

Hourly and annual license 

AWS

ASAv Instance (Marketplace)

Standard D3 & D3v2

License Type

Bring your own license (BYOL) 

Azure

ASAv

Management

• Command Line Interface (CLI)

• REST-API 

• Adaptive Security Device 

Manager (ASDM)

• Cisco Security Manager (CSM)

• Cisco Defense Orchestrator 

(CDO)

BRKSEC-2064
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NGFWv & ASAv Datasheet Numbers

Instance Instance Type Throughput Interface VPN Endpoints

NGFWv c3.xlarge, c4.xlarge 1 Gbps 2 + 2* 250

FMCv
c3.xlarge, c4.xlarge

N/A Management N/A
c3.2xlarge, c4.2xlarge

ASAv
c3/c4.large (ASAv10) 1 Gbps 2 + 1* 250 

c3/c4.xlarge (ASAv 30) 1 Gbps 3 + 1* 750

AWS

Instance Instance Type Throughput Interface VPN Endpoints

NGFWv Standard D3, D3v2 1 Gbps 2 + 2* 250

ASAv Standard D3, D3v2 (ASAv30) 1 Gbps 3 + 1* 750

Azure

* Management interface 

BRKSEC-2064
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Deployment modes in Public Cloud

Routed mode (NGFWv/ASAv) - AWS Passive mode (NGFWv) - AWS Routed mode (NGFWv/ASAv) - Azure

BRKSEC-2064

• Passive mode is only applicable to NGFWv in AWS

• FMC is only required for managing NGFWv



Use Cases (Azure)
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vNET

WEB

Azure Route Table (UDR)

• Azure UDR is also known as “user-defined
route”

• UDR in Azure overrides Azure's default
system routes, or to add additional routes
to a subnet's route table.

• Next hop in UDR can be on of the following

• Virtual Appliance (ASAv/NGFWv)

• Internet

• Virtual Network Gateway

• Virtual Network

• None (drop traffic)

• UDR is applied to a subnet

• UDR can be modified using REST API calls

Internet

ASAvWEB-UDR

Destination Next Hop

Internet ASAv (Inside)

APP ASAv (inside)

DB ASAv (Inside)

APP

DB

BRKSEC-2064
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ASAv

WEB-UDR

Destination Next Hop

Internet, APP, DB 

and DC
NGFWv (Internal)

WEB NGFWv (internal)

DB-UDR

Destination Next Hop

Internet, WEB,

APP and DC
NGFWv (Internal)

DB NGFWv (Internal)

vNET

WEB

APP-UDR

Destination Next Hop

Internet, WEB, DB 

and DC
NGFWv (Internal)

APP NGFWv (Internal)

INT-UDR

Destination Next Hop

Internet NGFWv (Internal)

APP

DB

Internal

Internet & RAVPN

users

Data Center

FMC

External Internet
NGFWv

Highlighted routes are 

required for Micro 

Segmentation 

Gateway Subnet

GATEWAY-SUBNET-UDR

Destination Next Hop

WEB NGFWv (Internal)

APP NGFWv (Internal)

DB NGFWv (Internal)

Azure

Express Route

Virtual Network 

Gateway

NGFWv is management by on premise FMC using internal IP address (eth0)
FMC manages NGFWv using public IP

Routes on  NGFWv

Destination Next Hop

WEB

x.x.x.1 

x.x.x.1 

x.x.x.1 

First IP of Internal Subnet

APP

DB

DC

0.0.0.0/0
y.y.y.1

First IP of Outside Subnet

NGFWv N/S, E/W Traffic Inspection and Micro 
Segmentation 

BRKSEC-2064
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ASA N/S, E/W Traffic Inspection and Micro 
Segmentation 

ASAv

WEB-UDR

Destination Next Hop

Internet, APP, DB

and DC
ASAv (inside)

WEB ASAv (inside)

DB-UDR

Destination Next Hop

Internet, APP, 

WEB and DC
ASAv (inside)

DB ASAv (inside)

vNET

WEB

APP-UDR

Destination Next Hop

Internet, WEB, DB

and DC
ASAv (inside)

APP ASAv (inside)

INT-UDR

Destination Next Hop

Internet ASAv inside

APP

DB

Inside

Internet & RAVPN

users

Outside Internet

“same-security-traffic permit intra-interface” command is required on ASA to enable hairpinning 

Highlighted routes are 

required for Micro 

Segmentation 

Routes on ASAv

Destination Next Hop

WEB x.x.x.1 

x.x.x.1 

x.x.x.1 

First IP of Inside Subnet

APP

DB

0.0.0.0/0
y.y.y.1

First IP of Outside Subnet

DC
z.z.z.1

First IP of  DMZ Subnet

Data CentreGateway Subnet

GATEWAY-SUBNET-UDR

Destination Next Hop

WEB ASAv (DMZ)

APP ASAv (DMZ)

DB ASAv (DMZ)

Virtual Network 

Gateway

DMZ

Azure

Express Route

ASAv

BRKSEC-2064
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ASAv HA (Active/Backup) with Frontend Azure LB

vNET

Protected 

Workloads

Inside

Subnet

Azure UDR

(user defined route)

Availability Set

HA 

Agent

Active 

ASAv

Backup

ASAv

HA Agent
• Communicates with Peer 

and determines 

Active/Backup State

• Responses to LB probes

• Programs Azure user 

defined route (UDR) 

HA 

Agent

Public

IP

Integrated solution
No external scripts or agents

Stateless Switchover

Connections must be initiated

Fast switchover

From detection to recovery 

in seconds

Management

ASAs are managed 

separately 

(configuration, control, monitoring)

Frontend Public IP

Frontend IP is assigned on 

Azure Load Balancer 

Load Balancer Probes

Load balancer probes each ASAv’s 

using TCP handshake and HA 

agent on Active ASAv responds to 

the probes. If no, response traffic 

forwarding to that ASAv stops.  

Azure LB
• Traffic is steered to active 

ASAv

• Routes are programmed via 

Azure Rest APIs 

UDR for Inside Subnet

Destination Next Hop

0.0.0.0/0
Active ASAv 

Inside 

ASAv HA released in version 9.8.1.200 (Aug 2017)

BRKSEC-2064
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ASAv HA (Active/Backup) with Express Route

vNETProtected 

Workloads

Inside

Subnet

Availability Set

HA 

Agent

Active 

ASAv

Backup

ASAv

HA Agent

• Communicates with Peer

• Determines Active/Backup 

State

• Programs Azure user 

defined route (UDR) 

• Traffic is steered to active 

ASAv

• Routes are programmed via 

Azure Rest APIs 

UDR for Inside Subnet

Destination Next Hop

0.0.0.0/0
Active ASAv 

Inside 

Data Centre 

• Traffic is steered to active 

ASAv

• Routes are programmed via 

Azure Rest APIs 

UDR for Inside Subnet

Destination Next Hop

Inside
Active ASAv 

Outside

HA 

Agent
Azure UDR 

(Inside)

Azure UDR

(Gateway Subnet)

UDR

• HA agent can 

modify UDR applied 

to Gateway Subnet

• Modify route in 

multiple UDRs 

within same subnet

BRKSEC-2064
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ASAv HA with multiple UDRs
vNET 10.82.0.0/16

Protected 

Workloads

Inside

Subnet

Availability Set

HA 

Agent

Active 

ASAv

Backup

ASAv

HA 

Agent

Azure UDR 

(inside-RT)

10.82.1.0/24

Azure UDR

(dmz1-RT)

10.82.2.0/24

Azure UDR

(dmz2-RT)

10.82.3.0/24

Failover Commands for adding routes in UDRs

failover cloud route-table inside-RT 
rg answamiasavha

route Route-Internet-To-ASAv prefix 0.0.0.0/0 nexthop 10.82.1.4

route Route-Subnet1-To-ASAv prefix 10.82.0.0/24 nexthop 10.82.1.4

route Route-Subnet2-To-ASAv prefix 10.82.2.0/24 nexthop 10.82.1.4

route Route-Subnet3-To-ASAv prefix 10.82.3.0/24 nexthop 10.82.1.4

failover cloud route-table dmz1-RT 
rg answamiasavha

  route Route-Internet-To-ASAv prefix 0.0.0.0/0 nexthop 10.82.2.4

route Route-Subnet1-To-ASAv prefix 10.82.0.0/24 nexthop 10.82.2.4

route Route-Subnet2-To-ASAv prefix 10.82.1.0/24 nexthop 10.82.2.4

route Route-Subnet3-To-ASAv prefix 10.82.3.0/24 nexthop 10.82.2.4

failover cloud route-table dmz2-RT 
rg answamiasavha 
route Route-Internet-To-ASAv prefix 0.0.0.0/0 nexthop 10.82.3.4

route Route-Subnet1-To-ASAv prefix 10.82.0.0/24 nexthop 10.82.3.4

route Route-Subnet2-To-ASAv prefix 10.82.1.0/24 nexthop 10.82.3.4

route Route-Subnet3-To-ASAv prefix 10.82.2.0/24 nexthop 10.82.3.4

BRKSEC-2064
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FMC

NGFWv/ASAv – interconnect VNETs
(Site to Site VPN tunnel) 

ASAv

AS
Av

NGFWv

Internal

Internal-UDR

Destination Next Hop

Internet NGFWv (internal)

vNET2….vNETn NGFWv (internal)

vNET

N

G

F

W

v

Internal-UDR

Destination Next Hop

Internet NGFWv (internal)

vNET2….vNETn NGFWv (internal)

NGFWv

InternalvNET

NGFWvNGFWv

External-RT

Destination Next Hop

0.0.0.0/0 x.x.x.1 (external subnet)

External-RT

Destination Next Hop

0.0.0.0/0 x.x.x.1 (external subnet)

External External

Internal

Site to Site VPN Tunnel

BRKSEC-2064
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NGFWv/ASAv – Site to Site and RA VPN

NGFWv

Use case

Network Address Translation (NAT)

Site to Site Tunnel

Access Control Policy, IPS Policy and AMP policy   

Networking, Firewalling and AVC

Internal Internal-UDR

Destination Next Hop

Internet NGFWv (internal)

Corporate DC NGFWv (internal)

RA VPN Pool NGFWv (Internal)

ASAv

Corporate Data Centre

Site-to-site VPNvNET

NGFW

External
Site to Site VPN Tunnel

RA VPN

Users

Remote Access VPN

Internet

BRKSEC-2064
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NGFWv/ASAv – Inter Subnet and Edge Firewall

ASAv

Internet 

users

DB

WEB

DB-UDR

Destination Next Hop

Internet NGFWv (Internal)

WEB NGFWv (Internal)

WEB-UDR

Destination Next Hop

Internet NGFWv-Edge (inside)

DB NGFWv (External)

vNET

Internet
NGFWv NGFWv

1

Use case

Network Address Translation (NAT)

Access Control Policy, IPS Policy and AMP policy   

Networking, Firewalling and AVC

BRKSEC-2064
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Deploy NGFWv/ASAv using ARM template 

• Add NGFWv/ASAv to existing resource group 

• Publish template to customers, partner and vendors

• Deploy firewall with additional parameters (example: 
Availability Set) 

• Multiple device deployment

• ARM template is a .json script

ASAv
NGFWv

ASAv

ASAv

ASAv

NGFWv

NGFWv

NGFWv

BRKSEC-2064
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Pre-requisites for Template Deployment 

• Following should be created before initiating firewall deployment using ARM template

• Resource Group

• Availability Set

• VNET

• Subnets

• Storage Account

• No conflicting resource name
NGFWv ARM Template: 
http://cs.co/NGFWvARMTemplate

ASAv ARM Template: 
http://cs.co/ASAvARMTemplate

BRKSEC-2064
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NGFWv/ASAv Stateless Scale-out Design

ASAv

Internet users

Inside

vNET

mgmt

Availability Set 

Azure External Load 
Balancer

(Public IP)

Incoming Traffic

Return Traffic

Azure Internal LB

Internet

Source Destination

Load Balancer NGFWv

Translated Source Translated Destination

NGFWv Egress Interface
Internal Load balancer 

address

NGFWv

NGFWv

NGFWv

NGFWv

BRKSEC-2064
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ASAv

vNET

Internet

users

Internet

Probe Traffic Through NGFWv/ASAv and Multiple 
Frontend IPs

Frontend Public IP (FIP)

FIP1  IP1

FIP2  IP2

Availability Set

WEB

WebServer2

WebServer1

Probe

Probe1  IP1

Probe2  IP2

Multiple IP on external 

Interface

IP1  WebServer1

IP2  WebServer2

NAT on firewall 

SNAT to egress interface

DNAT to WebServer IP 

NGFWv

NGFWv

BRKSEC-2064
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NGFWv/ASAv scalable design using Azure ILB with 
HA ports

ASAv/NGFWv

ilb-ha-fw1

ASAv/NGFWv

ilb-ha-fw2
ASAv/NGFWv

ilb-ha-fw3

ASAv/NGFWv

ilb-ha-fw4

10.82.1.50

“Inside”

10.82.1.0/24

10.82.0.50

“Outside”

10.82.0.0/24

Azure ILB with HA ports

10.82.2.100

“Nva”

10.82.2.0/24

eth0 10.82.2.10 eth0 10.82.2.11 eth0 10.82.2.12 eth0 10.82.2.13

Inside-UDR

Destination Next Hop

10.82.0.0/24 10.82.2.100

Outside-UDR

Destination Next Hop

10.82.1.0/24 10.82.2.100

• Azure Internal Load Balancer with HA 
is now available in preview

• Separate NVA/FW subnet for 
Firewalls.

• Next hop in UDR is VIP of ILB

• ILB with HA port can now load 
balance complete IP instead of port 
based traffic

• ILB is designed to maintain symmetry

• Hash is calculated using 5 tuple 
information

• Firewalls are added in the backend 
pool with only 1 interface

• Traffic is hair pinned

• Scalable design for NGFWv and 
ASAv

Default route on FWs 10.82.2.1

BRKSEC-2064
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NGFWv/ASAv scalable design using Azure ILB with 
HA ports (Azure Express Route)

ASAv/NGFWv

ilb-ha-fw1

ASAv/NGFWv

ilb-ha-fw2

ASAv/NGFWv

ilb-ha-fw3

“Nva1”

10.82.2.0/24
eth0 10.82.2.10

“Inside”

10.82.1.0/24

“Gateway Subnet”

10.82.0.0/24

Inside-UDR

Destination Next Hop

192.168.0.0/16 10.82.2.100

10.82.1.50

Gateway-Subnet-UDR

Destination Next Hop

10.82.1.0/24 10.82.2.100

ILB HA

10.82.2.100

eth0 10.82.2.11 eth0 10.82.2.12

vNET

Virtual Network 

Gateway Data Centre

192.168.0.0/16

Azure

Express Route

Default route on FWs: 10.82.2.1

BRKSEC-2064
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Service vNET stateless scale-out design 
(NGFWv/ASAv) 

vNET01 vNET02

Virtual 

Network 

Gateway

Gateway Subnet

ILB HA

10.82.2.100

Nva-Subnet

10.82.2.0/24
ASAv/NGFWv

ilb-ha-fw4
ASAv/NGFWv

ilb-ha-fw3

ASAv/NGFWv
ilb-ha-fw2

ASAv/NGFWv
ilb-ha-fw1

UDR All Subnets

Destination Next Hop

All Subnets 10.82.2.100

UDR All Subnets 

Destination Next Hop

All Subnets 10.82.2.100

Multiple Subnet Multiple Subnet

Default route on ASAs 10.82.2.1

Hub

service vNET

BRKSEC-2064
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Demo - ASAv HA (Active/Backup)

vNET

INS-UDR

(points to active ASA)

Availability Set

HA 

Agent

Backup

ASAv

Azure 

External LB

192.168.100.100

Inside 192.168.100.0/24

INS-WS01

Internet 

users

Frontend 

IP
Internet

HA 

Agent

Active 

ASAv

LB01

asav-A   

192.168.100.4

asav-B   

192.168.100.5

BRKSEC-2064
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NGFWv in AWS – Edge Firewall & Site to Site VPN

inside

EC2 instances
Internet 

Users

outside

Management

FMC

NGFWv

Corporate DC

Site-to-site VPN

NGFW

Site to Site 

VPN Tunnel
Internet

Internet and 

RAVPN

BRKSEC-2064
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NGFWv Inter-subnet 

outside

Corporate DC

Site-to-site VPN

NGFW

Site to Site 

VPN Tunnel
Internet

ASA

DB

ASAv

Static routes must be added directly on the 

VM host, to point to the NGFWv and  ASAv IPsEC2 instances EC2 instances

WEB

NGFWv

BRKSEC-2064
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ASAv in AWS – RA VPN, Site 2 Site VPN,  Edge 
Firewall and inter-subnet

EC2 instances

outside

Corporate DC

Site-to-site VPN

NGFW

Site to Site 

VPN Tunnel
Internet

Remote 

Access VPN

RA VPN

Users

ASAEC2 instances

dmz1Inside

dmz2

EC2 instances

ASAv

BRKSEC-2064

Static routes must be added directly on the 

VM host, to point to the NGFWv and  ASAv IPs
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NGFWv/ASAv in AWS – Inter VPC

inside

EC2 instances

outside

FMC

NGFWv
outside

ASAv
NGFWv

Site to Site 

VPN Tunnel

BRKSEC-2064
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CloudFormation Template

Running a CF template will deploy AWS 

resources

• Group of resources deployed in a 

template is called a stack

• Describe AWS resources using JSON

Benefits

• Simplify infrastructure management

• Repeatable deployments

• Reduce errors during a deployment

• Version control your templates

• Update stacks in place and track 

changes

BRKSEC-2064
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ASA in AWS – VTI (Route Based VPN)

EC2 instances

Corporate DC

(Site-to-site VPN)

NGFW

Site to Site 

VPN Tunnel Internet

ASA

Inside

AWS VPN 

Connection

Steps to configuration Route-based VPN

1. Create Customer Gateway (Dynamic for Route based VPN)

2. Create Virtual Private Gateway 

3. Attach Virtual Private Gateway to VPC

4. Create VPN connection

5. Enable route propagation in AWS route table to learn routes

6. Download configuration

ASA should have 9.7.1+ version running

Route based VPN requires BGP 

BRKSEC-2064
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Secure Transit VPC - NGFWv 

CSRvCSRv

NGFWv

Internet

VPC A VPC B

AZ1 AZ2

Transit

VPC

Spoke 

VPC

NGFWvRT

*Only one IGW, two IGWs for better diagram.

BRKSEC-2064
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Transit VPC

Subnet-1
10.0.0.0/24

Csr1-ngfwv
10.0.5.0/24

Csr2-ngfwv
10.0.6.0/24

NGFWv-IN
10.0.4.0/24

IGW

Subnet-2
10.0.1.0/24

AZ1 AZ2

MGMT RT

OUT Subnet Next Hop

10.0.5.0/24 10.0.4.1

10.0.6.0/24 10.0.4.1

0.0.0.0/0 10.0.7.1

Subnet Next Hop

10.0.4.0/24 10.0.6.1Subnet Next Hop

10.0.4.0/0 10.0.5.1
.5 .6

.4 NGFWv can reach out to 5.5 and 6.6
through IN (4.4)

Add specific routes to NGFWv
No default routes because it 
will be learned from BGP 
session with NGFWv

Add specific routes to NGFWv
No default routes because it 
will be learned from BGP 
session with NGFWv

Subnet Next Hop

0.0.0.0 IGW

Subnet Next Hop

0.0.0.0 IGW

NGFWvRT

IGW

MGMT RT
NGFWv-OUT
10.0.7.0/24

Subnet-1

.224

CSR1 CSR2

IN

Internet Traffic to get out 
from NGFWv-OUT interface

Internet

Control Plane Connectivity – Transit VPC

NGFWv

FMCv

*Only one IGW, two IGWs for better diagram. BRKSEC-2064
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NGFWv-OUT
10.0.7.7/24

Transit VPC

Csr1-ngfwv
10.0.5.0/24

Csr2-ngfwv
10.0.6.0/24

NGFWv-IN
10.0.4.0/24

IGW

AZ1 AZ2

NGFWvRT

IN

OUT Subnet Next Hop

10.0.5.0/24 10.0.4.1

10.0.6.0/24 10.0.4.1

0.0.0.0/0 10.0.7.1

Subnet Next Hop

10.0.4.0/24 10.0.6.1

Subnet Next Hop

10.0.4.0/0 10.0.5.1

.5 .6

.4

Subnet Next Hop

20.0.0.0/0 10.0.5.5 (Active CSR1)

10.0.6.6 (Standby CSR2)

Spoke-CIDR 10.0.5.5 (Active CSR1)

10.0.6.6 (Standby CSR2)

0.0.0.0/0 10.0.4.4 (NGFWv)

For internet traffic from 
spoke vpc to be 
redirected to NGFWv

Subnet Next Hop

0.0.0.0 IGW

Subnet Next Hop

0.0.0.0 IGW

IGW

MGMT RT

MGMT RT

For return traffic 
to spoke vpc to 
be redirected to 
CSR Active

Subnet-1

.224

Subnet-1
10.0.0.0/24

Subnet-2
10.0.1.0/24

CSR1 CSR2

Data Plane Connectivity – Transit VPC

NGFWv

FMCv

Internet

*Only one IGW, two IGWs
for better diagram.
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Stateless Scale-out 
Design (AWS)
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NGFWv Stateless Scale-out Design using AWS LB

ASAv

ASAv

ASAv

ASAv

inside-1c

NLB
IGW

outside-1c

inside-1d

management-1c

Route Table: RT

subnet next-hop

0.0.0.0 IGW

podx-FMCv

podx-wl1

podx-wl2

ngfwv01

ngfwv02

NGFWv

management-1d

us-east-1c

us-east-1d

Elastic IP

NGFWv

outside-1d

NGFWv

Multiple firewalls can be added per Availability Zone to provide AZ level scalability
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ASAv Stateless Scale-out Design Using AWS LB

ASAv

ASAv

ASAv

ASAv

inside-1c

NLB/ELB
IGW

outside-1c

inside-1d

management-1c

Route Table: RT

subnet next-hop

0.0.0.0 IGW

WebServer02

asav01

asav02
us-east-1d

management-1d

us-east-1c

Elastic IP

outside-1d

ASAv

ASAvWebServer01
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Multiple firewalls can be added per Availability Zone to provide AZ level scalability



Demo 2 – NGFWv Stateless Scale-
Out Design Using AWS Network 
Load Balancer (NLB)
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NGFWv Stateless Scale-out Using AWS Network 
Load Balancer (NLB)

ASAv

ASAv

ASAv

ASAv

podx-inside-1c

podx-NLB02
podx-igw

podx-outside-1c

podx-vpc

podx-inside-1d

podx-mgmt-1c

Route Table: podx-RT

subnet next-hop

0.0.0.0 podx-igw

podx-FMCv

podx-wl1

podx-wl2

podx-ngfwv01

podx-ngfwv02

NGFWv

podx-mgmt-1d

us-east-1c

us-east-1d

NGFWv

podx-outside-1d

NGFWv

pod5-NLB02-b2298a5906cd5120.elb.us-east1.amazonaws.com
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NGFWv and ASAv
Licensing and 
Marketplace Listings
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Licensing
A

W
S

• Cisco Smart License (BYOL)

• Bring your own license

• Hourly & annual usage model 

Base License
(Firewall and AVC)

Term based 

Licenses#

(Threat, URL and AMP)

Standard 

License
(Firewall & Throughput)

Anyconnect 

Apex License*
(SSL and IPSEC)

• Cisco Smart License (BYOL)

• Bring your own licenseA
z
u

re

NGFWv

A
W

S

• Cisco Smart License (BYOL)

• Bring your own license

• Hourly & annual usage model 

• Cisco Smart License (BYOL)

• Bring your own licenseA
z
u

re

*Clientless SSL VPN support available with Apex or VPN Only license tiers

*Supports SSL (TLS/DLTS) & IPSEC IKEv2

ASAv

# Available in 1, 3 and 5 years term 
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NGFWv and ASAv Marketplace Listings 

AWS

Product Marketplace listing

NGFWv Marketplace listing – BYOL http://cs.co/CiscoNGFWvBYOL

NGFWv Marketplace listing – Hourly & Annual http://cs.co/CiscoNGFWvHourlyAnnual

FMCv Marketplace listing – BYOL http://cs.co/CiscoFMCvBYOL

ASAv Marketplace listing – BYOL, Hourly & Annual http://cs.co/CiscoASAvBYOLHourlyAnnual

Azure

Product Marketplace listing

NGFWv Marketplace listing – BYOL http://cs.co/CiscoNGFWv

ASAv Marketplace listing – BYOL http://cs.co/CiscoASAv

ASAv HA Marketplace listing - BYOL http://cs.co/AzureASAvHA

BRKSEC-2064
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Reference Videos And 
Links 
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YouTube Channel
Youtube Channel: http://cs.co/DCandCloudSecurity (Subscribe for latest information) 

BRKSEC-2064
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Reference Links

• Cisco ASAv licensing (BYOL)

http://cs.co/ASAvLicensing

• Cisco NGFWv licensing (BYOL)

http://cs.co/CiscoNGFWvLicensing

• NGFWv ARM Template

http://cs.co/NGFWvARMTemplate

• ASAv ARM Template

http://cs.co/ASAvARMTemplate

• Cisco Live Session on NGFWv and ASAv in Public Cloud (BRKSEC-2064) 

http://cs.co/90058QWqP

• Cisco NGFWv, ASAv and FMC Chalk talk in Public Cloud

http://cs.co/PublicCloudSecChalkTalk

BRKSEC-2064
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Summary 

• NGFWv and ASAv in Public Cloud (AWS and Azure)

• Flexible licensing (BYOL + Hourly + Annual)

• Cloud formation (CF) template to deploy ASAv and NGFWv in AWS

• ARM Template deployment for ASAv and NGFWv in Azure 

• NGFWv and ASAv stateless scale-out design in AWS and Azure
• Using ELB and NLB in AWS

• Using external and internal load balancers in Azure

• ASAv HA (High Availability) in Azure for ASAv 

• REST-API support for orchestration and automation

• Leverage existing management/monitoring tools and operational resources
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Q & A
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• Give us your feedback and 
receive a Cisco Live 2018 Cap 
by completing the overall event 
evaluation and 5 session 
evaluations. 

• All evaluations can be completed 
via the Cisco Live Mobile App.

Complete Your Online 
Session Evaluation

Don’t forget: Cisco Live sessions will be 
available for viewing on demand after the 
event at www.CiscoLive.com/Global.

http://ciscolive.com/Online
http://www.ciscolive.com/Global
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Continue Your Education

• Demos on the Cisco stand

• Walk-in Self-Paced Labs

• Meet the Expert 1:1 meetings

• Related sessions
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Thank you




