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Cisco Spark

Questions? 
Use Cisco Spark to communicate 
with the speaker after the session

1. Find this session in the Cisco Live Mobile App

2. Click “Join the Discussion”

3. Install Spark or go directly to the space

4. Enter messages/questions in the space

How
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Who is your Speaker?

• ned@cisco.com

• ~18 years @ Cisco / ~26 in Industry

• Security Architect for Large Global 
Companies

• CISSP #74780 | SFCE | CICSP (Web / Email)

• Background in Education, Healthcare, 
Retail and Energy

• Security / Networking / Systems / Helpdesk

• Other sessions on ciscolive.com

• Practical PKI for Remote Access (with ISE) 
– BRKSEC-2053/3053

• Deploying PKI for Today’s Networks (for 
802.1x and VPN) – TECSEC-2053

• Remote Access VPN with ASA (and FTD) -
BRKSEC-2501

• New for 2018-2019 - Uncovered: Detect and 

Protect from Hacking Tools
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Agenda

• Endpoint Dilemma

• Security Capabilities

• Incident Response

• Prevention of Malware

• Endpoint Behavior/Visibility

• Network Blocking Malware

• Mapping to Threat(s)

• Summary
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Session Details

What to expect

• Why endpoint is so important

• Endpoint capabilities from 
AnyConnect Umbrella Roaming, 
Network Visibility & AMP4E

What not to expect

• Cover every endpoint feature, 
module in AnyConnect or other 
Cisco Endpoints

• If you see this                = Reference

• Policy controls of the endpoint are 
covered in the appendix

• Please see “Continuing Your 
Education” slide.



Endpoint Dilemma
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Everything is Encrypted!

BRKSEC-2051 8
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What Encryption Problem?

• I can do “SSL/TLS” Decryption today, Right?

• Expensive on CPU on existing platform

• $$$$ Decryption Block

• What about the User Experience?

BRKSEC-2051 9
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• TLS:  HTTPS, mail transport (SMTP, IMAP)

• TLS:  Hundreds of Pinned Applications 

• Dropbox client, Google Drive

• iTunes

• Pokemon, SecondLife

• Chrome – Google Apps, Firefox, Opera

• WhatsApp

• Office 365 Mail

• Goto Meeting, Lync, Webex, Jabber

• DTLS:  WebRTC, DTLS-SRTP, Cisco AnyConnect

• IPSec:  VPN

• Email Object encryption

• PGP (Gmail, Yahoo), S/MIME (Apple iOS, Outlook)

• Application-layer encryption

• JOSE (javascript), WebCrypto, Enc. Push, Enc. Content-Encoding

Proxy with TLS 

client 

cooperation

Un-breakable, 

due to mutual 

authentication 

and/or certificate 

pinning (HPKP) 

10BRKSEC-2051
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Your Decryption Policy?

• Decrypt 

• Permit

• Deny  

• By leveraging AVC, URL 
Categories, Certificate – Common 
Name (CN)….etc

• Allowing something you shouldn’t

• Blocking something you shouldn’t

BRKSEC-2051 11

Not Decrypting



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Device Security Problem

• Malware is still getting in, Why?

• Malware writers are testing against your tools

• They only have to be Correct 1 time

• Can I be 100% protected?

BRKSEC-2051 12

http://www.gartner.com/it-glossary/endpoint-protection-platform-epp/
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Endpoint = Last line of Defence, NOW First

• Devices are mobile now and leave the traditional Perimeter

Drive-by

Targeted

Attacks

Ransomware

Phishing

Trojan

Malvertising

BRKSEC-2051 13
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Applications Good/Bad are in the Cloud

Every Application lived

in the DC/On premise

BRKSEC-2051 14
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What to do?

15BRKSEC-2051



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Gartner

“What to do? FOCUS on CAPABILITIES. Don’t think “I

need to shortlist me some EDR Vendors,“ don’t think

“my AV suck – I need EDR”, think WHAT ENDPOINT

SECURITY CAPABILITIES DO I NEED NOW?

BRKSEC-2051
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What Endpoint Capabilities!

17Presentation ID

Visibility

Prevention Response

Control



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Agenda

• Endpoint Dilemma

• Security Capabilities

• Incident Response - AMP

• Prevention of Malware - AMP

• Endpoint Behavior / Visibility – AnyConnect Network Visibility

• Network Blocking Malware – AnyConnect Umbrella Roaming

• Mapping to Threat(s)

• Summary



Incident 
Response



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

What is Incident Response?

• A process that involves an incident (a deviation from the normal usually because 
of a change in a system or network)!

Plan Identification

ContainmentEradication

Recovery

https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901

BRKSEC-2051 20

https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901
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Identification

• Log files

• Security events when exists

• Eg. system acting strangely, error 
messages

• Who, What, Where, and How

21BRKSEC-2051

Identification
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What is Advanced Malware Protection for Endpoint 
(AMP4E)

•

• Cloud connected & managed (public or private)

• Focused on two modes of operation

• Something I know  Prevention = Security Mode

• Something I don’t know…yet  Retrospection = Incident Response Mode

• Supported on 

• Deployed Standalone or AnyConnect Enabled - ISE or VPN

BRKSEC-2051 22

Cisco Security 

Connector 

Clarity*
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Visible Record

BRKSEC-2051 23

AMP

Cloud
Connector records activity

Visibility of Executions (History to Current)

TCP 443

Identification
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What if There is No Alert?

• Something unusual – never seen before

• Vulnerable Software

• CMD Line – indicate tools or pivoting

• Scan for something specific

BRKSEC-2051 24
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Prevalence – Low Execution Count
(Unique Files Worth Investigation)

Analyse will trigger 

Fetch if file not 

already in repository

Identification

BRKSEC-2051 25

2Factor Required for 

File Fetch
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Vulnerable Software - Application <-> CVE 
Identification

BRKSEC-2051 26
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Vulnerable Software - Application <-> CVE 

Individual Scores for 

each Application

Identification

CVEs identified for 

application

BRKSEC-2051 27
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Command Line Visibility Identification

Example of Ransomware 

displaying Instructions for 

payment

BRKSEC-2051 28

Pivoting

Tools

File-less malware
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Device Trajectory – Examine Suspicious

Is it known by Cisco?

Compare with 3rd party

Dig Deeper

• Analyse with ThreatGrid

• File Details and Network 
Profile

• Retrieve File

Take action

• Detect and Quarantine

• Detect – Block execution

• Allow

Containment

Eradication

Identification

BRKSEC-2051 29
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Detailed File Analysis from ThreatGrid

AMP

Easy classification by 

using Severity (95+

Bad, 70+ suspicious) 

and Confidence 

Threat Scoring

Identification

BRKSEC-2051 30
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Endpoint IoC Scan

• IoC = Indicator of Compromise

• Based on OpenIoC 1.1

• Primary use case is IR

• Secondary Correlated Scans

AMP

Identification

BRKSEC-2051 31

Created XML File using Editor
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Endpoint IoC Example – Dridex5.Talos.ioc

logical operators AND/OR

FilePath

Specific DLLs

Filename extensions
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Endpoint IoC Details

IoC Attributes & IoC Examples-> 
https://docs.amp.cisco.com/Cisco%20Endpoint%20IOC%20Attributes.pdf

Recommendations:  

• If you do not have a full catalog the endpoint, scan will return nothing

• Flash Scan very quick, couple of minutes, Full scan can take 1-2 hours.

Identification

BRKSEC-2051 33

Running 

Processes

Loaded

DLLs

Services Drivers Task

Scheduler

Sys

Info

User

Account

Info

Browser

History

&

Downloads

Windows

Event

Network

&

DNS

Info

Registry Files

&

Dir

Sys

Restore

Points

Flash X X X X X X X X X X

Full X X X X X X X X X X X X X

https://docs.amp.cisco.com/Cisco Endpoint IOC Attributes.pdf


Endpoint IoC Demo
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Summary of IR Response Actions

• Simple Detection -> Detect/Quarantine

• Application Blocking – Block Execution of Vulnerable Applications

• Blacklist – Blocking C2 or further distribution, Recommendation is use Umbrella

• Prevalence -> Analysis of File

• Endpoint IoC -> Look for something specific



Prevention of Malware
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When you think Prevention?

• Signature/Algorithm – typically associated with Antivirus

OR 

• Advanced Malware Engine – leveraging Cloud DB/Analytics

BRKSEC-2051 37



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public 38BRKSEC-2051

A Look Deeper at Anti-Virus?
• What it includes:

• Anti-malware is included

• Signatures - > Not Complete DB, 
Often Retired

• Set of Algorithms

• Remediation engine

• Differential updates

• Most provide same level of 
protection

• Image from AV Comparatives Nov. 
2017 ->
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AMP for Endpoint - Inside

443 – lookup ~200ms / 540b

1-1 SHA-256 Hash

Spero Fingerprint 

(machine learning)

ETHOS (fuzzy logic)  / DFC

Clean – 7 days

Unknown – 1hr

Malware – 1hr

(modifiable)

1  Copy, Move, Execute, Create, CLI…

2

3

4

5

Custom Detection

6

Tetra/ClamAV

BRKSEC-2051 39

7

ThreatGrid

8

Exploit Prevention

(memory injection)
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AMP for Endpoint - Inside

• 1-1 SHA-256 Check – cloud lookup against 8+ years of malware (Millions of samples)

• Spero – Examines PE headers, DLL imports, Compile location, 400 Factors, compares 
those against known bad to give probability – machine learning based

• Ethos – attempts to pack/unpack/repack to match existing hash, enabled by default for 
copy/move – fuzzy logic based, CPU intensive. – Groups Files together allows detection 
of remediation of variants for malware families.

• Device Flow Correlation – kernel view at Network I/O.  Allows blocking or alerting, 
traced back to process.  Cisco provided intelligence and Custom supported.

• Exploit Prevention – protection into memory injection attacks, block but no quarantine.

• clamAV- helps with unpacking and file type identification, detect/quarantine, AV Engine 
on Mac

• Tetra – AV database, primarily focused on off-line protection, last line of defence.

443

BRKSEC-2051 40
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Detection / Quarantine on Endpoint

• AMP Naming Conventions

http://www.talosintelligence.com/amp
-naming/

• Quarantine folder is where 
quarantined files are stored

• Renamed qrt<sha>. [0-9] [0-9] [0-9]

• Files can be restored < 30days

BRKSEC-2051 41

http://www.talosintelligence.com/amp-naming/
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Detection/Quarantine on Endpoint – Management View

Elevated on 
Dashboard as an 
IoC, Network or 
Malware Threat.

SHA-256

Result – Quarantine, 
Not Quarantined

Engine Identified –
SPERO, ETHOS, 
TETRA…etc

BRKSEC-2051 42



Endpoint 
Behavior/ 
Visibility
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What is Netflow or IPFIX

• IPFIX is a IETF Standard (RFC 7071) version of Neflow.

44BRKSEC-2051

Flow Information Packets

SOURCE ADDRESS 10.1.8.3

DESTINATION 
ADDRESS

172.168.134.2

SOURCE PORT 47321

DESTINATION PORT 443

INTERFACE Gi0/0/0

IP TOS 0x00

IP PROTOCOL 6

NEXT HOP 172.168.25.1

TCP FLAGS 0x1A

SOURCE SGT 100

: :

APPLICATION NAME
NBAR SECURE-

HTTP
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User Visibility Device Visibility

Application Visibility Location/Network Domain

Network Visibility

AnyConnect Network Visibility Module

• for 4.2MR1 – 4.2.1022

• Supported on Windows and Mac devices

• Hidden Module

• Apex License Required

• Integration with Stealthwatch 6.8+, LiveAction, Splunk (Enterprise 6.0 with 
Collector 64-bit Linux) and Plixer (not official),IBM Qradar and Exabeam

BRKSEC-2051 45
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AWAY

Flow Collector

SMC

Endpoint

Collector

Context 

• User

• Application

• Device

• Location: To / From

to Existing Alarms and 

Flow Data*

WORK

Network NetFlow/NSEL

NVM with Stealthwatch

BRKSEC-2051 46
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Data Loss from Stealthwatch Console

Suspect Data Loss: 3

BRKSEC-2051 47
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HTTPS Unclassified Identified, Is that helpful?

48BRKSEC-2051
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HTTPS Unclassified Now Known!
AnyConnect NVM provides IPFIX+

• Application Identified – Dropbox

• Application Hash – Who else is 
running?

• Identity – nedzaldivar (even without 
ISE or Identity, from non domain 
asset)

BRKSEC-2051 49
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Verify Application is Correct Using Hash Lookup

50BRKSEC-2051
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Another Scenario: Investigate Geolocation Data?

BRKSEC-2051 51
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Flows to Russia and Monaco

BRKSEC-2051 52

Click Here
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NVM/Endpoint Reveals Unknown Application

• Openme

BRKSEC-2051 53

• Suspicious process name:

openmenow.exe

SHA-256 Hash

• Follow on query: How many others 
running it?
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Using Chrome Extension Lookup Hash for 
Verification

Chrome Extensions for lookups, just a 
right click away

• VirusTotal

• ThreatGrid

• Umbrella

BRKSEC-2051 54
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Unknown Application Identified-Cerber Ransomware

BRKSEC-2051 55



Network Block 
Malware
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Network Block Malware Option Comparison

DNS Intelligence

• Allows you to see DNS calls

• Very lightweight, no latency

• No scanning engines, big data used 
to determine what is good and bad.

Proxy Traffic

• Allows you to see all traffic

• Added latency

• Support for Micro-categories or 
behaviors.  Like, Post, Upload

• Bandwidth throttling

• Requires multiple scanning engines 
to determine if Malware, C2, 
Ransomware, Dropper site..etc

BRKSEC-2051 57
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What is AnyConnect Umbrella Roaming Client?

• Off Trusted network protection across all ports for both Domain and IP

• Added layer of protection for existing security controls

• AnyConnect 4.3+ (Windows / Mac)

• Cisco Security Connector - iPad/iPhone*

BRKSEC-2051 58
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Umbrella - How does it work?
First Match Rule Table by Identity

Cisco

Umbrella

Encrypted

Authenticated

DNS/IP Security Filtered

208.67.222.222

208.67.220.220

On Trusted Network

Client goes dormant

Network is Protected

Root/SP DNS

Local Corp DNS
BRKSEC-2051 59
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Intelligent Proxy

Normally DNS to IP address is returned

but when the value is GREY, Then Intelligent proxy kicks in and proxies the traffic

Options

• Block page

• SSL Decryption (Certificate available for download and distribution)

• File Inspection – AV and AMP

Cisco

UmbrellaDNS Result

Good

Bad

Cisco

Umbrella

Intelligent

Proxy

Internet

Internet

DNS Result

Grey

BRKSEC-2051 60
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Incident Response Blocking – Destination List

61Presentation ID

Containment

Define 

Destination 

List

Block a 

Specific 

domain
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Incident Response Blocking

62Presentation ID

Containment

Apply 

Destination 

list to 

Roaming 

Computers 

Policy
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Incident Response Blocking

63Presentation ID

Containment

Use Policy 

Tester to 

Verify Results
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Am I by Protected by Umbrella?

http://welcome.umbrella.com/

Intelligent Proxy -> http://proxy.opendnstest.com

With Decryption -> https://ssl-proxy.opendnstest.com

File Inspection ->  http://proxy.opendnstest.com/malicious.html

Phishing testing - > http://www.internetbadguys.com/

Adult Content Testing -> http://www.exampleadultsite.com

https://support.umbrella.com/hc/en-us/articles/115000411528-What-are-the-
Umbrella-Test-Destinations-

BRKSEC-2051 64
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Umbrella Provides Visibility

Filtered by 

Identity, 

Service and 

Date for 

easy data 

mining and 

reporting

Identify Cloud services 

being used (Shadow IT)

&

Integration with Cloudlock 

for banned applications

BRKSEC-2051 65

Identification
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Umbrella Provides Protection

Overview 

Security 

Activity 

Dashboard 

highlighting 

protections

Detailed Reports by Identity, 

Time, Domain…etc

Integration with 

Cisco and 3rd

parties

Internal IP available via 

Virtual Appliance*

BRKSEC-2051 66

Containment
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Example of Blocking Malware from Being 
Downloaded

• By default Block pages are 
provided

• New Activity Search on:

• DNS

• Proxy

• File
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States of Client

Not Protected Protected Admin

Configuring Protected/Encrypted – DNS over 443 Offline

Unprotected Protected /Unencrypted – DNS over 53 Uninstalled

Disabled

Trusted Network

Protected

By Network – Existing network is 

protected

By Virtual Appliance – provides Identity*

BRKSEC-2051 68© 2017  Cisco and/or its affiliates. All rights reserved.   Cisco Public



Umbrella Roaming Demo



Mapping to 
Threats
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Typical Email Malware

SPAM

Phished 

File Drop / Execution / Exploit

Managed Infrastructure

Key Network

Web Redirect

C2
Web Link

UMB

AMP

NVM

UMB
NVM
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Ransomware

Cerber

• Email

• Google Link 

• Redirects to Tor2Web (no Tor client 
required)

• Malicious Word doc using Macros

• Call back to install

• Goal is to collect Ransom

BRKSEC-2051 72



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Typical Web Malware 

Compromised Web Site

Malvertising

File Drop /

Execution/

Exploit

Managed Infrastructure

Key Network

Web Redirect
C2

BRKSEC-2051 73

UMB
NVM UMB

NVM

AMP
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Malvertising

Kyle and Stan

• Using well known advertisers like 
winrar, amazon, and youtube

• Web Redirect

• Download what looks to be a 
legitimate tool

• Tool and malware is then installed.

• Goal to install on many Systems to 
bought or rented.

BRKSEC-2051 74
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Targeted Malware 

Exploit

Managed Infrastructure

Key Network

C2

Target Compromised

Servers

Lateral Movement

to compromise

C2

BRKSEC-2051 75

NVM

UMB
NVM

AMP
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Targeted Ransomware

Sam Sam + variants

• Compromise servers using Jboss or 
other means

• Move lateral inside networks to 
other servers

• Infect with Ransomware

• Accept Bitcoin/Dollars…whatever

BRKSEC-2051 76
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Endpoint Controls against Typical Malware
Umbrella Web Security AMP4E NVM VPN -

AlwaysON

Network

Access

Manager

Email Rely on Centralised

Controls, like Email 

Security Appliance

Rely on Centralised

Controls, like Email 

Security Appliance

Rely on Centralised

Controls, like Email 

Security Appliance

Rely on Centralised

Controls, like Email 

Security Appliance

Rely on Centralised

Controls, like Email 

Security Appliance

Rely on Centralised

Controls, like Email 

Security Appliance

Web Link Prevent with 

Intelligent Proxy -

Grey

Prevent/Detect with 

Proxy

NA Record Flow with 

URLs, Integration 

with Proxy

Rely on Centralised

Controls

Rely on Centralised

Controls

Web 

Redirect

Prevent with 

Intelligent Proxy -

Grey

Prevent/Detect with 

Proxy

Device Flow 

Correlation/IP 

blacklist

Record Flow with 

URLs, Integration 

with Proxy

Rely on Centralised

Controls

Rely on Centralised

Controls

File Drop Prevent with File 

Inspection (new)

Prevent/Detect with 

AV, AMP

Record, Simple 

Detection

Record / Flow with 

process name, 

Hash, Identity

Rely on Centralised

Controls

Rely on Centralised

Controls

File 

Execution

NA Prevent/Detect with 

AV, AMP

Prevent/Record,

Simple Detection

NA Rely on Centralised

Controls

Rely on Centralised

Controls

Exploit

Flash/PDF….

NA Prevent/Detect with 

AV, AMP

Prevent/Record,

Simple Detection

Record / Flow with 

process name, 

Hash, Identity

Rely on Centralised

Controls

Rely on Centralised

Controls

C2 Prevent/Detect with 

DNS Analytics

Prevent/Detect with 

Web Reputation,

CTA integration

Record, Device

Flow Correlation/IP 

blacklist, CTA 

Record / Flow with 

process name, 

Hash, Identity

Rely on Centralised

Controls

Rely on Centralised

Controls
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Endpoint Security Controls
Visibility, Prevention, Response

NVM – Endpoint using Netflow/IPFIX

Umbrella – Network Blocking of Malware using 

DNS/IP and Intelligent Web Proxy

AMP4E – Used for Incident Response and 

Prevention via Cloud Analytics/DB, 

Exploit Protection and Antivirus
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Other Endpoint Capabilities

• Posture

• Device Management

• Cisco Security Connector

• Troubleshooting

See Appendix/Continue your education for details

• AnyConnect System Scan – ISE 
Posture

• AnyConnect VPN Hostscan

• Meraki Systems Manager

• BKSEC-3446 – Aaron Woland

• DART – Diagnostics and Reporting 
Tool
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Anyconnect Secure 
Mobilty Client

• Latest version is AnyConnect 4.4

• See table for OS Support

BRKSEC-2051 80
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Anyconnect/AMP Platform/Modules
Windows

7, 8.x, 10
Mac OSX Linux iOS Android

Blackberry

10.3.2+

Win 8.1

Phone

ChromeOS

43+

VPN Yes Yes Yes Yes Yes Yes Yes Yes

Network

Access 

Manager

Yes No No No No No No No

Posture Yes Yes Yes No No No No No

Telemetry Yes Yes No No No No No No

Network

Visibility
Yes Yes No No

Yes,

Samsung 

Knox

No No No

DART Yes Yes Yes No No Yes Yes Yes

Umbrella

Roaming 

Security

Yes Yes No Yes No No No No

AMP Yes Yes Yes
Yes

(Clarity)
Yes No No No

BRKSEC-2051 81

Cisco

Security

Connector
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AnyConnect Module Installation Options

Package for your Favorite Deployment Tool

Mobile installed via App Store

Group Policy
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AnyConnect Module Installation Options

ISE Client Provisioning

Automatic Upgrades from 

cisco.com if using Umbrella Roaming with 
AnyConnect4.3*

* Can be disabled by some or all Users via VPN/ISE configuration

ISE posture required for any module 
to be installed
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Summary
Endpoint provides:

• Un-encrypted views, Endpoint sees it all!

• Handles the Transitions to Cloud and Mobility

• Prevention -> Visibility -> Response -> Control

Ultimately the Endpoint, Needs same layers of defence your Network has!
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Continuing your Education

85BRKSEC-2051

SESSION ID SESSION DESCRIPTION SPEAKER

BRKSEC-2809 Deciphering TLS without Decryption – ETA / Joy Blake Anderson

BRKSEC-2769 Endpoint Security – Cisco Security Connector / Meraki Aaron Woland

BRKSEC-3014 Security Monitoring with Stealthwatch Matt Robertson

BRKSEC-3230 A Deep Dive on How Threatgrid, AMP4E and Umbrella Integrate 

and Support IR

Eric Hulse / Dean De Beer

BRKSEC-1008 Simple Hacking Tools for Your Network Jerry Lin

BRKSEC-2695 Buiding Enterprise Access Control (including Posture) Jatin Sachdeva

BRKSEC-3053 Practical PKI with AnyConnect VPN Ned Zaldivar

BRKSEC-2501 Deploying AnyConnect SSL VPN with ASA and FTD Ned Zaldivar
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Security Joins the Customer Connection Program
Customer User Group Program

19,000+

Members

Strong
• Who can join: Cisco customers, service 

providers, solution partners and training partners

• Private online community to connect with 
peers & Cisco’s Security product teams 

• Monthly technical & roadmap briefings via 
WebEx

• Opportunities to influence product direction

• Local in-person meet ups starting Fall 2016

• New member thank you gift* & badge ribbon 
when you join in the Cisco Security booth

• Other CCP tracks:  Collaboration & Enterprise 
Networks

Join in World of Solutions

Security zone  Customer Connection stand

 Learn about CCP and Join 

 New member thank-you gift*

 Customer Connection Member badge ribbon

Join Online

www.cisco.com/go/ccp

Come to Security zone to get your new member gift* 

and ribbon

* While supplies last
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Security Beta Programs

To participate in Beta:

http://cs.co/security-beta-nomination

or email

ask-sbg-beta@cisco.com

For Cisco Security Connector:

https://cisco.com/go/apple/beta

“I've been involved in many beta programs …   I must 

say that this one has been the best organised. This 

beta has taken a very active, hands-on approach.” -

Liberal Arts College Customer

Security Beta Products Customer Benefits

• Free test hardware

• Early experience with and training on new 

features and functionality

• Demos and feedback sessions on product 

usability, design, and roadmaps

• Risk-free testing in the customer environment 

prior to FCS

• Beta customer S1-3 issues fixed in GA release 

ASA
Firepower

NGFW/NGIPS

Firepower 

Platforms

AMP for 

Endpoints
ISR ESA

ISE Umbrella

http://cs.co/security-beta-nomination
mailto:ask-sbg-beta@cisco.com
https://cisco.com/go/apple/beta
https://cisco.com/go/apple/beta
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• Give us your feedback and 
receive a Cisco Live 2018 Cap 
by completing the overall event 
evaluation and 5 session 
evaluations. 

• All evaluations can be completed 
via the Cisco Live Mobile App.

Complete Your Online 
Session Evaluation

Don’t forget: Cisco Live sessions will be 
available for viewing on demand after the 
event at www.CiscoLive.com/Global.

http://www.ciscolive.com/Global


Thank you
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Anyconnect ISO Installation

• AnyConnect 4.3+ required for All Modules

• ASDM 7.6.1 or higher for All Modules

• ASA 9.2(1)+ for 

• ISE Posture over VPN

• ISE Deployment of AC 4.x

• CoA support

• ! Please check Anyconnect release notes!
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Diagnostics and Report Tool (DART)

• End user must initiate for troubleshooting

• Zipped file saved on Desktop / Emailed (mobile)

TAC needs this troubleshoot!

• Connection or disconnection issues**

• Not passing traffic

• VPN service failure

• Software incompatibility

• Crashes, etc.

Installation and Connection Troubleshooting

http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/b_AnyConnect_Ad

ministrator_Guide_4-2/troubleshoot-anyconnect.html#d42399e217a1635

BRKSEC-2051 95

http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#d42399e217a1635


© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public

What’s Inside DART?
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Android
Diagnostics
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iOS Diagnostics
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DART
Installation
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DART
Installation
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DART
For Troubleshooting
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DART
For Troubleshooting
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DART Customer Story
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DART Module

Pros

• All details can be gathered when 
there is a problem

• Invisible to end user

Cons

• Requires end-user to trigger

• Requires TAC to decipher
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Roaming Client 
for PC
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Umbrella for iOS (Still being Maintained, but not 
Option for New Customers

BRKSEC-2051 108

VPN VPN Required because only way to 
update DNS on across platform
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Roaming Security for iOS
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Roaming Security for iOS
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Roaming Security for iOS
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Windows Install - Roaming
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Windows Install – Roaming Security
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Umbrella Roaming:

Pros

• Increased Protection from Malware 
like Ransomware, Phishing, C2 
callbacks and other threats 

• Very Lightweight 

• Essentially invisible security

• Can be deployed standalone

• Investigation add-on Engine for 
further details on domain/url

Cons

• Only visibility based on 
ingress/egress to client.

http://www.cisco.com/c/en/us/solutions/collateral/enterprise/cisco-on-cisco/m-sec-06292016-openDNS.html
Cisco on Cisco Case Study
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Endpoint Posture:

Pros

• Provides policy to ensure endpoint 
is hardened

• Agent can quarantine if non-
compliant

• Provides Visibility on the endpoint 
on what you are checking for

Cons

• Policy is more complex!

• User Experience changes

• Higher level of Support required

http://www.cisco.com/c/en/us/solutions/collateral/enterprise/cisco-on-cisco/ISE_Cisco_on_Cisco_Trends_in_IT.html

Cisco on Cisco Case Study
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ISE Posture using ISE:

File – Date, Exists, CRC32, SHA256

Registry – Windows Only

Application – process running

Service – service running

Regular Compound – Combine

Anti-Virus – Installed, Updated

Anti-Spyware – Installed, Updated

Patch Management – New for 2.0, 
Installed, Enabled, Up to Date

Disk Encryption – New for 2.0, State

USB Detection – New for 2.1
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ASA Hostscan using Dynamic Access Policies

Anti-Spyware – Version, Installed, 
Scanning Enabled, Last Update

Anti-Virus - Version, Installed, Scanning 
Enabled, Last Update

Application – AnyConnect, ikev1, Cut-
thru, Ikev2

AnyConnect / System Attributes – OS, 
AnyConnect Version, Platform, Device ID

File – Existence, Age, CRC32 check

Device Attributes – Listening port 
numbers, Mac Address, Hostname

Operating System

Personal Firewall – Installed, Enabled, 
Version

Policy – prelogin assessment (not 
available 

Process – running on system

Registry – eg. Joined to Domain

Automated Remediation Possible for Personal Firewall, Anti-Virus and Anti-Spyware 
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ASA Hostscan Configuration

• Installed from ASA, File downloaded from Cisco.com

• Can be enabled/disabled on a per Connection profile

Hostscan images

CSD/Pre-Login Gone!
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ASA Hostscan

• Remediation possible for Personal Firewall, Anti-Virus and Anti-Spyware.
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VPN Best Practices Deployment Options

• AnyConnect client deployed via MSI with SCCM or similar tools

• MDM deployment is also used for smartphones

• 2 forms of authentication used

• Token + AD Username/Password

• Certificate + Username/Password 

• Usually deployed with ACS or ISE for logging (passed and failed AuthC)

• Smaller customers just leverage AD directly for user authentication/authorisation

• Full Tunnel mode with Local Lan access for printers

• Posture with ISE for centralised controls
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ISE Posture Configuration

• Client Provisioning via ISE, requires 
AnyConnect Profile and Configuration

Other 

modules 

can be 

added
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Install Details

• Initial install File is ~40MB

• ~390MB for clamAV and Tetra

• Total is around ~615MB

• Program Files > Sourcefire > fireAMP

• Tetra Updates every 24 hours by 
default
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AMP4E Deployment
Through ISE or ASA or Directly from Portal

AMP Enabler Profile Editor Direct from Portal / Via URL
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AMP4E :

Pros

• Full Visibility & Control files 
execution 

• No need to wait for a signature, 
admin has full control

• Provides prevention/detection for 
both on and off network

• Cloud managed, no upgrade

• Integrated with AMP for Networks, 
IoC, OpenIoC

• Can be deployed as standlone

Cons

• Deployment Integration with 
AnyConnect only

http://www.cisco.com/c/en/us/solutions/collateral/enterpris

e/cisco-on-cisco/itb-sec-04252015-amp-for-

everywhere.html?cachemode=refresh

Cisco on Cisco Case Study
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AMP4E - Quarantine

Endpoint Logs
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Endpoint IoC Example – W32.Locky.ioc (XML 
Format)

--Snipped

<IndicatorItem id="f652b38a-5550-474b-b664-762bdad04cc9" 
condition="contains”>

<Context document="FileItem" search="FileItem/FileName" type="mir" />

<Content type="string">_Locky_recover_instructions.txt</Content>

</IndicatorItem>
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• Follow the TechZone link for exclusions which should be in from the 
beginning. http://www.cisco.com/c/en/us/support/docs/security/sourcefire-
fireamp-endpoints/118341-configure-fireamp-00.html

• Work with your AMP team to find custom exclusions for your environment

• Create multiple groups, instead of monolithic policies

• Use small groups to test deployment changes before implementing them.

• Leave the maximum scan size at 10MB

• ONLY turn on “Active” (vs. passive) if you absolutely need to prevent 
execution prior to getting the disposition. (This is on a machine which you 
know to be infected.) 

AMP4E Deployment Tips
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• Upgrade to latest version so the client will not require a reboot for future 
upgrades.  There are lots of other bugfixes, too.

• When doing the Endpoint IoC scan, remember that it’s very resource-
intensive, and you should limit it only to the infections you think you might 
have, and only on machines you suspect are infected.

• When deploying to Windows servers, you MUST use the /skipdfc 1 
/skiptetra 1 commands.   This will avoid unexpected BSOD!

AMP4E Deployment Tips (Continued)
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Integration with Cisco NGFW with Malware

AMP4E detected threat reported 
in FMC

IoCs and can include OpenIoCs

Containment

Eradication
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Integration with Cisco NGFW with Malware
Containment

Eradication
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NVM Configuration

• Module deployed via ASA from Group Policy
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NVM Configuration

• Module Deployed via ISE 

Requires 

ISE 

Posture
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NVM Configuration Template
Suppression and Throttling

Broadcast and Multicast 

Suppression

Throttling so not to 

overwhelm VPN
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Flexible Data Collection Policy
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NVM Configuration Template
AnyConnect Profile Editor or ASDM

<DataCollectionPolicy>

<Policy>

<PolicyName>ALL_DataCollectionPolicy</PolicyName

>

<NetworkType>VPN,Trusted,Untrusted</NetworkType

>

<Type>include</Type>

<Fields>12352,12353,12356,12357,12358,12333,12334,12335,1

2336,12337,12338,12339,12340,12341,12342,12343,12344,123

45,12346,12347,350,12351

</Fields>

</Policy>

</DataCollectionPolicy>

</NVMProfile>

<?xml version="1.0" encoding="UTF-8"?>

<NVMProfile 

xsi:noNamespaceSchemaLocation="NVMProfile.xsd" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-

instance">

<CollectorConfiguration>

<CollectorIP>fc.ciscolive.com</CollectorIP>

<Port>2055</Port>

</CollectorConfiguration>

<AggInterval>5</AggInterval>

<ThrottleRate>500</ThrottleRate>

<CollectionMode>all</CollectionMode>

<CollectionCriteria>

<Broadcast>true</Broadcast>

<Multicast>true</Multicast>

</CollectionCriteria>
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Verify Application Versions Allowed
AnyConnect NVM with Stealthwatch

Outlook 2011 is allowed in my environment

MacOS$ shasum -a 256 

b041680eefdae88d9c4b78a6da81c134737574f

270bcc3889b97f45344d66fa7  Microsoft 

Outlook

Run Flow Query on above hash

Run Flow Query on  Application (Process 

Name) to see different versions (hashes)
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Network Visibility Module

Pros

• Application details – 100% accuracy 
verified against SHA256

• User Identity even from non-domain 
members

• Encryption Visibility without 
decryption

Cons

• Also needs other IPFix (netflow) 
devices with stealthwatch.

• Only visibility based on 
ingress/egress to client.
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How do you Comply with Corporate Policy

Compliance software

• Windows Group Policy and SCCM 
(or 3rd party) for Windows

• JAMF/Casper e.g for MAC

• Enterprise Mobility Management –
Cisco Meraki, MobileIron, 
Airwatch…etc

Integration with Policy

• Identity and Access Control

• Remote Access VPN
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Compliance (Posture)

• Provides deep inspection in OS, File, Certificate, Registry, Anti-Virus, Anti-
Spyware, Person Firewall, Ports open, Running processes…etc

• AC Anyconnect Apex license required!

Options    

• Hostscan with VPN connecting to an  ASA Firewall

• ISE Posture with connecting to Wired, Wireless or VPN using 
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ASA Hostscan – Define Registry Scan
Machine Joined to Domain to ciscolive.demo

SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Domain

Defined attribute in ASDM under

Configuration > Remote Access 

VPN > Secure Desktop Manager > 

Host Scan

Dynamic

Access

Policy
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ASA Hostscan – Dynamic Access Policy
Machine Joined to Domain to ciscolive.demo
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With ASA 9.2, inline Posture node 

is not required.  Change of 

Authorisation is natively supported 

option

ISE Posture
Registry check for Machine joined to Domain
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Endpoint Visibility ASA Hostscan (Posture) ISE Posture

Policy Framework Dynamic Access Policy ISE+VPN

Updates Every 3 months Dynamically

IP, Hostname, Mac address Yes Yes

Certificate Fields Yes Yes

BIOS Serial Number Yes Yes

Personal Firewall Yes Roadmap

File CRC32 Check Yes Yes

Disk Encryption Roadmap Yes

SHA256 File Check Roadmap Yes

USB Check Roadmap Yes*

Application Roadmap Yes, ISE 2.2

Stealth Agent Roadmap Yes

OS Support Windows, Mac, Linux Windows, Mac
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Corporate Applications
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Connecting to Corporate Applications

• Authenticated or Un-Authenticated Network Access

• Supplicant/Client programming

• Privacy of connection
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What is Network Access Manager (Windows Only)

• 802.1x Supplicant

• EAP-Chaining

• MacSEC

AES-128

Encrypted

802.1AE – replay protection for every packet

Un-Encrypted

Single Authentication/Authorization Session
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EAP-FAST (Flexible Authentication via Secure 
Tunnelling)

• Defined in RFC 4851 and was developed by Cisco Systems

• Does not use certificates (anonymous PAC provisioning)

• Mutual authentication provided by Protected Access Credential (PAC) file, usually 
provisioned dynamically

• Anonymous verses Authenticated PAC Provisioning

• Occurs in 3 Phases:
• Phase 0: PAC Provisioning

• Phase 1: Establishment of  secure TLS tunnel using PAC

• Phase 2: Inner authentication method for credential exchange

• Tunnel EAP(TEAP)  in IETF draft, https://tools.ietf.org/html/draft-ietf-emu-eap-
tunnel-method-03
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EAP-Chaining – ISE Log Example

• User and Machine Tied 
together

• EAP-FAST Required
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MacSec ISE Configuration Example
ISE Authorisation Result is MacSEC

ISE Authorization 

Policy
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MacSec AnyConnect Configuration Example

Wired Networks Only

Required Security

Any Authentication can be used
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Network Access Manager:

Pros

• Full featured supplicant

• Privacy of traffic, but still able to 
inspect (macsec)

• Protects against spoofed user or 
corporate machine (eap-chaining)

Cons

• Only available on Windows

• Requires coordination between 
Network, Security (switch, ISE) and 
Endpoint teams.

http://www.cisco.com/c/en/us/solutions/collateral/enterprise/cisco-on-cisco/ISE_Cisco_on_Cisco_Trends_in_IT.html

Cisco on Cisco Case Study
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Remote Access VPN
Allows for Centralised Security Controls

Internet

Private Net

Apps/ResourcesAnyConnect

VPN Tunnel
VPN 
Termination

Identity & 

Posture

Firewalling

Deep Packet

Inspection

Other 
Controls

Best Practices

Active/Standby over 
VPN Clustering

Best Practices

ISE for AAA
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AnyConnect VPN Popular Features

• VPN Protocols– IPsec (IKEv2) and SSL (TLS 1.2)

• High Availability and Clustering - Optimal Gateway Selection, VPN Load 
balancing, A/S, Global Load Balancing

ASA cert with multiple SANS to prevent 
untrusted popups!

OGS does not use simple 
udp “ping” to RTT requests
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AnyConnect VPN Popular Features

• Connect Options – Weblaunch, Full Client, Connect on Demand (Certificate 
only, DNS based, iOS only), Session Persistence/Pausing, PerApp VPN 
(Android and iOS), Tunneled Default Gateway

• Authentication – Username/Password 

(LDAP/AD, Radius), Certificates, Token, 2 

Factor, Double Authentication

• Authorisation, Accounting – ACS or ISE or Any 

Radius Server
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Recommended for Leveraging Centralised Controls

• Manual – requiring the enduser to manually connect to VPN.

• Automatic using Always-On and Trusted Network Detection, requires little 
interaction.
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Available on Cisco NGFW/Firepower Threat Defense

• First available on 6.2.1 for FPR 2100

• Available on all other Platforms with 6.2.2
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Per App VPN

• Available for iOS 7.0+, Samsung Knox, Generic Android 5.0+

• Allows for tunneling specified subset of apps through one AnyConnect tunnel

- save resources : don’t Netflix over VPN tunnel

- security: don’t allow non enterprise apps on enterprise network

- avoiding tunneling trusted cloud applications (to minimize latency)

• Configured via DAP

• Works with or without an Enterprise MDM
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Dynamic Split Tunneling Exceptions

• AnyConnect 4.5 Windows and MAC

• Exclude specified DNS names from AnyConnect tunnel

- save resources : don’t Netflix over VPN tunnel

- security: don’t allow non enterprise apps on enterprise network

- avoiding tunneling trusted cloud applications (to minimize latency)

• Configured via custom attributes
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Remote Access with Centralised Controls:

Pros

• Least Expensive

• Leverages Expensive Tools at 
Central site

Cons

• Provides Limited visibility on Device

• Requires Full Tunnel for full Network 
Visibility

• Lack of flexibility

• Requires User to VPN, unless using 
TND/Always-On

http://www.cisco.com/c/en/us/solutions/collateral/enterprise/cisco-on-cisco/t-sec-05022016-transforming-the-

enterprise-secure-mobility.html?cachemode=refresh

Cisco on Cisco Case Study
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CWS - How does it Work?

Tower Selection

URL – www.yahoo.com

Web Filtering = Category = Search Engines and Portals

Web Reputation = Neutral, 60-70% block rates

Application Controls – Blocked download of Video

Anti-malware Scanning of File is downloaded = CLEAN

Outbreak Intelligence – bad content is blocked 
but good content is still displayed

80.254.145.118
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CWS - How does it Work? - Continued

1-1 – SHA256

File Downloaded = setup.exe

9ab7f9a2a798d6ddbcd44e3346d7dcdab190dd777fbed79783997c8b0c698566

AMP

Disposition = Unknown

File sent to Sandbox for 
Dynamic Analysis

Cognitive Threat Analytics 
(CTA) Confirmed your endpoint 
is in a Campaign

Retrospective Alert -
w32.9ab7f9a2a7-100.sbx.vioc

Disposition = Malware

Threat Naming – AMP

www.talosintelligence.

com/amp-naming/
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What is AnyConnect Cloud Web Security (CWS)?

• Cloud Web Security is Proxy located in cloud for HTTP/HTTPS

• Cloud Managed, no on premise resources

• Provides Web Security while Mobile

• Supported on
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Deployment Configurations
Proxy Towers Exceptions

Add 443 for

Auth redirects

Don’t redirect for 
internal traffic

Add Ingress 
VPN Gateway 
for VPN users 
with Split Tunnel

80.254.145.118

Auto Tower Check-In

Best to use IP 
address only for 
HTTPS Proxy 
Exceptions
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Configuration Options

Disable CWS on corporate 
network!

Prevent disabling CWS
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Connection Failure Policy

CWS failure?

Captive Portal at Hotel?
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Am I Protected by CWS?

http://whoami.scansafe.net

• authUserName: 192.168.1.19

• authenticated: true

• companyName: Internal_Development_Alpha

• connectorGuid: 
440167D3B138F3AABDDA986A4E33C2A4

• connectorVersion: AP_AC4.3.01034

• countryCode: US

• externalIp: 76.30.241.47

• groupNames: alpha

• internalIp: 192.168.1.19

• logicalTowerNumber: 10330

• staticGroupNames: alpha

• userName: 192.168.1.19

Details about 

Connector, Versions, 

IP, 

Authentication…etc
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CWS Management – https://scancenter.scansafe.com

Detection/Protection and Reporting

Malware has been detected and blocked inline
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CWS Deployment Options

• Windows and MacOSX

• Via Anyconnect 3.x/4.x

• CWS for Mobile (App Store or GooglePlay)
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Global Data Centre Footprint for CWS

Auckland

Bangalore

Chicago

Copenhagen

Dallas

Frankfurt

Hong Kong

Johannesburg

London (x2)

Miami

New Jersey (x2)

Paris

San Jose

Sao Paulo

Singapore

Sydney

Tokyo                           

Chennai                        

Secaucus                

Toronto

Vancouver

Washington DC

Christchurch

Zurich    

Current Data Centres

http://servicestatus.sco.cisco.com/status

CWS logs also available via 

S3 compatible API (w3c text 

format, 15 mins delay)
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Extend CWS to Roaming Devices

Cisco AnyConnect®: 
Enforces policies for all users, including those on roaming laptops 

Delivers the same CWS malware protection to roaming users as those at the branch office or main campus

The admin sets acceptable use 

policies from headquarters

HQ

Roaming Laptop UserHTTPS

http/https 

OS Mobile Devices

Apple iOS 

8.4 +

iPad Mini, 3, 4, Air/2  (Pro 

not supported)

Android

4.4+ (6.0 

not 

supported)

All mobile 

smartphone/tablets should 

be supported (except 

variants such as Kindle)

CWS browser

or

Windows,

MacOSX
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Cloud Web Security:

Pros

• Protection from Web Threats (CWS)

• Deep controls including AVC

• CTA able examine threats that need 
more data to pickup.

• AMP able to prevent and track bad 
files.

• Visibility/Control for Web –
HTTPS/HTTP

• No need to upgrade, managed by 
Cisco.

Cons

• Only for HTTP/HTTPS
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Cisco Security Connector 

• Extend visibility, control, and 
privacy for iOS 

• Single app to enable additional 
security features

• Deploy to supervised devices 
through MDM solutions

Security Extension to Apple/Cisco Partnership
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Visibility – AMP4E like Functionality

• Gain insight into activity on iOS 
devices during incident 
investigations

• Build audit reports of user, 
device, and app traffic

• Quickly identify the impact and 
degree of risk exposure 
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Control - Umbrella

• Protect users from connecting to 
malicious destinations

• Defend against phishing attacks 
and accidental browsing of bad 
sites

• Coverage on corporate 
networks, public Wi-Fi, and 
cellular networks 



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public 183BRKSEC-2051

Privacy - Umbrella

• Ensure internet requests are 
encrypted on public Wi-Fi 
networks

• Protect requests from being 
intercepted and scanned

• Prevent communications from 
being intercepted and redirected
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Cisco Security Connector Requirements

 Enterprise-owned iOS devices run in supervised mode (must belong to 
Apple’s Volume Purchase Program (VPP))

 Cisco Meraki Systems Manager using the MDM system

 Enable Clarity and Umbrella on iOS devices

 Ensure devices are under management and actively share device 
information with Clarity and Umbrella

 Licensed by number of devices

 Subscription to Cisco Umbrella (licensed per number of internet-connected 
users)

 Subscription to Cisco Clarity (AMP for Endpoints – licensed per device)
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