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Cisco Spark

Questions?  
Use Cisco Spark to communicate  
with the speaker after the session

1. Find this session in the Cisco Live Mobile App 
2. Click “Join the Discussion” 
3. Install Spark or go directly to the space 
4. Enter messages/questions in the space

How
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Abstract
This "Introduction to ACI” session will walk attendees through the design 
considerations you should undertake when planning the deployment of an ACI 
network.  

Topics covered will be Application Centric Mode vs Network Centric Mode, a deep 
dive on Bridge Domain configuration and forwarding, a look at firewall integration/
migration, VMware integration, and how to get started with automation.
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Session objectives
At the end of the session attendees should have a good understanding of how to 
get an ACI fabric up and running with external connectivity. Plus a working  
knowledge of how to automate the network configuration from a simple 
spreadsheet. 

Attendees will learn how to verify configuration using both the GUI and the 
command line.
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Before we start, let’s get to know 
each other …
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Agenda
• What is an ACI network? 
• Let’s build a network…! 
• Let’s use the network interfaces…! 
• Allowing inter EPG communication 
• Deep Dive – Bridge Domains 
• Deep Dive – EPG Forwarding 
• External Connectivity 
• Firewall Integration 
• VMware integration 
• Getting Started with ACI Programming
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What is an ACI 
network?
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“ACI is all about applications, and I don’t know 
applications!”

“Are all applications based on three tiers?” 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In reality ACI is all about networking and how you deploy 
applications onto the network
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At a very basic level ACI is really just a Spine/Leaf network of 
Nexus 9k switches with a management platform

The network management platform (APIC) provides you with 
a single place from which to manage the network
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Is ACI an Overlay or Underlay network?
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ACI is an automated (VXLAN) overlay network running over 
an automated (ISIS) underlay network

ACI can transport any IP traffic including “Overlay” networks 
based on VXLAN*, NVGRE* etc.

* ACI has visibility of the outer header
14



Let’s build a network…!
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Physically Building the ACI Network
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Physically Building the ACI Network

APIC
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Physically Building the ACI Network

APIC

APIC

APIC

Management options: 
• GUI (basic/advanced) 
• CLI 
• XML/JSON 
• Scripting 
• Open API 
• Automation 

Benefits: 
• Distributed, Centralised Management 
• Full traffic visibility* 
• Self documenting 
• Integrated virtual and physical network 
• Integrated L4-7 device management 
• Policy defined network

* Excludes pre encapsulated/encrypted traffic
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Topology options

APIC APIC APIC

Stretched Fabric

APIC APIC APIC APIC

Multi Pod

APIC APIC APIC

Remote Leaf
APIC APIC APIC APICAPIC APIC

Multi Site
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An ACI network allows organisations to offer automated 
network services “on demand” through an open REST API

An ACI network provides the underpinning for an automated 
internal private cloud through a “build and consume” model of 

providing network services
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ACI Consumption Model
Interface Configuration 

Fabric | Access Policies 
• VLANs 

• Domains 

• AAEP 

• Interface Policies 

• Leaf Policy Groups 

• Leaf Profiles 

• Switch Profiles

Interface Consumption 
Tenants 

• Tenants 
• VRFs 
• Route Leaking 
• L2/L3out 
• Bridge Domains 
• EPGs 
• Contracts
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Interface Configuration: Fabric | Access Policies

APIC

APIC

APIC
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Interface Configuration: Fabric | Access Policies

APIC

APIC

APIC

Access Policies configure 
external interface parameters
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Interface Configuration: Fabric | Access Policies

APIC

APIC

APIC

Access Policies configure 
external interface parameters
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Pools 
List of VLANs, VXLANs etc 

Domains 
Where VLANs, VXLANs etc 

are consumed

AAEP 
Collection of allowed VLANs, 

VXLANs etc
Leaf Policy Groups 

Interface type and settings
Interface Policies 

Interface settings 

Interface Policies  
Leaf Profiles 

Collection of interface IDs

Switch Policies 
Leaf Profiles 

Collection of switches

Interface Selectors 
Interface IDs

Concrete Model

Logical Model

Tenants 
VRFs, subnets, security rules 

etc
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Pools 
List of VLANs, VXLANs etc 

Domains 
Where VLANs, VXLANs etc 

are consumed

AAEP 
Collection of allowed VLANs, 

VXLANs etc
Leaf Policy Groups 

Interface type and settings
Interface Policies 

Interface settings 

Interface Policies  
Leaf Profiles 

Collection of interface IDs

Switch Policies 
Leaf Profiles 

Collection of switches

Interface Selectors 
Interface IDs

Concrete Model

Logical Model

Security Domains 
Restricts VLANs, Switches, 

Interfaces, Tenants

Tenants 
VRFs, subnets, security rules 

etc
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Let’s consider a practical example…
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Rack Layout

APIC

APIC

APIC

Leaf 101 

Leaf 102 

Rack 01

Leaf 103 

Leaf 104 

Rack 02

Leaf 105 

Leaf 106 

Rack 03

ACI Leaf Racks
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Rack Layout

APIC

APIC

APIC

Leaf 101 

Leaf 102 

Rack 01

Leaf 103 

Leaf 104 

Rack 02

Leaf 105 

Leaf 106 

Rack 03

c3850 

Rack 04

n7706 

Rack 05

n9504 

Rack 06

ACI Leaf Racks External Equipment Racks

24



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

Rack Layout

APIC

APIC

APIC

Leaf 101 

Leaf 102 

Rack 01

Leaf 103 

Leaf 104 

Rack 02

Leaf 105 

Leaf 106 

Rack 03

c3850 

Rack 04

n7706 

Rack 05

n9504 

Rack 06

ACI Leaf Racks External Equipment Racks

24



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

Rack Layout

APIC

APIC

APIC

Leaf 101 

Leaf 102 

Rack 01

Leaf 103 

Leaf 104 

Rack 02

Leaf 105 

Leaf 106 

Rack 03

c3850 

Rack 04

n7706 

Rack 05

n9504 

Rack 06

ACI Leaf Racks External Equipment Racks

Rack / Leaf
Interfac

e
Rack / 
Device

Interfac
e

R01_Leaf_101 1/1 R04_c3850 1/1
R01_Leaf_101 1/2 R05_n7706 1/1

R01_Leaf_101 1/3 R06_n9504 1/1
       

R01_Leaf_102 1/1 R04_c3850 1/2

R01_Leaf_102 1/2 R05_n7706 1/2
R01_Leaf_102 1/3 R06_n9504 1/2
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Pools 
shared_vlan_pool

Domains 
common:vrf-01

AAEP 
all_L3_domains

Leaf Policy Groups 
L3_to_c3850

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 
R01_to_R04_c3850

Switch Policies 
Leaf Profiles 

Leafs_101_and_102

Interface Selectors 
1/1

Rack / Leaf
Interfac

e
Rack / 
Device

Interfac
e

R01_Leaf_101 1/1 R04_c3850 1/1
R01_Leaf_101 1/2 R05_n7706 1/1

R01_Leaf_101 1/3 R06_n9504 1/1
       

R01_Leaf_102 1/1 R04_c3850 1/2

R01_Leaf_102 1/2 R05_n7706 1/2
R01_Leaf_102 1/3 R06_n9504 1/2
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Pools 
shared_vlan_pool

Domains 
common:vrf-01

AAEP 
all_L3_domains

Leaf Policy Groups 
L3_to_n9504

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 
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Leaf Profiles 

Leafs_101_and_102

Interface Selectors 
1/3

Rack / Leaf
Interfac

e
Rack / 
Device

Interfac
e

R01_Leaf_101 1/1 R04_c3850 1/1
R01_Leaf_101 1/2 R05_n7706 1/1

R01_Leaf_101 1/3 R06_n9504 1/1
       

R01_Leaf_102 1/1 R04_c3850 1/2

R01_Leaf_102 1/2 R05_n7706 1/2
R01_Leaf_102 1/3 R06_n9504 1/2

27



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

Pools 
shared_vlan_pool

Domains 
common:vrf-01

AAEP 
all_L3_domains

Leaf Policy Groups 
L3_to_n9504

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 
R01_to_R06_n9504

Switch Policies 
Leaf Profiles 

Leafs_101_and_102

Interface Selectors 
1/3

Rack / Leaf
Interfac

e
Rack / 
Device

Interfac
e

R01_Leaf_101 1/1 R04_c3850 1/1
R01_Leaf_101 1/2 R05_n7706 1/1

R01_Leaf_101 1/3 R06_n9504 1/1
       

R01_Leaf_102 1/1 R04_c3850 1/2

R01_Leaf_102 1/2 R05_n7706 1/2
R01_Leaf_102 1/3 R06_n9504 1/2

27



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

Pools 
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Concrete Model

Logical Model
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Couldn’t we reduce the number of 
Interface Policy Groups?
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to the attached device
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Couldn’t we reduce the number of Leaf 
Profiles?
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How should we use Leaf Profiles?
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Device Centric Model
Concrete Model

Logical Model
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Pools 
all_vlans

Leaf Policy Groups 
ESX_Hosts

Interface Policies  
Leaf Profiles 

ESX_Hosts

Interface Selectors 
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Interface Policies 
cdp-enabled
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Switch Centric Model

35
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Pools 
all_vlans

AAEP 
all_vlans

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 

Leafs_101_and_102

Leaf Policy Groups 
ESX_Hosts

Domains 
Ciscolive-vds-01

Switch Centric Model

Interface Selectors 
1/1, 1/2, 1/3….
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Pools 
all_vlans

AAEP 
all_vlans

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 

Leafs_101_and_102

Switch Policies 
Leaf Profiles 

Leafs_101_and_102

Leaf Policy Groups 
ESX_Hosts

Domains 
Ciscolive-vds-01

Leaf Profile mapped to switchesLeaf Profiles aligned to switches

Interface Selectors 
1/1, 1/2, 1/3….
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Pools 
all_vlans

Domains 
physical_servers

AAEP 
all_vlans

Leaf Policy Groups 
Linux_Hosts

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 

Leafs_101_and_102

Switch Policies 
Leaf Profiles 

Leafs_101_and_102

Leaf Policy Groups 
ESX_Hosts

Domains 
Ciscolive-vds-01

Leaf Profile mapped to switchesLeaf Profiles aligned to switches

Interface Selectors 
1/11, 1/12, 1/13….

Interface Selectors 
1/1, 1/2, 1/3….
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Pools 
all_vlans

Domains 
physical_servers

AAEP 
all_vlans

Leaf Policy Groups 
Linux_Hosts

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 

Leafs_101_and_102

Switch Policies 
Leaf Profiles 

Leafs_101_and_102

Leaf Policy Groups 
ESX_Hosts

Leaf Policy Groups 
Windows_Hosts

Domains 
Ciscolive-vds-01

Leaf Profile mapped to switchesLeaf Profiles aligned to switches

Interface Selectors 
1/11, 1/12, 1/13….

Interface Selectors 
1/1, 1/2, 1/3….

Interface Selectors 
1/21, 1/22, 1/23….

35
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Pools 
all_vlans

Domains 
physical_servers

AAEP 
all_vlans

Leaf Policy Groups 
Linux_Hosts

Interface Policies 
cdp-enabled

Interface Policies  
Leaf Profiles 

Leafs_101_and_102

Switch Policies 
Leaf Profiles 

Leafs_101_and_102

Leaf Policy Groups 
ESX_Hosts

Leaf Policy Groups 
Windows_Hosts

Domains 
Ciscolive-vds-01

Repeat the process for additional 
Leaf switches

Leaf Profile mapped to switchesLeaf Profiles aligned to switches

Switch Policies 
Leaf Profiles 

Leafs_103_and_104

Switch Policies 
Leaf Profiles 

Leafs_105_and_106

Interface Policies  
Leaf Profiles 

Leafs_103_and_104

Interface Policies  
Leaf Profiles 

Leafs_105_and_106

Interface Selectors 
1/11, 1/12, 1/13….

Interface Selectors 
1/1, 1/2, 1/3….

Interface Selectors 
1/21, 1/22, 1/23….

…………..

35
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Access Policy Groups can be reused … 
Port channel / vPC Policy Groups create unique port channel IDs

It’s not an either/or method, both methods can be used at the 
same time…

36



Let’s use the network 
interfaces…!
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ACI Consumption Model
Interface Configuration 

Fabric | Access Policies 
• VLANs 

• Domains 

• AAEP 

• Interface Policies 

• Leaf Policy Groups 

• Leaf Profiles 

• Switch Profiles

Interface Consumption 
Tenants 

• Tenants 
• VRFs 
• Route Leaking 
• L2/L3out 
• Bridge Domains 
• EPGs 
• Contracts
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ACI Consumption Model
Interface Configuration 

Fabric | Access Policies 
• VLANs 

• Domains 

• AAEP 

• Interface Policies 

• Leaf Policy Groups 

• Leaf Profiles 

• Switch Profiles

Interface Consumption 
Tenants 

• Tenants 
• VRFs 
• Route Leaking 
• L2/L3out 
• Bridge Domains 
• EPGs 
• Contracts

38



Tenants

39
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Tenants: Isolated configuration “zones” on common physical 
infrastructure

APIC

APIC

APIC

40
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Tenants: Isolated configuration “zones” on common physical 
infrastructure

Tenant: Common

Objects created in “Common” can be 
consumed by other Tenants

VRF-01 VRF-02 VRF-03

AD DHCPDNS

APIC

APIC

APIC

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

40
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Tenants: Isolated configuration “zones” on common physical 
infrastructure

Tenant: Common

Tenant: Production Tenant: Pre-Production

Objects created in “Common” can be 
consumed by other Tenants

VRF-01 VRF-02 VRF-03

AD DHCPDNS

APIC

APIC

APIC

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

40
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Tenants: Isolated configuration “zones” on common physical 
infrastructure

Tenant: Common

Tenant: Production Tenant: Pre-Production

Objects created in “Common” can be 
consumed by other Tenants

VRF-01 VRF-02 VRF-03

AD DHCPDNS

APIC

APIC

APIC

Tenant: ESX-Hosts

VRF-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

40
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Tenants: Isolated configuration “zones” on common physical 
infrastructure

Tenant: Common

Tenant: Production Tenant: Pre-Production

Objects created in “Common” can be 
consumed by other Tenants

VRF-01 VRF-02 VRF-03

AD DHCPDNS

APIC

APIC

APIC

Tenant: ESX-Hosts

VRF-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

40
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Looking under the covers at Tenants
apic1# show running-config tenant Ciscolive
# Command: show running-config tenant Ciscolive
# Time: Tue Jan 30 13:47:50 2018
  tenant Ciscolive
    vrf context vrf-01
      exit
    bridge-domain 192.168.10.x_24
      vrf member vrf-01
      exit
    bridge-domain 192.168.11.x_24
      vrf member vrf-01
      exit
    bridge-domain 192.168.12.x_24
      vrf member vrf-01
      exit
    bridge-domain vlan-501
      arp flooding
      l2-unknown-unicast flood
      no unicast routing
      vrf member vrf-01
      exit
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Looking under the covers at Tenants
apic1# show running-config tenant Ciscolive
# Command: show running-config tenant Ciscolive
# Time: Tue Jan 30 13:47:50 2018
  tenant Ciscolive
    vrf context vrf-01
      exit
    bridge-domain 192.168.10.x_24
      vrf member vrf-01
      exit
    bridge-domain 192.168.11.x_24
      vrf member vrf-01
      exit
    bridge-domain 192.168.12.x_24
      vrf member vrf-01
      exit
    bridge-domain vlan-501
      arp flooding
      l2-unknown-unicast flood
      no unicast routing
      vrf member vrf-01
      exit

41



VRFs

42
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APIC

APIC

APIC

Tenant: Ciscolive 
VRF: vrf-01

Tenant: common 
VRF: vrf-01

Tenant: infra 
VRF: vrf-01

Tenant: mgmt 
VRF: vrf-01

43
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VRFs are configured within a Tenant

APIC

APIC

APIC

Tenant: Ciscolive 
VRF: vrf-01

Tenant: common 
VRF: vrf-01

Tenant: infra 
VRF: vrf-01

Tenant: mgmt 
VRF: vrf-01

43



Bridge Domains
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A Bridge Domain is a Layer 2 forwarding segment which 
maps a (locally significant) VLAN on each Leaf switch to a 

unique VXLAN segment

A Bridge Domain may have one or more associated SVIs
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APIC

APIC

APIC

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

..
Layer 2 forwarding over 

a Layer 3 network

46
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What does this look like…

APIC

APIC

APIC

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

..
Layer 2 forwarding over 

a Layer 3 network

…it looks like a VLAN “over” a VXLAN
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Endpoint Groups
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An Endpoint Group is a security “container” for devices that 
are attached to an ACI fabric. There is a 1:1 mapping 

between EPGs and Bridge Domains

Devices are mapped into an EPG by considering the 
incoming switch/interface/vlan, or virtual switch/vlan

Communication within an EPG is permitted (by default), 
communication between EPGs requires a Contract (ACL)

48
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APIC

APIC

APIC

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

H1 H2

EPG: Web 
Interface: 101/1/1 

VLAN: 10

BD: 192.168.11.x_24 
GW: 192.168.11.1/24 

Advertise Externally: Yes

H3

EPG: App 
Interface: 101/1/2 

VLAN: 11

H4

Communication allowed

49
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What does this look like…

APIC

APIC

APIC

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

H1 H2

EPG: Web 
Interface: 101/1/1 

VLAN: 10

BD: 192.168.11.x_24 
GW: 192.168.11.1/24 

Advertise Externally: Yes

H3

EPG: App 
Interface: 101/1/2 

VLAN: 11

H4

Communication allowed

…it looks like VLANs with ACLs
49



Application Profiles
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An Application Profile is a collection of EPGs which may or 
may not represent an Application, e.g. MyExpenses
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Application Profile: MyApp

APIC

APIC

APIC

BD: 10.52.248.192_27 
GW: 10.52.248.193/27 

Advertise Externally: Yes

H1 H2

EPG: Web 
Interface: 101/1/1 

VLAN: 10

BD: 10.52.249.192_27 
GW: 10.52.249.193/27 

Advertise Externally: Yes

H3

EPG: App 
Interface: 101/1/2 

VLAN: 11

H4

Communication allowed
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What does this look like…

Application Profile: MyApp

APIC

APIC

APIC

BD: 10.52.248.192_27 
GW: 10.52.248.193/27 

Advertise Externally: Yes

H1 H2

EPG: Web 
Interface: 101/1/1 

VLAN: 10

BD: 10.52.249.192_27 
GW: 10.52.249.193/27 

Advertise Externally: Yes

H3

EPG: App 
Interface: 101/1/2 

VLAN: 11

H4

Communication allowed

…it’s a collection of EPGs and Contracts
52



Application Centric 
or  

Network Centric?

53



54



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

What’s in a name?

55
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What’s in a name?
Application Profile 
represents VLANs

Application Profile 
represents ESX 

Infrastructure

Application Profile 
represents 
Applications
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vDS

Application Profile: MyApp

Option 1: Single EPG on a Single BD with a Single Subnet – 
“standard networking”

Tenant: Ciscolive 
VRF: vrf-01
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Option 1: Single EPG on a Single BD with a Single Subnet – 
“standard networking”

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM
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vDS

Application Profile: MyApp

Option 2: Multiple EPGs on a Single BD with a Single 
Subnet – µSegmentation in IP space

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Option 2: Multiple EPGs on a Single BD with a Single 
Subnet – µSegmentation in IP space

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM
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Servers in either 192.168.10.x or 
192.168.11.x subnets

Servers in either 192.168.10.x or 
192.168.11.x subnets

Option 3: Multiple EPGs on a Single BD with Multiple 
Subnets – IP secondary

vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

BD: multiple_subnets 
GW:192.168.10.1/24 
GW:192.168.11.1/24 
Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12
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Options 1, 2, and 3  – µSegmentation within an EPG/Port 
Group (no East/West traffic flows)

vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Communication blocked

Communication blocked Communication blocked
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Options 1, 2, and 3  – µSegmentation within an EPG/Port 
Group based on machine attribute

vDS

Portgoup: Ciscolive:MyApp:Web

Application Profile: MyApp

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM VM VM VM
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Options 1, 2, and 3  – µSegmentation within an EPG/Port 
Group based on machine attribute

vDS

Portgoup: Ciscolive:MyApp:Web

Application Profile: MyApp

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM VM VM VM

Dynamic EPG: 
Name=WebSrvsApp1

Dynamic EPG: 
Name=WebSrvsApp2

Dynamic EPG: 
Name=WebSrvsApp3

VMs mapped to dynamic EPG 
based on attribute
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vDS

Application Profile: MyApp

Alternative option: 3x Portgroups

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Alternative option: 3x Portgroups

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Portgoup: 
Ciscolive:MyApp:DB

VM VM VM

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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How do I retrofit my network and migrate from 
“Network Centric” to “Application Centric”…?
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Why change what is already working…?
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Application Profile: VLANs_10-20

vDS
Portgoup: 

Ciscolive:MyApp:Web

Network Centric Mode: Single EPG on a Single BD with a 
Single Subnet – “standard networking”

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: All_Web_Servers 
vDS: Ciscolive-vds-01 

VLAN: dynamic

Portgoup: 
Ciscolive:MyApp:App

VM VM VM

EPG: VLAN_10_All_Web_Servers 
vDS: Ciscolive-vds-01 

VLAN: 10

Portgoup: Ciscolive:VLANs_10-20:VLAN_10_All_Web_Servers
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Application Profile: VLANs_10-20

vDS
Portgoup: 

Ciscolive:MyApp:Web

Network Centric Mode: Single EPG on a Single BD with a 
Single Subnet – “standard networking”

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: All_Web_Servers 
vDS: Ciscolive-vds-01 

VLAN: dynamic

Portgoup: 
Ciscolive:MyApp:App

VM VM VM

EPG: VLAN_10_All_Web_Servers 
vDS: Ciscolive-vds-01 

VLAN: 10

Portgoup: Ciscolive:VLANs_10-20:VLAN_10_All_Web_Servers

Single portgroup for all Web 
servers, irrespective of 

application
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Application Profile: App_3Application Profile: App_2Application Profile: App_1

vDS
Portgoup: 

Ciscolive:App_1:Web_1

Application Centric Mode: Multiple EPGs on a Single BD 
with a Single Subnet – µSegmentation in IP space

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Portgoup: 
Ciscolive:App_3:Web_3

VM VM VM

Portgoup: 
Ciscolive:App_2:Web_2

EPG: Web_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: Web_3 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: Web_2 
vDS: Ciscolive-vds-01 

VLAN: dynamic

65



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

Application Profile: App_3Application Profile: App_2Application Profile: App_1

vDS
Portgoup: 

Ciscolive:App_1:Web_1

Application Centric Mode: Multiple EPGs on a Single BD 
with a Single Subnet – µSegmentation in IP space

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Portgoup: 
Ciscolive:App_3:Web_3

VM VM VM

Portgoup: 
Ciscolive:App_2:Web_2

EPG: Web_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: Web_3 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: Web_2 
vDS: Ciscolive-vds-01 

VLAN: dynamic

Web servers remapped to 
Application specific portgroups
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How do I allow inter 
EPG communication?
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Contracts permit communication

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Contracts permit communication

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed

Communication allowed Communication allowed
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Contracts permit communication

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed

Communication allowed Communication allowed
67



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

How do I use Contracts?

Application Profile: MyApp

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12
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Contract Provider: 
permit_to_

application_servers

tcp 3201-3300

How do I use Contracts?

Application Profile: MyApp

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

Contract Provider: 
permit_to_

web_servers

tcp 80/443

Contract Provider: 
permit_to_

database_servers

tcp 1521

Provided contracts define which 
ports are open
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Contract consumer: 
permit_to_

application_servers

tcp 3201-3300

Contract Provider: 
permit_to_

application_servers

tcp 3201-3300

How do I use Contracts?

Application Profile: MyApp

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

Contract Provider: 
permit_to_

web_servers

tcp 80/443

Contract Provider: 
permit_to_

database_servers

tcp 1521

Provided contracts define which 
ports are open

Contract Consumer: 
permit_to_

database_servers

tcp 1521

Consumed contract defines 
which source EPGs can connect 

to a Provider EPG

Reverse filter ports enables the 
return traffic without an explicit 

contract

Apply in both directions allows 
either the consumer or provider 

to open a connection
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Contract Scope
Contract enforcement is “scoped” at: 
• Global 
• Tenant 
• VRF 
• Application Profile
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Contract Scope

Contract: 
permit_to_

application_servers

tcp 3201-3300

Scope: VRF

Contract: 
permit_to_

database_servers

tcp 1521

Scope: App Profile

Contract: 
permit_to_

web_servers

tcp 80/443

Scope: Tenant

Contract enforcement is “scoped” at: 
• Global 
• Tenant 
• VRF 
• Application Profile

Application Profile: MyApp_1

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12
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Contract Scope

Application Profile: MyApp_2

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/3-4 

VLAN: 14

Contract: 
permit_to_

application_servers

tcp 3201-3300

Scope: VRF

Contract: 
permit_to_

database_servers

tcp 1521

Scope: App Profile

Contract: 
permit_to_

web_servers

tcp 80/443

Scope: Tenant

Contract enforcement is “scoped” at: 
• Global 
• Tenant 
• VRF 
• Application Profile

Application Profile: MyApp_1

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12
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Contract Scope

Application Profile: MyApp_2

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/3-4 

VLAN: 14

Contract: 
permit_to_

application_servers

tcp 3201-3300

Scope: VRF

Contract: 
permit_to_

database_servers

tcp 1521

Scope: App Profile

Contract: 
permit_to_

web_servers

tcp 80/443

Scope: Tenant

Contract enforcement is “scoped” at: 
• Global 
• Tenant 
• VRF 
• Application Profile

Application Profile: MyApp_1

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12
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Contract Scope

Application Profile: MyApp_2

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/3-4 

VLAN: 14

Contract: 
permit_to_

application_servers

tcp 3201-3300

Scope: VRF

Contract: 
permit_to_

database_servers

tcp 1521

Scope: App Profile

Contract: 
permit_to_

web_servers

tcp 80/443

Scope: Tenant

Contract enforcement is “scoped” at: 
• Global 
• Tenant 
• VRF 
• Application Profile

Application Profile: MyApp_1

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12
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Intra-EPG Contract

EPG: Web(isolated) 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01
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Intra-EPG Contract

EPG: Web(isolated) 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

Intra-EPG Contract: 
permit_heartbeat

tcp 12675

TCP 12675 only
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Contract Preferred Groups

EPG: Active_Directory 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01
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Contract Preferred Groups

EPG: Active_Directory 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 

Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

Contract Consumer: 
permit_to_

Active_Directory

tcp 53, 88, 445

Contract Provider: 
permit_to_

Active_Directory

tcp 53, 88, 445

All EPGs can communicate with 
Active_Directory EPG
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Contracts Inheritance
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Contract consumer: 
permit_to_

application_servers

tcp 3201-3300

72

Contracts Inheritance

Application Profile: MyApp

EPG: Web_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB_1 
Path: 101/1/1-2 

VLAN: 12

Contract Provider: 
permit_to_

web_servers

tcp 80/443
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Contract consumer: 
permit_to_

application_servers

tcp 3201-3300

72

Contracts Inheritance

Application Profile: MyApp

EPG: Web_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB_1 
Path: 101/1/1-2 

VLAN: 12

Contract Provider: 
permit_to_

web_servers

tcp 80/443

Application Profile: MyApp

EPG: Web_2 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App_2 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB_2 
Path: 101/1/1-2 

VLAN: 12
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Contract consumer: 
permit_to_

application_servers

tcp 3201-3300

72

Contracts Inheritance

Application Profile: MyApp

EPG: Web_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App_1 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB_1 
Path: 101/1/1-2 

VLAN: 12

Contract Provider: 
permit_to_

web_servers

tcp 80/443

Application Profile: MyApp

EPG: Web_2 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App_2 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB_2 
Path: 101/1/1-2 

VLAN: 12
EPG Web_2 Inherits the 
contracts from Web_1
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Checking the Provided/Consumed Contracts
apic1# show epg
Tenant      Application  AEPg        Consumed Contracts             Provided Contracts             Denied Contracts      Description
----------  ----------   ----------  --------------------           --------------------           --------------------  ------------
Ciscolive   MyApp        App         permit_to_database_servers     permit_to_application_servers                        MyApp | App
                                     
Ciscolive   MyApp        DB                                         permit_to_database_servers                           MyApp | DB
                                                           
Ciscolive   MyApp        Web         permit_to_application_servers  permit_to_web_servers                                MyApp | Web
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Checking the Provided/Consumed Contracts
apic1# show epg
Tenant      Application  AEPg        Consumed Contracts             Provided Contracts             Denied Contracts      Description
----------  ----------   ----------  --------------------           --------------------           --------------------  ------------
Ciscolive   MyApp        App         permit_to_database_servers     permit_to_application_servers                        MyApp | App
                                     
Ciscolive   MyApp        DB                                         permit_to_database_servers                           MyApp | DB
                                                           
Ciscolive   MyApp        Web         permit_to_application_servers  permit_to_web_servers                                MyApp | Web

73
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What happens if I don’t know the required Filter ports? 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Filter discovery
• Ask the Application Owner – it’s their application, they will (ok should) know 

• Ask the Security Admin for the firewall rules 

• Use an “any-any” Filter between EPGs ! Most customers start here 

• Install Tetration for Application Dependency Mapping 

• Use Wireshark 

• Configure “Unenforced” mode on the VRF
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Deep Dive – Bridge 
Domains
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Bridge Domain Forwarding Options
Hardware Proxy (default) 

• Unknown Unicast sent to Spine Proxy (forward/
discarded) 

• Removes unknown unicast flooding

Flood and Learn 
• Unknown Unicast flooded over multicast tree 

and constrained in BD or Encap



Bridge Domain Forwarding – 
Hardware Proxy (Unicast 
Routing)
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Bridge Domain Forwarding – Hardware Proxy
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Bridge Domain Forwarding – Hardware Proxy

APIC

APIC

APIC

BD: 10.52.248.192/27 
GW: 10.52.249.193/27 

Advertise Externally: Yes

BD: 10.52.248.192/27 
GW: 10.52.249.193/27 

Advertise Externally: Yes

VM VMVM

EPG: infra-ssharman-29 
Interface: candid-prod-64.1.0.0.872 

VLAN: 2087

No unknown unicast 
flooding

vDS
Portgoup:  

ssharman|Candid|candid-candid-
prod-64.1.0.0.872

Application Profile: Candid

EPG: candid-
prod-64.1.0.0.872 

vDS: Ciscolive-vds-01 
VLAN: dynamic

BD: 10.52.248.192_27 
GW:10.52.248.193/27 

Advertise Externally: Yes

Tenant: common 
VRF: vrf-01

VM VM VM

Tenant: ssharman
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Bridge Domain Forwarding – Hardware Proxy
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Bridge Domain Forwarding – Hardware Proxy

80
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Bridge Domain Forwarding – Hardware Proxy

80
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Bridge Domain Forwarding – Hardware Proxy
If the destination Mac/IP is not known the packet is sent to the Spine proxy database, where it will be 

forwarded or discarded

EPG learns Mac and 
IP Addresses

80



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

Endpoint Learning – Flood and Learn with Unicast Routing 
Enabled
apic1# show endpoints vlan 2087
Legends:
(P):Primary VLAN
(S):Secondary VLAN

Dynamic Endpoints:
Tenant      : ssharman
Application : Candid
AEPg        : candid-prod-64.1.0.0.872 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add 
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  --------------- 
00:50:56:99:08:11  10.52.248.203                             101         eth1/22                         vlan-2087        not-applicable 
00:50:56:99:B4:7B  10.52.248.204                             101         eth1/21                         vlan-2087        not-applicable 
00:50:56:99:EF:B3  10.52.248.202                             101         eth1/21                         vlan-2087        not-applicable

Total Dynamic Endpoints: 3
Total Static Endpoints: 0
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Endpoint Learning – Flood and Learn with Unicast Routing 
Enabled
apic1# show endpoints vlan 2087
Legends:
(P):Primary VLAN
(S):Secondary VLAN

Dynamic Endpoints:
Tenant      : ssharman
Application : Candid
AEPg        : candid-prod-64.1.0.0.872 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add 
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  --------------- 
00:50:56:99:08:11  10.52.248.203                             101         eth1/22                         vlan-2087        not-applicable 
00:50:56:99:B4:7B  10.52.248.204                             101         eth1/21                         vlan-2087        not-applicable 
00:50:56:99:EF:B3  10.52.248.202                             101         eth1/21                         vlan-2087        not-applicable

Total Dynamic Endpoints: 3
Total Static Endpoints: 0
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Bridge Domain Forwarding – 
Flood and Learn with Unicast 
Routing Disabled

82
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Disabled
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Disabled

Application Profile: lab-vlans
EPG: infra-ssharman-29 

Path: 
1Gbps_vPC_to_n5548 

VLAN: 29

BD: outside_infra-
ssharman-29 

GW: N/A 
Advertise Externally: N/A

Tenant: ssharman 
VRF: vrf-01

Tenant: ssharman

H1 H2

APIC

APIC

APIC

BD: infra-ssharman-29 
GW: N/A 

Advertise Externally: N/A

BD: infra-ssharman-29 
GW: N/A 

Advertise Externally: N/A

H1 H3H2

EPG: infra-ssharman-29 
Interface: 1Gbps_vPC_to_n5548 

VLAN: 29

Unknown unicast 
flooded over multicast 

tree
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Disabled
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Disabled

Unknown Unicast flooded over multicast tree and constrained in BD or Encap

84

ARP is always flooded when 
Hardware Proxy is disabled 
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Disabled

Unknown Unicast flooded over multicast tree and constrained in BD or Encap

84

Unicast routing enables/disables 
the learning of IP addresses for a 

given BD

ARP is always flooded when 
Hardware Proxy is disabled 

If Unicast routing is disabled ARP 
is always flooded

If Unicast routing is disabled ARP 
is always flooded
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Disabled

Unknown Unicast flooded over multicast tree and constrained in BD or Encap

84

Unicast routing enables/disables 
the learning of IP addresses for a 

given BD

ARP is always flooded when 
Hardware Proxy is disabled 

If Unicast routing is disabled ARP 
is always flooded

If Unicast routing is disabled ARP 
is always floodedEPG only learns Mac 

Addresses
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Endpoint Learning – Flood and Learn with Unicast Routing 
Disabled
apic1# show endpoints vlan 29
Legends:
(P):Primary VLAN
(S):Secondary VLAN
Dynamic Endpoints:
Tenant      : ssharman
Application : lab-vlans
AEPg        : infra-ssharman-29 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  --------------- 
00:00:0C:07:AC:1D  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:18:74:E2:15:40  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:1A:A2:D5:C0:80  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:26:0B:F1:F0:02  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:50:56:86:25:74  ---                                       102         eth1/21                         vlan-29          not-applicable

Total Dynamic Endpoints: 5
Total Static Endpoints: 0
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Endpoint Learning – Flood and Learn with Unicast Routing 
Disabled
apic1# show endpoints vlan 29
Legends:
(P):Primary VLAN
(S):Secondary VLAN
Dynamic Endpoints:
Tenant      : ssharman
Application : lab-vlans
AEPg        : infra-ssharman-29 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  --------------- 
00:00:0C:07:AC:1D  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:18:74:E2:15:40  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:1A:A2:D5:C0:80  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:26:0B:F1:F0:02  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:50:56:86:25:74  ---                                       102         eth1/21                         vlan-29          not-applicable

Total Dynamic Endpoints: 5
Total Static Endpoints: 0
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Bridge Domain Forwarding – 
Flood and Learn with Unicast 
Routing Enabled
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Enabled
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Enabled

Application Profile: lab-vlans
EPG: infra-ssharman-29 

Path: 
1Gbps_vPC_to_n5548 

VLAN: 29

BD: outside_infra-
ssharman-29 

GW: N/A 
Advertise Externally: N/A

Tenant: ssharman 
VRF: vrf-01

Tenant: ssharman

H1 H2

APIC

APIC

APIC

BD: infra-ssharman-29 
GW: N/A 

Advertise Externally: N/A

BD: infra-ssharman-29 
GW: N/A 

Advertise Externally: N/A

H1 H3H2

EPG: infra-ssharman-29 
Interface: 1Gbps_vPC_to_n5548 

VLAN: 29

Unknown unicast 
flooded over multicast 

tree
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Enabled
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Enabled
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Enabled

88

Unicast routing enables/disables 
the learning of IP addresses for a 

given BD
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Bridge Domain Forwarding – Flood and Learn with Unicast 
Routing Enabled

Unknown Unicast flooded over multicast tree and constrained in BD or Encap

88

Unicast routing enables/disables 
the learning of IP addresses for a 

given BD

EPG learns Mac and 
IP Addresses
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Endpoint Learning – Flood and Learn with Unicast Routing 
Enabled
apic1# show endpoints vlan 29
Legends:
(P):Primary VLAN
(S):Secondary VLAN

Dynamic Endpoints:
Tenant      : ssharman
Application : lab-vlans
AEPg        : infra-ssharman-29 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add 
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  --------------- 
00:00:0C:07:AC:1D  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:18:74:E2:15:40  192.168.29.2                              101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:1A:A2:D5:C0:80  192.168.29.3                              101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:26:0B:F1:F0:02  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:50:56:86:25:74  192.168.29.10                             102         eth1/21                         vlan-29          not-applicable

Total Dynamic Endpoints: 5
Total Static Endpoints: 0
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Endpoint Learning – Flood and Learn with Unicast Routing 
Enabled
apic1# show endpoints vlan 29
Legends:
(P):Primary VLAN
(S):Secondary VLAN

Dynamic Endpoints:
Tenant      : ssharman
Application : lab-vlans
AEPg        : infra-ssharman-29 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add 
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  --------------- 
00:00:0C:07:AC:1D  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:18:74:E2:15:40  192.168.29.2                              101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:1A:A2:D5:C0:80  192.168.29.3                              101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:26:0B:F1:F0:02  ---                                       101 102     vpc 1Gbps_vPC_to_n5548          vlan-29          not-applicable 
00:50:56:86:25:74  192.168.29.10                             102         eth1/21                         vlan-29          not-applicable

Total Dynamic Endpoints: 5
Total Static Endpoints: 0
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Why should we be cautious with Unicast Routing Enabled 
and no SVI configured…?
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vDS
Portgoup: 

Ciscolive:MyApp:App

Subnet behind L3out

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM

Portgoup: 
Ciscolive:MyApp:DB

VM VM VM
C

om
m

un
ic

at
io

n 
al

lo
w

ed

Communication allowed

Communication allowed

Default Gateway 
192.168.10.1/24

L3out
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vDS
Portgoup: 

Ciscolive:MyApp:App

Subnet behind L3out

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: 10 
Domain: outside 

Path: vPC_to_outside

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: L2 
GW:N/A 

Advertise Externally: N/A

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM

Portgoup: 
Ciscolive:MyApp:DB

VM VM VM
C

om
m

un
ic

at
io

n 
al

lo
w

ed

Communication allowed

Communication allowed

Default Gateway 
192.168.10.1/24

L3out
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vDSvDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Subnet behind L3out

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: 10 
Domain: outside 

Path: vPC_to_outside

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: L2 
GW:N/A 

Advertise Externally: N/A

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Portgoup: 
Ciscolive:MyApp:DB

VM VM VM
C

om
m

un
ic

at
io

n 
al

lo
w

ed

Communication allowed

Communication allowed

Default Gateway 
192.168.10.1/24

* Proxy B

0050.5686.2574 Leaf-102

00:50:56:99:0A:11 Po1

192.168.10.10 Po1

00:50:56:99:BB:7B Po1

 192.168.10.11 Po1

00:50:56:99:EC:B3 Po1

192.168.10.12 Po1

L3out

IP addresses learnt via 
L2 EPG for subnet 

behind L3out
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vDSvDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Subnet behind L3out

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: 10 
Domain: outside 

Path: vPC_to_outside

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: L2 
GW:N/A 

Advertise Externally: N/A

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Portgoup: 
Ciscolive:MyApp:DB

VM VM VM
C

om
m

un
ic

at
io

n 
al

lo
w

ed

Communication allowed

Communication allowed

Default Gateway 
192.168.10.1/24

* Proxy B

0050.5686.2574 Leaf-102

00:50:56:99:0A:11 Po1

192.168.10.10 Po1

00:50:56:99:BB:7B Po1

 192.168.10.11 Po1

00:50:56:99:EC:B3 Po1

192.168.10.12 Po1

L3out

IP addresses learnt via 
L2 EPG for subnet 

behind L3out

apic1# fabric 101 clear system internal epm endpoint vrf Ciscolive:vrf-01 remote
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How do we prevent this scenario…?
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Enforce Subnet Check on Bridge Domain to prevent IP 
Learning
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Enforce Subnet Check on Bridge Domain to prevent IP 
Learning
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Bridge Domain Configuration Recommendations
Generation 1 

• Bridge Domain Configuration 
• Limit IP Learning To Subnet 

• Fabric Wide Configuration 
• IP Aging Policy (enabled by 

default) 
• Disable Remote EP Learn (on 

border leaf) 
• Prerequisite is to set Tenant> 

Networking> VRFs> Policy 
Control Enforcement to Ingress 
on your VRF instances

Mixed Leafs 
• Bridge Domain Configuration 

• Limit IP Learning To Subnet 

• Fabric Wide Configuration 
• IP Aging Policy (enabled by 

default) 
• Disable Remote EP Learn (on 

border leaf) 
• Prerequisite is to set Tenant> 

Networking> VRFs> Policy 
Control Enforcement to Ingress 
on your VRF instances 

• Enforce Subnet Check

Generation 2 
• Fabric Wide Configuration 

• IP Aging Policy (enabled by 
default) 

• Disable Remote EP Learn (on 
border leaf) 
• Prerequisite is to set Tenant> 

Networking> VRFs> Policy 
Control Enforcement to Ingress 
on your VRF instances 

• Enforce Subnet Check
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0025.b5dc.034e Leaf-102

 10.52.248.21 Leaf-102

0025.b5dc.040f Leaf-101

10.52.248.20 Leaf-101

 10.52.248.204 Leaf-101

00:50:56:99:EF:B3 Leaf-101

10.52.248.202 Leaf-101

00:00:0C:07:AC:1D Leaf-101

00:18:74:E2:15:40 Leaf-101

00:1A:A2:D5:C0:80 Leaf-101

0050.5686.2574 Leaf-102

Packet Walk

APIC

APIC

APIC

Leaf: 101 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

Leaf: 102 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

C1 C3C2

EPG: host-mgmt 
Interface: 101-102/1/21 

VLAN: 8

Global

Local

Spine Proxy Table

Leaf 101
* Proxy B

0050.5686.2574
Tunnel22 

(Leaf-102)

0025.b5dc.034e
Tunnel22 

(Leaf-102)

 10.52.248.21
Tunnel22 

(Leaf-102)

0025.b5dc.040f 1/21

10.52.248.20 1/21

.20

101/1/21

.21

Tun22

Local

Leaf 102
* Proxy B

0050.2986.2574
Tunnel06 

(Leaf-103)

0025.b5dc.040f
Tunnel15 

(Leaf-101)

10.52.248.20
Tunnel15 

(Leaf-101)

0025.b5dc.034e 1/21

 10.52.248.21 1/21

Global

ARP table only used for L3out

apic1# fabric 101 show ip arp
---------------------------------------------------------------- 
Node 101 (Leaf-101)
----------------------------------------------------------------
Flags: * - Adjacencies learnt on non-active FHRP router       
       + - Adjacencies synced via CFSoE       
       # - Adjacencies Throttled for Glean       
       D - Static Adjacencies attached to down interface

IP ARP Table for all contexts
Total number of entries: 4
Address         Age       MAC Address     Interface
10.0.0.1         -        b838.61f7.1435  vlan1
101.0.100.1     00:07:39  0018.74e2.1540  eth1/96.9
101.0.101.1     00:06:59  0018.74e2.1540  eth1/96.13
101.0.102.1     00:06:59  0018.74e2.1540  eth1/96.25
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0025.b5dc.034e Leaf-102

 10.52.248.21 Leaf-102

0025.b5dc.040f Leaf-101

10.52.248.20 Leaf-101

 10.52.248.204 Leaf-101

00:50:56:99:EF:B3 Leaf-101

10.52.248.202 Leaf-101

00:00:0C:07:AC:1D Leaf-101

00:18:74:E2:15:40 Leaf-101

00:1A:A2:D5:C0:80 Leaf-101

0050.5686.2574 Leaf-102

Packet Walk

APIC

APIC

APIC

Leaf: 101 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

Leaf: 102 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

C1 C3C2

EPG: host-mgmt 
Interface: 101-102/1/21 

VLAN: 8

Global

Local

Spine Proxy Table

Leaf 101
* Proxy B

0050.5686.2574
Tunnel22 

(Leaf-102)

0025.b5dc.034e
Tunnel22 

(Leaf-102)

 10.52.248.21
Tunnel22 

(Leaf-102)

0025.b5dc.040f 1/21

10.52.248.20 1/21

PayloadIP

Packet Sourced from 
physical server1

.20

101/1/21

.21

Tun22

Local

Leaf 102
* Proxy B

0050.2986.2574
Tunnel06 

(Leaf-103)

0025.b5dc.040f
Tunnel15 

(Leaf-101)

10.52.248.20
Tunnel15 

(Leaf-101)

0025.b5dc.034e 1/21

 10.52.248.21 1/21

Global
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0025.b5dc.034e Leaf-102

 10.52.248.21 Leaf-102

0025.b5dc.040f Leaf-101

10.52.248.20 Leaf-101

 10.52.248.204 Leaf-101

00:50:56:99:EF:B3 Leaf-101

10.52.248.202 Leaf-101

00:00:0C:07:AC:1D Leaf-101

00:18:74:E2:15:40 Leaf-101

00:1A:A2:D5:C0:80 Leaf-101

0050.5686.2574 Leaf-102

PayloadIPVXLANL1 VTEP

Leaf swaps ingress encapsulation with VXLAN (EPG) 
ID and performs any required policy functions2

Packet Walk

APIC

APIC

APIC

Leaf: 101 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

Leaf: 102 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

C1 C3C2

EPG: host-mgmt 
Interface: 101-102/1/21 

VLAN: 8

Global

Local

Spine Proxy Table

Leaf 101
* Proxy B

0050.5686.2574
Tunnel22 

(Leaf-102)

0025.b5dc.034e
Tunnel22 

(Leaf-102)

 10.52.248.21
Tunnel22 

(Leaf-102)

0025.b5dc.040f 1/21

10.52.248.20 1/21

PayloadIP

Packet Sourced from 
physical server1

.20

101/1/21

.21

Tun22

Local

Leaf 102
* Proxy B

0050.2986.2574
Tunnel06 

(Leaf-103)

0025.b5dc.040f
Tunnel15 

(Leaf-101)

10.52.248.20
Tunnel15 

(Leaf-101)

0025.b5dc.034e 1/21

 10.52.248.21 1/21

Global
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0025.b5dc.034e Leaf-102

 10.52.248.21 Leaf-102

0025.b5dc.040f Leaf-101

10.52.248.20 Leaf-101

 10.52.248.204 Leaf-101

00:50:56:99:EF:B3 Leaf-101

10.52.248.202 Leaf-101

00:00:0C:07:AC:1D Leaf-101

00:18:74:E2:15:40 Leaf-101

00:1A:A2:D5:C0:80 Leaf-101

0050.5686.2574 Leaf-102

PayloadIPVXLANL1 VTEP

Leaf swaps ingress encapsulation with VXLAN (EPG) 
ID and performs any required policy functions2

Packet Walk

APIC

APIC

APIC

Leaf: 101 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

Leaf: 102 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

C1 C3C2

EPG: host-mgmt 
Interface: 101-102/1/21 

VLAN: 8

Global

Local

Spine Proxy Table

Leaf 101
* Proxy B

0050.5686.2574
Tunnel22 

(Leaf-102)

0025.b5dc.034e
Tunnel22 

(Leaf-102)

 10.52.248.21
Tunnel22 

(Leaf-102)

0025.b5dc.040f 1/21

10.52.248.20 1/21

PayloadIP

Packet Sourced from 
physical server1

3a
If the ingress Leaf has learned the 
destination IP to egress VTEP binding it 
will set required destination VTEP 
address and forward

PayloadIPVXLANL6 VTEP

If the ingress Leaf has NOT learned the 
destination IP to egress VTEP binding it 
will set required destination VTEP to the 
Spine Proxy VTEP

3b

PayloadIPVXLANS1 VTEP

.20

101/1/21

.21

Tun22

Local

Leaf 102
* Proxy B

0050.2986.2574
Tunnel06 

(Leaf-103)

0025.b5dc.040f
Tunnel15 

(Leaf-101)

10.52.248.20
Tunnel15 

(Leaf-101)

0025.b5dc.034e 1/21

 10.52.248.21 1/21

Global
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0025.b5dc.034e Leaf-102

 10.52.248.21 Leaf-102

0025.b5dc.040f Leaf-101

10.52.248.20 Leaf-101

 10.52.248.204 Leaf-101

00:50:56:99:EF:B3 Leaf-101

10.52.248.202 Leaf-101

00:00:0C:07:AC:1D Leaf-101

00:18:74:E2:15:40 Leaf-101

00:1A:A2:D5:C0:80 Leaf-101

0050.5686.2574 Leaf-102

PayloadIPVXLANL1 VTEP

Leaf swaps ingress encapsulation with VXLAN (EPG) 
ID and performs any required policy functions2

Packet Walk

APIC

APIC

APIC

Leaf: 101 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

Leaf: 102 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

C1 C3C2

EPG: host-mgmt 
Interface: 101-102/1/21 

VLAN: 8

Global

Local

Spine Proxy Table

Leaf 101
* Proxy B

0050.5686.2574
Tunnel22 

(Leaf-102)

0025.b5dc.034e
Tunnel22 

(Leaf-102)

 10.52.248.21
Tunnel22 

(Leaf-102)

0025.b5dc.040f 1/21

10.52.248.20 1/21

PayloadIP

Packet Sourced from 
physical server1

3a
If the ingress Leaf has learned the 
destination IP to egress VTEP binding it 
will set required destination VTEP 
address and forward

PayloadIPVXLANL6 VTEP

If the ingress Leaf has NOT learned the 
destination IP to egress VTEP binding it 
will set required destination VTEP to the 
Spine Proxy VTEP

3b

PayloadIPVXLANS1 VTEP

PayloadIPVXLANL6 VTEP

Leaf removes ingress VXLAN (EPG) ID and performs 
any required policy functions4

.20

101/1/21

.21

Tun22

Local

Leaf 102
* Proxy B

0050.2986.2574
Tunnel06 

(Leaf-103)

0025.b5dc.040f
Tunnel15 

(Leaf-101)

10.52.248.20
Tunnel15 

(Leaf-101)

0025.b5dc.034e 1/21

 10.52.248.21 1/21

Global
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0025.b5dc.034e Leaf-102

 10.52.248.21 Leaf-102

0025.b5dc.040f Leaf-101

10.52.248.20 Leaf-101

 10.52.248.204 Leaf-101

00:50:56:99:EF:B3 Leaf-101

10.52.248.202 Leaf-101

00:00:0C:07:AC:1D Leaf-101

00:18:74:E2:15:40 Leaf-101

00:1A:A2:D5:C0:80 Leaf-101

0050.5686.2574 Leaf-102

PayloadIPVXLANL1 VTEP

Leaf swaps ingress encapsulation with VXLAN (EPG) 
ID and performs any required policy functions2

Packet Walk

APIC

APIC

APIC

Leaf: 101 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

Leaf: 102 
BD: vlan-8_host-mgmt 
GW: 10.52.248.193/27 

Advertise Externally: Yes

C1 C3C2

EPG: host-mgmt 
Interface: 101-102/1/21 

VLAN: 8

Global

Local

Spine Proxy Table

Leaf 101
* Proxy B

0050.5686.2574
Tunnel22 

(Leaf-102)

0025.b5dc.034e
Tunnel22 

(Leaf-102)

 10.52.248.21
Tunnel22 

(Leaf-102)

0025.b5dc.040f 1/21

10.52.248.20 1/21

PayloadIP

Packet Sourced from 
physical server1

3a
If the ingress Leaf has learned the 
destination IP to egress VTEP binding it 
will set required destination VTEP 
address and forward

PayloadIPVXLANL6 VTEP

If the ingress Leaf has NOT learned the 
destination IP to egress VTEP binding it 
will set required destination VTEP to the 
Spine Proxy VTEP

3b

PayloadIPVXLANS1 VTEP

PayloadIPVXLANL6 VTEP

Leaf removes ingress VXLAN (EPG) ID and performs 
any required policy functions4

PayloadIP

Packet Delivered to 
physical server5

.20

101/1/21

.21

Tun22

Local

Leaf 102
* Proxy B

0050.2986.2574
Tunnel06 

(Leaf-103)

0025.b5dc.040f
Tunnel15 

(Leaf-101)

10.52.248.20
Tunnel15 

(Leaf-101)

0025.b5dc.034e 1/21

 10.52.248.21 1/21

Global
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The EPG shows the switches where the Mac/IP addresses 
are learned
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The EPG shows the switches where the Mac/IP addresses 
are learned
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The EPG shows the switches where the Mac/IP addresses 
are learned
apic1# show endpoints vlan 8
Legends:
(P):Primary VLAN
(S):Secondary VLAN

Dynamic Endpoints:
Tenant      : common
Application : outside_vlans
AEPg        : vlan-8_host-mgmt 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add 
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  ---------------
00:25:B5:DC:04:0F  10.52.248.20                              101         eth1/21                         vlan-8           not-applicable
00:25:B5:DC:03:4E  10.52.248.21                              102         eth1/21                         vlan-8           not-applicable
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The EPG shows the switches where the Mac/IP addresses 
are learned
apic1# show endpoints vlan 8
Legends:
(P):Primary VLAN
(S):Secondary VLAN

Dynamic Endpoints:
Tenant      : common
Application : outside_vlans
AEPg        : vlan-8_host-mgmt 

End Point MAC      IP Address                                Node        Interface                       Encap            Multicast Add 
-----------------  ----------------------------------------  ----------  ------------------------------  ---------------  ---------------
00:25:B5:DC:04:0F  10.52.248.20                              101         eth1/21                         vlan-8           not-applicable
00:25:B5:DC:03:4E  10.52.248.21                              102         eth1/21                         vlan-8           not-applicable
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Layer 2 connectivity 
1 Bridge Domain = 1 Outside VLAN
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Web_VL10

External Layer 2 – Extended EPG

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM

VM VM VM VM VM VM
C

om
m

un
ic

at
io

n 
al

lo
w

ed

Communication allowed

Default Gateway 
192.168.10.1/24

vDS
Portgoup: 

Ciscolive:MyApp:App
Portgoup: 

Ciscolive:MyApp:DB
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Web_VL10

External Layer 2 – Extended EPG

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM

VM VM VM VM VM VM
C

om
m

un
ic

at
io

n 
al

lo
w

ed

Communication allowed

Default Gateway 
192.168.10.1/24

vDS
Portgoup: 

Ciscolive:MyApp:App
Portgoup: 

Ciscolive:MyApp:DB
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Application Profile: MyApp

vDS

Web_VL10

External Layer 2 – Extended EPG

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM

VM VM VM VM VM VM
C

om
m

un
ic

at
io

n 
al

lo
w

ed

Communication allowed

Default Gateway 
192.168.10.1/24

EPG: Outside_Web_VL10 
Domain: Outside 

Path: vpc_to_legacy 
VLAN: 10

BD: Outside_Web_VL10 
GW:N/A 

Advertise Externally: Yes

Portgoup: 
Ciscolive:MyApp:Web

VM VM VM

Portgoup: 
Ciscolive:MyApp:App

Portgoup: 
Ciscolive:MyApp:DB
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Layer 3 connectivity 
L3out’s are simply routed interfaces/sub interfaces/SVIs
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Anatomy of a L3out
Tenant: Common 

VRF: vrf-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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Anatomy of a L3out
Tenant: Common 

VRF: vrf-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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Anatomy of a L3out
External Routed 
Network (L3out) 

VRF: Common:VRF-01 
Routing Protocol

Tenant: Common 
VRF: vrf-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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Anatomy of a L3out
External Routed 
Network (L3out) 

VRF: Common:VRF-01 
Routing Protocol

Logical Node Profile 
Switch ID / Router-ID 

Static-Routes* 
Loopback Address

Tenant: Common 
VRF: vrf-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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Anatomy of a L3out
External Routed 
Network (L3out) 

VRF: Common:VRF-01 
Routing Protocol

Logical Node Profile 
Switch ID / Router-ID 

Static-Routes* 
Loopback Address

Logical Interfaces 
Profile 

Routed Interface Type 
Interface IP Address

Tenant: Common 
VRF: vrf-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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Anatomy of a L3out
External Routed 
Network (L3out) 

VRF: Common:VRF-01 
Routing Protocol

Logical Node Profile 
Switch ID / Router-ID 

Static-Routes* 
Loopback Address

Logical Interfaces 
Profile 

Routed Interface Type 
Interface IP Address

OSPF Interface Profile* 
Authentication 

OSPF Interface Policy

OSPF Interface Policy* 
OSPF Interface Type 

Timers

Tenant: Common 
VRF: vrf-01

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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Anatomy of a L3out
External Routed 
Network (L3out) 

VRF: Common:VRF-01 
Routing Protocol

Logical Node Profile 
Switch ID / Router-ID 

Static-Routes* 
Loopback Address

Logical Interfaces 
Profile 

Routed Interface Type 
Interface IP Address

OSPF Interface Profile* 
Authentication 

OSPF Interface Policy

OSPF Interface Policy* 
OSPF Interface Type 

Timers

Tenant: Common 
VRF: vrf-01

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic
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Anatomy of a L3out

Logical  Networks 
(List of permitted 
remote subnets)   

0.0.0.0/0

External Routed 
Network (L3out) 

VRF: Common:VRF-01 
Routing Protocol

Logical Node Profile 
Switch ID / Router-ID 

Static-Routes* 
Loopback Address

Logical Interfaces 
Profile 

Routed Interface Type 
Interface IP Address

OSPF Interface Profile* 
Authentication 

OSPF Interface Policy

OSPF Interface Policy* 
OSPF Interface Type 

Timers

Tenant: Common 
VRF: vrf-01

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

Communication allowed
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1000 BDs per VRF

Anatomy of a L3out

Logical  Networks 
(List of permitted 
remote subnets)   

0.0.0.0/0

External Routed 
Network (L3out) 

VRF: Common:VRF-01 
Routing Protocol

Logical Node Profile 
Switch ID / Router-ID 

Static-Routes* 
Loopback Address

Logical Interfaces 
Profile 

Routed Interface Type 
Interface IP Address

OSPF Interface Profile* 
Authentication 

OSPF Interface Policy

OSPF Interface Policy* 
OSPF Interface Type 

Timers

Tenant: Common 
VRF: vrf-01

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

Communication allowed

400 VRFs per Leaf across all 
Tenants

 scale figures based on Gen2 hardware

250 External EPGs per L3out

8x routed int/sub int 
1000x SVI per L3out
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Shared L3out

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed

Communication allowed Communication allowed
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Shared L3out

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed

Communication allowed Communication allowed
104



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Shared L3out

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed

Communication allowed Communication allowed
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Shared L3out

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed

Communication allowed Communication allowed

External EPG permits connectivity 
to the listed subnets
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L3out in the Common Tenant
apic1# fabric 101-102 show ip interface brief vrf common:vrf-01
----------------------------------------------------------------
 Node 101 (Leaf-101)
----------------------------------------------------------------
IP Interface Status for VRF "common:vrf-01"(4)
Interface           Address             Interface Status
eth1/96.9           101.0.100.2/30     protocol-up/link-up/admin-up
vlan12              192.168.110.1/24   protocol-up/link-up/admin-up
vlan54              10.52.248.193/27   protocol-up/link-up/admin-up
lo2                 101.1.1.1/32       protocol-up/link-up/admin-up
 

----------------------------------------------------------------
 Node 102 (Leaf-102)
----------------------------------------------------------------
IP Interface Status for VRF "common:vrf-01"(4)
Interface           Address             Interface Status
eth1/96.5           102.0.100.2/30     protocol-up/link-up/admin-up
vlan9               192.168.110.1/24   protocol-up/link-up/admin-up
vlan53              10.52.248.193/27   protocol-up/link-up/admin-up
lo2                 102.1.1.1/32       protocol-up/link-up/admin-up

apic1#
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L3out in the Common Tenant
apic1# fabric 101-102 show ip interface brief vrf common:vrf-01
----------------------------------------------------------------
 Node 101 (Leaf-101)
----------------------------------------------------------------
IP Interface Status for VRF "common:vrf-01"(4)
Interface           Address             Interface Status
eth1/96.9           101.0.100.2/30     protocol-up/link-up/admin-up
vlan12              192.168.110.1/24   protocol-up/link-up/admin-up
vlan54              10.52.248.193/27   protocol-up/link-up/admin-up
lo2                 101.1.1.1/32       protocol-up/link-up/admin-up
 

----------------------------------------------------------------
 Node 102 (Leaf-102)
----------------------------------------------------------------
IP Interface Status for VRF "common:vrf-01"(4)
Interface           Address             Interface Status
eth1/96.5           102.0.100.2/30     protocol-up/link-up/admin-up
vlan9               192.168.110.1/24   protocol-up/link-up/admin-up
vlan53              10.52.248.193/27   protocol-up/link-up/admin-up
lo2                 102.1.1.1/32       protocol-up/link-up/admin-up

apic1#

Routed sub interface

Routed sub interface
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Common Tenant Configuration
Tenant: Ciscolive 

VRF: vrf-01
Tenant: Common 

VRF: vrf-01
Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global
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Common Tenant Configuration

Leaking 0.0.0.0/0

Tenant: Ciscolive 
VRF: vrf-01

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global
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Common Tenant Configuration

Leaking 0.0.0.0/0

Consuming the 
exported contract

Tenant: Ciscolive 
VRF: vrf-01

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global
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Common Tenant Configuration

Leaking 0.0.0.0/0

Leaking all 
routes

Consuming the 
exported contract

Tenant: Ciscolive 
VRF: vrf-01

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global
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Default Route in Common Tenant
apic1# fabric 101-102 show ip route 0.0.0.0 vrf common:vrf-01
----------------------------------------------------------------
 Node 101 (Leaf-101)
----------------------------------------------------------------
IP Route Table for VRF "common:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 101.0.100.1, eth1/96.9, [110/1], 5d17h, ospf-default, type-2, tag 1

----------------------------------------------------------------
 Node 102 (Leaf-102)
----------------------------------------------------------------
IP Route Table for VRF "common:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 102.0.100.1, eth1/96.5, [110/1], 5d17h, ospf-default, type-2, tag 1

apic1#
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Default Route in Common Tenant
apic1# fabric 101-102 show ip route 0.0.0.0 vrf common:vrf-01
----------------------------------------------------------------
 Node 101 (Leaf-101)
----------------------------------------------------------------
IP Route Table for VRF "common:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 101.0.100.1, eth1/96.9, [110/1], 5d17h, ospf-default, type-2, tag 1

----------------------------------------------------------------
 Node 102 (Leaf-102)
----------------------------------------------------------------
IP Route Table for VRF "common:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 102.0.100.1, eth1/96.5, [110/1], 5d17h, ospf-default, type-2, tag 1

apic1#
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Default Route in Ciscolive Tenant
apic1# fabric 101-102 show ip route 0.0.0.0 vrf Ciscolive:vrf-01
----------------------------------------------------------------
 Node 101 (Leaf-101)
----------------------------------------------------------------
IP Route Table for VRF "Ciscolive:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 101.0.100.1%common:vrf-01, eth1/96.9, [20/1], 00:16:31, bgp-64512, external, tag 64512

----------------------------------------------------------------
 Node 102 (Leaf-102)
----------------------------------------------------------------
IP Route Table for VRF "Ciscolive:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 102.0.100.1%common:vrf-01, eth1/96.5, [20/1], 00:16:33, bgp-64512, external, tag 64512

apic1#
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Default Route in Ciscolive Tenant
apic1# fabric 101-102 show ip route 0.0.0.0 vrf Ciscolive:vrf-01
----------------------------------------------------------------
 Node 101 (Leaf-101)
----------------------------------------------------------------
IP Route Table for VRF "Ciscolive:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 101.0.100.1%common:vrf-01, eth1/96.9, [20/1], 00:16:31, bgp-64512, external, tag 64512

----------------------------------------------------------------
 Node 102 (Leaf-102)
----------------------------------------------------------------
IP Route Table for VRF "Ciscolive:vrf-01"
'*' denotes best ucast next-hop
'**' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF<string>

0.0.0.0/0, ubest/mbest: 1/0
   *via 102.0.100.1%common:vrf-01, eth1/96.5, [20/1], 00:16:33, bgp-64512, external, tag 64512

apic1#
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Application Profile: MyApp

L3out – Route Peering

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW: 192.168.11.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

Tenant: Ciscolive 
VRF: vrf-02

FW_In 
EPG: In

FW_Out 
EPG: Out

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Tenant: Common 
VRF: vrf-01

Route Leak

Communication allowed
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Application Profile: MyApp

L3out – Route Peering

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW: 192.168.11.1/24 

Advertise Externally: Yes

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

Tenant: Ciscolive 
VRF: vrf-02

FW_In 
EPG: In

FW_Out 
EPG: Out

C
om

m
unication allow

ed C
om

m
un

ic
at

io
n 

al
lo

w
ed

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Tenant: Common 
VRF: vrf-01

Route Leak

Communication allowed
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Application Profile: MyApp

NAT

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: FW_Inside 
GW: N/A 

Advertise Externally: N/A

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

Tenant: ssharman 
VRF: vrf-01

Tenant: Ciscolive 
VRF: vrf-01

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Tenant: Common 
VRF: vrf-01

Route Leak

Com
m

unication allowed

L2 Bridge Domain
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Application Profile: MyApp

NAT

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: FW_Inside 
GW: N/A 

Advertise Externally: N/A

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

Tenant: ssharman 
VRF: vrf-01

Tenant: Ciscolive 
VRF: vrf-01

Default Gateway

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Tenant: Common 
VRF: vrf-01

Route Leak

Com
m

unication allowed

L2 Bridge Domain
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Application Profile: MyApp

PBR – Service Graph

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW: 192.168.11.1/24 

Advertise Externally: No

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

Tenant: ssharman 
VRF: vrf-01

Tenant: Ciscolive 
VRF: vrf-01

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Tenant: Common 
VRF: vrf-01

Route Leak

Com
m

unication allowed
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Application Profile: MyApp

PBR – Service Graph

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.11.x_24 
GW: 192.168.11.1/24 

Advertise Externally: No

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW: 192.168.10.1/24 

Advertise Externally: Yes

Tenant: ssharman 
VRF: vrf-01

Tenant: Ciscolive 
VRF: vrf-01

Communication allowed

Contract enforces PBR next hop 
to Firewall for specific traffic

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Tenant: Common 
VRF: vrf-01

Route Leak

Com
m

unication allowed
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How does ACI integrate with 
VMware’s virtual switches?
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Why should you care about integrating with VMware’s 
Virtual Switches? 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A perceived barrier to timely delivery of new services 
(from Virtualization Teams) is that it takes too long to 

provision Network Services i.e. VLANs, Subnets, 
and L4-7 Devices

Most automation projects start with server/
application teams, therefore it makes sense to offer 

the network as a consumable service 
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There are four integration options with VMware
1. Independently configure the vSwitch/vDS as you do today 

2. Create EPGs on vCenter and map them to an APIC managed vDS to create port groups – requires 
ACI plugin 

3. Create EPGs on APIC and map them to an APIC managed vDS to create port groups 

4. Create EPGs on APIC and map them to an AVE to create port groups
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Network Team configures VRFs/subnets
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Network Team configures VRFs/subnets

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

APIC
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Server Team configures network interfaces

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

APIC
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Server Team configures network interfaces

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

APIC

API Connection
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VMware Team pushes vDS

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

APIC
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vDS

VMware Team pushes vDS

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

vDS pushed to ESX 
Hosts

API Connection

vCenter

APIC
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vDS

VMware Team pushes portgroups

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

vDS pushed to ESX 
Hosts

vCenter

APIC
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vDS

VMware Team pushes portgroups

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

vDS pushed to ESX 
Hosts

vCenter

APIC
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vDS

VMware Team pushes portgroups

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

vDS pushed to ESX 
Hosts

Application Profile: MyApp

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

Portgoup: 
Ciscolive:MyApp:Web

Portgoup: 
Ciscolive:MyApp:App

vCenter

APIC
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Application Team deploys VMs

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

vDS pushed to ESX 
Hosts

APIC
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vCenter

vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Application Team deploys VMs

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
Path: 101/1/1-2 

VLAN: 12

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

vDS pushed to ESX 
Hosts

APIC
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Option 1 – NSX for Virtual Machine Security: 
• Uses NSX as a security and services solution (DFW, LB, etc.) 
• ACI functions as integrated overlay and underlay 
• No requirement for NSX VTEP configuration 
• ACI uses VMM Domain programming application dvPortGroups

There are two ways to interoperate with VMware NSX

122



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

There are two ways to interoperate with VMware NSX
Option 2 – NSX for Networking and Virtual Machine Security: 
• ACI functions as an underlay network 
• NSX functions as a VXLAN overlay 
• Customer follows VMware Design Recommendations 
• ACI can use VMM Domain to enhance visibility 
• NSX Host to Host VTEP connectivity can use ACI in various VTEP subnet 

models: 
• Single VTEP Subnet 
• VTEP Subnet per Rack 
• VTEP Subnet per Cluster
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EPG: NSX 
vDS: Ciscolive-vds-01 

VLAN: 1000

Tenant: Ciscolive 
VRF: vrf-01

BD: NSX 
GW:N/A 

Advertise Externally: Yes

NSX Overlay
L3out: NSX 

EPG
L3out: Ext 

EPG

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

LogicalSwitch: Web 
GW:192.168.10.1/24

LogicalSwitch: App 
GW:192.168.11.1/24

LogicalSwitch: DB 
GW:192.168.12.1/24

VM VM VM VM VM VM

VTEP  
10.0.0.4

VTEP  
10.0.0.3

VTEP  
10.0.0.2

VTEP  
10.0.0.1

Single EPG/VLAN for 
NSX VTEP
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EPG: NSX 
vDS: Ciscolive-vds-01 

VLAN: 1000

Tenant: Ciscolive 
VRF: vrf-01

BD: NSX 
GW:N/A 

Advertise Externally: Yes

NSX Overlay
L3out: NSX 

EPG
L3out: Ext 

EPG

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

LogicalSwitch: Web 
GW:192.168.10.1/24

LogicalSwitch: App 
GW:192.168.11.1/24

LogicalSwitch: DB 
GW:192.168.12.1/24

VM VM VM VM VM VM

VTEP  
10.0.0.4

VTEP  
10.0.0.3

VTEP  
10.0.0.2

VTEP  
10.0.0.1

Ro
ut

e 
pe

er
in

g

Single EPG/VLAN for 
NSX VTEP
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EPG: NSX 
vDS: Ciscolive-vds-01 

VLAN: 1000

Tenant: Ciscolive 
VRF: vrf-01

BD: NSX 
GW:N/A 

Advertise Externally: Yes

NSX Overlay
L3out: NSX 

EPG
L3out: Ext 

EPG

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

LogicalSwitch: Web 
GW:192.168.10.1/24

LogicalSwitch: App 
GW:192.168.11.1/24

LogicalSwitch: DB 
GW:192.168.12.1/24

VM VM VM VM VM VM

VTEP  
10.0.0.4

VTEP  
10.0.0.3

VTEP  
10.0.0.2

VTEP  
10.0.0.1

ESG
Ro

ut
e 

pe
er

in
g

Route peering

Single EPG/VLAN for 
NSX VTEP
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EPG: NSX 
vDS: Ciscolive-vds-01 

VLAN: 1000

Tenant: Ciscolive 
VRF: vrf-01

BD: NSX 
GW:N/A 

Advertise Externally: Yes

NSX Overlay
L3out: NSX 

EPG
L3out: Ext 

EPG

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

LogicalSwitch: Web 
GW:192.168.10.1/24

LogicalSwitch: App 
GW:192.168.11.1/24

LogicalSwitch: DB 
GW:192.168.12.1/24

VM VM VM VM VM VM

VTEP  
10.0.0.4

VTEP  
10.0.0.3

VTEP  
10.0.0.2

VTEP  
10.0.0.1

ESG

Controller

Ro
ut

e 
pe

er
in

g

Route peering

Route  
programming

Single EPG/VLAN for 
NSX VTEP
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EPG: NSX 
vDS: Ciscolive-vds-01 

VLAN: 1000

Tenant: Ciscolive 
VRF: vrf-01

BD: NSX 
GW:N/A 

Advertise Externally: Yes

NSX Overlay
L3out: NSX 

EPG
L3out: Ext 

EPG

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

LogicalSwitch: Web 
GW:192.168.10.1/24

LogicalSwitch: App 
GW:192.168.11.1/24

LogicalSwitch: DB 
GW:192.168.12.1/24

VM VM VM VM VM VM

VTEP  
10.0.0.4

VTEP  
10.0.0.3

VTEP  
10.0.0.2

VTEP  
10.0.0.1

ESG

Controller

DLR

Ro
ut

e 
pe

er
in

g

Route peering

Route  
programming

Route  
programming

Single EPG/VLAN for 
NSX VTEP
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EPG: NSX 
vDS: Ciscolive-vds-01 

VLAN: 1000

Tenant: Ciscolive 
VRF: vrf-01

BD: NSX 
GW:N/A 

Advertise Externally: Yes

NSX Overlay
L3out: NSX 

EPG
L3out: Ext 

EPG

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

LogicalSwitch: Web 
GW:192.168.10.1/24

LogicalSwitch: App 
GW:192.168.11.1/24

LogicalSwitch: DB 
GW:192.168.12.1/24

VM VM VM VM VM VM

VTEP  
10.0.0.4

VTEP  
10.0.0.3

VTEP  
10.0.0.2

VTEP  
10.0.0.1

ESG

Controller

DLR

Ro
ut

e 
pe

er
in

g

Route peering

Route  
programming

Route  
programming

Single EPG/VLAN for 
NSX VTEP
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NSX Overlay at scale
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NSX Overlay at scale
Tenant: Ciscolive 

VRF: vrf-01 L3out: NSX 
EPG

L3out: Ext 
EPG

ESG Controller DLR

vCenter-01
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NSX Overlay at scale
Tenant: Ciscolive 

VRF: vrf-01 L3out: NSX 
EPG

L3out: Ext 
EPG

ESG Controller DLRTenant: Customer_1 
VRF: vrf-01 L3out: NSX 

EPG
L3out: Ext 

EPG

ESG Controller DLR

vCenter-01
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NSX Overlay at scale
Tenant: Ciscolive 

VRF: vrf-01 L3out: NSX 
EPG

L3out: Ext 
EPG

ESG Controller DLRTenant: Customer_1 
VRF: vrf-01 L3out: NSX 

EPG
L3out: Ext 

EPG

ESG Controller DLRTenant: Customer_2 
VRF: vrf-01 L3out: NSX 

EPG
L3out: Ext 

EPG

ESG Controller DLR

vCenter-01

vCenter-02
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NSX Overlay at scale
Tenant: Ciscolive 

VRF: vrf-01 L3out: NSX 
EPG

L3out: Ext 
EPG

ESG Controller DLRTenant: Customer_1 
VRF: vrf-01 L3out: NSX 

EPG
L3out: Ext 

EPG

ESG Controller DLRTenant: Customer_2 
VRF: vrf-01 L3out: NSX 

EPG
L3out: Ext 

EPG

ESG Controller DLRTenant: Customer_3 
VRF: vrf-01 L3out: NSX 

EPG
L3out: Ext 

EPG

ESG Controller DLR

vCenter-01

vCenter-02
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First you need a basic understand of the ACI Policy Model

You’ve already been learning about the ACI Policy Model 
during this presentation
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Managed Objects

AAA, Security Tenants – User, 
Common …

Policy Universe

APIC Controllers … Layer 4-7 ServicesFabric, Access, 
Inventory … VM Domains …
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Managed Objects

AAA, Security Tenants – User, 
Common …

Policy Universe

APIC Controllers … Layer 4-7 ServicesFabric, Access, 
Inventory … VM Domains …

Tenant

Filter Application ProfileOutside Network ContractBridge Domain VRF

EPG

Subnet Subject
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https://{{APIC}}/
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https://{{APIC}}/doc/html/
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https://{{APIC}}/visore.html
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https://{{APIC}}/visore.html
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https://{{APIC}}/visore.html

131



Using Postman

132



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKACI-1002

vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Step 1: Build your required object(s) in the GUI

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Portgoup: 
Ciscolive:MyApp:DB

VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed
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vDS
Portgoup: 

Ciscolive:MyApp:Web
Portgoup: 

Ciscolive:MyApp:App

Application Profile: MyApp

Step 2: Save your configuration

EPG: Web 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: App 
vDS: Ciscolive-vds-01 

VLAN: dynamic

EPG: DB 
vDS: Ciscolive-vds-01 

VLAN: dynamic

BD: 192.168.10.x_24 
GW:192.168.10.1/24 

Advertise Externally: Yes

BD: 192.168.11.x_24 
GW:192.168.11.1/24 
Advertise Externally: Yes

BD: 192.168.12.x_24 
GW:192.168.12.1/24 

Advertise Externally: Yes

Tenant: Ciscolive 
VRF: vrf-01

VM VM VM VM VM VM

Portgoup: 
Ciscolive:MyApp:DB

VM VM VM

Tenant: Common 
VRF: vrf-01

Route Leak 0.0.0.0/0

Ext Switch: 6ka 
VRF: global

Ext Switch: 6kb 
VRF: global

Com
m

unication allowed
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vDS
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Com
m

unication allowed
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Step 3: Clean up your JSON
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Step 3: Clean up your JSON
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Step 3: Clean up your JSON
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Step 4: Understand the configuration code
Application Profile

“path” to the 
Application Profile

Children of the 
Application Profile

Endpoint Group

Endpoint Group name

Children of the 
Endpoint Group

Provided Contract

Contract name

Domain

Domain name 
(VMM)

Bridge Domain

Bridge Domain name

Application Profile 
name
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Step 5: Select parameters to use as 
variables

Application Profile
“path” to the Application 

Profile (variable)

New “status” object 
(variable)

Endpoint Group

Endpoint Group 
name (variable)

Provided Contract

Contract name 
(variable)

Domain

Domain name 
(VMM) (variable)

Bridge Domain

Bridge Domain name 
(variable)

Application Profile 
name (variable)

New “status” object 
(variable)

“path” to the Endpoint 
Group (variable)
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Step 6: Create a variable file

Option: created 
Option: created,modified 
Option: deleted

Option: created 
Option: created,modified 
Option: deleted
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Understand how managed objects are related

vDS

Portgoup Portgoup

Application Profile

Tenant 
VRF

VM VM VM VM VM VM

Outside Outside

Bridge Domain Bridge Domain Bridge Domain

Endpoint Group Endpoint Group Endpoint GroupEndpoint Group
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Understand how managed objects are related

vDS

Portgoup Portgoup

Application Profile

Tenant 
VRF

VM VM VM VM VM VM

Outside Outside

Bridge Domain Bridge Domain Bridge Domain

Endpoint Group Endpoint Group Endpoint GroupEndpoint Group

Layer 2
Layer 3
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Choose Your Management Method(s)
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Choose Your Management Method(s)
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Connect the Old to the New

APIC

APIC

APIC

vDS-01
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Connect the Old to the New

APIC

APIC

APIC

Layer 3 to existing 
network

Separate  “border leafs” 
shown for clarity

vDS-01

Layer 2 vPC to 
existing network 
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Connect the Old to the New

APIC

APIC

APIC

Layer 3 to existing 
network

Separate  “border leafs” 
shown for clarity

vDS-01

Layer 2 vPC to 
existing network 

vDS-02
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Q & A
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• Give us your feedback and receive 
a Cisco Live 2018 Cap by 
completing the overall event 
evaluation and 5 session 
evaluations.  

• All evaluations can be completed 
via the Cisco Live Mobile App.

Complete Your Online  
Session Evaluation

Don’t forget: Cisco Live sessions will be 
available for viewing on demand after the 
event at www.CiscoLive.com/Global.
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Recommended Sessions
• ACI Layer 4-7 Integration – BRKACI-2016 
• ACI Multisite Deployment – BRKACI-3502 
• ACI Runs Everything – ILTDC-1702 
• Cisco Container Networking in ACI mode – LABDC-1605 
• How to setup and ACI fabric from scratch – BRKACI-2004 
• Integration and Interoperation of Existing Nexus Networks – BRKACI-2001
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Thank you
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