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• Cisco’s commitment and strategy 

• Securing today’s SP Architectures
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solutions
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Would you buy a seat on this plane?

Your business takes a ride on this everyday!

Up to 50 different security vendor products in use



The security industry today-



Users/Accounts Data

What SP Customers Want to Protect

Applications



Security Threats for Mobile SPs



Cisco’s View on Security

• Security is all about two concepts:  Visibility & Control

• Threats are mitigated as close to the source as possible

• Security services are dynamically chained together and instantiated to form a service 
chain to mitigate a specific threat and/or to provide a managed security service on 
distributed compute resources

• Threat defense provides a distributed capability to mitigate threats – targeted at the 
network, the Data Center, the Cloud and the applications that they serve

7

Before
Control

Enforce

Harden

Control

Enforce

Harden

After
Scope

Contain

Remediate

Scope

Contain

Remediate

Detect 

Block 

Defend

Detect 

Block 

Defend

During



Investing in a best of breed architectural approach

1995

• PIX Firewall which 
was foundation of 
current ASA-X • Top Leader of 

contents security

2007 2009 2013 2014

• Leading Dynamic 
Malware Analysis 
(Sandbox)

• Currently Integrated to 
AMP

• Top Leader of Cloud-
based Web Security

• Snort®, ClamAV®, 
Open source 
projects Founder

• VRT World-class 
research

• Top Leader of IPS

• Top Leaders of security 
advisory services

• Provides risk 
management and 
compliance to Fortune 
500 customers

2015

• Leading security
analytics platfor
m to defend agai
nst advanced cy
ber threats

• Cloud based DNS 
security service

2016

• Leading Cloud 

security platform that 

provides visibility and 

control for SaaS, 

IaaS and PaaS



– Threat Intelligence

Services

Integrated Threat Defense

Endpoint CloudNetwork

The Most Complete Security Portfolio in the Industry



Security Architecture
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Security Architecture – Mapping Mobile Threats
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Security Architecture – Seeing and Fixing Threats
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