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Secure 
Design 
Challenge…

• Talented but Large Engineering 

Community (25K+)

• Diverse Product Line

• Security Focus is Critical

• Expanding Security Knowledge



Everyone Threat Models - Cars, Houses, Children?



“Structured and repeatable process to 

identify and mitigate threats”

Leads teams to consider potential attack vectors

Exposes weaknesses other methods may not uncover

Adds security focus without extensive security knowledge

Finds vulnerabilities Early and Before First Customer Ship



Approaches to Threat Modeling

Unstructured Structured

Asset Centric

Attacker 

Centric

Software 

Centric



ThreatBuilder (Cisco Threat Modeling Tool)

• Cisco developed browser-based tool

• Activities

- Model the feature using a Data Flow Diagram (DFD)

- Add attributes / Identify threats

- Mitigate threats

- Validate mitigations

• Output

- Better view of the feature’s threat landscape

- Plan of action to close or reduce vulnerabilities

Starts with the System Design

Model

Mitigate

Identify 

Threats
Validate



Threat Modeling @ Cisco



Definitions

• Threat - a real or theoretical scenario that may result in a product security issue

• Element – basic building block for a threat model Data Flow Diagram

• Attribute – label that gives definition to an element (functional, data)

• Mitigation – technical or procedural change to eliminate or lessen the ill effects 

of a threat

• Validation – a test or other proof of mitigation effectiveness



Cisco Threat Modeling Process

• Modelers:

• Engineers:  Dev Leads (Tech Leads, Architects, Principal Engineers)

• Facilitators:  Security Advocates (SA), Security Engagement Mgr. (SEM)

• Time Requirement:

- 2 x engineers ~ 8 hours each for a basic model

- 3 x threat models per feature / component

• Workflow:

- Before 1st Agile Commit

- Before Execution Commit (Waterfall)



• Graphically represent the 

feature under design

• Add elements, data flows, 

functions, protocols

• Establish elemental 

relationships

Create the Data Flow Diagram (DFD)



Add Attributes / Assign Threats

Automated



• Apply Default Mitigations
(CAPEC, Cisco Specific, etc.)

• Apply Cisco proprietary 
solutions

• Redesign to reduce or 
remove the threat

Mitigate Threats



• Validations “prove” mitigations

• Create and execute test cases

• File bugs with the proper tracking attributes

• Review & explore the solution

• Is the model correct for future product iterations?

• Consider changes in design and implementation

• Consider anomalies found during the test cycle

Validate Mitigations



Elevator Control Panel (Secure)



Threat Modeling Data Flow Diagram
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Results



Example Results – Bug Created and Filed



Example Results – Protocol Requirement



Example Results – Documentation



Summary

• Secure networks require secure products

• Threat modeling changes our approach to security

• Add threat modeling to your project

• Cisco wants to be your most trusted IT partner



Q & A



Complete Your Online Session Evaluation

Learn online with Cisco Live! 

Visit us online after the conference 

for full access to session videos and 

presentations. 

www.CiscoLiveAPAC.com

Give us your feedback and receive a 

Cisco 2016 T-Shirt by completing the 

Overall Event Survey and 5 Session 

Evaluations.
– Directly from your mobile device on the Cisco Live 

Mobile App 

– By visiting the Cisco Live Mobile Site 
http://showcase.genie-connect.com/ciscolivemelbourne2016/

– Visit any Cisco Live Internet Station located 

throughout the venue

T-Shirts can be collected Friday 11 March at 

Registration

http://www.ciscoliveapac.com/
http://showcase.genie-connect.com/ciscolivemelbourne2016/


Thank you




