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Agenda

• Introduction and Housekeeping

• Deploying WSA in IPv4 & IPv6 Networks

– Explicit Deployment

– Transparent Deployment with WCCP

– Deployment with Load balancer

– Deployment with CARP (New)

– Deployment with Advanced Malware 
Protection

• Deploying with Authentication

– Transparent User Identification using 
CDA

– Kerberos Authentication

• Troubleshooting Performance Issues
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Housekeeping

• Hold questions and comments – plenty of Question Time at the end

• Keep your gadgets in silent mode

• Take any calls outside

• Do unto others…

• Will re-post slides and distribute via email



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

For Your Reference

• There are (many...) slides in your print-outs that will not be presented.  

• They are there “For your Reference”

6

For Your
Reference



Explicit Deployment
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Explicit Proxy

8

Internet

Internet Web 

server

Web Security Appliance 

ASA 5500 

Firewall

• Client requests a website

• Browser connects first to WSA

• WSA connects to website

• Firewall usually only allows webtraffic for WSA

• DNS Resolution is done by WSA
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Explicit Proxy with IPv4 & IPv6
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Internet

Internet Web 

server

Web Security Appliance 

ASA 5500 

Firewall

• Client requests a website

• Browser connects first to WSA using IPv4 or IPv6

• WSA does DNS lookup

- A record returned and/or AAAA record returned

• Dependingon WSA setting, WSA builts outgoing connection either on IPv4 or IPv6

IPv6

IPv4
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Explicit Mode with IPv4 & IPv6
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• Setting IPv6 Adresses on the Interfaces



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

Explicit Mode with IPv4 & IPv6

11

• Setting IPv6 Routes
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Explicit Mode with IPv4 & IPv6

12

Which Protocol should be 
prefered in case of A and 

AAAA record returned?

• Setting DNS Servers
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Packet Capture with IPv6

13

• Packet Capture shows 
additional interfaces for IPv4 & 

IPv6

• Filter can be applied to IPv6 

addresses
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CLI

14

• Neighbour Cache in IPv6 is equivalent to the arp cache in IPv4

Display the arp-cache

Display the neighbour table



Deploying WCCP
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Transparent Proxy via WCCP

Internet

Internet Web 

server

Web Security Appliance 

ASA 5500 

Firewall

• Client requests a website
• Browser tries to connect to Website

• Network Device redirects traffic to WSA using WCCP
• WSA proxies the request
• DNS Resolution is done by the Client

IPv6

IPv4

WCCP

router
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How WCCP Registration Works

22

WCCP ClientWCCP Server

1. Registration

• The WCCP client registers at the WCCP Server
• Both, Server and Client need to use the same WCCP Service Group ID

• One WCCP Server usually can server multiple Clients
• Server and Client exchange „here i am“ and „I see you“ Packets to check 

availability
- UDP/2048, unicast
- Multicast possible

• Traffic is redirected from Server to one or multiple Clients using the 
„hash“ or „mask“ algorithm

3. „I see you“

2. „Here I am“
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WCCP Protocol - Buckets

23

Hash Based Assignment 

Byte level (8 bit) XOR computation divided into 256 buckets (default)

Mask Based Assignment 

Bit level AND divided up to 128 buckets (7 bits)

asa# show wccp 90 hash 144.254.1.1 

172.16.10.71 80 1024

WCCP hash information for:

Primary Hash:   Dst IP: 144.254.1.1

Bucket: 110

Cache Engine: 172.16.10.45
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Using WCCP for Traffic Redirection (2)

26

• Performance Considerations:

• MASK (HW) > HASH (SW)

- HW has to take TCAM Resources into consideration

• L2 (HW) > GRE (SW)

• Use GRE if WSA is located in other subnet

- Check if Device can do GRE in HW

• User L2 if WSA and WCCP Device are in same subnet
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VLAN10

WCCP with L3 Switch (3560/3750)
L2 Redirect

29

VLAN10

Internet

sdm prefer routing

ip routing

ip wccp 91 redirect-list wsa

ip access-list extended wsa

permit tcp any any eq www

permit tcp any any eq 443

!

interface Vlan10

ip address 172.16.10.10 

255.255.255.0

ip wccp 91 redirect in

Use template “access”, “routing” 
or “dual-ipv4/ipv6 routing”

WCCP shares same TCAM 
Region than PBR!
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WCCP IPv6 & IPv4

32 32

VLAN10

Internet
ip wccp 90 redirect-list wsav4

ipv6 wccp 91 redirect-list wsav6

!

interface Vlan10

ip address 172.16.10.10 255.255.255.0

ipv6 address 2001:db8:1:10::66/64

ipv6 nd ra suppress

ip wccp 90 redirect in 

ipv6 wccp 91 redirect in

ipv6 access-list wsav6 

permit tcp 2001:DB8:1:10::/64 any eq www

permit tcp 2001:DB8:1:10::/64 any eq 443

!

ip access-list extended wsav4

permit tcp any any eq 80

permit tcp any any eq 443

VLAN40

Different service groups for IPv4 & IPv6
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WCCP with L3 Switch
Redirect - Verification

35

munlab-3560X#show ip wccp 91 detail

WCCP Client information:

WCCP Client ID:          172.16.10.100

Protocol Version:        2.0

State:                   Usable

Redirection:             L2

Packet Return:           L2

Packets Redirected:    0

Connect Time:          01:02:16

Assignment:            MASK

Mask  SrcAddr DstAddr SrcPort DstPort

---- ------- ------- ------- -------

0000: 0x00000000 0x00000526 0x0000 0x0000

Value SrcAddr DstAddr SrcPort DstPort CE-IP

----- ------- ------- ------- ------- -----

0000: 0x00000000 0x00000000 0x0000 0x0000 0xAC100A64 (172.16.10.100)

0001: 0x00000000 0x00000002 0x0000 0x0000 0xAC100A64 (172.16.10.100)

0002: 0x00000000 0x00000004 0x0000  0x0000  0xAC100A64 (172.16.10.100)

Assignment 
Method

Version & 
State

Redirect
Method

Mask Value
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WCCP with L3 Switch – IPV6
Redirect - Verification

36

munlab-c6504#sh ipv6 wccp 90 det

WCCP Client information:        

WCCP Client ID:          2001:420:44E6:2013::45        

Protocol Version:        2.01        

State:                   Usable        

Redirection:             L2        

Packet Return:           L2        

Assignment:              MASK        

Connect Time:            00:13:25        

Redirected Packets:      

Process:               0       

CEF:                   0    

GRE Bypassed Packets:       

Process:               0      

CEF:                   0        

Mask Allotment:          4 of 4 (100.00%)        

Assigned masks/values:   1/4        

Mask  SrcAddr DstAddr SrcPort DstPort

---- ------- ------- ------- -------

0000: ::         300::      0x0000  0x0000        

Assignment 
Method

Version & 
State

Redirect
Method

Mask Value
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WCCP with L3 Switch (CAT6500)
L2 or GRE Redirect

38

• Ingress - L2 redirection + Hash Assignment (Requires SW Processing)
• Ingress - L2 redirection + Mask Assignment (Full HW Processing -

recommended)
• Egress - L2 redirection + Hash Assignment (Requires SW Proc.)
• Egress - L2 redirection + Mask Assignment (Requires SW Proc.)

First packet is process switched, creates netflow entry. Subsequent packets

are HW switched

• Ingress - L3 (GRE) redirection + Hash Assignment (Requires SW Proc.)

• Ingress - L3 (GRE) redirection + Mask Assignment (Full HW Processing -
Sup32/Sup720/2T only)

• Egress - L3 (GRE) redirection + Hash Assignment (Requires SW Proc.)

• Egress - L3 (GRE) redirection + Mask Assignment (Requires SW Proc.)
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WCCP with ASA

39

access-list WCCPRedirectionList extended deny ip 172.16.10.0 

255.255.255.0 172.16.10.0 255.255.255.0

access-list WCCPRedirectionList extended permit tcp any any eq www

access-list WCCPRedirectionList extended permit tcp any any eq https

!

wccp 90 redirect-list WCCPRedirectionList

wccp interface INSIDE 90 redirect in

Internet

• ASAallows only „redirect in“
- Client and WSA must be on same interface

- No DMZ Deployment possible....

• Inside ACL is checked before redirection
- Destination Server must be allowed in ACL

• Redirection Method is GRE based
• Redirect ACL allows permit and deny



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

WCCP with Router – ISR, ISRG2

42

• Redirect is GRE and Hash
- Done in SW

• Allows for DMZ-Design

• Supports „permit“ and „deny“ Statements 
in the redirection ACL

e0
e1

e2

ip cef

ip wccp version 2

ip wccp 91 redirect-list <redirect-ACL>

!

interface e0

ip wccp 91 redirect in
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A Word About Hardware

• The “mask” Assignment is handled in Hardware on ASR, Cat6500,…
• WCCPredirect ACL deny statements don’t use mask TCAM

• WCCPredirect ACL permit statements use up to the 
Number of ACL Permit Entries * Number of Buckets

• Example:
For a 7 bit mask, the router / switch is using 4096 TCAM  entries for 32 

permit statements…wasting lot of TCAM resources

• Adjusting the Bit-Mask must be done on the WCCP Client
- Supported with v7.7 SW Release 
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A Word About Hardware (2)

• 1-2 WSAs        1 bit, 2 slots 
• 3-4 WSAs 2 bits, 4 slots 

• 5-8 WSAs 3 bits, 8 slots 
• 9-16 WSAs 4 bits, 16 slots 
• 17-32 WSAs 5 bits, 32 slots

0x3 = 2 bits

4 slots for up to 4 WSA
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Transparent Deployment - Summary

• No client settings necessary

• Client resolves hostname of target web server -> improved performance!

• Traffic gets redirected by the network

• Allows for redundancy by defining multiple WSAs to redirect

• Selection of the right WCCP device to redirect is critical.

• Try to limit down „Permit“ Entries in Redirect Lists for „Mask“ assignment, adjust
mask in ASYNC-OS 7.7+

52



Deploying with Load Balancer
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Loadbalancer Deployment
Using Netscaler VPX

54

Internet

Internet Web 

server

Web Security Appliance 

ASA 5500 

Firewall

• Client requests a website
• Loadbalancer redirects the traffic

• WSA proxies the request
• DNS Resolution depends on the client Setting (explicit or transparent with PBR)

IPv6

IPv4
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Netscaler VPX – Server Definition

55

Define one Server per WSA System

Can be IPv4 or IPv6
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Netscaler VPX – Service (1)

• Each Server requires a Service to define for what protocols this Server is used

• For WSA in this Example : HTTP

56

Each Server requires at least one 
SERVICE.
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Netscaler VPX – Service (2)

57

Protocol that is used for this Service (HTTP)

X-FORWARDED-FOR Header is used to 
signal the Client IP to the WSA 
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Netscaler VPX – Virtual Server

• Define a virtual Server

• This the IP Address where a client will connect to when used in explicit mode

58
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Netscaler VPX – Virtual Server (2)

59

Services are mapped to the Virtual Server
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Netscaler VPX – Virtual Server (3)

60

Loadbalancingalgorithm

Persistence required to redirect requests to 
the same WSA
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Persistence

• Persistence is required to redirect all requests from a single client to a dedicated 
WSA

• This is extremly important if you implement your WSA with authentication

– Example:
Without Persistence, a User might successfully be redirected to WSA1 and 
authenticated but his next request might end up on WSA3 and authenticated again.

• Using a Loadbalancing Algorithm of URLHASH, DOMAINHASH, 
DESTINATIONIPHASH or SOURCEIPHASH may remove the need for 
Persistence
– All requests from one client would always end up on the same WSA

61
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Netscaler VPX – Browser Settings of the Clients

• Point your Browser to the IP of the Virtual Server

62
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Netscaler VPX – Monitoring

• Easy tracking for Keep-Alive of the Services

• Easy maintenance of proxy systems

63
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Netscaler VPX – WSA Config

• Enable the WSA to “trust” the Loadbalancer for the “X-Forwarded-for” Header

• This enables the WSA to see the real CLIENT IP in the Access-logs

• IP Address used here is the Netscaler IP Address

64
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Load Balancer Deployment - Summary

• Netscaler VPX is the virtual Version of the Netscaler Family

• Netscaler can distribute Connections over IPv4 & IPv6
– Easy way to “enable” your Services with IPv6

• Netscaler settings should be adjusted for “Persistence”

– Persistence is required to make sure that a certain client is getting all his requests to the 
same WSA

– Very Important for authentication!

• Using “X-Forwarded-For” Headers enables the WSA to see the real Client IP in 
the Access-logs

65



Deploying with CARP
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WSA Redundancy using CARP (1)
Built-in Common Address Redundancy Protocol

67

Internet

L2 Network

Virtual IP

• CARP provides virtual IP
• Works with IPv4 and IPv6

• Requires L2 Connectivity
• Communication done via 

Multicast

• One Master, multiple Slaves
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WSA Redundancy using CARP (2)
Built-in Common Address Redundancy Protocol

68

Proxy Address

192.168.10.4

► Simple network layer redundancy

► High-availability Cisco® WSA deployment

Failover Group

192.168.10.4

Master 192.168.10.5

Backup 192.168.10.6

Backup 192.168.10.7
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WSA Redundancy using CARP (3)

69

Redundancy Group for IPv4 & 
IPv6

Built-in Common Address Redundancy Protocol
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Configuring CARP

70

Higher Value = Master
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Reviewing CARP Configuration

71
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Troubleshoot Failover Problem
Testing via CLI – “TESTFAILOVERCONFIG”

72

CARP using mcast for keepalive



Authentication
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Authentication

74

User DirectoryWeb Security Appliance 

• Authentication Protocols
• Directory: 

- LDAP or Active Directory
• Method:

- Basic: Credentials are sent unencrypted

- NTLMSSP: Challenge-Response
- Kerberos

- TUI using CDA
• Tracking the User

- IP based Surrogates

- Cookie based Surrogates

User
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Authentication in Explicit Deployment

75

Web Security Appliance User DirectoryUser

• Proxy sends HTTP response code 407 (proxy auth. request)

- Client recognises the proxy

- Client will then accept a http response 407 from the proxy

• Works for HTTPS

- Client sends a CONNECT request to the proxy

- Client will then accept a 407 response from the proxy

HTTP response code 407

IPv6

IPv4
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Authentication in Transparent Deployment

76

Web Security Appliance 

User

User Directory

• Client is not aware of a proxy -> HTTP response code 407 cannot be used

• Need to use HTTP response code 401

- Client needs to be first redirected to the wsa

- Client must trust the „redirect hostname“ when using NTLM to prevent prompting

Internet

Internet Web 

server



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

Authentication in Transparent Deployment
Using Dual Stack

78

Web Security Appliance 

User

User Directory

• Client initiates IPv4 (or IPv6) connection in the first packet

• Client is redirected, authenticated and IPv4 (or IPv6) Address stored in wsa

• Client makes another connection, this time using IPv6 (or IPv4)

• Client cannot be found in authentication cache ->  needs to authenticate again!

Internet

Internet Web 

server
IPv6

IPv4
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Authentication in Transparent Deployment
Using Dual Stack

• Using NTLM (or Kerberos) & IP Surrogates -> Authenticate twice -> but no 
problem for User Experience as it is happening in the background

• Using Basic Auth & IP Surrogates -> Authenticate twice

• Using Cookie Surrogates -> Works for IPv4 & IPv6 
but: Beware of issues with SSL Traffic!

– Cookie is inside the SSL Packet and is encrypted....

79
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VLAN40

WCCP with L3 Switch and Authentication
L2 Redirect, multiple WSA with Auth, avoiding Auth Loop

82

VLAN10

Internet ip routing

ip wccp 91 redirect-list wsa

ip access-list extended wsa

!Do not redirect traffic going DIRECTLY to wsa1/2

deny ip any host <wsa1>

deny ip any host <wsa2>

permit tcp any any eq www

permit tcp any any eq 443

!

interface Vlan10

ip address 172.16.10.10 255.255.255.0

ip wccp 91 redirect in

VLAN40

WSA #2

WSA #1

• Second Option:

• First Option:
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Authentication in Secure Mobility Deployment

89

Web Security Appliance 

User Directory

User

w/ AnyConnect

• User connects to ASA via AnyConnect

• ASA authenticates VPN Connection against User Directory
- After successfull authentication, ASA passes user information to WSA for SSO

- Not dependant on AD-Membership, works for all devices like tablets, phones, etc.

• User can surf via WSA without the need to authenticate again

• WSA can be deployed explicit or transparent

Internet

Internet Web Server

Authentication

SSO



Transparent User Identification using CDA
(Context Directory Agent)
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Transparent User Identification (TUI)

91

Internet
AD Controller

WSA

Switch w/ WCCP AD User

1

2

3

4

5
6

1. Client logs on to the AD Domain, CDA tracks AD audit logs and maps User -> IP 

2. Client request a Web Site

3. Traffic is transparently redirected to the WSA

4. WSA needs to authenticate and queries the CDA for the User – IP mapping

5. WSA queries AD for User Group

6. Request is proxied and forwarded to the Internet

CDA

WMI
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Context Directory Agent (CDA)

92

• Linux Image, installed on Virtual Machine

• Getting User-to-IP Mapping (IPv4 & IPv6) via WMI from AD Controller

• Can be queried from WSA , ASA or ASA-CX  via Radius
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Authentication of Mobile Users Against ISE
…and integration with WSA

93

Internet

AD ControllerMobile User

CDA WSAISE

SYSLOG
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User Authenticates from iPhone to ISE via WLAN

• ISE authenticates the mobile User and gathers information via profiling

• ISE queries AD-Server for Group membership & applies policy

94
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ISE Sends Radius Updates to CDA

• ISE sends Radius Authentication & Accounting Records to CDA

• Records can be sent via SYSLOG over UDP / SYSLOG over TCP

• CDA adds the mobile User into his USER-IP-Mapping Table 

95
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WSA Transparently Authenticates User Through CDA

96
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WSA – Web Tracking

97
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TUI – Summary and Caveats

• Uses an Agent (=CDA) running on a Virtual Machine

• Same Agent is also used for Identity based Firewalling on the ASA and ASA-CX

• Allow all applications on the client to work with authentication without starting a 
browser first

• Does support IPv6 for Client registration and RADIUS messages
– Privacy extension can cause trouble on clients -> better to disable

• Does not work if Client is NAT-ed after AD Authentication but before reaching 
the WSA

• Does not work in Terminal Server Environments

• Can receive SYSLOGs from ISE to authenticate mobile devices
– Provides SSO for mobile Users coming through the WLAN

– CDA Patch 2 is required
98



Kerberos Authentication
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Kerberos – A Quick Refresher

100

Authentication 

Service

Ticket Granting 

Service

Key Distribution Centre

KRB Enabled 

Web Service

1. Auth & 
Request TGT

2. Get TGT
3. Request 

Service Ticket

4. Get Service 
Ticket

5. Send Service 
Ticket to 
Service

6. Use Service 

1

2

3

4

5

6

AS_REQ

AS_REP

TGS_REP

TGS_REQ

AS_REP

AS_REQ
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Kerberos and Kerberos Constrained Delegation

• Kerberos Constrained Delegation
– Kerberos usually requires the client and the KDC to be in the same network

– In case this is not possible (think of ASA with a clientless SSL Portal), the ASA can 
request a TGT and Service Ticket on behalf of the client

– ASA would act as an Authentication Proxy to a “kerberized” application Server in the 
Backend

• WSA currently supports Kerberos Authentication of clients but not Kerberos 
Constrained Delegation

101
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Kerberos vs. NTLM

• Standard Protocol
– Available on many platforms (MAC, 

Linux, Windows, iOS,etc.)

• Preferred Protocol by Microsoft

• Less Resource intense

– Authentication in one turn

– Packet is bigger (6-16k)

• Provides SSO for “kerberized” 
applications

• Client needs to talk to the AD 
Controller and the Authenticating 
Server

A simplified view…

• Microsoft proprietary

• Legacy protocol

• Mostly on Windows Systems

• More Resource intense

– Each Server has to authenticate 
separately with the AD

– Multiple small packets are exchanged

• Only the Authenticating Server 
needs to talk to the AD Controller

• Can traverse proxies

102
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Configuration on WSA

• If you upgraded from 7.x to 8.x, re-join the domain

• After re-join, the Kerberos Scheme is availible

103
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Configuration on WSA (2)

• Edit your Identities to use Kerberos as an authentication Scheme

104
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• WSA can only use one NTLM Realm within one Authentication Sequence

• WSA can use multiple Kerberos Realms in one Authentication Sequence
1. Create each Realm on the WSA

2. Create a sequence on all the Realms

3. Create Identity

Multiple Realms within One Identity

105

W2003

WSA

W2008
W2008R2

W2012

Client-2

Client-3

Client-4

Client-1
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Configuration on WSA (3)

• Strongly recommended to add %m to the accesslog (=Authentication Method)

– BASIC. The user name was authenticated using the Basic authentication scheme.

– NTLMSSP. The user name was authenticated using the NTLMSSP authentication scheme.

– NEGOTIATE. The user name was authenticated using the KERBEROS authentication scheme.

– SSO_TUI. The user name was obtained by matching the client IP address to an authenticated user 
name using transparent user identification.

– SSO_ASA. The user is a remote user and the user name was obtained from a Cisco ASA using the 
Secure Mobility.

– FORM_AUTH. The user entered authentication credentials in a form in the web browser when 
accessing a application.

– GUEST. The user failed authentication and instead was granted guest access.
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Quick Test from a MAC

107

Request a Ticket from the 
Kerberos Domain 

“MUNSEC.COM”

TGT is displayed
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Quick Test from a MAC (2)

• After requesting access from the WSA we got a 
Service Ticket for the WSA

108

Service Ticket for access to the 
WSA
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Quick Test from a MAC (3)

• /System/Library/CoreServices/Ticket Viewer

109

Request a Ticket from the 
Kerberos Domain 

MUNSEC.COM

TGT is displayed
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Example #1 : Join the AD Domain with Your MAC

• Joining the MAC to the AD Domain will create a computer account on the AD 
Server

• After successful join, log out and log in again with your AD Account

• When opening Safari, you will get authenticated to the WSA without prompt 

• http://training.apple.com/pdf/wp_integrating_active_directory_ml.pdf

110

Join the AD Domain

http://training.apple.com/pdf/wp_integrating_active_directory_ml.pdf
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Kerberos Authentication with WCCP

• When using transparent redirection and Kerberos, non-windows Clients like 
MAC OS X sometimes have problems with the redirection

• Make sure the WSA Hostname is the same than the redirection name

• WSA only accepts FQDN as Hostname  -> Redirection Name as FQDN might 
cause trouble with Windows Clients
– Windows Clients require the redirection hostname added to the “Intranet Zone”
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Firefox Config for Kerberos

• Add the WSA as a trusted URL for Kerberos when prompted:
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Debugging on the AD Server

• Turn on debugging on the AD Server for Kerberos
– HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Paramete

rs

– Set “LogLevel” to “1” / Set “LogLevel” to “0” de-activetes Kerberos debugging

• Windows Events 

– 4768 : A TGT Ticket was Requested

– 4769: A Kerberos Service Ticket was Requested

– Both Events log success and failures. Result Codes: https://www.ietf.org/rfc/rfc4120.txt

• Check on AD-Server if SPN from WSA have been registered:
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Kerberos - Summary

• WSA can authenticate users using Kerberos
– Need to re-join the Domain if the “Kerberos” scheme is not displayed

• Windows Clients will automatically try Kerberos first then fall back to NTLM

• Modify your accesslogwith the “%m” Parameter to check the authentication 
method

• Enables Users to authenticate with non-windows clients like MAC, LINUX or iOS
7.0 (iphone, ipad)

– iOS 7 Enterprise SSO is best configured using a MDM (Mobile Device Manager)

• Authenticate once and use ticket for multiple sites
– Useful when using several WSA such as with a load balancer
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Advanced Malware 
Protection (AMP)
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Advanced Malware Protection (AMP)

• AMP is a separate License consisting of:
– File Reputation

– File Analysis

• After it is enabled, include it in the access policies just like any other scanner
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Advanced Malware Protection (AMP)

• File Reputation
– Ability to create a SHA-256 Hash of the file and check against the cloud database

– Cloud delivers back a Verdict consisting of “malicious”, “unknown” or “clean”

– File Reputation is available for high risk file types such as “.EXE”, “.ZIP”, “.PDF”, etc

• File Analysis
– Optional upload of Files into the cloud for dynamic analysis 

– Delivers back a Verdict Score (0-100)

– Score above 60 is considered “malicious”

• Ports required from WSA to AMP Cloud: tcp/443 and tcp/32137 (over M1)
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Vulnerability Research Team (VRT)

120

IPS Rules

Vulnerability 

Database

Reputation FeedsMalware Protection
Sandboxing

Machine Learning Big Data Analysis

Vulnerability 
Research Team

Snort & ClamAV
OpenSource

CommunitiesAdvanced 
Microsoft 

Disclosures

SPARK 
Program

FireAMP
Community 

(AMP Client / 

AMP Network / 

Immunet)

Private & Public 
Threat Feeds

AEGIS
Program



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

Advanced Malware Protection (AMP) - SPERO

• When the SHA-256 is calculated from a file, we also calculate a “Featureprint” of 
the PE-Headers

– Some examples are DLLS_REFERED, Optional Headers (standard and windows), data 
sections

• Featureprint is sent to the cloud alongside the SHA-256

• It is analysed using Big Data Analytics and machine learning

– Are the PE Header Values similar to those found in known malware?

– Are the PE-Headers trying to call suspicious DLLs?

– …

• This is just one of many mechanism used to detect new and unknown malware

File Reputation
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Advanced Malware Protection (AMP)
Parallel Scanning
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File

AMW
Scanners

Web 
Reputation 

Filtering

Drop Bad 
Reputation 

AMP

File 
Reputation

Dynamic 
Analysis

Reputation Update

“Unknown”Known File Reputation

Clean Files 
Downloaded

Scanned bad 
files blocked

Files with known 
bad reputation 

dropped
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File Analysis– What Can By Analysed By The Cloud?

The following criteria must be met to upload the file for analysis

• File is a windows executable, for example .exe, .dll, .scr or .sys
– Needs to contain PE Headers

• File Size is less than 1 MB

• Only Files downloaded are analysed, 

– file uploads are not analysed

• Capabilities will be enhanced in following releases
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AMP – Global Settings

124

Threshold when the “Verdict” is 
considered as malicious
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AMP – Files Analysed in the Cloud
Files uploaded and Pending Analysis – Disposition “Unknown”

125

SHA-256 of the uploaded file

Dispostionat the time of the 
upload
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AMP – Files Analysed in the Cloud(2)
Disposition “Clean”

126

File was analysed and 
considered as “clean”
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AMP – Files Analysed in the Cloud(3)
Disposition “Malicious”

127



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

AMP – Verdict Changes
Disposition was “Unkown” and changed to “Malware”
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Link to Detailed Analysis
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AMP – Detailed Analysis
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AMP – Detailed Analysis (2)
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AMP – Check Web Tracking
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AMP – Drill Down into Web Tracking
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Users and IPs that have 
downloaded the file

SHA-256



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

AMP – Granular Report from Sourcefire Cloud
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Accesslog - New Fields

134

1392726116.910 2969 2001:420:44e6:2013::30 TCP_MISS/200 520698 GET 
http://tartarus.org/~simon/putty-snapshots/x86/putty.exe

"MUNSEC\administrator@MUNSEC" DIRECT/tartarus.org application/x-dosexec
DEFAULT_CASE_12-PO.MUNSEC-ID.MUNSEC-NONE-NONE-NONE-
DefaultGroup <IW_busi,-5.8,0,"-",0,0,0,-,"-",-,-,-,"-",0,0,"-","-",-,-,IW_busi,-

,"Unknown","othermalware","Unknown","Unknown","-","-
",1403.03,0,Local,"Unknown","-",0,"-

",8,0,"putty.exe","2de3adb1f57e05a0f07c9a9f50ead4df7e6374e215d87329baab02
8b142c968f"> - DestIP: 80.252.125.10 NTLMSSP

SHA-256 of the File

Filename

File requested to be uploaded for analysis? (0=not req)Return Code (0=Clean)

Threat Name

Threat Verdict Code



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

Accesslog - Example for Malicious File
SHA-256 is known as malicious to the Cloud

135

1392125769.465 1704 fd00:1:2:3::1 TCP_DENIED/403 0 GET 
http://valouweeigenaren.nl/customers/billing/df367548-18.zip 

"sales@FALCONLAB" DIRECT/valouweeigenaren.nl application/zip 
BLOCK_AMP_RESP_12-PO.FALCONLAB-ID.FALCONLAB-NONE-NONE-NONE-
DefaultGroup <nc,-6.9,-,"-",-,-,-,1,"-",-,-,-,"-",-,-,"-","-",-,-,nc,-,"AMP High 

Risk","othermalware","Unknown","Unknown","-","-",0.00,0,Local,"-","-
",37,"BBGG:Trojan3-tpd",0,0,"df367548-

18.zip","ce3fbaa76e6424832bf759b51ddd08018f2c567e1f6016aeb8938eecb05d6
3dd"> -

SHA-256 of the File

Filename

File requested to be uploaded for analysis? (0=not req)Return Code (0=Clean)

Threat Name

Threat Verdict Code
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AMP – Logfiles (amp_log)

• File was uploaded to the cloud:
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AMP – Logfiles (amp_log)

• File was analysed and verdict delivered back to the appliance
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AMP – Logfiles (amp_log)

• WSA cannot reach the Cloudservice
– Check connectivity on required ports (tcp/443 and tcp/32137)

138



Troubleshooting 
Performance Issues
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WSA Performance Analysis

140

Internet

AD Server

DNS Server

Client

WWW Server Cisco SIO

Admin
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Debuging Performance issues

• Download file “prox_track.log” from appliance via FTP

• File is written every 5 minutes with timestamp

Setting can be changed in „advancedproxyconfig“ on CLI
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Prox_track.log Content

• Contains various statistical data around proxy performance

• Please do NOT consider all number of packets 100% accurate!

• Just gives a good hint what problem might be happening
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General Statistics

• Traffic Statistics:

If you have numbers increasing on “throttled transactions” this could 

indicate that the appliance can not handle the load
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How to Read Prox_track.log

• Statistics are snapshots of total number of Packets

Counters are reset after reboot / restart of proxy 

• Take statistic from time X and time Y, then compare change:
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Important Statistics

147

• Client time:

Total time that the client was waiting 

until his request was fullfilled

• Hit time:

Time that the WSA is using to fetch 

content from the cache

• Miss time:

Time that the WSA takes to fetch all 

Data from the server
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Important Statistics (2)

148

• Server Transaction time:
Time for the total transaction to the 

Server to be finished.

High Values can mean “upstream” problems 

(firewall, router, ISP, upstream proxy)

• Server wait time:
Time until WSA gets the first byte 

from the Server
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Important Statistics (3)

149

• DNS Time:
Time for the WSA to do a DNS Resolution

High time does indicate a problem with the DNS Server
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Important Statistics (4)

150

• Auth Helper Wait:

Time to wait for an authentication 

request until its validated from the AD 

/ LDAP

High time indicates a problem with the 

connection to the authentication Server

• Auth Helper Service:

Time until an authentication request 

is fully validated

Check if IP address is already 

authenticated, check surrogates, etc…
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Important Statistics (5)

151

• WBRS Service Time:

Time for the WSA to check the 

reputation score

• Webcat Service time:

Time for the WSA to check the URL 

Category

• AVC Header Scan Service Time:

Time to check the Header of a request 

against the AVC Signatures

• AVC Body Scan Service time:

Time to check the body of a request against 

the AVC Signatures
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Important Statistics (6)

152

• Sophos, McAfee, Webroot

• Service Time:
Time that the Scanner used to scan the 
object

• Service Queue Time:
Time that the object stayed in the queue 

to be scanned

• Adaptive Scanning Service Time:
Time for the adaptive scanning 

process to scan an object:
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Adaptive Scanning

153

 Each type of object gets a RISK Score assigned

 Score is based on Type of object, effectiveness of malware scanner for this type and WBRS 

(WBRS must be enabled on WSA)

 Appliance will scan objects with the Scanner that is most appropriate for this object type

 If appliance has a performance problem with the Anti Malware Scanners, it will drop objects 

not to be scanned

Example: Don’t scan *.jpg files with McAfee when they are coming from Websites with a good reputation.
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Customising the Access Log

Add custom field like:
“%m” (=Authentication Method) 

to the access_log

• Variables can be appended in the Access Logs

• Variables are to be found in the ONLINE HELP UI, some older 
Versions of WSA Software might not have the full list
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Customising the Access Log - Example

155

%m AUTH: %:>a DNS: %:>d REP: %:>r %m : Authentication Method
%:>a : Authentication Wait time

%:>d : DNS Wait time
%:>r : Reputation Wait timeAny Text acting as a 

comment for readability
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Customising the Access Log – Example(2)

156

Destination IP %k Extremely useful in Dual-Stack 
Environments to find out whether 

WSA makes the outgoing 
connection on IPv4 or IPv6!

Source IP from Client = IPv6Destination IP = v4
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Using SPLUNK to Extract Data

158

Definition of Regex to look for the Keywords we defined for 
the Accesslog customisation
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Using SPLUNK to Extract Data (2)

159

Extraction of the values to be done permanently in SPLUNK
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Using SPLUNK to Extract Data(3)

160

 SPLUNK Report on the Average time for REPUTATION, DNS Resolution and 

SERVER_FIRST_BYTE_WAIT per Domain
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Using SPLUNK to Extract Data(4)

161

• SPLUNK Report on the Average time for REPUTATION, DNS Resolution and 

SERVER_FIRST_BYTE_WAIT for the last 30 days
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Summary for WSA Performance Analysis

• WSA has very detailed logs to troubleshoot performance issues

• Use prox_stat.log file for general performance checks

• Use customising the Access Logs for detailed checking of single requests

• SPLUNK is a great tool to help you analyse especially when combined with 
customised logs!
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WSA Performance Analysis

163

Internet

AD Server
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WWW Server Cisco SIO



© 2015 Cisco and/or its affi liates. All rights reserved.BRKSEC-3771 Cisco Public

Conclusion

• Explicit and Transparent mode both support Deployment using IPv6 & IPv4

• Kerberos Authentication can provide Single-Sign-On for windows and non-
windows clients

• AMP on WSA is an additional Scanner for Malware, especially targeted against 
APTs

• WSA provides great details for troubleshooting performance problems through 
custom variables

• Easy visualisation of critical conditions with customised logging and 3rd Party 
tools like SPLUNK
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