CISCO

TOMORROW
Starts here.

7

’

=

Sy

e
()

Q

Iﬁ
(&)




Advanced ISE Services, Tips and
Tricks

BRKSEC-3697

Jason A. Kunst

Technical Marketing Engineer, Secure Access and Mobility

#clmel Cisco (lVf/



7 40 AN N\ | G U (DN RN e
Important: Hidden Slide Alert

Look for this “For Your Reference”
Symbol in your PDF’s

There is a tremendous amount of
hidden content, for you to use later!

For Your
Reference

**200 +/- Slides in PDF
Cisco[lVf/
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» Certificates, Certificates,
Certificates
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Troubleshooting

« Staged Deployments (Time
Permitting)
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What is an X.509 Certificate

» A Certificateis a signed document...

— Think of it like a government form of
identity

J E X.509 g

username
organisation
location

A\
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What is the Purpose of an X.509 Certificate?

Acts as a seed value for encryption

Cisco (l pr/
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ISE and Certificates: Multiple Identities

Authentication Server

Secure
W eb Server

M \nternal
Communications



.
Certificates and Web Portals

« All Web Portals (Admin, WebAuth, MyDevices, Sponsor, CPP, etc.)

Client/Brow ser

NAD

\& ssip &

Step 1: Initiate Request to Establish HTTPS Tunnel with Portal (htips:/ISE/admin)

MW Step 3: Useris Prompted to Accept Certificate.
e After, it is Stored in Browser, KeyChain, or Trusted Store

amprting wih you Conmaction

Cisco Public


https://ISE/admin

Certificates and EAP Communication

« EAP Connections (PEAP, FAST, EAP-TLS)

Client/Supplicant NAD

Step 1: Initiate Request to Establish TLS Tunnel with Authenticator

Certificate e olBY 2 eelLale SN O oUpplital L TN

atw-cp-ise01.ise.local

el i

[ — = gstep 3: Useris Prompted to Accept Certificate.
s Feb T 2016 200 P After, it is Stored in WiFi Profile
More Details >

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



ISE Admin/EAP/Portal Certificate Examination

ise.woland.com

(estifeetie 0 A . S & 2 =
; ’ :___,f Issued by: SSL.com DV CA System Certificates /. For disaster recovery it is recommended to export certificate and pliivate key pairs of all system certificates.
| Expires: Wednesday, November 4, 2015 at 6:59:59 PM Eastern Standard Time 5 y =
— Edit Generate Self Signed Certificate | Import | & Export Delete f J°O View
@ This certificate is valid - k) el 9 ) (o Impo £ X s
» Trust Friendly Name Group Tag Used By Issued To Issued By
v Details Vv atw-lab-ise
SSL.com Woland Wildcard | ATW-Tag :ﬂ&g&;ﬁa EAP ise.woland.com SSL.com DV CA Tue,
O izati I Unit  Dx in Control Validated
rganizational Unl omain Lontrof valldate pxGrid SelfSignedCert 4] atw-lab-ise.woland.com Sun,

Organizational Unit  PositiveSSL Multi-Domain
Common Name ise.woland.com

Used for Admin, Portal and EAP.
Any Portal using ATW-Tag uses Cert.

Country US
Organization 55L.com

Organizational Unit www.ssl.com
5! m DY CA

Common Na

Key Usage { 2.5.29.15 )
Critical YES
Usage Digital Signature, Key Encipherment

Publically Signed Certificate

Basic Constraints { 2.5.29.19)

Canthcars Autority MO Purpose is for Client and Server Auth

Extended Key Usage ( 2.5.29.37 )
Critical NO
Purpose #1  Server Authentication ( 1.3.6.1.5.5.7.3.1)

Purpose #Z Client Authentication ( 1.3.6.1.5.5.7.3.2)
s.———— . ————

Subject Alternative Name { 2.5.29.17 )

Critical 40 SAN includes Wildcard and the CN

DMS Name  ise.woland.com

DNS Name *.woland.com

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public



I S E RO Ot Ce rt I fl Cate Exam I n atl O n Selection ISE configuration option

<Snin>
Certificate Services Root CA - atw-lab-ise [7]Export Internal CA Store

Root certificate authority On Iy w ay to Access [8]import Internal CA Store

Expires: Monday, November 4, 2024 at 3:59:38 PM Eastern Standard Time

© This certificate is marked as trusted for this account T h e R 0 Ot C e rt if i C at e E{;]rgg;

» Trust
¥ Details
Subject Name
Common Name Certificate Services Root CA - atw-lab-ise Certificate Management
Trusted Certificates
Issuer Name
X 7 g
Common Name Certificate Services Root CA - atw-lab-i Overview Ao -{}-Import @ Bpot | X Delete
- [ Friendly Name «  Status Trusted For
serial t"""_m io 1283 1A 16 794F L1B1 24 B3 OB CTEL 89 EF System Certificates [J AddTrust External CA Root#AddTrust Externs] CA Ro... Enabled Infrastructure
ersion
[0 Baltimore CyberTrust Root Enabled Cisco Services
Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113548.1.1.11) Endpoint Certificates [ Certificate Services Endpoint Sub CA - atw-zf-ise#0 Enabled Infrastructure
Endpoints
[
Not B [ Certificate Services Root CA - atw-lab-ise #00002 Enabled g:‘f;‘r;rnf“'e
vl Ewtension  Key Usage (2.5.29.15) OCSP Glent Profile e
[ Cisco CA Manufacturing @ Disabled s
Pe Critical YES e
Certificate Signing Requests [0 cisco Root CA 2048 @ Disabled Endpoints
Infrastructure
Usage Key CertSign [ sSL.com DV CA#USERTrust RSA Certification Author... B Enabled Infrastructure
Certificate Author O Thawte Primary Root CA Enabled Cisco Services
[0 USERTrust RSA Certification Authority#AddTrust Ext... Enabled Infrastructure
O VeriSign Class 3 Public Primary Certification Authority Enabled Cisco Services
Internal CA Settings
[ verisign Class 3 Secure Server CA - G3 Enabled Cisco Services
Extension Key Usage ( 2.5.29.15)

e Self Signed Certificate (It’'s a Root Cert)

Usage Key Cert Sign

Extension  Basic Constraints { 2.5.29.19)
Critical YES
Certificate Authority YES

Eonaien Boandad Ky iagn (25,2957 Purpose is for Cert Signing /It is a CA

Critical YES
Purpose #1 OCSP Signing ( 1.3.6.1.5.5.7.3.9)

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public



Endpoint Certificate

.l’- erfifecite aaron
St Issued by: Certificate Services Endpoint Sub CA - atw-lab-ise
* | Expires: Friday, November 4, 2016 at 11:54:07 AM Eastern Daylight Time
€ This certificate was signed by an unknown authority
» Trust
¥ Details

| Common Name aaron '

Common Name Certificate Services Endpoint Sub CA - atw-lab-ise

Key Usage { 2.5.29.15 )
Critical YES
Usage Digital Signature, Key Encipherment

Basic Constraints ( 2.5.29.19)
Critical YES
Certificate Authority NO

Extended Key Usage ( 2.5.29.37)
Critical YES
Purpose #1  Client Authentication { 1.3.6.1.5.5.7.3.2 )

Subject Key Identifier { 2.5.29.14 )
Critical NO
Key D DASBCFELGE 21 BECS 14 E5 B3 48 CBB5 EASEDF 21 3A 45

Authority Key Identifier { 2.5.29.35 )

xamination

voke

Pview X
[ Issued To

Overview

3

Friendly Name

Device Unigue Id

System Certificates |

[ cN=aaron [2aron
Endpoint Certificates

Trusted Certificates

7c:dlic3ie8ial:1f

Signed by ISE Sub-CA

Critical NO
Key D 90 37 C2 97 BE 92 97 A1 74 F3 18 5E 45 99 59 45 0C F9 8A 5%

Common Name Certificate Services Root CA - atw-lab-ise

Serial Number 3E 4D 96 44 93 48 43 AFB5 16 7E 76 CC 02 56 EO
-_—

Subject Alternative Name ( 2.5.29.17 )
Critical YES

RFC 822 Name 7C-D1-C3-E8-AD-1F

Purpose is for Client Auth

SHAL D3FF2A3AIADL27CFA30084DD4103 85B98A 462377
MDS 62 7B4A 14 2F 3E42 08 LD 1C 94 25 2C 91 EB CE

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. All rightsreserved.

SAN includes MAC Address

Cisco Public
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Certificate Provisioning User Experience in ISE 1.0 - 1.2
M/

*  Generate CSR for PSN #1
* Bind CA-signed cert for PSN #1

/ P—

Primary

+ Generate CSR PSN #20
for Primary PAN PAN * Generate CSR for PSN #20

* Bind CA-signed cert e Bind CA-signed cert for PSN #20
for Primary PAN

__— ‘\\
PSN #40 ,}. A

* Generate CSR for PSN #40
* Bind CA-signed cert for PSN #40

Cisco (l V&/

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



P g CUNEEREEEE N | O e

Centralised Certificate Management in 1.3

L&

* Generate CSRs for ALL NODES
at Primary PAN

* Bind CA-signed certs for ALL NODES at
Primary PAN

* Manage System (Local) certs for ALL
NODES at primary PAN

Certificates

PSN #20

PSN #40

o

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



.
Manage System Certificates

» Certificates used by: Admin, HTTPS Portals, pxGrid, EAP
» These are Private/Public Key Pairs — i.e.: They Identify ISE Personalities

B = 72} Home
&1 Identity Management I Network Resources [ [24] Device Portal Management | [5s) pxGrid Services |E5] Feed Service
Deployment Licensing Certificates aintenance Backup & Restore Admin Access Settings

Certificate Management System Certificates A\ For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

/ Edit |} Generate Self Signed Certificate | (= Import | @ Export =3 Delete = O View

Operations | ¥ Policy | ¥  Guest Access | *  Administration | ¥

{8 pxGrid Identity M

Overview
Friendly Name Group Tag Used By Issued To Issued By
System Certificates ¥ atw-lab-ise
] SSL.com Woland Wildcard ATW-Tag Admin, I_’ort_al, EAP ise.woland.com SSL.com DV CA
Endpoint Certificates Authentication
("] pxGrid SelfSignedCert pxGrid atw-lab-ise.woland.com atw-lab-ise.woland.com
Trusted Certificates

OCSP Client Profile

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Certificates Your ISE Cube will “Trust” '

* Trust for EAP, MDM, etc.
» These are copies of their Public Certs. l.e.: They ldentify Other Systems

T
/0y Home  Operations | ¥  Policy | ¥ (ﬁ Administration | ¥
Z2 Identity Management il Network Resources [2£] Device Portal Management |53 pxGrid Services |3 Feed Service

Deployment TEIE  Certificates | ? Maintenance Backup & Restore Admin Access Settings

-
Trusted Certil  Tpctad For

Overview JEt 4 Cisco Services
[1] Friendly Na  Tnfrastructure h Shusteel For
Certificates Cisco Services
System O Baltimore Inf — ( Infastatre
Endpoint Certificates O bxb22-11a- Infrastructure
U et Infrastructure h Infrastructure
Certificate ) Endpoints
] =
Infrastructure Entipolnty
OCSP Client Profile O Certificate Endpoints ;T;Gti”nfg“m 35
O Certificate Infrastructure Infrastructurs

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco P ]
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Trusted Certificates

* In 1.3, trusted certificates have a new “Trusted For” attribute.
— Security Goal: to prevent the public certificates used for Cisco Services from being
used internally.

* Whenimporting a trust certificate, the user must specify whatthe certificate is
trusted for.

* It is importantto select at least one category, or the cert will not be used in any
trust store.

Trusted For: i

Trust for authentication within ISE
Trust for client authentication and Syslog

(] Trust for authentication of Cisco Services

Cisco (l Vf/
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.
System Certificate Roles — ISE 1.3

1.2 Role Name 1.3 Role Name How Many May Use Wildcard May use Wildcard
(*) in SAN (*) in Subject

HTTPS Admin

EAP EAP Authentication 1 Yes Nol
pxGrid 1 No No
Portal Many Yes Yes

‘Admin’ cert is the server cert for the Admin Console
‘PxGrid’ cert is the server cert for authenticating the ISE node to pxGrid clients

‘Portal’ cert is a server cert associated with a particular ISE portal (Guest, Sponsor,
My Devices, ...)

In a freshly installed node, the default self-signed cert has all four roles

Certificates for all roles are managed from the Primary PAN node.

1 While ISE technically allows wildcard in the CN, Microsoft supplicants will reject, so never recommended
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ISE 1.3: Multiple Web Portals

Each Portal Could Use A Different Certificate

 Each Portal Exists
on ALL PSN’s

(i Home  Operations| v  Policy| v Guest Access | v

(Y p—

Configure Guest and Sponsor Access

Overview
Get an overview of the steps

required to configure guest access

 Each Portal
Requires a
Certificate

Guest Portals

Edit | Duplicate | Delete

"= AlphaDRW
Device Regtestl

e to access the network

* One Certificate per
Interface > IP:Port

« Each PSN Could

° Used in 1 rules in the Authorization policy

Sponsor Groups “*AlphaGuest
H ave U n i u e Define the permissions and settings for users Custom Guest Access
q who can create and manage guest accounts & Authorization setup required
Sponsor Portals DefaultGuestPortal
Configure the portals that sponsors default portal

(Identity)

use to create and manage guest accounts

° Used in 8 rules in the Authorization policy

Cisco Public

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved.

Choose one of the three pre-defined portal types, which you can edit, cu

\ Certificates

7’—.“\
Y
| | ISE PSN-1
y
‘ | ISE PSN-2
7’—.“\

)
. ISE PSN-3

Cisco (l pr/
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Problem: Assign Certificate on All PSNs to Portal?

How To Assign “At Scale”

* New Ul Paradigmwith ISE 1.3 is to
Keep All Portal Configuration

7> Home  Operations | ¥  Policy

CiIsCO ldently L =
s

“* Portals Settings and Customization

TO g eth e r " Portal Name: * Description:
] | AlphaDRW | [ Device Regtest1
* OptlonS: a0 | Portal Behavior and Flow Settings 2 Portal Page Cu
_ Add CO mpleXlty tO the PO I’tal d? gos;adlwese settings to specify the guest experience for this ? Migrated custom ¢

Configuration Page by Choosing
Certificates on Each Node? Portal & Page Settings
* What about Large Deployments (40 PSNs)?

— Configure it entirely outside of the Portal

v Portal Settings

Configuration screen? HTTPS port * 5483 | (6000999
H nterfaces: * ¥ Gi
— Some way to combine? il

]  Gigabit Ethernet 2
PSN 1: rertl  Gigabit Ethernet 3

PSN-".. Cert2
PSh-3: Cert3

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 22
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Solution: Portal Certificate Group Tag

» Portal Certificate Group Tag provides a solution to configure node-specific
certificates for Portal configuration by associating node certificatesto a logical

name.

Node 1 Pri Admin, M&T and PSN Portal Configuration

Issued To Issued By

. . systestatlas1-
isedev170srv92.cisco.com ATLASADDC2012-CA

HTTPS port: * (8000 - 8999)

Group Tag

Allowed interfaces: *  Gigabit Ethernet 0
(| Gigabit Ethemet 1

GuestPortalCerts ) Gigabit Etheret 2

systataﬂ s1-
() Gigabit Ethemet 3

SCO.COM AT) ASADDC2012-CA
: * [GuestPortalCerts ]

(Grouping Certificates to a
Logical Name)

Cisco (l pr/
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Certificate Chains » For Scalability, X.509 Certificate
Authorities may have hierarchy
* ISE will present full signing chain to
Root CA clientduring authentication

— Client must trust each CA within the chain

800 Certificate Viewer:"ise.woland.com”
Subordinate (Genert IR
( :A Certificate Hierarchy I
¥ AddTrust External CA Root
¥ USERTrust RSA Certification Authority

¥ 55L.com DV CA
ise.woland.com

Certificate Hierarchy

¥ AddTrust External CA Root
¥ USERTrust RSA Certification Authority
¥ S5L.com DV CA
ise.waoland.com

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Always Add the Root and Subordinate CA’s

 Import All Certificates in Chain, One at-a-Time e

[ NaNa] Certificate Viewer:"ise.woland.com” sewmm comia

ARoOt.Crt rustCA.crt

AddTrustExternalC SSL(cmDVCA 2.crt USERT!us(RSAAddT
(
General

Root CA

Certificate Hierarchy

¥ AddTrust External CA Root
¥ | USERTrust RSA Certification Authority Trusted Certificates
= . -

S U bO rd I n ate CA Overview J Edit  ohImport | @Export | )€ Delete
ise.woland.com
[ Friendly Name -
System Certificates AddTrust External CA Root#AddTrust External CA Ro...
Cartificate Flalls S b d I C -g-lmmm
- _'I ubordinate CA Endpoint Certificates
¥ isewoland.com [ certificate Services Endpoint Sub CA - atw-lab-ise#0...
¥ Certificate O Certificate Services OCSP Responder - atw-lab-ise#0...
Version [0 certificate Services Root CA - atw-lab-ise#00002
Serial Number OCSP Client Profile ) )
- _ ) [J cisco CA Manufacturing
Certificate Signature Algorithm
Certificate Signing Requlists [ cisco Root CA 2048
Issuer
v ‘u"alidity SSL.com DV CA#USERTrust RSA Certification Author...
awre Frimary Root LA
Not Before IS E Ce rt e USERTrust RSA Certification Authority #AddTrust Ext...
Not After [ “veriSign Class 3 Public Primary Certification Authority
Internal CA Settings
[ verisign Class 3 Secure Server CA - G3

If you mustuse a PKCS chain, it needs to be in PEM format (not DER)
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PEM versus DER
PEM DER

80D | ] root.pem 8 00 | ] CertificateServicesOCSPRespon.crt
F————BEGIN CERTIFICATE-———- 8C-6C™1-€ iogMdpdlisiL;e
MITFMjCCAxqoAWIBAGTIOF rHXuHOASci /TFAKuaBoTTANBokghk iGOWRBAQsSFADAR

MSUn 1wYDVOODDBXDaXN] by B UBUaUNIvdCBDASATLHZ bmE 1 YT AxMB4XDTERMDOY 0513010

ODIXMTYxM1oXDTI0MDaYOT IXMTY xM1ow]2E IMCMGALUE AwwcO2 12 Y28aSVNELF )y *Certificate Services Root CA - afy:labriseh
b30g0BEgLSBE2YmShY 2EWMTCCALITWDROYIKoZIhvcNAQEBBOADGIPADCCAgoCgglB 10110420504170<1: @BU
AN1Mg6BRiy1+41Le0apYKQvXiz@baRHy10ixwm7gDWNV]IVUBhBREZShgOGFyPd] ICertificate Services OCSP Responder — at c0C"0
rKEG1Zp+3058mf38FFwWO+EcUldpdf2Bg]ABaS ] DMDmOgSM7pgZ3hUTblxELRiRW *0H0~
JThE4AVVBBEZKOxud4IaATmIFYhHABIKPEOCFP 1] fPSpMMUIhGp iMm7BYwmCNHiFB+TH ceg

OpNABiOVic3gbbjKIhHATVoXE3KvOwWlXcSawWwDIYaRs0ntTr+IyJagSbxrabegAMB] ¢/mlp

MNixh2uxy1lwDwarIgBMtulTI5TApb3eFYZIcFNIXB1BNwliclGxos3nSmPFlclpm

EoiTLObIXrkvOwlRolEFQGPImpCmEThExz0laTWiiko01DRAPNUNMAY I iN3kh+hX
h+thOBEDWvBoidaiy r2VOKkEgBN3AL/119czngqTdvFvYbBBIUFhSSHKOLAOWI /QB2
7Z2n@iloRU3RTMD1G5mMLFEz40B0/FHGATUG3A101D414e++Dp556e8winHBLi90XK1
Vo/j4/Z0U0gB/ha9KopKSaPG+ThiSfrG8ufHRLAXELRTAGMBAAG jW]BYMBRGALD +
DoQWBBTdomchjOBRDiIGTM3Gh33nIYI19KaTADBaNVHOBEATEBEBAMCAQOWFgYDVRA1 U~ e

(R0~

C500°0" " 1a0oNT: SR#T4iT0MIAD=~T0jfigd1c8ielctuth=X0Exd"K, I ™=

BBOKA=int,1.1&|4kcAVi

EYX7BogeDBDaTyL1nR10Cgp3CyvHANTsmIrlgrb@Buv7PZ52dTXEPppBgPm1IRHER

C7NR7DPI/B25D05t5eHgimsCdzbasGZrOm¥XE3+z488P 1 1syAXvaIUSgvej DOWBFEWX

fALASSesZVnapWKO0Oh4ZwVDRR2zBSBOURHSTER/ ] /MBzo4h2kY rv0yRogasacalol —?%ﬁ-‘?ﬁ_’—z—j-ﬁ%—"—w‘ ap’; 5'"‘::;;.5;“:5'" ;3( I:EE&}%E?'}(}.,B:QGE%MQ('F'?'Q'WAE'IT?LH izI&x
3 i «, rclxfeg’ @b« galz+ A "JaF L L . .
wtledmxs3al.ER00 62V IRTGWA) AR EHIIEVERATRANOLIN).CZRNaAAXYON/ D52, iT0ioxi " §Cva/RASOGCAhr [HOA-121" "~gbe? 1|t ?Eim. Ed1-4>05B7 cv="\b-—; |u=ETOI«Rixn1AS" "+i_pEra

RgYLWugxtN2IBzH2v4ItGvzGXgk2Z02itbLgkwPZ1lah5f7/I+fTBGNrcT1IWwELBUY
A+ rvkxXoXLBESNGRLOXKcBbBtIuzbdFILFomPmefwdlvUet iMCkL remkRuBFogdz
1rww/ /GFgI LXCw+LCaQfZyFEqQhIAYjkCS/45MZmpBRH] yVICDMw=

————— EMD CERTIFICATE-———-

mamMWJ
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Joining an ISE Cube: Mutual Trust Required %

* In order to join an ISE node to an
existing ISE Cube:

— You must trust the PAN Cert on the
2ndary node(s)

— And vice-versa.

— — —
| PAN %r PSN ﬁ PSN %
Trusted Certs Trusted Certs

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Joining an ISE Cube: Mutual Trust Required %

* In order to join an ISE node to an
existing ISE Cube:

— You must trust the PAN Cert on the
2ndary node(s)

— And vice-versa.

» Then you upgrade all Certs

— Delete the old Self-Signed Certificates
from the System Certs

— Delete the old Self-Signed Certs from
the Trusted Cert Store

Trusted Certs

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Joining an ISE Cube: Mutual Trust Required %

* In order to join an ISE node to an
existing ISE Cube:

— You must trust the PAN Cert on the
2ndary node(s)

— And vice-versa.

» Then you upgrade all Certs

— Delete the old Self-Signed Certificates
from the System Certs

— Delete the old Self-Signed Certs from
the Trusted Cert Store

* S0, it's often easiestto upgrade to a
CA-Signed & Trusted Cert Before
Joining the Cube.

Cisco (lVf/
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Simple URL for My Devices & Sponsor Portals

* In 1.3: Sponsor Portal and My Devices
Portal must be accessed via a user-

friendly URL and selectable port. Portal Name: * Description:
| My Devices Portal (default) J | Default portal used by employees to register and manage t

* Portal Settings and Customization

 Ex: http://mydevices.company.com

+ Portal Settings

Automatic redirect to https://fqdn:port

« FQDN for URL must be added to DNS EEaGE (8000 - 8999)

and resolve to the Policy Service Sl T B
node(s) used for Guest Services. Certficate group tag: * | Default Portal Certificate Group |
] ) Fully qualified domain name (FQDMN): | mydevices.ise.local |
* Recommend populating Subject

Endpoint identity group: * | RegisteredDevices ~ |

Alternative Name (SAN) field of PSN
local cert with this alternative FQDN or
Wildcard to avoid SSL cert warnings
due to name mismatch.

Cisco (l V&/
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http://sponsor.abc.com/

P 40 AR N\ | 4 U P \
|ISE Certificate without SAN

* Certificate Warning- Name Mismatch

TR/ ol o] AW ERe[oE1l|  DNS Lookup = sponsor.company.com s A~
DNS Response = 10.1.99.5 F | | 100.1.100.5
Server ISE-PSN-1
SPONSOR http://sponsor.company.com E TN
| 100.1.100.6
E https://sponsor.company.com:8443/sponsorportal =
Q This Connection is Untrusted Laad Balancer ISE-PSN-2
e 100.1.99.5
e s Mo st o Wt ‘:. 100.1.100.7

Cat me ot of beres

£

Name Mismatch! -
Requested URL = sponsor.company.com ISE-PSN-3
Certificate Subject = ise-psn-3.company.com

Technical Details
| Understand the Risks

Cisco (l Vfrl
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|ISE Certificate with SAN

* No Certificate Warning

o

LU oW/ o[olg eI HeIe-IN|  DNS Lookup = sponsor.company.com E P
E DNS Response =10.1.99.5

| 100.1.100.5

—
o

ISE-PSN-1

Server

SPONSOR

http://sponsor.company.com a

E https://sponsor.company.com:8443/sponsorportal
=% Lgad Balancer
—— 1001995

Certificate OK!
Requested URL = sponsor.company.com =
Certificate SAN = sponsor.company.com ISE-PSN-3

/
1

| 100.1.100.6

ISE-PSN-2

| 100.1.100.7

Cisco (l pr/
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ISE Certificate with SAN

Usage
Certificate(s) will be usad for | Admin v

Allow Wildcard Certificates [] @

Node(s)

Generate CSR's for these Nodes:

CN must also exist in SAN

Node CSR Friendly Name
atw-lab-ise atw-lab-ise # Admin
Subject

Common Name (CN]I| $FQDNS$

State (ST) [nC

Country (C) [us

Subject Alternative Name (SAN) | pNS Name = l| atw-lab-ise.woland.com

DNS Mame v| | mydevices.woland.com | I Other FQDNS as “DNS

[DNSName ][ sponsormand.com | I Names
T Address <] [192.168.25499 | {IP Address is also option |
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“Traditional” Wildcard Certificates

O 00 / @uentiyservices engine. < .« Wildcard Certificates are used
€ C [ https://atw-lab-ise01.woland.com/admin/login.isp  <fmm— Gl = to |dent|fy any secure Web Site
that is part of the domain:

— e.g.: *.woland.com works for:
* www.woland.com

&l Go Daddy Class 2 Certification Authority
s [5] Go Daddy Secure Certification Authority
= *woland.com

* woland.com

(Mﬁf:m Issued by: Go Daddy Secure Certification Authority ° myd eV|CeS WO Iand .Com
’ ‘.| Expires: Thursday, March 19, 2015 11:39:01 AM Eastern
Deyight Time ) « sponsor.woland.com
This certificate is vali .
v Details « AnyThinglWant.woland.com

Subject Name
Organizational Unit  Domain Control Validated

| Common Name *.woland.com — I

Issuer Name
Country US
State/Province Arizona
Locality Scottsdale
Organization GoDaddy.com, Inc.

1= psn.|ise] .woland.com
Positionin FQDN is fixed

Organizational Unit  http://certificates.godaddy.com/repository
Common Name Go Daddy Secure Certification Authority
07969287

Serial Number

Cisco (l Vfrl
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Wildcard Certificates — Why use with ISE?

Use of all portals & friendly URL's without Certificate
Match Errors.

Most Importantly: Ability to host the exact same certificate
on all ISE PSNs for EAP authentications

* Why, you ask?.......

Cisco (lVf/
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Clients Misbehave!

« Example education customer:
— ONLY 6,000 Endpoints (all BYOD style)
— 10M Auths / 9M Failures in a 24 hours!

— 42 Different Failure Scenarios — all related to
clients dropping TLS (both PEAP & EAP-TLYS).

» Supplicant List:

— Kyocera, Asustek, Murata, Huawei, Motorola, HTC, Samsung, ZTE, RIM, SonyEric, ChiMeiCo,
Apple, Intel, Cybertan, Liteon, Nokia, HonHaiPr, Palm, Pantech, LgElectr, TaiyoYud, Barnes&N

» 5411 No response received during 120 seconds on last EAP message sent to the client
— This error has been seen at a number of Escalation customers
— Typically the result of a misconfigured or misbehaving supplicant not completing the EAP process.

Cisco (l V&/

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



S s b 5O N, S e Avl

Recreating the Issue

w\\\\.\\\\\\\\\\\\\i L

Cisco ((Vf/
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Recreating the Issue

Cisco Cius Android 2.2.2 / Kernel 2.6.31.6-mrst

Galaxy Player Android 2.3.5 / Kernel 2.6.35.7 iPadl i0S 5.1.1 (9B206)
Galaxy TAB 10.1 Android 4.0.4 / Kernel 3.1.10 iPad2 I0S 6.0.1 (10A523)
Galaxy Tab 2 Android 4.1.1 / Kernel 3.0.31 iPad Mini i0S 6.1.2 (10B146)
Acer A110 Tab Android 4.1.2 / Kernel 3.1.10 iPhone 4 I0S 6.0 (10A403)
Google Nexus7 Android 4.2.2 / Kernel 3.1.10-g05b777¢ iPhone 5 10S 6.1.3 (10B329)
i i Nook HD Nook 2.1.0

MacBook Pro 17 0OSX 10.7.5
MacBook Air OSX 10.8.2 (12C30006)
Kindle Fire HD Version 7.3.0_user_3013320

Microsoft Surface WindowsRT

Win7 Native Windows7 Ultimate ServicePackl
WinXP Native WindowsXP SP3
Windows 8 Native Windows 8 Native Supplicant

Cisco Il Vf/
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Clients Misbehave: Apple Example

Multiple PSNs

= ISE-1 ISE-2 « Each Cert signed by Trusted Root
—J . B —— P —— o ; |

= a B ; Apple Requires Accepton all certs!

= @ I:!'il * Results in 5411/ 30sec retry
Cert Authorlty isél.ise.local is.|s.IocaI

2 """;"' 2 Home M‘lv Setup Acsisan =€)
m :Eg—sgg_sc?.ise.local E
. Not Verified [ accept |
Py l ' Description Server Authentication

Expires Dec 26, 2014, 10:46:28 AM

. Authentication goesto ISE-1
. ISE-1 sends certificate
. Client trusts ISE-1

More Details >

. Client Roams

. Authentication goesto ISE-2
. Client Prompts for Accept
39

Apple iOS & MacOS

WiFi Profile



Solution: Common Ce_rt, Wlldc_:ard In SAN

.ul'ﬁﬂl:i.tl Hierarchy

v ise-ATW-CP-AD-ca —

psn.ise. e S Allows anything
S— 'y ise-ATW-CP-AD-CA ) )
psniseoca ending with
The Domain
Certificate Fields
[ Mot After Certificate Fields N am e .

¥ Subject Public Key Info
Subject Public Key Algorithm
Subject's Public Key
¥ Extensions

¥ Subject Public Key Info
Subject Public Key Algorithm
Subject’s Public Key

¥ Extensions

Certificate Key Usage

Certificate Subject Key ID

Extended Key Usage

Same EXACT Priv

- / Pub Key
vl May be installed
Certificate Subject Alt Name on all PSNs

Certificate Authority Key ldeny

Field Value

Field Value
N = p.n_iu..lmﬁ-l

0 = Cisco Systems
L = RIP
8T = NC
c = US

F‘!’:l- ise.local
*.ie8, local

Cisco (l Vf/
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Solution: Common Cert, Wildcard in SAN

Cert Authority

~/ Already Trusted

Apple iOS & MacOS - : @
WiFi Profile a1

Certificates

* CN= psn.ise.local
* SAN contains all PSN FQDNs
psn.ise.local
*ise.local
* Tested and works with:
comodo.com CA
SSL.comCA
Microsoft 2008 CA

+ Failed with: GoDaddy CA
-- they don't like * in SAN
-- they don't like non-* in CN

. Authentication goesto ISE-1
. ISE-1 sends certificate
. Client trusts ISE-1

. Client Roams
. Authentication goesto ISE-2
. Client Already Trusts Cert
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Internal Certificate Authority
Why use ISE as a Certificate Authority?

» Microsoft Public Key Infrastructure via a 2003/2008 Enterprise Server can add
significant complexity and expense to an ISE deployment.

Benefits of internal CA:

* Internal CA simplifies ISE deployment

ISE can deliver certificates directly to endpoints

No need to rely on integrating ISE to PKI for BYOD Cert provisioning

Internal CA can still work with existing PKI Infrastructure
Closed Loop BYOD Solution

Focused on BYOD and MDM use-cases only, not a general purpose CA

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 43
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Configuring the Native Certificate Authority

Deployment Licensing Logging Maintenance Backup & Restore Admin Access

Internal CA Settings .\ For disaster recovery it is recommended to Export In

S— (] Disable Certificate Authority e @ SO easy

Host Name |P'emnnas | Role(s) |(‘A&DCSP... | 0oCsp
System Certificates bxb22-11a-pdpl  Policy Service SECONDARY hittp: //bx bl d b f I
npf-sica-ipep01 SECONDARY Q http://n| E n a e y De au t
Endpoint Certificates npf-sica-ipep02 SECONDARY Q hitp://n|
npf-sica-mnt01 Monitoring SECONDARY o http://n|
Trusted Certificates npf-sica-mnt02 Monitoring SECONDARY @ http://ni
npf-sjca-pap01 Administration PRIMARY o http://n|
OCSP Client Profile npf-sica-pap02 Administration ~ SECONDARY @ http://n
npf-sica-pdp01 Policy Service SECONDARY hitp://n
Certificate Signing Requests npf-sica-pdp02 Policy Service SECONDARY http://n
npf-sica-pdp03 Policy Service SECONDARY hitp://n
http://s

Certificate Authority sbg-bgla-pdp01  Policy Service SECONDARY
Internal CA Settings

Certificate Templates

External CA Settings

Cisco (l pr/
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NSP Flow — Internal CA

SSID = CORP

Employee §\ (

&

PSN

ZA\ PSN

Signing Certificate + User Certificate:
Wi-Fi Profile with EAP-TLS configured

ISE sends Profile to Endpoint
e e

SCEP Password = SessionID + Random

CSR is Generated on iOS
Password = SessionID + Random Key (from ISE)

X __QS_E_SEDLLO_LSE_E§N.(B'S).\_/iQ_S_QEP___________> Validate Password Challenge
(session +random key)

CA Selection
CPP Certificate Template = Internal

Certificate Autho

User Certificate Issued:
._§e_n_t_tg_lrlt_er_n_a_ S CN = AD UserName
SAN = Values from Template

ISE sends Certificate to Endpoint ="

<- -------------------------------------- Y

Signing Certificate + User Certificate: -
Wi-Fi Profile with, EAP-TLS configured gl

CoA: ReAuth
EAP-TLS: User Cert D nininialalalaielalil ®

45

Cisco (l V&/



NSP Flow — External CA

PSN

SSID = CORP
Employee §\

&

(

ZA\ PSN

CA

—n

LT

Certificate Autho

ISE sends Profile to Endpoint
e e

CSR is Generated on iOS
Password = SessionID + Random Key (from ISE)

Signing Certificate + User Certificate:
Wi-Fi Profile with EAP-TLS configured

SCEP Password = SessionID + Random

Validate Password Challenge

(session +random key)

CA Selection
CPP Certificate Template = External

< ISE sends Certificate to Endpoint =
Signing Certificate + User Certificate: ‘.
Wi-Fi Profile with EAP-TLS configured =
CoA: ReAuth
C e —————
EAP-TLS: User Cert
------------------- L
RADIUS Access-Request
@--—————————————— >
RADIUS Access-Accept
= ————— @

-

46

User Certificate Issued:
CN = AD UserName
SAN = Values from Template

Cisco (l V&/



. . ., . ..
ISE CA: Multiple Personalities/ldentities —
Root CA Subordinate CA

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. Allrightsreserved. Cisco Public
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ISE Certificate Authority Architecture

ISE CA

Subordinate CA Subordinate CA Subordinate CA Subordinate CA
SCEP RA SCEP RA SCEP RA SCEP RA

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

m R Certificate Auth

Root CAis Usedto
Sign the certificates

for the Subordinate
CA’s.

Subordinate CA
signs the Actual
Endpoint Certs

Secondary PAN s
another Root CA!
Ensure you export
Primary PAN and
importon
Secondary




Node Registration Process Overview

Each PSN will get three certificates for CA functions:
« Subordinate CA— To sign endpoint certificates
* OCSP - To identify node with OCSP service
* Registration Authority (RA) — To identify sub-ca when
requesting certificates for endpoints.

2\ PSN

PSN is Joined to ISE Cube
o mm e S

>
< PAN tells PSN to Generate 3x CSR's (OCSP, Sub _CA Endpoint,_RA)_(J)
CSR'’s are Generated on PSN
OCSP, Sub_CA Endpoint, Registration Authority

) -3xCSRssenttoRootCA o
A

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Certificate Aut

All PSNs are
instructed by PAN to
Generate the CSR’s

PAN (Root CA)
signs all three certs
per-node

Secondary PAN
does not generate
CSR’s to Root CA

MnT does not
generate any CSRs
to Root CA



Issue & Revoke Endpoint Certificates

O employeel 8C:7C:92:2F:B8:CD 2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... ~C=US, ST=State, L=5tr... € Revoked  EAP_Authentication...

<<

L Identity Management 4 Identity Mapping B Network Resources |2t] Web Portal Management |Es) Feed Service |65 pxGrid Services

Licensing Logging Maintenance Backup & Restore Admin Access Settings

Endpoint Certificates

JPvien I Revoke 1-70f7 Show |25 v|perpage Page [1 5| of1  Show | Quick Filter |8

[0 Friendly Name Device Unique Id Valid From - Valid To Issued By Issued To Status Cert. Template

I | I | B H]|

employeel 8C:7C:92:2F:BB:CD 2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... C=US, ST=State, L=5tr...

Overview

System Certificates

EAP_Authentication...

— —
employeel AB:06:00:C5:9C:1D  2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... CN=employeel Ed Active EAP_Authentication...
employeel BC:7C:92:2F:B8:CD 2014-04-27 2015-04-28 CN=Cisce ISE Endpoint ... C=US, ST=NC, L=RTP, .. & Revoked EAP_Authentication...

Trusted Certificates

Oooooog

employeel 4C:AA:16:A2:93:0B 2014-04-27 2015-D4-28 CN=Cisco ISE Endpoint ... CN=employeel Active EAP_Authentication...
OCSP Client Profile employeel 10:BF:48:D0:05:67  2014-04-27 2015-04-28 CN=Cisco ISE Endpaint ...  CN=employeel Active EAP_Authentication...
employee2 4C:AA:16:A2:93:0B 2014-04-27 2015-D4-28 CN=Cisco ISE Endpoint ... ~CN=employee2 Active EAP_Authentication...
Certificate Signing Requests employeel BC:7C:02:2F:BB:CD  2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... C=US, ST=NC, L=RTP, ... Active EAP_Authentication...

= Lists all the endpoint certificates issued by the Internal CA.

= Status — Active, Revoked, Expired
= Quick Overview of certificate details, Including the Template Used
= Automatically Revoked when an Endpoint is marked as “Lost”

Certificates may be Manually Revoked



R e e, _ Certificate Autfisiiiil

View Endpoint Certificate Contents

Certificate Details

Summary
status [ Active

Friendly Name User 1
Device Unique Id 00:00:F0:00:00:01
Cert. Template Test CT for EP Cert Test - 14062503370003

Issued To
Common Name (CN) User 1
Organization Unit (OU) SAMPG
Organization (0) Cisco Systems Inc.
City (L) San Jose
State (ST) CA
Country (C) US
Serial Number 13:7B:12:45:3D:4F:AA:60
Issued By
Common Name (CN) ISE Admin

Ornanization |init (01N SAMPR

Cisco Il Vf/
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Certificate Authority

Revoke Certificates

ﬁ Are you sure you want to revoke certificate(s) ?

Describe the reason for revocation
A

Yes

Cisco [l Vfrl
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Re-generate the Root CA E—
Certificate Signing Requests

Certificate Signing Request

Overview Generate Certificate Signing Requests (CSR) Certificate types will require different key usages. The list below outlines which key usages are required for each certificate type:
A Certificate Signing Requests (CSRs) must be sent to a ISE Identity Certificates:

System Certificates request to the signed certificate issued by that authority.  Admin - Server Authentication

» EAP Authentication - Server Authentication
» Portal - Server Authentication
® pxGrid - Client and Server Authentication

Endpoint Certificates SoVview  @yExport | Y Delete Bind Certificate

) [] Friendly Name
Trusted Certificates ISE Certificate Authority Certificates:

OCSP Qlient Profile

Certificate Signing Requests

= ISE Root CA - This is not 2 signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.
» ISE Intermediate CA - This is an Intermediate CA Signing Request.

* Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
ISE Root CAJISE Intermediate CA.

Usage

Certificate(s) will be used for [TSF Root CA M

Replace ISE Root CA Certificate chain [ 0eciD)

* The Entire certificate chain can be re-generated if needed.

« Old CA certificates remain in the Trust store to ensure
authentication of previously provisioned endpoints work
successfully.

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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ISE as an Intermediate CA Sl

Certificate Management
Certificate Signing Requests

Overview Generate Certificate Signing Requests (CSR)

A Certificate Signing Requests (CSRs) must be sent to a
System Certificates request to the signed certificate issued by that authority.

Certificate Signing Request
Certificate types will require different key usages. The list below outlines which key usages are required for each certificate type:
ISE Identity Certificates:

* Admin - Server Authentication

* EAP Authentication - Server Authentication
* Portal - Server Authentication

» pxGrid - Client and Server Authentication

Endpoint Certificates SoVview  @yExport | Y Delete Bind Certificate

[] | Friendly Name

Trusted Certificates ISE Certificate Authority Certificates:

= ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.
» ISE Intermediate CA - This is an Intermediate CA Signing Reguest.

» Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
T5E Root CA/ISE Intermediate CA.

OCSP Qlient Profile

Certificate Signing Requests

Usage

Certificate(s) will be used for [1SE Intermediate CA -

=3 o)

* ISE’s internal CA can work seamlessly with an existing CA in your deployment.

« Just make it an intermediate CA (sub-ordinate CA) to your existing CA.
— Create a CSR for the ISE node and get a certificate issued by the existing CA.

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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ISE as an Intermediate CA

Microsoft Active Directory Certificate Services -- woland-ATW-AD-SRV-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate
request or PKCS #7 renewal request generated by an external source (such as a Web server)
in the Saved Request box.

Saved Request:

----- BEGIN CERTIFICATE REQUEST-----—
Base-64-encoded MIIDOzCCAIMCAQAWE JEXMBUGA1UEAXMOaXN 1 Lndv
certificate request [BldvbGFuZDEMMACGAIUEChMDSVNFMR IWEAYDVOOH

(CMC or BAgTAkSDMQswCQYDVOOCEwIVUzCCAS IwDQY K2 T
PKCS #10 or ggEBAM4SUah00znOmy2LxGILEILsLxjit ILhF696
PKCS #7): 00p286glhcuTLCQOyE6mil2zhdx9VE IuEMAYEQzZ3

A
Certificate Template:

| Subordinate Certification Authority

Additional Attributes:

Attributes:

| Submit > |

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. Allrightsreserved. Cisco Public

\ Certificate Autho

Ensure that you get
a certificate from
your existing CA
with Key Certificate
signing capabilities
(Sub_CATemplate)

Ensure the Existing
Root CA has a Tree
Size>=3

(ISE is 2-tiers)
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Certificate Revocation

Online Certificate Status
Protocol (OCSP)

Certificate Revocation List
(CRL)

Cisco (lVf/
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OCSP CRL

Preferred method - A signed document published on

_ _ website
Provides near real-time updates

: - Periodically downloaded and stored
Allows near real-time request locally

The server examines the CRL to see If

Think: Policeman checking from the client’s cert was revoked already.

laptop in squad-car, with live query into
DMV Database.

Think: Policeman having a list of
suspended drivers in his squad car.

Note: ISE does not use the CRL field in
the cert, only the local configuration.

Cisco (l Vf/
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Certificate Authority

3

Default Internal OCSP Configuration

+ Primary Server
* URL http:/ /| localhost:2560/ocsp/ |
Enable Nonce Extension Support
Overview =N Internal_OCSP_Se
ame [ Irema. = - Response Cache
System Certificates sripton = Cache Entry Time ToLive[ 2 | Minutes (@ Clear Cache
v Server Connection
Endpoint Certificates
[ Enable Secondary Server
Trusted Certificates * Always Accegg@®nary Server First
ck to Primary Server After Interval | 5 Minutes i

<Lp[md?ae [ o )

Certificate Signing Requests v Primary Server ~ Secondary Server

* URL http:/ /| localhost:2560/ocsp/ i URL http:// i

Certificate Autho

Enable Nonce Extension Support +| Enable Nonce Extension Support
alidate Response Signature +| Validate Response Signature

Internal CA Settings

v Response Cache

* Cache Entry Time To Live|:| Minutes i Clear Cache

Certificate Templates

External CA Settings

\ Save Reset )

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



OCSP Check

_\ \ Certificate Authori

Overview Issuer
System C4
.o Certificate Status Validation
To verify certificates, enable the methods below. If both are enabled, OCSP will always be tried first.
OCSP Clief
Certificate} QCSsP C-nnﬁg uration
- Validate against OCSP Service | Internal_OCSP_Service -
Reject the request if OCSP returns UNKNOWN status
Certificate

External CA Settin:

BRKSEC-3697

e
Trust for authentication within ISE
Trust for client authentication and Syslog

Trust for authentication of Cisco Services

Certificate Status Validation

To verify certificates, enable the methods below. If both are enabled, OCSP will always be tried first.

'OCSP Configuration

Validate against QCSP Service | Internal_OCSP_Service -

Reject the request If OCSP returns UNKNOWN status

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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CA Server Status

 — LR o Certiicate Autiofiyil

iseul-wm22/adming show application stabtus ise
ISE PROCESS MAME PROCESS ID

Dotabase Listener running

Dotabase Server running 48 PROCESSES
Application Serwver running 19897
Profiler Dotabase running 4681

AD Connector running 5590

MET Session Database running 2334

[ o e R, I, I p— g W F Y
(e L e S = U ) o =

MET Log Processor running 27157
Certificate Authority Service running 5415
pxGrid Infrastructure Service disabled
pXGrid PUDLLiSReEr SUbscriber Service dlsabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
Identity Mapping Service disabled

iseul —wmZ2,/ admin#

Cisco ((l/&/
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Export CA Certs

h Root CA
Exporting the CA
€« Certsto a

Sub CA Repository

The following 4 CA key pairs w ere exported to repository ‘NAS' at
'ise_ca kev pairs of atw-lab-ise':

Subject:CN=Certificate Services Root CA - atw -lab-ise R A W | " be an

Issuer:CN=Certificate Services Root CA - atw -lab-ise

Serial#:0x6012831a-16794f11-b12480b9b-c 7e199ef E nc rypted G P G

Subject:CN=Certificate Services Endpoint Sub CA - atw -lab-ise
Issuer:CN=Certificate Services Root CA - atw -lab-ise B u n d I e
Serial#:0x3e4d9644-934843af-b5167e76-cc0256e€0 OCS P

Subject:CN=Certificate Services Endpoint RA - atw -lab-ise

Issuer:CN=Certificate Services Endpoint Sub CA - atw -lab-ise Four Key Pal rS

Serial#:0x13511480-9650401a-8461d9d7-5b8dbel7

Subject:CN=Certificate Services OCSP Responder - atw -lab-ise
Issuer:CN=Certificate Services Root CA - atw -lab-ise
Serial#:0x10d18efb-92614084-895097f2-9885313b

ISE CA keys export completed successfully

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Import of CA Certs

h
ﬁ

The following 4 CA key pairs w ere imported:
Subject:CN=Certificate Services Root CA - atw -lab-ise
Issuer:CN=Certificate Services Root CA - atw -lab-ise
Serial#:0x6012831a-16794f11-b1248b9b-c 7e199ef

Subject:CN=Certificate Services Endpoint Sub CA - atw -lab-ise
Issuer:CN=Certificate Services Root CA - atw -lab-ise
Serial#:0x3e4d9644-934843af-b5167e76-cc0256e0

Subject:CN=Certificate Services Endpoint RA - atw -lab-ise
Issuer:CN=Certificate Services Endpoint Sub CA - atw -lab-ise
Serial#:0x13511480-9650401a-8461d9d7-5b8dbel17

Subject:CN=Certificate Services OCSP Responder - atw -lab-ise
Issuer:CN=Certificate Services Root CA - atw -lab-ise
Serial#:0x10d18efb-92614084-895097f2-9885313b

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Certificate Autho

Always perform the
certificate importto
the secondary PAN

Ensures that the
same PKI Tree is
always used




Certificate AuthOrity s

Native Supplicant Profile

* Operating System  ALL
* Connection Type| | Wired
G Home - Wireless
-] Policy Sets | 5] Profiling Posture Client Provisicning Trusts*
Dictionaries Conditions Results *SSID ISEDemo
Results Native Supplicant Profile > ATW-NSP Security| WPA2 Enterprise -
Native Supplicant Profile

( ) * Allowed Protocol | TLS -
fg‘ LE= '_ _ - * Name| ATW-NSP | * Certificate Template| ATWtemplate v

Description
» E Frofiling
» @ Posture ~ Operating Systom | ALL =
’ E:*B'HF Frovsen * Connecticn Type[| Wired
- Wireless
» [ ThustSec e |
Security| WPA2 Enterprise -]
* Allowed Protocol | TLS v
* Certificate Template| ATWtemplate - |

» Optional Settings

Save

Reset

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Certificate Template(s)

......

Certificate Authority

|

Organizational Unit [OU)

Define Internal or
Exte rn al CA Certificate Management

Overview

Set the Key Sizes

System Certificates
SAN Field Options: Edpont Corticates ——
— MAC Address et Cortrentes Organizational Unit (OU) |SAMBU
— No Free-Form Adds.. e Organzation (0) | Cso

City (L) | Charlotte

Set length of validity Centcats Signng Requess sate 57) [RC

Country (C) [Us

Certificate Authol
SubjctAematve Name (SAN) [ i s

Internal CA Settings Key Size [2048

* SCEP RA Profile
Certificate Templates |ISE Internal CA

Valid Period | 730

| Day(s) (Valid Range 1 - 730)

External CA Settings
Save

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 64

Reset
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Other Factoids

No temporary revocations (cannot un-revoke)
— Use Blackilist instead

ISE does not publisha CRL, OCSP only

ISE does not use the CRL distributions listed in endpoint Certs, it uses the
manual configured CRL distribution point

Cannot selectively enable/disable CA service on PSNs. All or nothing.

Whenissuing cert from PSN, it will be subordinate to the PAN

Cisco (lVf/
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ISE CA: Dual Root Phenomenon

-

Promoted =
S-PAN &

* The 4th PSN added
to Cube while S-PAN
temporarily the root.

 Now is a different
chain of trust!

Subordinate CA Subordinate CA Subordinate CA Subordinate CA
SCEP RA SCEP RA SCEP RA SCEP RA

\ /
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ISE CA: Dual Root Phenomenon

Single Chain of Trust

2 I s I
Root
Promoted} Pl N
S-PAN

Subordinate CA
SCEP RA SCEP RA SCEP RA SCEP RA

Subordinate CA Subordinate CA Subordinate CA

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 67

| Certificate Author

* Export Root CA&
Importinto S-PAN

* The 4th PSN added
to Cube while S-PAN
temporarily the root.

» S-PAN has same
Chain of Trust

con |gurat|on 0pt|0n
<Snin>

[7]Export Internal CA Store

[8]Import Internal CA Store
</snip>
[12]Exit
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D @) N Ot D el ete I S E C A C e rt S Certificate Chain for the entire deployment.

* WillRevoke the Certificate from CA
— All Endpoint Certificates will now be

Invalid & Rejected
— Cannot Undo

WILL
ROBINSON

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved.

U ISE Internal CA Certificate must be deleted from Trusted
Certificates when you are planning to Replace ISE Root

Once this certificate is deleted from Trusted Certificates, it
will be marked as Revoked.

All endpoint certificates that were signed by this certificate
will not be able to get onto the network Importing this
certificate back to Trusted Certificate will have no effect. This
certificate will still be in Revoked state.

Once deleted, Exporting/Importing of this Certificate using
Command Line Interface (CLI) will be disabled.

This operation cannot be undone. Are you sure you want to

proceed ?
R o<
& i
Certificate Management
Overview J Edit  JbImport | @ Export il 3 Delete
[ Friendly Name - Status Trusted For
System Certificates [ AddTrust External CA Root#AddTrust External CA Ro... B Enabled Infrastructure
O Baltimeore CyberTrust Root Enabled Cisco Services
Endpoint Certificates
O Certificate Services Endpaint Sub CA - atw-lab-ise#0... [ Enabled g:\f;it‘rnf“’e
[ Certificate Services OCSP Responder - atw-lab-ise#0... Enabled Infrastructure
O Certificate Services Root CA - abw-lab-ise#00002 Enabled é’:;ﬁrnf“re
‘OCSP dlient Profile
O cisco €A Manufacturing @ Disabled ST
Infrastructure
Certificate Signing Requests O Gsco Root CA 2048 @ Disabled Endpoints
Infrastructure
[ sSL.com DV CA#USERTrust RSA Certification Author.. Enabled Infrastructure
O Thawte Primary Root CA Enabled Cisco Services
Certificate Authority
[J USERTrust RSA Certification Authority #AddTrust Ext... Enabled Infrastructure
_ [ verisign Class 3 Public Primary Certification Authority Enabled Cisco Services
Internal CA Settings
[ veriSign Class 3 Secure Server CA - G3 Enabled Ciseo Services




Agenda

* |Introduction

* Certificates, Certificates,
Certificates

« BYOD Best Practices

» Integrating with Cisco and Non- E& W
Cisco = a0

* ISE in a Security EcoSystem

» Serviceability &
Troubleshooting

« Staged Deployments (Time
Permitting)

» Conclusion {’V [
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Java-Less Provisioning

5Y0D Wekcome - — —

@ atw-lab-ise woland.com 8443 » ports VI ANEDR-0OB » =
BYOD Welcome
Welcome to the BYOD portal.
Access to this network requires your device to be configured for enhanced security. Click Start to provide
device information before components are installed on your device.

the polcy: You naintaining Peamord and o
usermame and.  Save o use \
the World Wide Web and h volume data ‘especially mu b (7 1) / @  Device Information \+

-

s

m\gouwm inets. Higt transfers, especi
not permitied. mm.mwumymummymmmmumm Tryingtoa —
sending unsolicied buk e-mail colection of

) @ atw-lab-ise woland.com 8443 » porti... © C

users are all prohibited. C W:mmwmmwu&mnmsnm:m e
you of ilegal activities.
m»-wmuwmsnummwmmmm wonﬂmmmem& €1$CO. BYOD P
and aspects of the Service self. Notioe of any revision, amendment, or modification will L

0 :

mnmmlmmmnm-mmwammw«lm

Device Information

VI ravEB-0MW »

Enter the device name and optional description for this device so you can manage it using the My Devices
Portal.

Device name: *

BRKSEC-3697

Loxx's Mac Air

Description:

Device ID: 7C:D1:C3:E8:A0:1F

© O O Opening cisco_network_setup_assistant.dmg

You have chosen to open:
|2 cisco_network_setup_assistant.dmg

which is: Document (1.5 MB)
from: https://aww-lab-ise.woland.com:8443

Cisco Public

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

What should l.'irefox do with this file?

@Qpen with[ DisklmageMounter (default) H
(_)Save File

[_| Do this automatically for files like this from now on.

Cancel |

Cisco (l pr/
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Java-Less Provisioning

® O O @ cisco_network_setup_assistant
* Downloads as DMG =S P

* Double-Clickto Run
App

Cisco Network Setup
Assistant

© cisco_network_setup_assistant

Cisco Il Vfrl

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Java-Less Provisioning

800 _ Cisco Network Setup Assistant

 Downloadsas DMG

* Double-Clickto Run
App

Network Setup Assistant

This application will automatically configure your
system to securely connect to the network.

© 2013 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered
tradernarks of Cisco Systems, Inc. andfor its affiliates in the U.5. and certain other countries.
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e N . BYOD

Refresher: Native Supplicant Provisioning Flow
Single-SSID Flow

AuthZ Policy

For Agerk onfuraton: mdw-nmm ey
. Drag and drop s

AuthZ} Result

1y Groups Operating Systems

8 o0s L Apple 105 Al od Condition(s) L ATWTLS

a

I Android Android Condition(s) L ATWTLS
]
a

Redirect to
NSP Portal

B widws I Windows A1 Conditionts)

B wm 1 "0 MacOSX Condiion(s)

Client Provisioning
Policies for OS Type NSA APP or
iOS OTA Process
(Next Slide) —

s o i, G Sy s P ¢ 5320w 0 v o Sy by eres 104
7 S sy ot o ) o S 1 f B3 At 00 kv P T et

Cisco [l Vfrl

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. All rightsre
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Native Supplicant Provisioning Flow

Refresher:

Or Apple OTA

Native Supplicant
Profile

SCEP Certificate
Provisioning & Native
Supplicant Profile

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Certificate
Template

R Semn e

Fdit te T

Overview = name [Arvempiate

System Certifcates Description |
Subject
Endpoint Certificates Comman Name (CN) $UserNames
rusted Certificates o0 lLlHl.l
Organization (0) [Cisca
0CSP Glient Profie
Gty (1) [ Charlotte:

Certificate Signing Requests. state (ST) [me

oW ]
,
St st me (M) | (WA scs )
B by
o
ValdPeriod [730 | Day(s) (veiRenge 1~ 730)

Save | [ Resst

Cisco [l Vfrl



New: Windows & iOS Settings in NSP

Mative Supplicant Profile > ATW-TLS

Native Supplicant Profile - ﬂptlnnal 5et|:|ngs

* Windows Settings

* Name| ATW-TLS

Woland Network EAP-T!

Description

[ ] Do not prompt user to authorize new servers or trusted certification authorities

ALL

* Operating System . B
Use a different user name for the connection

red
Wireless

SID| WolandDotix Connect even if the network is not broadcasting its name (S5ID)
Security| WPA2 Enterprise -

* Connection Type

Fllowed Protocol | TLS -

Certificate Template | ATWtemplate -

* [0S Settings

~ Windows Settings

[ ] Enable if target network is hidden

[] Do not prompt user to authorize new servers or trusted certification

Use a different user name for the connection

Connect even if the network is not broadcasting its name (SSID)

~ I0S Settings

[] Enable if target network is hidden

Save Resat

ublic




Renewing Certificates

Comments

Windows

After Expiry

Android

3

MAC-OSX J

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 80
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~ | Allow EAP-TLS

Allow Expired Certificates i

[

+ [7] Allow PEAP

PEAP Inner Methods
Allow EAP-MS-CHAPv2

Allow EAP-GTC

BYOD

Allowing Expired Certificates

Policy > Policy Elements > Results > Authentication > Allowed Protocols

Allow Password Change Relriesm {Valid Range 0 to 3)

Allow Passwora Crange Belies i) (Valid Range 0 10 3)

Allow EAP-TLS

Allow Expired Certificates '

I TP =] =Y = s PRSP
« [¥| Allow EAP-FAST

EAP-FAST Inner Methods
Allow EAP-MS-CHAPv2

Allow EAP-GTC

Allow Password Change Relﬁes (Valid Range 0 to 3)

Allow EAP-TLS

Sl RassuociCoaceamBaicaslan  (Valid Range 010 3)

Allow Expired Certificates 1

e et

Proactive PAC update will cccur after % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
[] Accept Client Certificate For Provisioning

Allow Machine Authentication

Machine PAC Time To Live 1 Weeks v

Enable Stateless Session Resume

Authorization PAC Time ToLive [ Hours v

Tunnel PAC Time To Live qQ Days -

p—

81

May allow expired certs for EAP-TLS
* Pure EAP-TLS
« EAP-TLS as an Inner Method

Cisco (lVf/



Redirect Expired Certs

Condition Name Description
|CertRenewalRequir... ) | | CERTIFICATE:Days to Expiry LESS 15 AND
Status  Rule Name |EAF-TLS w | Network Access: EapAuthentication EQUALS EAP-TLS AND
yireiess Black st DR} ourca ) | | CERTIFICATE:Issuer - Common Name CONTAINS ise.local

Profiled Cisco IP Phones

Expired_Certificates CertRenewalRequired EAP-TLS

OurCA

— CertRenewal MonCompliant

Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth v ACL [NSP-ACL | value [ Cert Renewal v

Display Certificates Renewal Message @

Cbndin TRInnk qamna

* BYOD Settings

Allow employees to use personal devices on the network @
Endpoint identity group: | RegisteredDevices ;l

Configure endpoint identity groups at CI SCO ( l W'/
Administration > Identity Management > Groups > Endpoint Identity Groups
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BYOD Security Practices from the Field

If you can, Create an ldentity Group for your Corporate

Owned Devices.

* May be populated by .CSV import, or REST API

» Uses the Endpoint ID Group for what it was designed to do: MAC Address
Management

Provision Different Certificates for Corporate Owned Assets

 Available 1.3+, or if you use MDM to distribute the certificates

Don’t Trust ONLY the Certificate

» That is technically only authenticating the device, not the user

Cisco (l Vf/
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The Opposﬂe of BYOD
How to Differentiate Corporate Provisioned Devices?




P/ g AR N L0 e DR NN 500

Corporate Assets

Provide differentiated access for IT-managed systems.

Start Here

. 1 Registered 0
N\ JFmployes L™ | GUEST
Access-Reject
[
Member ]
[=]
Access-Accept e ol
Internet Only Cisco[ll/t’,

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 85


http://findicons.com/files/icons/808/on_stage/128/symbol_check.png
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T A . 0 LR SR E - 0 L S svop
ldentifying the Machine AND the USER

* Machine Access Restrictions (MAR)

* MAR provides a mechanismfor the RADIUS server to search the previous
authentications and look for a machine-authentication with the same Calling-
Station-ID.

* This means the machine must do authenticate before the user.
— i.e. Must log out, not use hibernate, etc....

« See the reference slides for more possible limitations.

Cisco (lVf/
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Machine Access Restrictions (MAR)

Rule Name Conditions Permissions

MAR Cache

Calling-Station-ID  00:11:22:33:44:55 — Passed

GUEST GUEST m GUEST

L_RADIUS Access-Reqguest b

[EAP-ID=CorpXP-1]
RADIUS Access-Accept
[cisco-av-pair] = dACL=Permit-All

Cisco (‘ Vf:/
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Machine Access Restrictions (MAR)

Rule Name Conditions Permissions

MAR Cache

Calling-Station-ID  00:11:22:33:44:55 — Passed

achineAuth achineAUt

| RADIUS Access-Request ),

[EAP-ID = Employeel]
RADIUS Access-Accept
[cisco-av-pair] = dACL=Permit-All

Cisco (‘ Vf:/
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Machine Access Restrictions (MAR)
 Potential Issues with MAR

 Potential Issues with MAR:

— Wired/WiFi transitions: Calling-Station-ID (MAC address) is used to link machine and
user authentication; MAC address will change when laptop moves from wired to
wireless breaking the MAR linkage.

— Machine state caching: The state cache of previous machine authentications is
neither persistent across ACS/ISE reboots nor replicated amongst ACS/ISE instances

— Hibernation/Standby: 802.1X fails when the endpoint enters sleep/hibernate mode
and then moves to a different location, or comes back into the office the following day,
where machine auth cache is not present in new RADIUS server or has timed out.

Cisco (lVf:/
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ldentifying the Machine AND the User

« The next chapter of authentication: EAP-Chaining

 IETF working group has published standard on Tunneled EAP (TEAP).
— Next-Generation EAP method that provides all benefits of current EAP Types.
— Also provides EAP-Chaining.
— RFC-7170 http://www.rfc-editor.org/rfc/rfc7170.txt

» Cisco has done it before TEAP is ready
— EAP-FASTV2
— AnyConnect 3.1
— Identity Services Engine 1.1.1 (1.1 Minor Release)

Cisco (l Vf/
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http://www.rfc-editor.org/rfc/rfc7170.txt

EAP-Chaining __ _

Wlth AnyconneCt 311 and ISE 111 IP Phones if| Cisco-IP-Phone then | Cisco IP Phone
1. Machine Authenticates ey

2. ISE Issues Machine
AuthZ PAC

GUEST GUEST m GUEST

NAD
- T

EAPoL Start '

[EAP-Tunnel = FAST]
< EAP-Request:TLV |« RADIUS Access-Challenge
__EAP-Response ’L

- [EAP-TLV = “Machine’]
= —— RADIUS Access-Reguest >
TLV ="Machine [EAP-TLV= “Machine’]
[EAP-ID=Corp-Win7-1]
< RADIUS Access-Accept

Cisco (‘ Vf:/

< EAP_Success
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EAP-Chaining _, _

With AnyConnect3.1.1and ISE 1.1.1 P Phones | 1] CiscorP-Phone then

3. UserAuthentlcateS MachineAuth if| Domain Computers then | MachineAuth
4. ISE receives Machine PAC
5. ISE issues User AuthZ PAC ‘

Cisco_IP_Phone

GUEST GUEST m GUEST

No chainlnav Q

| Mo chaining

WWL} " User and machine both failed

[EAP-Tunnel = FAST] User and machine both succeeded
EAP-Request:TLV |« RADIUS Access-Challenge

EAPoL Start

N [EAP-TLV = “Machine’] User failed and machine su_:meeded
AP-Response ’L RADIUS Access-Request User succeeded and machine failed
[EAP-TLV= “User’] >
[EAP-ID=Employeel] -

< RADIUS Access-Accept

< EAP Sugcess Cisco(( Vf/
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P gl S UNEEREEE N |3 B & AL O 8 svoD S
EAP-Chaining FAQ ;z;;zzze

Q: luse MSChapV2today, can | use that with EAP-Chaining?

A: TEAP & EAP-FAST are tunneled EAP methodologies, you may use whichever
inner-methods you would like, as long as both the supplicantand RADIUS sever
supportthe protocol(s). l.e.: EAP-TLS, EAP-MSChapV2, EAP-GTC.

Q: What Supplicants Support EAP-Chaining Today?
A: Today, only Cisco AnyConnect NAM has supportthrough EAP-FASTV2.
Please talk to your OS Vendors about supporting TEAP in their native supplicants!

Q: Can I chain certificates with username/pwd’s?

A: Yes! You may mixand matchthe machine and user credential types however
you see fit. l.e.: Machine Certificates + User Certificates, or Machine Certificates
+ Username/PWDs, or Machine Passwords + Username/PWDs, etc.

Cisco (lVf:/
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ldentifying the Machine AND the User

Whatto do when EAP-Chainingis not Available?

* There are many needs to determine Machine AND the User
— Windows is the only current OS that can run EAP-Chaining (with AnyConnect)
— What about iOS or Android based Tablets?

* Chaintogether 802.1X with Centralised W eb Authentication (CWA)
— Can validate the device using a user-issued certificates

— Will validate the ‘actual user with username/password or smartcard or other method
that validates the user

Cisco (l Vf/
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Mobile Device w/ Certificate

mil. AT&T &

Please enter your passcode to log on

Mobile Device
w/ Certificate

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 97



802.1X and CWA Chaining

1. EAP-TLS Authentication

2. ISE Sends Access-
Acceptw/ URL-Redirect

BRKSEC-3697

< RADIUS Access-Accept_
[AVP:url-redirect, dacl]

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Rule Name Conditions

IP Phones if | Cisco-IP-Phone then

Permissions

Cisco_IP_Phone

AD:External Group=Em ployees
AND

CWA:CWA_ExternalGroup=
Employees

Employee CWA | if then

Employee &
Network Access:
EAPAuthentication = EAP-TLS

Employee_1X if then

Employee & SGT

CWAchain

Default

If no matches, then WEBAUTH

_";‘“:iCN:employeel | Certis Valid V

e . A
Session Data
User Identity = employeel
User Group = employees
V




3

802.1X and CWA Chaining

. User Enters Uname/PWD
4,

ISE Sends CoA-reauth

R BobSmith
Password

Manage Your Account

< RADIUS CoA
[AVP:reauth]

EAP-ID Re
‘ q

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Rule Name Conditions Permissions
IP Phones if | Cisco-IP-Phone then Cisco_IP_Phone
AD:External Group=Em ployees
.. | AND
f h
S sleses G CWA:CWA_ExternalGroup= then Siplayee @ EEl
Employees
Employee &
Employee_1X if | Network Access: then CWAchain
EAPAuthentication = EAP-TLS
Default If no matches, then WEBAUTH
~

‘Session Data

User Identity = employeel
User Group = employees
+
CWA Identity = BobSmith
WA Group = employees

F
5
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802.1X and CWA Chaining

Rule Name

Conditions

Permissions

—

User Enters Uname/PWD

ISE Sends CoA-reauth
SupplicantResponds with Cert
ISE sends Accept, dACL & SGT

NAD

& = —
| _EADP-

mmﬂww_,l

[ —"_ [EAP-Protocol= “TLS”]

4 RADIUS Access-Accept
[AVP: dacl + SGT]

y

/’ Access-Granted

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

IP Phones if | Cisco-IP-Phone then Cisco_IP_Phone
AD:External Group=Em ployees
| AND
f h
S sleses G CWA:CWA_ExternalGroup= then Siplayee @ EEl
Employees
Employee &
Employee_1X if | Network Access: then CWAchain
EAPAuthentication = EAP-TLS
Default If no matches, then WEBAUTH
i == CN=employeel || Certis Valid V4
~

(Session Data

User Identity = employeel
User Group = employees

¥

CWA Identity = BobSmith
WA Group = employees




Following the Flow

m Show Live Sessions LEJ: Add or Remove Columns ¥ @h Refresh @ Reset Repeat Counts

BYOD

Refresh| Every 5 sect

Time N Status Details Mﬁ:t |Identity Endpaint ID |Endpoint Profile Authentication Policy ‘ Authorization Policy | |Authorization Profiles | |Auth Method |
2014-04-29 18:07:28.960 Q 0 emploveel AB:06:00:C5:9C:1D  Android dotlx
2014-04-29 18:07:28.729 a employeel AB:06:00:C5:9C:1D  Android Wireless »> Dot1X >> TLS Wireless >> Employee .. PermitAccess Employee  dotlx
2014-04-29 18:07:27.980 a AB:06:00:C5:9C:1D
2014-04-29 18:07:27.972 a employee2 AB:06:00:C5:9C:1D webauth
2014-04-29 18:07:09.293 a employee2 AB:06:00:C5:9C:1D
2014-04-29 18:06:41.509 a employeel AB:06:00:C5:9C:10  Android I Wireless >> DotlX >> TLS I Wireless >> TLS-Accept BYOD,CWAchain dot1x I
2014-04-29 18:05:41.679 a AB:06:00:C5:9C:1D
2014-04-29 18:04:42.669 a ETRETE ) T I " - " "

2014-04-29 17:59:28.298 (@ a 0 employee2 Android dot1x
2014-04-29 17:59:28.062 a employee2 Android Wir => DotlX >zf'TLS Wireless >> Employee .. PermitAccess Employee  dotlx
2014-04-29 17:59:27.339 &
2014-04-29 17:59:27.332 a webauth
2014-04-29 17:58:39.326 B a Andrgg Wireless >>00t1X == TLS Wireless >> TLS-Accept BYOD,CWAchain dot1x
2014-04-29 17:58:25.548 [+ employeel webauth
2014-04-29 17:48:41. a employeel
2014-04-2 @I a employee2 ac-pag®A2:93:08  Android less »>> DotlX >> TLS Wireless >> TLS-Accept BYOD,CWA dotlx
Wireless >> Datl¥X => TLS Wireless >> TLS-Accept BYOD,CWaAchain dotlx
/l\
[Red irection to CWA Po rta}
BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Following the Flow

m Show Live Sessions -‘LE'} Add or Remove Columns ¥ @ Refresh ° Reset Repeat Counts

Time

2014-04-29 18:07:28.960
2014-04-29 18:07:28.729
2014-04-29 18:07:27.980
2014-04-29 18:07:27.972
2014-04-29 18:07:09.293
2014-04-29 18:06:41.509
2014-04-29 18:05:41.679
2014-04-29 18:04:42.669
2014-04-29 17:59:28.298
2014-04-29 17:59:28.062
2014-04-29 17:59: 274019
2014-04-29 17, 94:27.332
2014-04- 7:58:39.326
201: -29 17:58:25.548
14-04-29 17:48:41.403

2014-04-29 17:48:15.391

-

employee?

N—

Status
v

]
e

(<M< <l

Deta

bbb bbb

(=T - R = N - = E =

o

Repeat
Count

BYOD

Refresh| Every 5 sect

|Identity Endpoint ID |Endpﬂint Profile Authentication Policy ‘ Authorization Palicy | |Authorization Profiles | |Auth Method * |
0 emploveel AB:06:00:C5:9C:1D  Android dotlx
emglﬂeel Agm}:cs:gc;m Android Wireless »> DotlX >> TLS Wireless >> Employee .. PermitAccess, Employee  dotlx
AB:06:00:C5:9C:1D € COA
employee2 AB:06:00:C5:9C:1D | webauth
employee? AB:06:00:C5:9C:1D
employee AB:06:00:C5:9C:10  Android Wireless =>> DotlX >> TLS Wireless >> TLS-Accept BYOD,CWAchain dot1x
AB:06:00:C5:9C:1D
emgfoyeel AB:06:00:C5:9C:1D  Android Wireless »> Dot1X == TLS Wireless >> TLS-Accept BYOD,CWAchain dot1x
0 ployee2 4C:AA:16:A2:93:0B  Android dotlx
employee2 4C:AA: T DB  Android Wireless >> DotlX >> TLS Wireless >> Employee .. PermitAccess Employee | dotlx
4C:AM:16:A2:93:0B
employeel 4C:AA:16:A2:93:0B jvebauth
employee2 4C:AA:16:A2:93:0B  Android Wireless >> DotlX >> TLS Wireless >> TLS-Accept BYOD,CWAchain ot1x
employeel 4C:AA:16:A2:93:0B [ebauth
employeel
employee2 4C:AA:16:A2:93:0B  Android Wireless >> DotlX >> TLS Wireless >> TLS-Accept BYOD,CWA dit1x

BRKSEC-3697

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

webauth

Not Required to be Different Username

Cisco Public
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Following the Flow

[l Show Live Sessions  #% Add or Remove Columns 6+ Refresh (B3 Reset Repeat Counts REffEShI@
- o Reﬁzt |Identity ! | |Endpcint o’ | |Endpoint Profile i| ‘Authenticatmn Policy - ‘ |Authonzation Policy | |Authorization Profiles ' | |Auth Method |
2014-04-29 18:07:28.960 Q employeel AB:06:00:C5:9C:1D  Android dotlx
2014-04-29 18:07:28.729 a employeel AB:06:00:C5:9C:1D  Android Wireless »> Dot1X >> TLS Wireless >> Employee .. PermitAccess, Employee [ dotlx
2014-04-29 18:07:27.980 a AB:06:00:C5:0C: 1D
2014-04-29 18:07:27.972 a employee2 AB:06:00:C5:9C:1D bauth
2014-04-29 18:07:09.293 a employee2 AB:06:00:C5:9C:1D
2014-04-29 18:06:41.509 a employeel AB:06:00:C5:9C: Android Wireless =>> DotlX »> TLS Wireless >> TLS-Accept BYOD,CWAchain dig1x
2014-04-29 18:05:41.679 a
2014-04-29 18:04:42.669 a employeel Android Wireless =>> DotlX »> TLS Wireless >> TLS-Accept BYOD,CWAchain dot
2014-04-29 17:59:28.298 a employes2 Android dot1:
2014-04-29 17:59:28.062 a Android Wireless =>> DotlX => TLS Wireless >> Employee .. PermitAccess Employee  dotlx
2014-04-29 17:59:27.339 a
2014-04-29 17:59:27.332 a webauth
2014-04-29 17:58:39.326 Android Wireless >> DotlX >> TLS Wireless >> TLS-Accept BYOD,CWAchain dotlx
2014-04-29 17:58:25.548 webauth
2014-04-29 17:48:41.403
2014-04-29 17:48:15, Android Wireless => DotlX >> TLS Wireless >> TLS-Accept BYOD,CWA dotlx

Wireless >> DatlX => TLS Wireless >> Employee Full Access  PermitAccess,Employes

[

\_
Final Authorisation

4 A

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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ISE and Endpoint Lookup

* ISE maintains a separate User and Endpoint
“store”.

— User store may be queried at any time. v Allowed Protocols

Frocess Host Lookup <
Authentication Protocols
- Allows PAPIASC

« By default: endpoint store may only be accessed if
the incoming request was identified as a MAB.
(Service-Type = Call-Check)

— ISE also ignores the u-name/pwd fields, but uses the
calling-station-id (mac-address of the endpoint)

* Why?
— Security! Before this, malicious users would be able to put
a mac-address into the username & password fields of
WebAuth (or non-Cisco switches even in the supplicant
identity).

Cisco (lVf/
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Why Restrict MAB to Calling-Station-1D?
| unaljnpt\al?lfléz';%%ilsj:g;?ggthwd 11:22:33:44:55:66 >
L i

A Web Page |
NN AN i — )
Internal ID’s

Switch Local WebAuth /’\) Mix of Users &

Endpoints

Username m:22133144155166
Password [11:22:33:44:55:66

Note: Possible to configure

supplicant for same thing!

r—ﬂ - Cisco [(Vgl/




Cisco MAB — MAC Authentication Bypass

F— RADIUS Access-Request

P User Datagram Protocol, Src Port: sightline (1645), Dst Port: radius (1812)
= Radius Protocol

Packet identifier: Oxed (228)

Length: 242

Authenticator: 972faBaa%03e305faflasfifaciocyls

[The response to this reguest is in frame 208] Users EndeIntS
@ Attribute Value Pairs A

= AVP: 1=14 t=User-Name(l): 905056870004

User-Name: 0053056870004

AVP: l=6 t=Service-Type(6): Call-Check{lo) Ra zg
Service-Type: Call-Check (1@)
= AVP: 1=31 t=Vendor-Specific(26) v=Ciscol9)
= VSA: 1=25 t=Cisco-AVPair{l): service-type=Call Check
Cisco-AVPalir: service-type=Call Check =
[ avP: 1=6 t=Framed-MTU{12): 1560
b AVP: 1=19 t=Called-Station-Id(38): 1C-DF-OF-31-BO-02
AVP: 1=19 t=Calling-S5tation-Id(31l): ©0@-50-56-87-00-04
tall.mg Station-Id: 086-50-56-87-00-04

ge- H aaf7fdfa7267 —
3 m.rP: L=2 t=EAP-Key-Name{102) :

T AVP: 1=49 t=Vendor-Specific(26) v=Ciscol(9)

»
Cisco (l Ve,
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3'd-Party Devices and MAB

- Allowed Protocols

« Many 3" parties use Service-Type
= Login for 802.1X, MAB and
W ebAuth

« Some 3" Parties do not populate
Calling-Station-ID with MAC
address.

* WithISE 1.2, MAB can work with
different Service-Type, Calling-
Station-ID values, and “password”
settings.

Recommendation is to keep as many checkboxes
enabled as possible for increased security

]

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Process Host Laokup @

Authentication Protocols
Allows PARIASCI

- Detect PAP as Host Lookup

Check Password
Check Calling-Station-1d equals MAC address @

Allow CHAF
— Detect CHAP a5 Host Lookup (@

Check Password
Check Calling-Station-1d equals MAC address '@

Allow W S-CHAPY
Allow ME-CHAPY2
Allow EAP-MD&

KO0

- Detect EAP-MDS as Host Lookup i

Check Password
Check Calling-Station-1d equals MAC address @
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CHE A 3

Setup a Policy Set for 3" Party NADs

|4 PolicySets |4 Profiing  |@ Posture  |c, Clent Provisioning |, Security Group Access %, Policy Elements

ST O T . - .'

2|

Policy Seta Summary of the defined policy sets [+
[ Search policy names & descriptions. L = Description
L [2e X ThirdPartyPolicySet Policy Set for 3rd Party NADs
- Summary of Policies ‘
At o il your polices Dotk Dot Pollcy Sat
[l Global Exceptions
Ruses across entire deployment
. [ ThirdPartyPolicySet ey ey
Policy Set for 3rd Party NADs [~ A
4 Default @ v
Defauk Policy Set - £ Groups
* 4% Al Device Types
& 1PN

&5 VPN

v 45 Wireless

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved.
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DEVICE:Device Type STARTS WITH Device Type#All Device
Types#Switches# Access-Layer# ThirdParty

Create a separate Policy Set for 3rd
Party devices — to keep a clean
policy table and separate unrelated
policy results

Use Network Device Groups to
make the distinction

Cisco Il Vf/
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Example: Nortel & Alcatel Authentication Policy

v Authentication Policy

Nortel AuthC : If |NDGisNortel Allow Protocols : [ NortelProts and Edit | v
PAP-Rule [!' PAP_ASCIT | [(use  Intemal Endpoints
CHAP-Rule If  CHAP ] | use  1ntemal Endpoints
Default ‘use All_ID_Sources
o
Process Host Lookup ¢
Authentication Protocols
For “better” security, lock PAP & /& (7] Allow PAP/ASCII ~N

CHAP into MAB lookups

> Detect PAP as Host Lookup '

(Internal Endpoints)
[C] Check Password ¢

[] Check Calling-Station-Id equals MAC address ¢
\_ S
/- Allow CHAP N\

All other authentications are sent to
an ldentity Sequence

(Internal Users > Guest > AD) v [/ Detect CHAP as Host Lookup /

[C] Check Password i
[] Check Calling-Station-Id equals MAC address i

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 111
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Example: Rest of 3" Party Authentication Policy

Most Third Party

PAP-Rule

CHAP-Rule

Default
Default Rule (If no

matrhy

: 1f (DevicerypeEQThridparty |—

(1r  papasCT )

Allow Protocols | ThirdPartyProtocols

and Edit | v

use mmj

@ CHAPmdSJ

‘use All_ID_Sources

:  Allow Protocols : Default Networl Aci

CHAP into MAB |ookups
(Internal Endpoints)

[ess

an ldentity Sequence
(Internal Users > Guest > AD)

BRKSEC-3697
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and use :

+ Allowed Protocols

\use___Internal Endpoints)

DenyAccess

Deny non-matches |

Process Host Lookup |
Authentication Protocols

{ 7 Alow PAPIASCII )

- Detect PAP as Host Lookup '

Check Password
Check Calling-Station-Id equals MAC address i
\ <

£ Allow CHAP

- Detect CHAP as Host Lookup

Check Password i

\ Check Calling-Station-Id equals MAC address i
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Third Party Vendors VSA Attributes

* You may import other RADIUS Dictionaries into ISE:
Policy > Policy Elements > Dictionaries > System > RADIUS > RADIUS Vendors

RADIUS Vendors
p‘? Edit +ﬁdd ¥ Delete E?Expcurt
Dictionaries for ][ Name ~ | Vendor ID Description
FreeRADIUS M1 Airespace 14179 Dictionary for Vendor Airespace
will work 'ﬁT 14823 Dictionary for Vendor Aruba
W' g Dictionary for Vendor Cisco
M1 Cisco-BBSM 5263 Dictionary for Vendor Cisco-BESM
M1 Cisco-VPN3000 3076 Dictionary for Vendor Cisco-VPN3000
1 Microsoft 311 Dictionary for Vendor Micrasoft
||=|NT 562 Dictionary for Vendor Nortel

Cisco (l pr/
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Authorisation Profiles for Third Party

Authorization Profile
Go to “Advanced *Name [ Nortel-Profil |
Attribute Settings” to Description |
use the 34 Party *Access Type  [AccESS_ACCERT [~]
Dictionaries Service Template  []

* Common Tasks

Dictionaries
[ DACL Name ( P
@ = .
L vian o Airespace »

o Amuba »

D Voice Domain Permission
@ axe | —p
W Jsco-B85M »

] web Redirection (CWa, DRW, MDM, NSP, CPF)
B Csco-VPNII00 ¥

- Microsoft »
W Norfel ' »
=] ¥

w Advanced Attributes Settings

 [selectan item ©- = 4

BRKSEC-3697 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public 114

Nortel

[

P

<||:|'|=" -

Passport-Allowed-Access--[203]
Passport-AllowedOut-Access—[204]
Passport-Command-Impact--[201]
Passport-Command-Scope--[200]
Passpart-Customer-Identifier--[202]
Passport-Login-Directory--[205]
Passport-Role--[207]
Passport-Timeout-Protocal--[208]
Privilege-Level-[166]

Cisco Il Vf/
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Results of my 3'd Party Testing

~l For Your
Reference

Alcatel Switch: Juniper EX Switch:

Uncheck both Calling-Station-ID & Password Leave Calling-Station-ID & Password Checked

To set VLAN:

Tunnel-Medium-Type = IEEE-802 HP (H3C) Switch:

Tunnel-Type = VLAN ’

Tunnel-Private-Group-ID = 100 Uncheck Calling-Station-ID, Leave Password Checked
Avaya (Nortel) Switch: RuggedCom Switch:

Uncheck both Calling-Station-ID & Password Uncheck Calling-Station-ID, Leave Password Checked

Cisco (l Vf/
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Using a Cisco Catalyst Switch as Inline PeP

1. Join
Open SSID

| oepiomchi

3rd Party Catalyst
\/A\D} Switch

Port Configured as i+ _RADIUS Access-Reguest »:
gecess Borthuli-Auth : [USER=1122.3344.5566] ]
— i HE MAB
2. Browse . . RADIUS Access-Accept
= HTTP_Request ».-'( [cisco-av-pair] = url-redirect
L] u o .
. * Redirection_to PSN
= Submit_Credentials :
3. WebAuth . :
 S— .
( - @ — :
4.NSP || .
L J IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

5. Join
Corp SSID

802.1X Devices are Authorised to —
a different VLAN / Port

C]
AN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE NI EENESTEEENSS I EENNNNEEE NN TR EENNNNEEEEE - - - - — - — -
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SourceFire Nation Remediation Plugins

«liali  Cisco Support Community

cisco Community Directory Expert Comer Solutions Community Corner
Home Security Sourcefire Sourcefire API Language: Eng
Sourcefire API @ @ community.sourcefire.com » downloads » search’q=ISE&c... G | [ Search $ A %E -0

Sourcefire APl Community

o
— TR p—" — f",e NATION —"
L ¢ cisco

Subject Views Rating Comments Author

= Open Source Nessus Connector for Host Input APl 115 1 3 dohurd m Tags m Badges Unanswered Downloads

Last Reply 51 min 36 sec ago.

= Rapid? NeXpose Connect Version 1.6.2 for 71 o 1 dohurd
Sourcefire ver. 5.2.x

Lo Ry 3 manir 3 weeks oo Ask question

=/  ISE 1.2 Remediation Module Beta 1.3.19 476 0 3 dohurd

Last Reply 3 months 3 weeks ago. Sourceﬁre DownloadS Search Downloads Search

J ISE 1.2 Remediation Beta 1.3.19
June 03, 2014 | 38.6 KB | md5

« Modules are BETA ———
« Community Supported

This remediation allows for the automated interaction with Cisco Identity Services Engine (ISE) version 1.2. This
interaction performs a quarantine of the desired IP (Source or Destination) based on the user configuration of the

remediation. This quarantine action can be triggered by any event that occurs on the Sourcefire Defense Center that
* Not TAC Supported . e
contains a source or destination |IP address.

https://supportforums.cisco.com/community/12226126/sourcefire-ap##quicktabs-community_activity=1


https://supportforums.cisco.com/community/12226126/sourcefire-api#quicktabs-community_activity=1
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Add the Remediation Module to FireSightf' ﬁ f __

Overview Analysis Q-8 Devices Objects | AMP @ Health System Helpv admin v

N

Access Control Intrusion v Files Metwork Discovery S5L Application Detectors Users Correlation Actions *» Modules

Alerts Remediations Groups

Installed Remediation Modules

Module Name Version Description

Cisco 105 Null Route 1.0 Block an IP address in a Cisco IOS router 4 lj
Cisco PIX Shun 1.1 Shun an IP address in the PIX firewall 4 lj
ISE 1.2 Remediation 1.3.19 GQuarantine IP addresses using Identity Services Engine 1.2 —y lj
Nmap Remediation 2.0 Perform an Nmap Scan 4y lj
Set Attribute Value 1.0 Set an Attribute Value 4 &
Talos Labs - pxGrid Mitigation 0.1 Perform a pxGrid mitigation against an involved IP addresses = [j

Install a new module

Browse... | No file selected.

| Install |

Last login on Monday, 2015-01-05 at 16:36:22 PM from rtp-aawoland-89112.clsco.com stfualys

Cisco
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Splunk ISE App

splunk>apps

Splunk for Cisco Identity Services (ISE)

iE Overview [@ Documentation

Cisco Identity Services Engine (ISE) is a security policy management and control platform. It
automates and simplifies access control and security compliance for wired, wireless, and VPN
connectivity.

The Splunk for Cisco ISE add-on allows for the extraction and indexing of the ISE AAA Audit,
Posture, Client Audit and Profiler events. This integration allows any
Splunk user to correlate ISE data with other data sources (e.g. with firewall events or
application data) to get deeper operational and security visibility. It also includes sample
dashboards and reports for profiling, authentication, system statistics, alarms, and location

awareness.

For installation instructions, see the README file within the default directory.

N\Moawmwww%ﬂr“'

http://apps.splunk.com/app/1589

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Splunkcom Community Login  Sign Up

& Download

W W W W 2 ratings
Y7 Rate this app.

& 2221 downloads
+ Subscribe
@ Share this app

splunk>  App: Cisco ISE
Version 2.0.4 Splunk for CiscoISE v Search v
% Security and Compliance Identity Services Overview | Actions =
W IT Operations Management
S App Select time range
> 62,61,60,50
&3 Platform Independent Last30days -~
B Splunk Software License
Agreement
Top 10 Authentication Methods
Community Supported PAP_ASCI
CHAP/MDS
Lookup!
MSCHAPV2

Search generated too much data for the current display
configuration, results have been truncated. [ Learn More

About Support FileaBug  Documentation Privacy Policy

Lool

Administrator

Top 10 Endpoint identity Groups
Cisco-IP-Phane

Workstation

Profi

Search generated too much data for the current display configuration,
results have been truncated. [ Leamn More

. P e W SRS I T Y PN
Cisco Publi¢ N8 g -

Messages

Settings Activity Help

Cisco ISE

<Imago

Top 10 Source Addresses

192.168.254.604
10.1.60.2\
192.168.254.1\
64.102.12.40
10.1.60.2
192.168.254.60

Search generated too much data for the current display configuration,
results have been truncated. [ Leam More

© 20052015 Splunk Inc. All rights reserved.
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LanCope SteathWatch

/I\/Ionitor Mode \ StealthWatch

Vi Maintain historical session table
anagement

* Open Mode, Multi-Auth Console « Correlate NetFlow to username
* Build User-centric reports

¢ Uno bStrUCted AcceSS Eentit';«' and Device Table - 1.

() NO i m p act 0 n p ro d uctivity Stark Active Time 1 |End Active Ti,., ™3 User Mame = Host Device Type A2 MAC Address  ®

Apr 15, 2013 2;08:33 PM Current student0l 192.168,103,101 YWMWare-Device 00:50:56:85:5c:3d

ili {17 minut il M , Ine.)

» Profiling, posture assessment s, o
. . . g Apr 15, 2013 2:08:21 PM Current DEMO\studentid 192.165.104,100 WindowsP-Workstatio 00:50:56:85: 13104
Gain Visibility j {17 mictes 105 391 : g

Apr 15, 2013 Z:08:21 PM Current hostjpod0&-mgmt.dem 192.166.108.100 wiindowsxP-Workstatio | 00:50:56:55:13:cc
(17 minutes 185 ago) oulacal n (VMware, Inc.)

SyS | O g apr 15, 2013 2:08:21 PM Current hostipodag-mart.dem 192.168.109.100 WindowsXP-\Workstatio | 00:50:56:85:13:ce
(17 minutes 185 ago) o.local n (VMware, Inc.)

Apr 15, 2013 2:08:21 PM Current DEMOistudentDs 192.1658,105,100 ‘windowsxP-Workstatio 00:50:56:85: 136
(17 minutes 18s ago) n {WMware, Inc.)

I I I I
: - Identity Endpoint ID IP Address Metwork Device | Device Port Authorization Profiles
Tirne ¥ Status Details

Apr 15,13 02:08:33.241 PM a studentdl 00:50:56:85:5C:30  192.168.103.1... swil GigabitEthernetlf4 PermitAccess
Apr 15,13 02:05:21.241 PM a DEMOstudentOs 00i50:56:85: 1304 192.168.104.1... swl GigabitEthernetdfs PermnitAccess
Apr 15,13 02:08:21.219 PM q  hostfpodOg-mgrt.demo.ocal 00:50:56:85:13:CC 192.168.108.1... swl GigabitEthernet0fa  PermitAccess
Apr 15,13 02:08:21,192 PM q  hostfpod0S-mgrnt.demo.ocal 00:50:56:85:13:CE 192.168.109.1... swl GigabitEthernet0f10  PermitAccess
Apr 15,13 02:05:21.144 PM a DEMOYstudentds 00:50:56:85: 1306 192.168.105.1.,. swl GigabitEthernetd/s PermnitAccess
Apr 15,13 02:08:21.082 PM a DEMO 5 0050568513 s 192.168,107.1... swl GigabitEthernetl/a PermitAccess

Cisco (l Vf/

Authenticated Session Table

BRKSEC-3697
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Serviceability User Stories

N\
@ To make |ISE easier to troubleshoot
\

@ To make |SE easier to deploy

/
@ To make |ISE easier to use
Vi

Cisco [l Vf/
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Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
.-E m:ﬁi For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Status

S SericEabilig

Name Description Conditions
= Radius:NAS-Port-Type EQUALS Wireless - IEEE 802.11 Edit

* Authentication Policy

AuthC

PrOtOCO|S Dot1x » I Wireless_B02.1X Allow Protocols : Default Network Access and Edit | =
PEAP F Metwork Access:EapTunnel EQUALS use Al AD Instances
PEAP
. Metwork Access:EapAuthentication
. :If use ATW_CAP
| d e ntlty EQUALS EAP-TLS
Default ‘use DenyAccess
Store
MAB c I Wireless_MAB Allow Protocols : Default Network Access and Edit | =
Default ‘use Intemal Endpoints
Default Rule {If no : Allow Protocols @ Default Network Access and use : DenyAccess Edit| =
miatch)
[ | : | : | | ‘ol = i - "
Status g Repeat Identity " Endpoint ID * Endpoint Profile ' | Authentication Bolicy Authorization Policy ' Metwork Device '
I- |l | | | || | | ||
i ] a 0 employeel BC:7C:92:2F:BB:CD  Apple-iPad

Wireless =>> TLS-Accept WLC-02




S A . b L AN VSRS GSeEN 00 AR

Tree View

 Policy Set’ ~ Authorzaton Py

» Exceptions (0)

Standard
AuthC
Protoco |S Status  Rule Name Conditions (identity groups and other conditions) Permissions
i MNSP T Network Access:EapTunnel EQUALS PEAP then BYOD AND NSP
u TLS-Accept T Network Access:EapAuthentication EQUALS then  BYOQD AND PermitAccess
EAP-TLS
Default if no matches, then  DenyAcoess

us . Repeat  Identity ' Endpoint ID_ Endpoint Profile ' Authentication Policy ' Authorization Polify *  Network Device
|~ Counk | | || || | | ||

i ] a 0 employeel BC:7C:92:2F:B8:CD  Apple-iPad

- P e P B e 01066 D0 T E]  Wireless 1 TLS-Accept |WLC-02
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Filters in Live Log & Live Sessions

At Long Last! Regexin Filters

ﬁl Show Live Sessions {,5} Add or Remove Columns ™ '@ Refresh o Reset Repeat Counts

Time

2014-04-29 02:44:14.680
2014-04-29 02:39:39.794
2014-04-29 02:09:42.837
2014-04-29 01:46:43.752
2014-04-29 01:39:42.811
2014-04-29 01:17:52.802
2014-04-29 01:09:42.986
2014-04-29 00:52:22.906
2014-04-29 00:39:43.042
2014-04-29 00:33:34.097
2014-04-29 00:14:13.059
2014-04-29 00:05:48.992
2014-04-29 00:03:22.238
2014-04-28 23:52:02.770
2014-04-28 23:47:39.070
2014-04-28 23:40:57.704
2014-04-28 23:40:53.114
2014-04-28 23:33:46.473

EEE@EEEEEEEEEEEEEOE%

Details

b-b b b b b bbbbbbbbbbbb

Repeat
Count |

Identity

| Endpeint ID

Endpoint Profile

Authentication Policy

R&'Fresh| Every 1 minute

| Show | Latest 20 records

~| within| Last 24 hours  ~|

Authorization Policy

188

0 empl

SC.JC.op-orna-cpy

Endpoint ID End
188 .
reless > DotlX == ...
W%Fl_-imless >> DotlX >> ...
employeel 8C:7C:92:2F:B8:CD  Apple-iPad
employesl 10:BF:48:D0:05:67  Android
employeel BC:7C:92:2F:B8:CD  Apple-iPad
employeel 8C:7C:92:2F:B8:CD  Apple-iPad
employesl 10:BF:48:D0:05:67  Android
employeel BC:7C:92:2F:B8:CD  Apple-iPad
employeel AB:06:00:C5:9C:1D
employeel BC:7C:92:2F:BB:CD  Apple-iPad
employeel BC:7C:92:2F:B8:CD  Apple-iPad
employeel 10:BF:48:D0:05:67  Android

Wireless >> DotlX =>> ...
Wireless >> DotlX => ...
Wireless >> DotlX >> ...
Wireless >> DotlX =>> ...
Wireless >> DotlX => ...
Wireless >> DotlX >> ...
Wireless »> Default >>..
Default >> DotlX >> D..
Default >> DotlX >> D..
Default => DotlX >> D..

. Wireless >> TLS-Accept
. Wireless >> TLS-Accept
. Wireless > TLS-Accept
. Wireless >> TLS-Accept
. Wireless »>> TLS-Accept

Wireless == TLS-Accept
Wireless >> TLS-Accept
Wireless »> TLS-Accept
Wireless == TLS-Accept
Wireless >> TLS-Accept
Wireless »> TLS-Accept
Wireless == TLS-Accept
Wireless >> TLS-Accept
Wireless

Default >> Default
Default >> Default
Default >> Default

'=yz' - containag "xyz'
Teyz' - exncludes wyz'
{} - is empty

Y - is not empty
'myz*' - starts with “xyz
"xyz' - ends with ‘=yz'
AN N S - escEpe

Authorization Profiles '-| |Iden'(il:\|r (i
D, PermitAccess Registerey
D, PermitAccess Registere
D, PermitAcosss Registere
D, PermitAccess Registerey
D, PermitAccess Registerey
D, PermitAcosess Registere
D, PermitAccess Registerey
BYOD, PermitAccess Registerey
BYOD, PermitAccess Registere
BYOD, PermitAccess Registerey
BYOD, PermitAccess Registerey
BYOD, PermitAccsss Registere
BYOD, PermitAccess Registerey
PermitAccess Registerad__|
PermitAccess Registerey
PermitAccess Registera7

[l

]

Last update: Apr 29, 14 02:51:02.216 AM UTC

Records shown: 20
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Right Click in Live Log & Live Sessions

Adds Right-Click > Copy for the Endpoint ID & Identity Fields in Live Log

=R

S (2> Home Operations|v  Policy | ¥

Administration | ¥

Misconfigured Supplicants O]

1]

Shuwl.iveSssmns @Mdurkﬂmveﬁ:lmns' gﬂzfrsh EhCow' @Pnnt

L@ Endpoint Protection Service "4, Troubleshoot

Misconfigured Network Devices @

0

thentications

Misconfigured Supplicants i

Time | status | Dataile ?x:t Tdentity Endpoint ID Endpoint Profile  Network Device 0 0
\ | || i |

2013-12-1219:08:17.095 @ g user_2085 00:00:00:00:10:56 Dev_4
2013-12-12 19:08:17.094 a user_1600 -_Cut o 7 Show Live Sessions @ Add or Remove Columns @ Refresh
2013-12-12 19:08:17.092 184 00:00:00:00 D o) 0|

o e E:S'?e’ Time , Status o Repeat  Identity ' Endpoint 1D * Endpoint Profile | Authentication Policy *
2013-12-12 19:08:17.090 0 Benutzer 58 00:00:00:00 Deta

° a e Delete ez | | | | | |
2013-12-12 19:08:17.090 Benutzer 58 00:00:00:00

- —— Select All 2014-02-19 02:06:31.491 (] a employeel BC:f7-T0:01.Enamr Mafalt == Nat1)
2013-12-12 19:08:17.090 & a user_976 00:0C:29:78 Endpoint Debug...

Settings 2014-02-18 22:04:03.978 0 Q radius-test It >>
2013-12-12 19:08:16.096 & g AHEX 1411 00:00:00:00 g5.. ) . .
Global Settings... Modify Collection Filters...
2013-12-12 19:08:16.095 (@ a 0 AMEX_2396 00:00:00:00  About Adobe Flash Player 11.9.90
2013-12-12 19:08:16.095 a ALER_2396  00:00:00:00:04°85 Dev 7 | Bypass Suppression Filtering for 1 hour |
Settings...
| Global Settings... |
About Adobe Flash Player 12.0.0.44...
T ——
BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Publi

(> Home  Operations|¥  Policy | ¥  Guest Access | ¥

MDM Activities

' Reports

i Endpoint Protection Service

"4 Troubleshoot

Misconfigured Netwaork Devices @
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Debug Endpoint

 Creates debugfile of all
activity for all services
related to that specific
endpoint

» Executes and stored per
PSN

* Can be downloaded as
separate files per-PSN

* Or Merged as a singlefile

i AN

1

BN Authentications " Reports Mz Endpoint Protection Service
Download Logs
Diagnostic Tools Debug EndPoint
¥ N Geneal Took Collect logs data for specific EndPaint
& RADIUS Authentication Troubleshooting
8 Beeaite Network Devi nand status [B Stopped
& Evaluate Configuration Validator @Mac O F
File Name Hostname Modified Time File Size
> & TustSec Tools O 1:44:11:01:41:01 _2013_Dec_1 Pmhu-cievds Tue Nov 26 03:19:09 2013 20 M8
] 10.56.13.23_2013 Dec 25109  pmbu-cev0s Tue Nov 26 03:01:18 2013 20 MB
Debug EndPoint
Collect logs data for specific EndPoint
status B Stopped
®Mac ()P i
File Name Hostname Modified Time File Size
L) 11:08:01:01:01:11_2013 _Dec 1 Pmbu-cey0S Tue Nov 26 03:19:09 2013 20 MB
[] 10.56.13.23_2013_Dec_25.108  pmbu-devis Tue Nov 26 03:01:18 2013 20 MB

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved.
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Off-Line Examination of Configuration
Exportable Policy

/iy Home  Operations| ¥  Policy | Y  Guest Access | ¥ Administration | ¥
[] Profiling [] Posture Client Provisioning [ Trustsec &, Policy Elements

BicySety Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order. . .
[ Search palicy names & descriptions. P For Policy Export go to Administration > System > Backup & Restore > Policy Export Page Q u I C k LI n k to
g v | o | X | @ Status Name Description Conditions

) Summary o Polcs s e Export Page

A list of all your policies ~ Authentication Policy

[ Global Exceptions

Rules across entire deployment MAB : I Wired_MAB OR Allow Protocols : Default Network Access and

Wireless_MAB

G e Default ‘use Intemal Endpoints

Default

Default Policy Set Dot1X ¢ If Wired_802.1X OR Allow Protocols : Default Network Access and

Wireless_802.1X

Save Order Reset Order

Cisco Il Vf/
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Exports as XML

e .

BB Network Resources

PR —

Deployment Licensing Certificates

~ Export Configuration

28 Identity Mapping
Logging

Backup & Restore

Export Authentication & Authorization Policies
() Export with no encryption
(®) Export with encryption
* Encryption key | |

* Re-Enter encryption key | |

(O) Download file to local computer

(®) Email file to: |
(Separate multiple addresses with commas or semicolons)

BRKSEC-3697 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco PL.

Maintenance Backup & Res 1

1< <7xml versien="1.8" encoding="UTF-8"7>}Reot>

2
3w
4
5=
3
7
8
9
10 =
1=
12
13
14
15
16 =
17 =
18
19 =
20
21
22
23
24
25
26
27
28 =
29 =
30
31
32
33
34 =
35 =
36
37 =
38
35
40
41
42

<!--This section describes the Policy-Sets configured in ISE--»>
<PolicySets>
<PolicySet description="" name="PolicySetl">
<Conditions relaotionship="AND">
<Condition type="ADHOC">Network Access:Protocol EQUALS RADIUS</Condition>
</Conditions>
<Authentication>
<ruless
<rule nome="MAB" stotus="Enabled">
<Conditions relationship="0R">
<Condition nome="Wired_MAB" type="REUSABLE_COMPOUND"/>
<Condition name="Wireless_MAB" type="REUSABLE_COMPOUND"/>

</Conditions>
<Result name="Default Network Access” type="AllowedProtocolServices"/>
<IdentitySourceRules>
<rule name="Default" stotus="Enabled">
<Conditions/>

<IdentitySourceResult name="Internal Endpoints">
<IdentitySource name="Internal Endpoints" type="IdentityStore"/>
<AuthenFailed>REJECT</AuthenFailed>
<UserNotFound=CONTINUE</UserNotFounds=
<ProcessFailed=DROP</ProcessFaileds
</IdentitySourceResult>
</rules
</IdentitySourceRules>
</rule>
<rule name="DotlX" status="Enabled"s
<Conditions relationship="0OR">
<Condition nome="Wired_8@2.1X" type="REUSABLE_COMPOUND"/>
<Condition name="Wireless_8@2.1X" type="REUSABLE_COMPOUND"/>

</Conditions>
<Result nome="Default Metwork Access" type="AllowedProtocolServices"/>
<IdentitySourceRules>
<rule name="Default"” status="Enabled"s
<Conditions/>

<IdentitySourceResult name="Al1l_User_Stores"s
<IdentitySource name="All_User_Stores" type="IdentityStoreSequence"/>
<AuthenFailed=REJECT</AuthenFaileds>
<UserNotFound>REJECT </UserNotFound>
<ProcessFailed-DROP</ProcessFaileds>

</IdentitySourceResult>




VMWare OVA Templates!

 Finally! We have supported OVA Templates

« Ensures customers will not mis-configure their VMW are settings
— Preset: Reservations, vCPU's, Storage

» Based on following Specs:
ISE-1.3.x.x-Eval-100-endpoint.ova:

4 CPU cores
4 GB RAM
200 GB disk

4 NICs

ISE-1.3.x.x-Virtual-SNS-3415.ova: ISE-1.3.x.x-Virtual-SNS-3495.ova:
. 4 CPU cores . 8 CPU cores

16 GB RAM . 32 GB RAM

600 GB disk . 600 GB disk

4 NICs o 4 NICs
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Permitting)
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Monitor Mode Policies I
 BE CAREFUL =

» Monitor Mode needs to keep Authorisation Results simple
— Access-Accept/ Reject
— For Phones, needs: Voice Domain also

 Local Authorisations Still Possible (be careful):

authentication event fail action next-method

authentication event server dead action reinitialize vlan 11
authentication event server dead action authorize voice
authentication event server alive action reinitialize
authentication violation restrict

/\

authentication event fail action authorize vlan 4096

authentication event server dead action reinitialize vian 11
authentication event server dead action authorize voice
authentication event server alive action reinitialize
authentication violation restrict

BRKSEC-3697 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public



e e R Phased Deployments

Moving from Monitor to Low-Impact Mode
* Monitor Mode

Rule Name Conditions Permissions
mibiadactiaabiisams/0/1 IP Phones | if | Cisco-IP-Phone then | Cisco_IP_Phone
| authentication open

ar BYOD if | BYOD and Employee then | Employee
dotlx pae authenticator

Non_AuthZ | if | i-device or Android then | GUEST

Contractor if | Contractor then | Contractor

Employee if ' Employee then | Employee

I ) [N I

Default If no matches, then | Deny Access |

NAD

T -—

RADIUS Access-Request
& [AVP: 00.0a.95.7f.de.06 | y
Q/y

No Supplicant

Matched Rule = Default ]

< RADIUS Access-Reject

MAC-Addr is Unknown...
Continue to AuthZ table

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 148
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e e R Phased Depioyments

Moving from Monitor to Low-Impact
* Low-Impact

Rule Name Conditions Permissions
winerface GiaahitEharnetl /0/1 IP Phones | if | Cisco-IP-Phone then | Cisco_IP_Phone
| authentication open
“mao BYOD if | BYOD and Employee then | Employee
| ip access-group ACL-DEFAULT ir Non_AuthZ if ' i-device or Android then | GUEST

Contractor if | Contractor then | Contractor

Employee if | Employee then | Employee

NAD e T I YT —|

Default If no matches, then = WEBAUTH |

RADIUS Access-Request >
[AVP: 00.0a.95.7f.de.06 ]

< RADIUS Access-Accept
[AVP:url-redirect, dacl]

Matched Rule = Default ]

@3

No Supplicant

MAC-Addr is Unknown... } /
Continue to AuthZ table 4
Cisco(l Vfr
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N etWO r k DEVi Ce G ro u pS Network Device Groups

: : L 1
« Creation of many: Organise & Why use them P &,
* || Groups
- Alittle up-front work, can really help you get specific i
in your policies. &, Access-Layer
. u DC
« Organise by: & N
— Device Type T
* Wired / Wireless/ Firewall / VPN & Germany
« OEAP/CVO & UK
— Place in Network v w-tu”":::me"ca
* Access-Layer/ Data Centre :u: sic
— Geographic Location T % SGA
&% Non-SGA Device
&% SGA-Device
v &% Stage

&% Closed Mode

&% Low Impact Mode
&% Monitor Mode

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 150
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Moving from Monitor to Low-Impact
* Low-Impact: An Entire Switchat a Time

R Phsed Deployments

 Create a Network Device Group for all Switches that will use Low-Impact.

/> Home Operations|v  Policy| ¥  Administration | ¥

=%2 System L1 Identity Management = [ Network Resources Web Portal Management Feed Servi
Network Devices ~ MNetwork Device Groups ~ External RADIUS Servers  RADIUS Server Sequences  SGA AAA Servers

Network Device Groups

Network Device Groups
- - “hadd  LiDuel lete | @a @
- Edit s Duplicate Delete Impaort Ex;

Sl RSAINE== @- -
* [ Groups [ Name - Type

v & All Device Types [ ANl Device Types Device Type

, @ . O Al Locations Location

O Stage Stage

4y Closed Mode
&%, Low Impact Mode
ﬂ Monitor Mode

ﬂNoﬂe
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ISE 1.2: Policy Sets

« Separate Set of Policies for Each Mode of Deployment

e

|4 Policy Set | |4 Profiling  [®) Posture  |[ij Client Provisioning |, Security Group Access ¢t Policy Elements

WA Phased Deployments

?”S: Ghroulplng - yS ] Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
rc names & descriptions.
policy B Status Name Description Conditions
+' q}' I P @ | X MonitorMode DEVICE:Stage EQUALS Stage#Stage#Monito

D Summary of Policies
A list of all your policies
n Global Exceptions

R e, A Lithentication Policy

¥ Authorization Policy

Rules across entire deployment

» Except 0
ThirdPartyDevices o el

Standard
MonitorMode
LowImpactMode Status  Rule Name Conditions (identity groups and other conditions) Permissions
ClosedMode IP Phones { EndPoints:LogicalProfile EQUALS IP-Phones then  Cisco_IP_Phones
Wireless AP [ EndPoints:EndPointPolicy EQUALS Cisco- then  PermitAccess
Default
Access-Point

Default Policy Set

Printers EndPoints:LogicalProfile EQUALS Printers then  PermitAccess

Machine Auth { (AD1:ExternalGroups EQUALS ise.local/Users then  PermitAccess
/Domain Computers AND Radius:User-Name
STARTS_WITH host/ )

AD1:ExternalGroups EQUALS ise.local/Users then  PermitAccess
/Domain Users

Default f no matches, then  DenyAccess

e ) (Rt B Cisco [l Vfrl

I i | i e e T i e i

Save Order Reset Order

(< <]

&

Domain Users

<]




e e R Phased Deployments

Moving from Monitor to Low-Impact
* mab eap Trick of the Trade

 Whatis “mab eap”?
— Option of MAB configuration uses EAP-MD5 to transmit the MAB data.

* Behaviour with ISE will be the same.
— We can use this as a differentiator ports that should be in Low-Impact.

C3750X(config-if¥mab ?

eap Use EAP authentication for MAC Auth Bypass
<Cr>

C3750X(config-if¥mab eap
C3750X(config-ifj#description Conference Room B

Lﬁ?ﬂi
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Moving from Monitor to Low-Impact
* MAB EAP Trick of the Trade

* Policy 2 Policy Elements - Authentication > Results >Allowed Protocols
- A"OW EAP'M D5 e Allowed Protocols Services List > Default Network Access

Results

— Detect EAP-MD5 as ( 2) Allowed Protocols
HOSt LOOkUp E&-== 5. Name | pefault Network Access

Description | pefault Allowed Protocol Service

¥ || Authentication

¥ [ | Allowed Protocols

‘i Default Network Access 4
» [ Authorization + Allowed Protocols
» || Profiling
» [ Posture Process Host Lookup
» [ Client Provisioning Authentication Protocols

» [ Security Group Access - Allow PAP/ASCII

[] Detect PAP as Host Lookup

Allow CHAP
Allow MS-CHAPv1

Note: Best-Practice
IS to never modify
default objects

O
O
- Allow EAP-MD5

Detect EAP-MDS5 as Host Lookup 6/
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Moving from Monitor to Low-Impact

« MAB EAP Trick of the Trade

| ip access-group ACL-DEFAULT in

@3

No Supplicant

BRKSEC-3697

t1/0/1

RADIUS Access-Request >
[AVP: 00.0a.95.7f.de.06 ]

< RADIUS Access-Accept
[AVP:url-redirect, dacl]

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

\ Phased Deployments

Rule Name Conditions Permissions

IP Phones if | Cisco-IP-Phone then | Cisco_IP_Phone
BYOD if | BYOD and Employee then | Employee
Non_AuthZ if | i-device or Android then | GUEST
Contractor if | Contractor then | Contractor

Emplo

e

Conf_Rooms

If no matches, then

Network Access:EapAuthentication

EQUALS EAP-MD5

Deny Access

Emplo

e

then | WEBAUTH

Matched Rule = Conf_Rooms}

MAC-Addr is Unknown... }

Continue to AuthZ table

Cisco Public

159

All Other Switches
Will still be in Monitor
Mode!

Cisco (l Vfrl



\ Phased Deployments

Moving from Monitor to Low-Impact

« MAB EAP Trick of the Trade

_|Username Endpaint ID 1P Address Network Device | Device Port Authorization Profiles | Identity Group Posture Status | Event
' Status  Details
| || | | | | M | | | | | | |
q  #ACSACL#-IP-PERMI SIC-18-5w-1 DACL
g  00:50:56:87:00:04  00:50:56:87:00:04  10.1.10.51 51C-18-5w-1 GigabitEthernet1/0/2  WEBAUTH Profiled:Workstation ~ Pending Authe
Authentication Summary
Logged At: March 1,2012 1:59:56.355 PM cation Detail
RADIUS Status: Authentication succeeded Elo el L
NAS Failure: Logged At: March 1,2012 1:59:56.355 PM
Username: 00:50:56:87:00:04 Cccurred At March 1,2012 1:59:56.355 PM
MAC/IP Address: 00:50:56:87:00:04 ECEL iSE
Network Device: SJC-18-sw-1 : 192.168.254.1 : GigabitEthernett/o/2 || Authentication Method:
. - o Arcass EAP Authentication Method :

Authorization Profiles: WEBAUTH

SGA Security Group:
Authentication Protocol : EAP-MDS

EAF nnel Method :

Usermname: 00:50:56:87:00:04
RADIUS Username : 00:50:56:87:00:04
00:50:58:87:00:04

Calling Station ID:

rsm L

BRKSEC-3697 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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* |Introduction

* Certificates, Certificates,
Certificates

« BYOD Best Practices

» Integrating with Cisco and Non- E& W
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* ISE in a Security EcoSystem

» Serviceability &
Troubleshooting

« Staged Deployments (Time
Permitting)

 Conclusion {’V [
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Recommended Reading

“Buy our book, help us afford more beer!
“http://amzn.com/1587143259

SECURITY

Cisco Identity Services
Engine for Secure
Unified Access:

BYOD Network Security with ISE

Aaron T, Woland, CCIE No. 20113

Jamey Heary, CCE No. 7680


http://amzn.com/1587143259

s Ay’ . 0 L AN VIS 0 SR L R e, NN
Call to Action

Visitthe World of Solutions for

— Cisco Campus — (speaker to add relevant demos/areas to visit)
— Walk in Labs — (speaker to add relevant walk in labs)

— Technical Solution Clinics

Meet the Engineer (Speakerto specify when they will be available for meetings)

Lunchtime Table Topics

DevNet zone related labs and sessions

Recommended Reading: for reading material and further resources for this
session, please visit www.pearson-books.com/CLMilan2015

Cisco (l V&/
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S A . . LR NS

G i L L e LN
IPv6-only Experimental SSID (with NAT64)

SSID: IPV6ONLYEXP
PASS: iknowbesteffort

Addressing: SLAAC + stateless DHCPVv6
Offsite NAT64 (Thanks to Go6 Institute)

Questions/support: @ayourtch
Hashtag: #IPV6ONLYEXP

SLA: it’s in the password ©
BBBBBB -3697 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 165 Cisco (lve’
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Cisco (lVf/
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