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The Situation...
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W orm propagation

DOS symptoms

Limited endpoint security
No IPS

Nothing left to do but ...

Cisco ( l V&/



Pl U N |y i & L . R

The Ask...

* Identify Infected hosts
* Prevent further propagation.
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The Solution...

* Pre-existing procedure

* Used IOS Router features to identify &
drop worm propagation.
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The Solution...

* Pre-existing procedure

* Used IOS Router features to identify &
drop worm propagation.

Using Network-Based Application Recognition
and ACLs for Blocking the "Code Red" Worm

Document ID: 27842

Contents

Introduction
Prerequisites
Requirements
Components Used
Conventions
How to Block the "Code Red" Worm
Supported Platforms
Detect the Infection Attempt in the IIS Web Logs
Mark Inbound "Code Red" Hacks Using I0S Class—Based Marking Feature
Method A: Use an ACL

Method B: Use Policy—Based Routing (PBR)
Method C: Use Class—Based Policing

NBAR Restrictions

Known Issues

Related Information
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Since Then...

Sop;iﬁticited @9 {(. Complicit
ackers ) - Users

Dynamic Boardroom
Threats E Engagement
Defenders
y ——
Complex - - Misaligned

n
Geopolitics mm Policies

»
BRKSEC-2693 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch



o

ey’ . wih L AN VISR SN AL . IR
The Silver Bullet Does Not Exist...

Sandboxing

“Detect the
Unknown”

Application
Control

“Fix the Firewall’

IDS / IPS
UTM

“Captive Portal’

“No false positives,
no false negatives.”

“‘No key, no access”

FW/VPN

‘It matches the pattern”

“Block or Allow”
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Core Challenges for Current Cyber Incident Response

For most respondents, security incidents are on the rise

Most incidents today are detected by people, not technology
— Traditional SIEMs are only successful in identifying an incident 1/3 of the time

Successful response is oftenimpaired by
— Insufficient skilled resources

— Lack of threat intelligence

— Poor information sharing

Over 2/3 of executives believe that an effective incident response is an opportunity to
enhance the company’s reputation

70% of small firms and 80% of large firms engage external help, particularly around hard-
to-retain forensics skills

Source: Economist Intelligence Unit, “Cyber incident response: Are business leaders ready” (March 2014)

»
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Seconds Minutes Hours Days Weeks Months Years

Initial Attack to Initial '
Compromise

Initial Compromise to . O
« Months to Detect Data Exfiltration

e Breachedin Minutes

« Weeks to Contain

Initial Compromise to
Discovery

Discovery to
Containment/
Restoration

Source: Verizon DBIR 2014
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Both Sides of Reality
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Statistic

“The majority of likely attacks can be  Weneed to do the basics well.
prevented by doing the basics”

“Field efficacy for AV products for ... but we need to be ready for the
new malware is closerto 50% than rest.

the 99+% claimed by testing

organisations.”
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Customer Asks..

Workwith us..

To assess our current security posture.

To maximise value from the tools and controls we already have.

To deploy new technologies where required.

To gain efficiencies by getting controls to work together

To detect and respond to malicious behaviour more quickly.
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The Threat-Centric Security Model

Attack Continuum

Virtual

Point in Time Continuous

»
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Why Are We Here?
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Threat Intelligence

Execs Metrics & (Commercial & Collaborative) Mitigate &
Reportin
Auditors i g. RESponC Admins
Clients Threat Mapping Cases End Users

Infosec Incident Reports Threat Mitigation Partners
IT Orgs . Support
HR-Legal TRA Incident Response Team Infection Reports External

EA Knowledge IR

Executive Comms Playbook Base Handbook

Compliance
Management Apps Configuration Mgt

Security Event Management
Management & Analysis Tools

Logs| Scans| Config|Events |Packet |Flow
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Why Are We Here?

Threat Intelligence

Execs DTS = (Commercial & Collaborative) Mitigate &
Reportin
Auditors . g. RESponC Admins
Clients Threat Mapping Cases End Users

Infosec Incident Reports Threat Mitigation >| Partners
IT Orgs . Support
HR-Legal TRA Incident Response Team Infection Reports External

EA Knowledge IR

Executive Comms Playbook Base Handbook

Compliance
Management Apps Configuration Mgt

Security Event Management
Management & Analysis Tools

Logs| Scans| Config|Events |Packet |Flow
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Why Are We Here?

Threat Intelligence

Metrics & : . Mitigate &
Execs : (Commercial & Collaborative)
Reportin
Auditors . g. Respond Admins
Clients Threat Mapping Cases End Users

Infosec Incident Reports Threat Mitigation >| Partners
IT Orgs . Support
HR-Legal TRA Incident Response Team Infection Reports External

EA Knowledge IR

Executive Comms Playbook Base Handbook

Compliance
Management Apps Configuration Mgt

Security Event Management
Management & Analysis Tools

Logs| Scans| Config|Events |Packet |Flow
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Why Are We Here?

Threat Intelligence

Metrics & : . Mitigate &
Execs : (Commercial & Collaborative)
Reportin
Auditors i g. Respond Admins
Clients Threat Mapping Cases End Users

infosec Incident Reports Threat Mitigation g Sikiakeae
IT Orgs . Support
HR-Legal TRA Incident Response Team Infection Reports External

EA Knowledge IR

Executive Comms Playbook Base Handbook

Compliance
Management Apps Configuration Mgt

Security Event Management
Management & Analysis Tools

Logs| Scans| Config|Events |Packet |Flow
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Lets Ask Ourselves..

 Whatare we protecting?

« Howcanweseeit?
 Whatare the relevant threats ?
« How ready are we ?
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What Are We Protecting?

» Architecture/ Designs

» Structured, Modular, Predictable
« CMBDB, AssetLists, IPAM

» Directory
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What Are We Protecting?

» Architecture/ Designs

» Structured, Modular, Predictable

e CMDB, AssetLists, IPAM
» Directory

BRKSEC-2693 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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What Are We Protecting?

» Architecture/ Designs

» Structured, Modular, Predictable
« CMBDB, Asset Lists, IPAM

» Directory

KEEP
CALM

AND

SIMPLIFY

1 /
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What Are We Protecting?

URL

Cisco SAFE Architecture http://www.cisco.com/go/safe

Cisco Validated Designs http://www.cisco.com/go/cvd
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See It?

s

How Can We
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http://www.sans.edu/research/security-laboratory/article/6toplogs
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How Can We See [t? ”‘

« System and Data Changes
* Network Activity

« Authentication, Authorisation
 Resource Access

* Malware Activity

« Failure and Ciritical Errors

Source: SANS Top 6 Cateqgories of Critical Log Information

»
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How Can We See [t? “'

SANS Categories | Sources, Patterns, and Indicators

AAA Login Activity, Time Spent, Privileges, Endpoint Posture, AAALogs,
Directory Logs

System, Data Changes File Hashes, AAALogs, Host IDS, Change Records, ...

Network Activity Netflow Stats, Firewall Conns, Proxy Logs, IDS Events, DNS Logs,
Time Spent...

Resource Access Email Stats, Proxy Logs, Netflow, Endpoint Posture, Directory
Logs, ...

Malw are Activity File Downloads, Email Attachments, Firewall Conns, Malware
Engine Scans...

Failure, Critical Errors CPU, Memory, Disk, Process

vl
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How Can We See [t?

Event Type Events

Attribution DHCP Server IP Assignments to machine , MAC Address
VPN Server IP Assignments to User, WAN Address
Net Gateway IP Assignment translation to RFC 1918
802.1xAuth IP Assignment to user, MAC Address
System Activity Server syslog AAA, Service Start/Stop, Config Changes, FireAmp
Web Proxy logs Web Proxy (WSA)  Web Malware downloads, C2 Checkins
Spam Filter logs ESA Malicious URLs and Attachments, Policy violations
Firewall logs ASA, WAF Accepted and Denied Connections
Web Server logs Web Servers Accesslogs, Error logs

30 Cisco [f pr/
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What Does It Look Like?

Device Type Protocol Sample

ASA Firewall Syslog Jul 02 2014 23:14:06: %ASA-5-106100: access-list inbound
denied tcp outside/193.201.30.23(135)
inside/193.201.30.23(1922) hit-cnt 1 first hit [0x91c26a3,

0x0]
Email Security SCP/FTP/ Thu Jul 02 23:15:54 2014 Info: MID 245170 Message-ID
Appliance Syslog '<194961.85741.gqm@web65710.mail.ac4.yahoo.com>"
Web Security SCP/FTP/ 1343913291.98 70 91.208.184.24 TCP _MISS/200 3454 GET
Appliance Syslog http://www.flashgames247.com/thumb/80x70/images/
Cisco IPS HTTPS (SDEE) 2014-07-02 17:58:34,670 - INFO - 1343894300486157000

eventid="6821322601693" hostId="ips.acme"

sig created="20061120" sig type="other"
severity="informational" app name="sensorApp"
applnstanceId="1588" signature="5575"

Generic I0S Syslog Jul 2 23:24:20 10.48.24.32 Aug 2 2014 13:24:20 ace.acme:
$ACE-3-251008: Health probe failed for server
192.168.111.12 on port 443 ..

© 0 600

1 /
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What Does It Look Like?

Device Type Protocol Sample

Sourcefire HTTPS rec type=400 rec type simple="IPS EVENT" event sec=1409300614
(eStreamer) event usec=919489 sensor=10.67.34.71 event i1d=258025 msg="APP-DETECT
failed FTP login attempt" sid=13360 gid=1 rev=6 class desc="Misc
Activity" class=misc-activity priority=low src ip=192.168.100.98
dest ip=192.168.10.18

Cyber Threat Defence | Syslog Aug 29 17:59:00 stl-as-nO7-cyber-smc-l.cisco.com Aug 29 16:59:00 stl-
(Lancope) as—n07-cyber-smc-1 StealthWatch[2359]: alarm category name="Anomaly",
alarm severity name="Major", alarm status="ACTIVE",

alarm type name="High Target Index",

® 0

Wireless LAN Syslog Aug 30 13:55:28 n07-3850-1-wlc.cisco.com 47920: 0.0.0.0: Aug 30
e Controller 03:59:02.892: S%EPM-6-POLICY APP SUCCESS: Policy Application succeded

for Client [0.0.0.0] MAC [46f3.0868.59d5] AuditSession ID
[0a43223754014c0600007e44] for POLICY TYPE [URL Redirect]

Cisco ISE / TrustSec Syslog Aug 31 15:08:13 stl-as-n07-ise-l.cisco.com Aug 31 15:08:14 stl-as-n07-
ise-1 CISE Passed Authentications ... NOTICE Passed-Authentication:
Authentication succeeded, ConfigVersionId=7, Device IP
Address=10.67.34.55, DestinationIPAddress=10.67.34.38,..

0
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Looking Closer - ASA

Aug 02 2014 23:14:06: $ASA-5-106100: access-1list inbound denied tcp outside/173.246.103.92(1922)
inside/192.168.10.18(135) hit-cnt 1 first hit [0x91c26a3, 0x0]

SECE 1) 3., 21446}, 180)3j.. 92

Metadata
siBc) pont 1922

gmey if outside

> 4 Destination
dest ip  192.168.10.18

dest port 135

action blocked (“denied”)

cause Firewall Drop dest if inside

direction inbound

’ /
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Looking Closer - Netflow

router# show flow monitor CYBER cache

IPV4 SOURCE ADDRESS: 192.168.100.100 P 5
IPV4 DESTINATION ADDRESS: 192.168.20.2 N Who *
TRNS SOURCE PORT: 47891

TRNS DESTINATION PORT: 443

INTERFACE INPUT: Gil/1/1 < Where ?
IP TOS: 0x00 —

IP PROTOCOL: 6

ipv4 next hop address: 192.168.20.2

tcp flags: Ox1A

interface output: Gi0/0/0

counter bytes: 1482 < How ?
counter packets: 20

timestamp first: 8:30:00.456 _

timestamp last: 8:30:00.943 When ?
ip dscp: 0x00

ip ttl min: 127

ip ttl max: 127

application name: nbar secure-http <— What ?

»
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl

34



P g SRR N\ |\

Looking Closer — Email Security

Transactional Data
— ICID /MID / DCID

MTA Information

— address <.> reverse dns host <. > verfied <.> - DNS info about the
sending MTA

— SG <..> .. SBRS <..> - HAT group and SenderBase score details

SMTP Conversation Details
— From: <.> .. To: <.> -sender and recipient

Key Message Headers

— Message-ID | Envelope From / To | Subject | Message Size

Processing
— AV/AS Verdicts | DLP Verdict | Attachment Info | Content Filters

z /
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Looking Closer — Web Security

accesslogs splunk tcp: Info:|1390159677.065 192.168.100.252

| |
Timestamp | Client IP Address

Response Size (bytes) Elapsed Time (ms)

TCP_MISS/200|[441][HEAD|[http://ds.download.windowsupdate.com/ | ]

I |
‘ Request Method l User Identity
Request URL Example:
Cache Result / HTTP Status Code "unsuspecting_user@ CyberRange"

DIRECT/ds.download.windowsupdate.com|fgpplication/octet-stream
| |
Hierarchy / From MIME Type

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Looking Closer — Web Security

"Windows-Update-Agent"||-||144.135.8.162||"Software Updates" |[L77

User Agent URL Cateqgory Name
9 Destination gory

HTTP Referrer P Address

Example: Request Size (byteS)
"http://www.news.com.au/”

* Custom Fields

’ /
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“The art of war teaches us to rely not on the likelihood of the
enemy's not coming, but on our own readiness to receive him;

not on the chance of his not attacking, but rather on the fact that
we have made our position unassailable.”

Sun Tsu, “The Art of War”
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How Ready Are We? “.

Red Team / EthicalHack
Configuration Standards
Vulnerability Management
Regular Review and Remediation Program

r
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How Ready Are We?

Configuration Standards

Cisco Security Framework

Total Visibility

Complete Control
Identity, Trust, Compliance, Event, and Security Policy Enforcement and
Performance Monitoring Event Mitigation
: Self/Joint » Gap
Identify and Monitor Collect, Harden the Isolate Enforce t ’

Assign Trust- Performance, Correlate, and Transport, Subscribers, Security

Levels to Behaviors, Analyze Services, and Systems, and Policies and Execut Remediation
Subscribers, Events, and System-Wide Application Services to Mitigate xecttion Planning

Services, and Compliance Events Infrastructures Contain and Security
Traffic with Policies Protect Events k Plan
Sequencing
Secure, Resilient Networks and Services

BRKSEC-2693
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How Ready Are We?

Configuration Standards

URL

Security Controls Framework  http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/Ci
scoSCF.html

Network Security Baseline http://mmww.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/B
aseline Security/securebasebook.html

|OS Hardening Guide http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-
21.html

IOS XR Hardening Guide http://Aww.cisco.com/web/about/security/intelligence/Ciscol OSXR.ht
ml

NXOS Hardening Guide http://www.cisco.com/c/en/us/products/collateral/switches/nexus-

7000-series-switches/guide_c07-665160.html

1 /
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http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
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How Ready Are We?

ASD Top 35 Mapping

1 Application Whitelisting Meets

2 Patch Applications Assists
3 Patch OS Vulnerabilities Meets (1)
4 Restrict Administrative Privileges  Meets (l)
5(18) UserApplication hardening Assists
6 Dynamic analysis of email & web  Meets
(new) content in a sandbox.

8 (11) Hostbased IDS Assists
10 (7) Network Segmentation Meets

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Solution

Application Whitelisting with FireAmp
ISE & NAC

Cisco Prime suite

Cisco Secure ACS

FireSight Host Profiles

AMP Sandboxing (including with lronport,
CWS)

AMP for Endpoints

VLAN, VRF, VPN, ACL, SGT/SGACL, ZBF

Cisco [f pr/
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How Ready Are We?
Vulnerability Management and Cisco PSIRT

Security Advisories  Significant, Effecting Cisco Equipment, Requiring Action
Security Responses Responsesto 3 party announcements
Security Notices Medium/ Low Impact

http://www.cisco.com/go/psirt

»
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How Ready Are We?

Vulnerability Management and Cisco PSIRT

BRKSEC-2693

Staying Informed
Customisable Alerts
Regular Review

Make it someone’s role

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Add / Edit a Notification

) Notification Attributes > ) Topic Type € Topic

€) Sub-Topic(s) > €} Finish 2

Verify your selections below. You may repea this process and add another topic to the same notfication and then choose sub-topic
for it. You may also add additional sub-topic to an existing topic with this notification.

When satisfied press ‘Finish’ button to save your profile.

ASA Notification

An Email with links and summaries delivered Monthly Summary for aldowney@cisco.com that includes:

Security Advisories & Responses.

ASA with FirePOWER Services

Add anather subtopic

Cisco Public

Cisco Il VC’!
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How Ready Are We?

Vulnerability Management and Cisco PSIRT

BRKSEC-2693

Staying Informed
Customisable Alerts
Regular Review

Make it someone’s role

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Add / Edit a Notification

) Notification Attributes - ) Topic Type € Topic

@ sub-Topic(s) > @ Finish L

Vanfyyuu selections below. You
u may also add addit na\mb—tnpt an axisting topic with this notification.

ﬂ!lspruesss and add another topic to the e nofification and then choose sub-topic

When j
ASA N

An Emal

;

CAL ™

_ Product-centric allows you to pick

product/technology.

() Alert-centric allows you to pick one
) Track a specific Bug ID allows

Cisco Public

Cisco {l VC’!



How Ready Are We?

Vulnerability Management and Cisco PSIRT

Add / Edit a Notification

) Notification Attributes - €) Topic Type € Topic €) Sub-Topic(s) > €} Finish L
. Stayi ng Informed T

When s
« Customisable Alerts el _ Product-centric allows you to pick

: = duct/technology.
« Regular Review I
A o/

) M a ke It SO m eon e,S ro I e .;;3 Choose an alert for your notification topic

_ End-of-Sale and End-of-Life Announcements

_ Field Notices

_ Security Advisories & Responses

_ Software Updates [New, Certified, Software Advisories, Deferred, Obsoleted]
~ Known Bugs

http:/Mmww.cisco.com/cisco/support/notifications.html#

»r
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'



How Ready Are We?

Vulnerability Management and Cisco PSIRT

* Reactingto an Advisory

« AssessImpact Applicability
+ Hardware Model
« Software Version
» Feature in use
* Regular Updates
» Fix/ Workaround as required

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

El Affected Products

Cisco is currently investigating its product line to determine which products may be affected and the extent of the impact of the
vulnerability on its products. Additional Cisco products will be added as the investigation progresses.

The following Cisco prod are ly under i

None
Vulnerable Products

# Products Confirmed Not Vulnerable

Top of the section ~ Close Section

& Details

& Vulnerability Scoring Details

H Impact

¥ Software Versions and Fixes
Workarounds

¥ Obtaining Fixed Software

& Exploitation and Public Announcements
Status of This Notice: Final

Distribution

& Revision History

¥ Cisco Security Procedures

Cisco [l Vt’./
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DNS Inspection as a Measure

Custom Threat Intelligence

TRAFFIC ANALYSIS

DNS OT HER
EXPERT

INSTRUMENT ANALYSE AND MEASURE
QOutgoing Netw ork Traffic CORRELATE Results for Ongoing Security

[ TAP/SPAN |

See also: https://www.icann.org/news/blog/monitor-dns-traffic-you-just-might-catch-a-rat ,
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CiSCO {lvc'
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DNS Inspection as a Measure
Custom Threat Intelligence

« High Threat Malware ( Zeus, Palevo, SpyEye )
« Malware Distribution Sites

« Compromised Sites

« HT Parked Domains

* No Content Sites

* DNS Tunnelling

« Hate Related or other lllegal Material

* SuspectDNS Requests

»
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Enforcing Web Security

5:51PM  Tuesday Dec 17, 2013

& News Sport Business Politics Comment Tech Entertainment Life& Style Travel Cars Property Multimedia Subscriptions

Photo Galleries Cartoons Education Subscribeto The Age The Age Shop Clique Photo Club Q
Subscribe to
The Age this Christmas,

Melbourne
o o Increasing sunshine I HE
20 1 Traffic Conditions now 50% off

INDEPENDENT. ALWAYS.

- * Yu v A y ®© 4 SUBSCRIBE LOG IN REGISTER

Late wickets tumble
to bring urn home

Australia has reclaimed the Ashes, beating
England in the third Test in Perth to take an
unassailable 3-0 lead in the five-match
series.

Make
Mona
your /|
prefer

ant a
hange
br the

otter?

Live: Day five, 3rd Ashes Test, Perth

Australia wins the Ashes

Australia has won back the Ashes after just three of
the five Test series, with a convincing victory at the
WACA in Perth.

Things no one will
tell fat girls ... so I

wl , MONASH

University

Hey Joe, it's time to
drop the Santa Claus act

MICHAEL PASCOE = Assuming he
believes the figures, here's the
simplified bottom line. 77
Budget surplus scrapped

Cop that Kanye:
police chief lays

’ »
| Zioty scollVE
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO ’
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Late wickets tumble
to bring urn home

Australia has reclaimed the Ashes, beating
England in the third Test in Perth to take an
unassailable 3-0 lead in the five-match
series.

Live: Day five, 3rd Ashes Test, Perth

Things no one will
tell fat girls ... so I

will

© 2015 Cisco and/or its affiliates. All rights reserved.
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Australia wins the Ashes
Australia has won back the Ashes after just three of
the five Test series, with a convincing victory at thy,
WACA in Perth.
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Enforcing Web Security

Eiews Sport BUQS Politics Comment Tech Entertainment Life & Style Travel Cars Property Muitimedia Subscriptions

Photo Gallerles C.

Meibourne
CTR 20° 13° St

JES INDEPENDENT. ALWAYS.

T

Late wickets tumble
to bring urn home

Australia has reclaimed the Ashes, beating
England in the third Test in Perth to take an
unassailable 3-0 lead in the five-match
series.

Live: Day five, 3rd Ashes Test, Perth

Things no one will
tell fat girls...so I

Cop that Kanye:
e police chief lays
BRKSEC-2693 © 2015 Cisco and/or its affiliates. All rights reserved Cisco Public
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Australia wins the Ashos

Australia has won back the Ashes after just three of
the five Test series, with a convincing victory at thy,
WACA in Perth.

SCRIPT

Jis
SCRIl PJ JPG ]
R

|
Make|
Mona|
your /
prefer
|

. UEERN T\

162 Distinct Objects
2 HTML Docs

4 Style Sheets

111 Images

14 Scripts

7 Flash/Adv Content
18 Errors

27 Unique Domains
29 Unique Hosts
107 Kbytes

Cisco {l Vt’/
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Enforcing Web Security

Unknown Traffic In..
Web Security Monitoring Usage & Threat Reporting

AsyncOS for Web™

Anti-Malware

Scanning
(Spyware/Adware)
—
Comprehensive ||Category based | Simplifies Enforce Incredibly fast |/Inline on-box | Uniquely Policy based
web security URL filter with | protection of |acceptable use ' malware filter, AV scanning detects deep content
appliance with  time based your users, by |and security checks all for maximum | Malware phone | visibility and
integrated policies using an policies over inbound data. | throughput and home traffic control.
Proxy & Cache external HTTPs- minimal on all 65535
reputation decrypted data latency ports at wire
score. speed

Clean Traffic Out..

’ /
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Web Security with AMP

Verdict | Score

g Good Good > Deliver
> Recognise
Bad Bad > Block File
Unknown 1-> 100 >1-> 59 Block File
File 60 - 100 Deliver
SHA SA'V'.P
Hash ervice Send to Sandbox ?

Pass + Send to

_ YES "I Sandbox
Unrecognised
NO > Deliver File |

“1

\ 4

Pre Process AMP Service WSA Policy

’ /
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Enforcing Email Security

REPUTATION MESSAGE
FILTERS FILTERS

ANTI-VIRUS
Sophos

CONTENT
FILTERS OUTBREAK

FILTERS

ASYNCOS EMAIL PLATFORM

Filtering of External > Cleaned Delivery
Threats

vel
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/c!
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Email Security and AMP “‘

AMP uses cloud-basedservices to protect against zero-day and targeted file-
based threats in email attachments by:

» Obtaining eachfile’s reputation
» Analysingthe behaviour of files with unknown reputations

* Notifying you about files determinedto be threats after they have entered
the network.

»
BRKSEC-2693 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI
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Recol

1 /
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Can’t See The Wood For The Trees?

Bringing it all together

« 22 TB of Traffic Inspected Internet
« 6 millionHTTP transactions
« 750 GB of logs

* 4 billion DNS Records

1% Blockedas Malware

DNS Collection  Full Packet Capture

=4

Advanced Malware
Detection

—=(

Distribution

- 13 Billion Netflow records ¢ ] oetevays
* 400+ Application Providers , =& Network
- 12 Critical Data Centres Switches ~£=3

Scalable
Load Balancer

NetFlow

1 /
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Event Analysis Playbook “‘

* Defines:
* Objective: Tell me if you see this happening...
* Query: Query string used for detection
 Result Analysis: Explanation of Logic/Approach
* ID, Notes: Reference and RefinementComments
« Benefit:

 BestBlend Human Skill & Automation
» Process Efficiency

« Knowledge Sharing
e Continuous Refinement

1 /
BRKSEC-2693 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public CISCO {‘Wf
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Event Analysis Playbook

Firewall blocks suspicious probe on outside

Aug 02 2014 23:14:06: $ASA-5-106100: access-list inbound
denied tcp outside/173.246.103.92(1922)

inside/192.168.10.18(135) hit-cnt 1 first hit [0x91c26a3,

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

action

cause

direction

src_ip

dropped
Firewall Drop

inbound

173.246.103.92

Cisco [l V&/
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Event Analysis Playbook

Firewall blocks suspicious probe on outside

Aug 02 2014 23:14:06: $ASA-5-106100: access-list inbound
denied tcp outside/173.246.103.92(1922)

inside/192.168.10.18(135) hit-cnt 1 first hit [0x91c26a3,

1409754862.736 33628 192.168.10.18 TCP_MISS/200 4333
TCP_CONNECT 173.246.103.92:8443 ..

173.246.103.92 "Computer Security" 1028

Proxy sees connection attempt to same IP

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

action dropped

cause Firewall Drop
direction inbound

src_ip 173.246.103.92
action allowed (HTTP/200)
cause Acceptable Use
direction outbound

dest ip 173.246.103.92

Cisco [l Vfo/
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Event Analysis Playbook

Firewall blocks suspicious probe on outside

Aug 02 2014 23:14:06: %ASA-5-106100: access-list inbound
denied tcp outside/173.246.103.92(1922) cause Firewall Drop
inside/192.168.10.18(135) hit-cnt 1 first hit [0x91c26a3,

action dropped

direction inbound

src_ip 173.246.103.92

src_ip
OR 173.246.103.92
dest_ip

allowed (HTTP/200

action

cause Acceptable Use

1409754862.736 33628 192.168.10.18 TCP MISS/200 4333 . .
TCP_CONNECT 173.246.103.92:8443 .. direction

173.246.103.92 "Computer Security" 1028 dest_ip 173.246.103.92

Proxy sees connection attempt to same IP

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

outbound
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Event Analysis Playbook

Firewall blocks suspicious probe on outside

action dropped

Aug 02 2014 23:14:06: $ASA-5-106100: access-list inbound
denied tcp outside/173.246.103.92(1922) cause Firewall Drop
inside/192.168.10.18(135) hit-cnt 1 first hit [0x91c26a3,

00 direction inbound

src_ip 173.246.103.92

query id="“SPL-MW-003-05"

query description="Inbound Scan w/ Outbound Access”
incident id="1115258_0800_20-Aug-14"

attacker ip="173.246.103.92" severity="med”
sourcetype="cisco:wsa,cisco:asa" time="20 Aug 2014”
raw_event="<Firewall Event> .. <Web Sec Event> ..”

src_ip
OR 173.246.103.92
dest_ip

action allowed (HTTP/200

cause Acceptable Use

1409754862.736 33628 192.168.10.18 TCP MISS/200 4333 . .
TCP_CONNECT 173.246.103.92:8443 .. direction

173.246.103.92 "Computer Security" 1028 dest_ip 173.246.103.92

Proxy sees connection attempt to same IP ,
Ciscoll V&/

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Event Analysis Playbook

144 MALWARE

Objective:
Report the top 10 IP’'s that continucusly make HTTP regquest to sites with web
reputation scores of -8.0 or less.

Working:
index="wsa" AND x wbrs score <= -8.0 AND TCP DENIED AND NOT (tag=acns) AND
earliest=-24h | stats count by c¢ ip | sort -count limit=10 | rename c ip as

"Source IP", count as "# of TCP _DENIED to WBRS < -8.0"
An email will be sent to csirt-xxxxxxxl@cisco.com
Analysis: The generated report is high fidelity - about 90% of the results have
been found to be infected with either malware or adware and need to be submitted to

the malware remediation process. If a DC host is found, those hosts will be
escalated to the on-duty investigator.

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO “WI
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Event Analysis Playbook

Cisco Security Overview
oo g G, Soarty.
Lom7ape

Global Security Events.
8
J

Playbook #3077: Advanced Threat

INC-E5-0107] Surpectnd Malware Drog
tod alert from Mopbeod Query Peytood Receip!
ity was flogged |

contracion] Seytercheo. com» w
1rgger by JESA) Suspect Contemt) fodowed by susp

WA Reputotion) from host add LA

Top Destinations.

Trial by fire

BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

Study the data

Suspected Phishing Attack:

[INC-ES-0634] Confirmed Spear Phishing Attack

search uptake="true"
| stats count by user ey subject mid mailto
| “shorten(txn_key,txn_key,80,"...")"

| rename txn_key AS "Suspected Phish URL", action AS
"ESA Message ID", subject AS "Email Subject"

o Suveses P i

Build your arsenal

Cisco [l V&/
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Correlating Weak Signals into IOCs

DNS to malware site ]
detected by Security Intelligence

Correlate
Weak Signals into
Indicators of
Compromise

Malware File Download
detected by Malware
Cloud Lookup

Malware Propagation
detected by Snort Rule

Inbound Attack Site
detected by Sec. Intel.

CNC Traffic detected
by Snort Rule

—

»r
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Flow Based Anomaly Detection

,@ )

Cisco ASA
-
WAN Routers

FlowSensors

LAN Switches SEEEEE

Feeds of emerging
threat
information

Cisco ISE

Cisco WSA

1 /
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO [ll/cl
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Flow Based Anomaly Detection

[ Telemetry from the ISE

@& Host  :10.10,200.59

H entiFicatiun (|| Mlarms | Security | CIEvents | Top Active Flows ‘ || Identity, DHCP & Host Notes } | Exporter Interfaces

Identity and Device Table - 1 record

Skart Active Time w2 End Active Time 1| UserMName +3| MAC Address % | Device Type & | Domain Mame % |Metwork .., % |Metwo,.. 5 |Securi,., &
Jun 10, 2013 11:27:37 PM Current brncmahaon 00:d0:b&:0d:fd:27 | Windows7?-\Warksk LC Unknown | GigabitEthe
(8 days 20 hours 26 minutes {lomega akion Exporter rnetsya7
ago) A! Corporation) 4 (10.10.1.1)
Usernameﬁ Infected
machine

’ /
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Combining Flow and Identity

 Monitor Mode , 2 « Maintain historical session table
* Open Mode, Multi-Auth .

— Correlate NetFlow to username
«  Unobstructed Access - - Build User-centric reports

« No |mpact on productivity | satatverme - T G ST DeveeTye =T ¥ s ¢
i StealthW chm 15, 2013 2:08:33 PM Current: studsnt01 192.168.103.101 VMware-Device 00:50:56:85:5¢:3d
(17 minut a30) (VMware, Inc.)
Profiling, posture assessment Managemiié '
. o " hpr 15, 2013 2:08:21 PM Current DEMOstuden:04 192.163.104.100 WindowsXP-Workstatio | 00:50:56:85:13:c4
Ga""] ViS|b|I|ty / Consol (17 mirwses 185 ago) n (VMwre, Inc.)
Apr 15, 2013 2:08:21 PM Current | host/pad08-mgmt dem 192,168.108.100 2 o
(17 minutes 18s ago) o.ocal n (VMware, Inc.)
SySIOg Apr 15, 2013 2:08:21 PM Current ihnsttr.»oans—rm;mt.dam 192,168.109.100 ’ | o0 13ice
(17 mirwstes 185 ago) o.ocal n (vMware, Inc.)
Apr 15, 2013 2:08:21 PM Current DEMOlstudent0s 192.163.105.100 WindowsXP-Workstatio = 00:50:56:85:13:c6
(17 minutes 185 ago) n (VMware, Inc.)
Identit Endpoint ID IP Address Network Device Device Port Authorization Profiles
Time v Status Details Y ] T J l ] l [ I | |
Apr 15,13 02:08:33.241 PM a student01 00:50:56:85:5C:30 192.168.103.1... swl GigahitEthernet0f4 PermitAccess
Apr 15,13 02:08:21.241 PM o  DEMO\student04 00:50:56:685:13:C4  192.168.104.1... swl GigabitEthernet0fS ~ PermitAccess
Apr 15,13 02:08:21.219 PM @  hostjpodd8-mgmt.demodocal  00:50:56:85:13:CC  192.168.108.1... swl GigabitEthernetDf9  PermitAccess
Apr 15,13 02:08:21.192 PM o  hostjpod09-mgmt.demolocal  00:50:56:85:13:CE  192.168.109.1... swl GigabitEthernet0f10  PermitAccess
Apr 15,13 02:08:21.144 PM o  DEMO\student0S 00:50:56:85:13:C6  192.168.105.1... swl GigabitEthernet0f6  PermitAccess
Apr 15,13 02:08:21.082 PM o DEM 00:50:56:85:13:CA  192.168.107.1... swl GigabitEthernet0fg  PermitAccess

Authenticated Session Table

1 /
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Tracking File Trajectory using AM

Devices Object: FireAMP Health System Help admin

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on (5 10.4.10.183
File Name WindowsMediaInstaller.exe Last Seen 2013-12-06 18:17:27 on & 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition ) Malware &7 Seen On Breakdown 2 senders - 3 recelvers
Threat Score eee- High &
Trajectory
Dec 06,
2013
10:57  17:40 18:06 18:10 18:14 18:17

10.4.10.183 ©

10.5.11.8 é) 3] O
10.3.4.51 é) | 5
10.5.60.66 G &

Events €) Transfer  £) Block @ create (D Move () Execute () scan (%) Retrospective Quarantine

Dispositions () Unknown {} Malware (D) Clean (O Custom () Unavailable

Events

Tme GtV Seedingl  Resinglr MmO Adln  Protol  Glet  WeAn Ometon
2013-12-06 10:57:13 Retrospectiv. Malwa.
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 ‘WindowsMedialnstaller.... Unkn.. Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ..
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn.. NetBIOS-. Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 ‘WindowsMedialnstaller. Unkn NetBIOS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv... Malwa...
2013-12-06 18:14:23 File Quaranti 10.5.11.8 ‘WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block HTTP Firefox

L4
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO [lWl



P 4 CENEEAREEE N\ |3 e i

Tracking File Trajectory using AMP

Overview WLUENWEEN Policies Devices Objects FireAMP

Context Explorer

Connections v Intrusions v

Network File Trajectory for 0517f034...588e1374

File SHA-256

File Name

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events €) Transfer ) Bl

0517f034...588e1374 &
WindowsMedialnstaller.exe
MSEXE

Executables

Files » Network File Trajectory Hosts v Users v

Vulnerabilities v

First Seen

Last Seen

Event Count

Seen On

Seen On Breakdown

Correlation v

Custom v Search

2013-12-06 10:57:13 on .gi] 10.4.10.183
2013-12-06 18:17:27 on ._EEI 10.4.10.183

7
4 hosts
2 senders — 3 receivers

@ Health System Helpv admin v

) Malware &7

eee- High &

Dec 06,
2013
10:57 17:40 18:06 18:10 1B:14 18:17
© 33 194
G 9 &
L
S &8

& create  (3) Move

pispositions () unknown {}mllre (J clean O custom () Unavailable

Events

(® Execute (D scan (%) Retrospective

2013-12-06 10:57:13
2013-12-06 17:40:28
2013-12-06 18:06:03
2013-12-06 18:10:03
2013-12-06 18:14:10
2013-12-06 18:14:23

2013-12-06 18:17:27

BRKSEC-2693

Retros;

Time 2013-12-06 17:40:28
Event Type File Sent

Transf
IP Address i 10.4.10.183

SentTo ®f10.5.11.8

Retrog File Name WindowsMediainstaller.exe
File Q Disposition () Unknown

Transf Action Malware Cloud Lookup

Application Protocol [ | HTTP

Client [ | Firefox

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

ial@staller..

taller..

Quarantine

An unknown file is present
on IP:10.4.10.183, having

been downloaded with
Firefox

Cisco Public

Event, Fri Dec 6 ..

f Event, Fri Dec 6 ..

Event, Fri Dec 6

Cisco Il VC’!
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Tracking File Trajectory using AMP

@ Health System Help admin

Overview WLUENWEEN Policies Devices Objects FireAMP

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on 8 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on IS 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition ) Malware &7 Seen On Breakdown 2 senders - 3 recelvers
Threat Score eee- High &
Trajectory
Dec 06,
2013
10:57  17:40  18:06 18:10  18:14 18:17
10.4.10.183 © & i3
10.5.11.8 G 9 &
10.3.4.51 ¢} 5
10.5.60.66 G &
Events €) Transter@i ) Block @ create (D Move () Execute () scan (%) Retrospective Quarantine
Dispositions  (0) Unknow Malware (J) Clean (O Custom 1) Unavailable
Events

2013-12-06 10:57:13 Time 2013-12-06 17:40:28
2013-12-06 17:40:28 Event Type File Received . . bspective Event, Fri Dec 6 ..
2013-12-06 18:06:03 1P Address gﬂ 10.5.11.8 At 1 O :57 0 the unknOWn flle |S bspective Event, Fri Dec 6 ..
2013-12-06 18:10:03 Received From gﬂ 10.4.10.183 bspective Event, Fri Dec 6
2013-12-06 18:14:10 File MName WindowsMedialnstaller.exe tra. Sfe rred fro m I P
2013-12-06 18:14:23 Disposition () Unknown .
2013-12-06 18:17:27 Action Malware Cloud Looku 10410183 to IP 105118
Application Protocol [ | HTTP
Client || Firefox /
r
-
Cisco I Ve,

BRKSEC-2693

© 2015 Cisco and/or itsaffiliates. All rightsreserved.
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Tracking File Trajectory using AMP

Overview WLUEIWETEN Policies

Context Explorer

Devices Objects FireAMP

Connections v Intrusions v

Network File Trajectory for 0517f034...588e1374

Files » Network File Trajectory

Hosts v Users v

Vulnerabilities v

File SHA-256 0517034...588¢1374 & First Seen
File Name WindowsMedialnstaller.exe Last Seen
File Type MSEXE Event Count
File Category Executables Seen On
Current Disposition ) Malware &7 Seen On Breakdown
Threat Score eee- High &
Trajectory
Dec 06,
2013
10:57  17:40  18:06  18:10  18:14 18:17
10.4.10.183 © & i3
10.5.11.8 ¢} 3] O
10.3.4.51 ¢} 5
10.5.60.66 RO
Events €) Transfer  £) Block Create  (3) Move  (B) Execute () scan (%) Retrospective Quarantine
Dispositions () Unknown {7} Malware clean (O Custom 1) Unavailable
Events
2013-12-06 10:57:13 Retrospectiv Time 2013-12-06 18:06:03
2013-12-06 17:40:28 Transfer Event Type File Received
2013-12-06 18:06:03 Transfer IP Address =i 10.3.4.51
2013-12-06 18:10:03 Transfer -
Received From = 10.5.11.8
2013-12-06 18:14:10 Retrospectiv.. . _ X
File Name WindowsMedialnstaller.exe
2013-12-06 18:14:23 File Quaranti O
Disposition Unknown
2013-12-06 18:17:27 Transfer po _
Action
Application Protocol [| NetBIOS-ssn (SMB)

BRKSEC-2693

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Cisco Public

Correlation v

) Health System Helpv

Custom v Search

2013-12-06 10:57:13 on gﬂ 10.4.10.183
2013-12-06 18:17:27 on gﬂ 10.4.10.183
7

4 hosts
2 senders — 3 receivers

Seven hours later the file is
then transferred to a third
device (10.3.4.51) using an
SMB application

admin v

Cisco Il VC’!
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Tracking File Trajectory using AMP

Overview WLUENWEEN Policies Devices Objects FireAMP ) Health System Helpv admin v
Context Explorer  Connections v Intrusions v Files » Network File Trajectory ~ Hostsvy  Usersv  Vulnerabiltiesy ~ Correlation ¥ Custom v  Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588¢1374 & First Seen 2013-12-06 10:57:13 on (5l 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on = 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition ) Malware &7 Seen On Breakdown 2 senders - 3 recelvers
Threat Score eee- High &
Trajectory
Dec 06,
2013
10:57  17:40  18:06  18:10  18:14 18:17
10.4.10.183 © & i3
10.5.11.8 o9 © &
10.3.4.51 ¢} 5
10.5.60.66 G &
Events €) Transfer  £) Block @ creafl @ Move () Execute () scan (%) Retrospective Quarantine
Dispositions () unknown {} Matware (3 Clearfill O Custom () Unavailable
Events

2013-12-06 10:57:13 Retrospectiv Time 2013-12-06 18:10:03 a A A i
2013-12-06 17:40:28 Transfer 10.4.10.1 Event Type File Received aiwde Cloud The flle IS Copled yet ag aln
2013-12-06 18:06:03 Transfer 10.5.11.8 IP Address -E:EI 10.5.50.66 Onto a fourth deVICe
2013-12-06 18:10:03 Transfer 10.5.11.8 -
Received From =i 10.5.11.8
Fomsameaaae Reospact File Name WindowsMedialnstaller.exe ’ (10 .2.60.6 6) thro ug h the
2013-12-06 18:14:23 File Quaranti ) . . .
2013-12-06 18:17:27 Transfer 10.4.10.1 DI-H::!DH © Unknown biwfire Block Same SMB appllcatlon a half
ion
Application Protocol [ | NetBIOS-ssn (SMB) hour later
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Tracking File Trajectory using AMP

Overview WLUENWEEN Policies Devices Objects

Context Explorer

Connections v

Intrusions v

FireAMP

Network File Trajectory for 0517f034...588e1374

File SHA-256

File Name WindowsMedialnstaller.exe
File Type MSEXE
File Category Executables
Current Disposition ) Malware &7
Threat Score eee- High &
Trajectory

Dec 06,

2013

10:57  17:40  18:06  18:10
10.4.10.183 © &
10.5.11.8 ¢} 3] O
10.3.4.51 ¢} 5
10.5.60.66 G &

Events €) Transfer  £) Block () create

Dispositions () Unknown {7} Malware

Events

0517f034...588e1374 &

© clean

Files » Network File Trajectory  Hosts v  Usersv  Vulnerabilities v
First Seen
Last Seen
Event Count
Seen On
Seen On Breakdown
18:14 18:17
GO © execute (D scan (%) Retrospective Quarantine
O m !} Unavailable

Correlation v

@ Health System Helpv admin v

Custom v Search

2013-12-06 10:57:13 on gﬂ 10.4.10.183
2013-12-06 18:17:27 on gﬂ 10.4.10.183
7

4 hosts

2 senders — 3 receivers

2013-12-06 10:57:13

2013-12-06 17:40:28
2013-12-06 18:06:03
2013-12-06 18:10:03
2013-12-06 18:14:10
2013-12-06 18:14:23

2013-12-06 18:17:27

BRKSEC-2693

Retrospectiv
Transfer 10.4.10.183
Transfer 10.5.11.8
Transfer 10.5.11.8
Retrospectiv...

File Quaranti

Transfer 10.4.10.183

Time

Event Type
Disposition
Action

2013-12-06 18:14:10
Retrospective Event
{ Malware

The Cisco Collective Security
Intelligence Cloud has learned

this file is malicious and a
retrospective event is raised for
all four devices immediately.

© 2015 Cisco and/or itsaffiliates. All rightsreserved.
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Tracking File Trajectory using AMP

Overview WLUENWEEN Policies Devices Objects

Context Explorer

Connections v

Intrusions v

FireAMP

Network File Trajectory for 0517f034...588e1374

File SHA-256

0517f034...588e1374 &

File Name WindowsMedialnstaller.exe
File Type MSEXE
File Category Executables
Current Disposition ) Malware &7
Threat Score eee- High &
Trajectory

Dec 06,

2013

10:57  17:40  18:06  18:10
10.4.10.183 © &
10.5.11.8 ¢} 3] O
10.3.4.51 ¢} 5
10.5.60.66 G &

Events €) Transfer  £) Block () create

Dispositions () Unknown {7} Malware

Events

© clean

2013-12-06 10:57:13

2013-12-06 17:40:28
2013-12-06 18:06:03
2013-12-06 18:10:03
2013-12-06 18:14:10
2013-12-06 18:14:23

2013-12-06 18:17:27

BRKSEC-2693

Retrospectiv
Transfer 10.4.10.183
Transfer 10.5.11.8
Transfer 10.5.11.8
Retrospectiv...

File Quaranti

Transfer 10.4.10.183

Files » Network File Trajectory  Hosts v  Usersv  Vulnerabilities v
First Seen
Last Seen
Event Count
Seen On
Seen On Breakdown
18:14 18:17
[©] (® Execute (D scan (%) Retrospective Quarantine
O m 17} Unavailable

Correlation v

@ Health System Helpv admin v

Custom v Search

2013-12-06 10:57:13 on gﬂ 10.4.10.183
2013-12-06 18:17:27 on gﬂ 10.4.10.183
7

4 hosts

2 senders — 3 receivers

Time

Event Type
IP Address
File Name
Disposition
Action

2013-12-06 18:14:23
File Quarantined
=i 10.5.11.8

WindowsMedialnstaller.exe

C} Malware

At the same time, a device with the
FireAMP endpoint connector reacts
to the retrospective event and

iImmediately stops and quarantines
the newly detected malware

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Cisco Public




o AN N |\ e Oy

Tracking File Trajectory using AMP

FireAMP

Overview WLUENWEEN Policies Devices Objects

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v

Network File Trajectory for 0517f034...588e1374

Vulnerabilities v

First Seen

Last Seen

Event Count

Seen On

Seen On Breakdown

(D scan (%) Retrospective Quarantine

Correlation v

@ Health System Helpv admin v

Custom v Search

2013-12-06 10:57:13 on gﬂ 10.4.10.183
2013-12-06 18:17:27 on gﬂ 10.4.10.183
7

4 hosts

2 senders — 3 receivers

File SHA-256 0517f034...588e1374 &
File Name WindowsMedialnstaller.exe
File Type MSEXE
File Category Executables
Current Disposition ) Malware &7
Threat Score eee- High &
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 1B:14 18:17
10.4.10.183 © & i3
10.5.11.8 G 9 &
10.3.4.51 ¢} 5
10.5.60.66 G &
Events €) Transfer  £) Block & create  (3) Move Execute
Dispositions () Unknown {7} Malware () Clean (O Custom Unavailable
Events
2013-12-06 10:57:13 Retrospectiv. ﬁm.
2013-12-06 17:40:28 Transfer 10.4.10.183 Event Type
2013-12-06 18:06:03 Transfer 10.5.11.8 IP Address
2013-12-06 18:10:03 Transfer 10.5.11.8 Blocked Recipient
2013-12-06 18:14:10 Retrospectiv... File Name
2013-12-06 18:14:23 File Quaranti Disposition
2013-12-06 18:17:27 Transfer 10.4.10.183 Action
Application Protocol
Client

2013-12-06 18:17:27

=1} 10.4.10.183

= 10.5.11.8
WindowsMedialnstaller.exe
{3 Malware

Malware Block

[ Firefox

8 hours after the first attack,
y the Malware tries to re-enter
’ the system through the
original point of entry but is
recognised and blocked.

Cloud] L

BRKSEC-2693
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Investigation Case Study

Trojaned WordPress servers + “Chanitor” malware

Trojan directs

Phish userto real

corporate
users with
volume

Compromise
WordPress
servers to host
exploit

real Microsoft Useropens
Userclicks server and malicious .zip
link starts and executes
download of trojan
trojan via

T Trojan ; ; ;
Trojan installs connects to Trojan tests if Trojan

itself as it connectto connects to
license winlogin.exe 'g'?lcéos%?\t/éf Tor for c2 Tor for c2
agreement

email

JavaScript

From here, attacker remotely controls the machine,
exfiltrating data, attacking other devices, and moving laterally
within network

1 /
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Investigation Case Study

1. Attacker Sent User Phishing Email

“Congratulations...to begin registration

please download...”

Real user’s email
address In both To:

field and URL, to
look more legitimate

BRKSEC-2693 © 2015 Cisco and/or itsaffiliates. All rightsreserved.

CNSEEL 0 MRS

ffffffff Criginal Message --------
Subject: Welcome to the Microsoft Volume Licensing Service Center
(VLSC)916433032:3

From: Microsoft Volume <notice message@microsoft.com:=>
Date: Thu, January 15, 2015 10:13 am
To:

ongratulations on your newly accepted Open License with Microsoft, ending in 92044. You have been
assigned Administrator permissions on the Microsoft Volume Licensing Service Center (VLSC) site.

Te begin registration, please downlead details from link below. When prompted, enter your business e-
mail as shown below:

VLSC Registration details:
https.//www.microsoft.com/licensing/servicecenter/registration. aspx ?e— S

Required Business E-mail:
Type of new Licensing ID: OPEN

Once VLSC registration is complete, you will be able to:

eDownload licensed software

#Retrieve keys for Volume Licensing software

wView Microsoft licensing details for your organization

«Manage Software Assurance benefits

sManage subscriptions, including MSDN and/or TechMet

#Assign others in your organization to do any of the above tasks3€"or to also be an Administrator.

=Also, within selected regions, VLSC enables the direct purchase of media kits from the Software
Download Catalog.

Once you are registered, you may add any individual to your VLSC account to help manage your licenses
or perform other tasks at any time. To do so, please visit the My Permissions link to view all details
related to your VLSC permissions settings. Also visit Erequently Asked Questions in the Help section to
learn more about what you can do in the Volume Licensing Service Center. Your new access permissions
to VLSC may take up to 2 hours to become effective.

Thank you,

The Microsoft Volume Licensing Service Center Team

Cisco Public

Cisco

live:
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Investigation Case Study

2. Victim Clicked Link and Received Malware Download

:E Microsaft Corporation (US) https:waw.microsoft.comJ'LicensingIservicecgnter;‘default.aspx

B Opening Volume_Licensing Service_Center_details_7834... I

Opens real,
S S L -Verl fl € d : ...me_Licensing_Service_Center_details_7834892334.zip
M | Cros Oft ) | te which is a: zip File:

fram: http:{ tirillycompagnie.com
~What should Mamoroka do with this file?

Malware : (" Openwith  Browse.. l
downloaded from @ Save File

[T [ this automatically, for, Files ke this from now on

wWelilcce . 2 es ;
- You have chosen to open

a different site via
JavaScripttrick

ITI Cancel I

r
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Investigation Case Study

3. Analyst Observed Retrospective Alert for 1.php

»
s Bl @ =
E 2 | P B

Threat Detected in Network File Transfer (Retrospective)l GenerickD:TR-tpd 1.php () 53365e66...0d58fdd0

Cisco {l VC’!
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Investigation Case Study

4. Analyst Researched Threat

* Virus detection 9/57
 Sandboxexecution failed
» Escalatedto MTD Investigator

1 /
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Investigation Case Study

08240000N20 7T MASTAbInac 2281200 1 c4A3aB0CoREA 1200 B8I5TH I OX07TaTa) | OEAO00DMR070RItIanIac22d it oA TaBacaBEce 1 25089571 000 TaTat

cmdaxs  wikegoexe  Winlogin.exe

« Allsandboxesinitially calledfileclean o
« Ran file on physical box with Network and pmom. oo =
memory capture, file system monitoring  wwesevowo: s 2

oty t xsotor LLVRR S Ovlayistarvet 300

TSI ONTOL 0L Ovmpranal 120

PitOuint xec.torC UL (VRS Coaytniorves . 20

LIS GNTOLLOLL Oslaytntervel 320

Piovintxsotor LGSR Pulsptunnnt. 980

Pwiyt ooy Lt TR TS Oelaytntarval 220

1 /
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Investigation Case Study

» All sandboxes initially called file clean R =N @NTDLL DLL Delaylnterval 320
* Ran file on physical box with network and (originaldelay) 00289634

memory capture, file system monitoring - EEEEEEI@NTOLLDLL Delayinisrval - 320
(originaldelay) 00326947

Malware NtDelayExecutionClNy 1 AMs AL Delaylnterval 320
p ro g ramm ed (originaldelay) 00319869
sleep function R ETEN @NTOLL.DLL Delayinterval 320
to fool sandbox (originaldelay) 00290436

analysis I Er@NTDLLDLL Delaylnterval 320
(originaldelay) 00304573

» Investigator Conducted Forensic Analysis
Discovered malware as “Chanitor”; uses sandbox evasion

1 /
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/c!



!

S Ay . sh . LA ESSSRET el 0

B R N
Investigation Case Study “.

6. Investigator Determined Malware C2 Servers
Online service to learn C2 IP

address
DNS Queries IP Resolution at Time of Analysis

api.ipify.org 50.16.221.126,54.225.211.214,
54.235.186.52

194.150.168.7C

03qz25zwu4orSmak.tor2web.org e =
malware tested for
connectivity
before sending

vel
BRKSEC-2693 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO ll‘/cl
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Investigation Case Study

7. Investigator Searchedfor C2 Traffic

MTD Investigator searched NetFlow traffic.

Objective: Determine whetherthe victim was compromised and under
remote control ?

Result: No evidence found.

1 /
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Investigation Case Study

8. Investigator requestedto Block Domains :
No successful exfiltration; malicious sites blocked EM®{I{elaal=1¢ gu|ded

to block the file
by hash on emall
and web

gateways, and
block 3 domains
used to serve the

malicious files

BRKSEC-2693 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Key Takeaways

Observation Conclusion

Attack targeted corporate users by Attackers after more than just
phishing with corporate-licensed personal data

software

Malware examinationrequired Sandboxtechnology useful but only
physicalforensic analysis due to part of solution

sandbox evasion techniques

Attacker used Tor for C2 traffic Tor connections shouldraise
suspicion on corporate networks

Malware domains quickly discovered  Monitoring by senior security
and blocked Investigators key to protect against
advanced attacks

»
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
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