CISCO

TOMORROW
starts here.

/ i§.§.§

§ L §=_=_______ _

’

Ve

(

| Cisco(




Cisco Sourcefire Advanced Malware
Protection (AMP)

BRKSEC-2664

Jay Tecksingani
AMP CSE APJC

#clmel Cisco (l V&/



Malware

The Lure

The Investigation

Reasons for Success

Simple Protection

What's been Missing ?

Advanced Malware Protection
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You do have not delivered packing e

Your parcel was arrived at October 7th, 2014. Our employee was cannot transport a
packaging to you.

Print Your shipment content label and reveal it in the closest post office to take the parcel.

http://auspost-portal.info/ (193...57 port 80)
~

——3> http://t...t.net/w p-content/plugins/jetpack/_inc/images/xblog/index2.php?id=2...0 (198...227 port 80).

Print shipping label

2 http://auspost-package.net/unsubscribe.php?id=5...2

This is an automatically generated message. Click here to unsubscribe.

Typo’s - the obvious conclusion haslong been “lost in translation”, however , INTENTIONAL Typos are meant to target unaware / distracted victims !
(attentive users will often delete these, causing no further concern to the criminals)

Stage #1: Compromise multitudes of WordPress WebSites - Setup Redirectors !

Stage #2: Register Multitudes of “similar” domain names through either Dynamic DNS or in different GEOs to Target
Stage #3: Setup fast-flux domains in different GEOsto the Target Victim Base

The URLs used are often ONE-TIME use URLS,, tied to recipient email addresses = Slowing down TakeDowns / Investigations
Redirectors and Referrer IDs are often checked by the landing hosting Malware Server - to bypassinvestigative methods

z /
BRKSEC-2664 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI



S Ay . Csh . LA VSRS RSN 0000 UM e

AUSPOST-DELIVERY.COM
AUSPOST-DELIVERY.NET 194.58.../16
AUSPOST-EPARCEL.COM

AUSPOST-EPARCEL NET 193.124.../16
AUSPOST-HOME.COM

AUSPOST-HOME.NET

AUSPOST-PACKAGE.COM

AUSPOST-PACKAGE.NET

AUSPOST-PARCEL.COM

AUSPOST-PARCEL.NET O
AUSPOST-PORTAL.NET

AUSPOST-PORTAL24.NET O
AUSPOST-SERVICE.COM

AUSPOST-SERVICE.NET

AUSPOST-SERVICES.COM
AUSPOST-SERVICES.NET
AUSPOST-TRACK.NET
AUSPOST-TRACK24.NET
AUSPOST-TRACKING.COM
AUSPOST-TRACKING.NET
AUSPOST-TRACKING24.COM
AUSPOST-TRACKING24.NET
AUSPOST-TRACKIT.COM
AUSPOST-TRACKIT24.COM
AUSPOST-US.COM 193.124.94.2

-

Multiple domains registered @ orderbox-dns.com
Resolve to a few Subnets located in an address space allocated to Reg-RU = Moscow, Russia
The IP addresses reverse resolve to multiple domains, most notably ROYALMAIL

Royal Mail Services hit by CryptoLocker Scam earlier this year !
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ROYALMAIL-BELGIE.COM
ROYALMAIL-BELGIQUE.COM
ROYALMAIL-CSI.COM
ROYALMAIL-DELIVERY.COM
ROYALMAIL-DIRECT.COM
ROYALMAIL-DIRECT.NET
ROYALMAIL-ECOMMERCE.COM
ROYALMAIL-EMHS.COM
ROYALMAIL-EMHS.NET
ROYALMAIL-EPARCEL.COM
ROYALMAIL-EPARCEL.NET
ROYALMAIL-GROUP.COM
ROYALMAIL-GROUP .NET
ROYALMAIL-GROUPLTD.COM
ROYALMAIL-GROUPLTD.NET
ROYALMAIL-INTERNATIONAL.COM
ROYALMAIL-LUXEMBOURG.COM
ROYALMAIL-MAIDSTONE.COM
ROYALMAIL-PARCEL24.COM
ROYALMAIL-PARCEL24.NET
ROYALMAIL-PPI-LABELS.COM
ROYALMAIL-SERVICE.COM
ROYALMAIL-SERVICE.NET
ROYALMAIL-TRACKING.NET
ROYALMAIL-TRACKING24.COM

ROYALMAIL-TRACKING24.NET
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http://AUSPOST-US.COM
http://ROYALMAIL-TRACKING24.NET

Dashboard Analysis ~

A L

Device Trajectory for Win7Starter_VM

47 11:56

[ System ]
iddi.exe [PE]
explorer.exe [PE] —*

svchost.exe [PE]

wmpnetwk.exe [PE]
IEXPLORE.EXE [PE]

makecab.exe [PE]

Reports Management ~

11:57

S e

Accounts ~

S e, SN

v5.0.2014100816
TIMEZONE UTC

11:59 12:01 12:07 12:16

Outgoing connection from IEXPLORE.EXE, Internet Explorer x
11.0.9600.17280 (32c97ab..53110c) [PE Executable] at 10.0.1.15

ST

TCP port 49203 to http://auspost-portal.info/ (193.124.93.57 port
80). S

cbspersist....cab [CAB]
taskhost.exe [PE]

TIME:

May 10 10:38

Detected as DFC.CustomlPList.

Benign process disposition.

At 11:57:43, Sun Oct 19 2014 UTC [ more details ]

§ oct 19 13:37

EVENT TYPE: =4 @ create ~ @ copy ~ @ move ~ ® execute =4 © open ~ @ connection ~ ® scan detection =4 @ exec block @& @® compromised?
& © restore @ D reboot & @ scan & ® defs update @ @ policy update @ @ connector update o € scan schedule & @® uninstall
EVENT DISPOSITION: -~ @ benign &4 @ malicious ~ @ unknown EVENT FLAGS! & none & A\ warning & < audit only
FILE TYPE: @ executable @ ms office (ole2) & pdf & ms cabinet & flash & zip archive & other & unknown
(Q~ Search... \ Select All || Clear All
scollVE!
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e AT mmai, 071 Sty Lumv— v a
SOURCE/ ire ——— St T i
Dettoms Acwyss -~ Outosss Cortd = Repots  Meregeseet -~ Accourts ~ . IOTI IR
O Trapm o M - 3 ———_—
- - ..
~ - P—— - - - - - — - -
~ - ﬂ Weneed to Track Tracks changes to the
sl =— < following files
G —
g oo T m—t MSEXE, PDF,
- TP — T - SCRIPT,HTMLHTML_UTF16,GRAPHICS,
a— . Shown Parent Child relatiomahip TEXT_ASCII, TEXT_UTFS8,
o ’ between mal conp - TEXT_UTF16LE, TEXT_UTF16BE,RTF,
——— e S = RIFF MSCHM,
e~ e MSCAB,MSOLE2MSSZDD,ZIP,RAR,7Z B
S ’ ’ Z,GZ,ARJ,ZIPSFX,RARSFX,CABSFX,ARJ
——: ‘ SEX,NULSFT,AUTOIT,ISHIELD_M SI, SFX
—— - —
e p— -1 t’ BINHEX,MAIL, TNEF,BINARY_DATACRY
et sa N ‘. PTFF,UUENCODED,SCRENC,POSIX_TA
S—— At - -}F\N R,OLD_TAR,ELFMACHO,MACHO_UNIBI
. — “s L N,SIS,SWF,CPIO_OD,CPIO_NEWC,CPIO
TN et
S — _CRC
——
= - N .
e - “' Cryptt? - a\ffe;t[sj sewratl tz;lz»es of media,
o Can Track changes to certain ¢ grapnics and document files
’:":': ':' :::. types ‘:‘t may be é ~ track undetected processes - that

- — ected by Crypto Nalware ’ ’ otherwise continue to damage your system
-_— -~ <> [ @ 1
- et e D - g ) ) .

p———— - Device File Trajectory clearly to show
[rg— - é 6 changes to multiple file types - that can be
- D~ 6 affected by CryptoLocker

- D e 6

10C is an advanced behavioural
_— prnp— . ¥ w2 methodology that can be used to flag data
corruption and even exiltration like activity
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Dashboard Analysis ~

Device Trajectory for Win7x32

Qutbreak Control =

Reports Management ~

Accounts -~

3 6:00 6:01 ‘

[ System |
uncig.exe [PE]
emd.exe [PE]
te.exe [PE]
latest_zeus.exe [PE]
v rlarme sve (D] L
- latest zeus binary f4cB2Ta39c5dicB482db4T122668166.exe, * |
Denec 7.1.0.0 {f1b14ed..66ab71) [PE Executable] was Executed by |
, Mi v fe! ing System
6.1.7601.17567 {Be1ecBb..56ad) [PE Executable].

e

unciq.exe (8378199..1686b9) [PE Executable] was Created by x

latest_zeus.exe, Denec 7.1.0.0 (f1b14e4..66ab71) [HTML].
Unknown disposition.

Malicious parent disposition.

13 installs -
117 detections (7 days) %+ Support  ? Help  (# Logout
TIMEZONE UTC
e e n
OpenlOC: Possible DGA Communication x

Description: Accessed URL matches characteristics of Domain
Generation Algorithms used by malware.

At 06:12:07, Sun May 11 2014 UTC

(D
Outgoing connection from explorer.exe, Microsoft® Windows® X
Operating System 6.1.7601.17567 (9e1ec8b..ff56ad) [PE Executable]

At 06:01:07, Sun May 11 2014 UTC [ less details ]
Detected as W32.GenericKD:Crypt.17gd.1201. s . " at 10.0.1.9 TCP port 49197 to http://bb6cf3f2021.com/googlevbv/
i path: ¢ \jay g\gocur ex . .
The file was not quarantined. Quarantine event missing. Parant flle SHA1: oudis = data/pixel.jpg (192.42.116.41 port 80).
Benign parent disposition. Parent file MDS: 14c827a39c50(cB492b47122668165. Unknown disposition.
At 06:01:06, Sun May 11 2014 UTC [less details | Parent file size: 258560 bytes.
File full path: ciusers\jay\deskiopiatest_zeus_binary_ Benign process disposition.
File SHA-1: At 06:12:07, Sun May 11 2014 UTC [ less details ]
File MD5: 13082 Ta3McSdicB4a 2004 T1 22668166,
File size: 258560 bytes. Parent file SHA-1: cea0890d4b99bae3i635a16daer 1f69d137027b9.
Parent file SHA-1: Parent file MD5: 8b88ebbb05a0e56b7dec708498c02b3e.
Parent file MDS: stébebbbiSades6oTooc 7084802030, . .
Parent file size: 2616320 bytes. Parent file size: 2616320 bytes.
TIME: May 11 05:48 J § may 11 07:58
EVENT TvPE: o D create @& (D copy & & move ™ & execute ™ @ open ™ & connection o (& scan detection & (G exec block & D compromised?
™ @ restore & (O reboot & @ scan ™ 09 defs update & @ policy update & @& connector update ® & scan schedule & @ uninstall
EVENT DISPOSITIOND » @ benign & @ maliclous o @ unknown EVENT FLAGS! = none & A warning & @ audit only
FILE TYPE! & executable & ms office (ole2) & pdf = ms cabinet  flash & zip archive o other o unknown

Q- search...

Select All Clear All
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Technologies We Use to Help us Fight Malware

One-to-One Fuzzy Machine Indications Dynamic Advanced Device Flow
Signature Finger-printing Learning of Compromise Analysis Analytics Correlation
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Cisco AMP Delivers A Better Approach

Point-in-Time Detection Retrospective Security

oo CO

File Reputation & Behavioural Detection Continuous Protection
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AMP Is an Important Part of the Cisco Response

Driven by Collective Security Intelligence

// \\ // 7\\‘\
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Cisco® 1001 11101 1110011 ollool | 000101 1100110 11001l 101 lO(’l/ Sourceﬁre
SlQ. 01000 OII0 00 O0I1I000 1000011 11 1l0oIolll 00Ol VRT®
00III000IIIO 1001 11Ol 111 100110 1100111 1011 1001 Ol /
A
*//_ \\ \\///
= O w @ = i 180,000+ File Samples per Day
Automatic Updates y - .
Email Endpoints Web Networks IPS Devices every 3-5 miﬁﬂtes FireAMP™ Community, 3+ million
Advanced Microsoft
1.6 million and researchers and Industry Disclosures
global seasors 35% Snort and ClamAV Open Source Communities
100 TB worldwide email traffic
. Honeypots
of data received per day 13 billion AM P % .  amn
e - ourcefire rogram

;5? '2:1"'°’;+. o Wab raguests Advanced Malware Protection

Spiayad ehapou 24Xx7x365 3 = Private and Public Threat Feeds
600+ operations ' Dynamic Analysis
engineers, technicians, K -

40+
languages

»
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Cisco AMP Defends With Retrospective Security

Behavioral
Indications
of Compromise
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FireAMP Agent

fireANMEFE

SOURCE/ irc

REPUTATION P
ul

The Messaging Subsystem:

The endpoint’s MAC and IP address

The user name

Execution privilege at the time of the detection

The SHA-256 of the offending file and parent process
The name of the parent and any child processes

The time of the event
The file type

Where the file was quarantined

The Ping2 Message
—aperiodic “phonehome”

It handles retrospective detection (aka Cloud Recall™)

Handles policy updates

Other conponents: libclamav, Tetra

BRKSEC-2664

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

File Operations
s

Malicious = Block

ﬁ _Q Netw ork Operations

Management Operations

Cisco Public

SSL Port443
Port 32137

Detection Publishing —Detection
Custom signatures pushed to the endpoint connectors.
Cross referencing of files and signatures is done inthe cloud

Self-updating, which limits endpoint/cloud communications

Large-scale dataprocessing

File samples are provided to the cloud for processing
Low latency for detection

Advanced analytic engines

Uses machine-learning engines to refine signatures

Collective Intelligence

FireAMP customer data is not shared with any other entity
Decision making in real-time

Reporting

Remote File Fetch

Upload files from the clients on which they were seen to the cloud

Cisco ( {Vcl
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Combined Network-Based and Endpoint Malware

Detection
g’ network Managed ___malware Sourcefire file ¢
traffic Devices cloud Cloud info—E-l
Users on lookup FireAMP
Monitored | Agent Users
Network file malware
information information
| i Defense . I
Center
|
file and

malware events

A/
=
Security Analyst
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“If you KNEW you were going to be compromised,
would you DO security differently?”

M Roesch
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
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