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April 8, 2014: Heartbleed Vulnerability

» The Heartbleed Bug is a serious
vulnerability in the popular
OpenSSL cryptographic software
library. This weakness allows
stealingthe information protected,
under normal conditions, by SSL

Cisco (l V&/
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Cisco CSIRT Response to Heartbleed

* Preparation
- Scanned 1.2M wulnerable servers - 300 needed repair

- Helped develop signaturesfor Sourcefire and Cisco
IDS

- Deployedsignaturesto IDS

« Monitoring and response
- Discovered 25 attacks: 21 benign, 4 malicious

- Researched attack via NetFlow analysisto discern
normal connections from those that were anomalous

and malicious

Cisco (l Vf/
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Heartbleed Benign Host

Top Actwe Fio | identitg, DHC P& H

Host 15 Source of Ol Fvents

Target Most Croups Targer Host

Y Filter & Domain
@& Client or Sen
@& Client or Sen

-.. (7] short List|
Flow Table ~ 438 records

Client Host ) % | Server Bytes % [First C... % [Sel
852.64k 53922

684.89k 55555
561.57k 57011

36962

200.32.68. 287.01k

Cisco (l Vfr/
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Heartbleed Benign Host

Y Filter & Domain : cisco ® Time: April 9, 2014
@ Host :82.221.105.7
[ 1dentification | [} Alarms | [ Security [£] Top Active Flows | [ Identity, DHCP & Host Notes | [£f] Exporter Interfaces |
Host is Source of Cl Events - 43 records
[ Target Host Groups “| Target Host i Concern Index i
\ I : API Push, IPv4, APl ZONE: DMZ, ACL103 72.163.5.0/24 12,032 Addr_Scan/tcp-443(32)
p API Push, IPv4, API ZONE: DMZ, ACL103 72.163.4.0/24 6,016 Addr_Scan/tcp-443(16) « »cC
[ wable] API Push, IPv4, APl ZONE: DMZ, ACL103 72.163.8.0/24 3,008 Addr_Scan/tcp-443(8)

Flow Table - API Push, IPv4, APl ZONE: DMZ, ACL103 72.163.6.0/24 3,008 Addr_Scan/tcp-443(8) Sl ch
CliencUserz API Push, IPv4, API ZONE: DMZ, ACLLO3 72.163.10.0/24 3,008 Addr_Scan/tcp-443(8) ‘%
API Push, IPv4, Data Center, APl ZONE: DC no DMZ, ACL103 64.104.193.0/24 6,012 Addr_Scan/tcp-443(12)

API Push, IPv4, Data Center, APl ZONE: DC no DMZ, ACL103 173.38.2.0/24 3,027 Addr_Scan/tcp-443(27)

- API Push, IPv4, Data Center, APl ZONE: DC no DMZ, ACL103 64.102.4.0/24 3,022 Addr_Scan/tcp-443(22)
API Push, IPv4, Data Center, APl ZONE: DC no DMZ, ACL103 64.104.0.0/24 3,011 Addr_Scan/tcp-443(11) 66.67% [
API Push, IPv4, Data Center, APl ZONE: DC no DMZ, ACL103 64.104.199.0/24 3,006 Addr_Scanftcp-443(6)
1Pv4, ACL103 192.133.192.0/24 24,048 Addr_Scan/tcp-443(48) 66.67% I
IPv4, ACL103 192.133.190.0/24 18,054 Addr_Scan/tcp-443(54)
IPv4, ACL103 64.104.3.0/24 15,055 Addr_Scan/tcp-443(S5)
IPv4, ACL103 64.104.194.0/24 12,024 Addr_Scanftcp-443(24)
IPv4, ACL103 64.104.192.0/24 12,024 Addr_Scan/tcp-443(24)
IPv4, ACL103 173.39.4.0/24 9,048 Addr_Scan/tcp-443(48)
IPv4, ACL103 64.104.195.0/24 9,018 Addr_Scan/tcp-443(18)
IPv4, ACL103 173.39.14.0/24 6,032 Addr_Scan/tcp-443(32)
IPv4, ACL103 64.104.2.0/24 6,022 Addr_Scan/tcp-443(22)
IPv4, ACL103 72.163.16.0/24 6,016 Addr_Scan/tcp-443(16)
IPv4, ACL103 72.163.1.0/24 6,016 Addr_Scan/tcp-443(16)
WM'IHB 173.37.9.0/24 3.03S W

Cisco (l Vf/
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NetFlow Overview

Source IP: Port Destination IP; Port Date / Time

3/12/2015
192.168.15.7:2068 211.160.17.195:8080 08:15:02 GMT
_ _ 3/12/2015
192.168.21.5:1042 72.18.45.223:21 219 09:02:51 GMT
192.168.6.22:3161 172.18.15.188:80 1 SIS

09:12:42 GMT___J_co(lvg/
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NetFlow Collection and Analysis Solutions

- OSU FlowTools Nfdump St(le_;?r?\(/jvgttach

OpenSource
: OpenSource from :
License : from Commercial
Ohio State
SourceForge
NetFlow Versions V5 and up V5 and up V5 and up
IPv6? Yes Yes Yes
Command-line, Command-line
) ’ ) ’ Ul, API
Syntax like ACLs like tcpdump G
Ad-hoc via
S t Up-to-date Up-to-date
HPROT Google Code P P

Cisco (lVf/
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NetFlow at Cisco Before StealthWatch

* OSU FlowTools

« 25+ systems running in parallel
- Speeds up query time, but routers have to point at each collector

« 20+ Tb of physical storage
- Files were stored in native nfdump/flowtools compressed format

* No flow aggregation
« Some connections passed through multiple devices, causing duplicate flows

* Routers splitting up long running flows
« Exporter information obscured by fanout tool

Cisco (l Vf/
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NetFlow Challenge: Support

» Support of open source tools

* OS support

 Training staff

* Feature requests

* Protocol changes (NetFlow and IP)
« Difficultto monitor for flow loss

Cisco (l V&/
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NetFlow Investigation with OSU FlowTools
Query

[mynfchost]$ head bot.acl
ip access-list standard bot permit host 69.50.180.3
ip access-list standard bot permit host 66.182.153.176

[mynfchost]$ flow-cat /var/local/flows/data/2007-02-12/ft* | flow-filter -Sbot -o -...

Start End Sif SrcIPaddress SrcP DIf DstIPaddress DstP
0213.08:39:49.911 0213.08:40:34.519 58 10.10.71.100 8343 98 69.50.180.3 31337
0213.08:40:33.590 0213.08:40:42.294 98 69.50.180.3 31337 58 10.10.71.100 83

Cisco (l Vf/
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NetFlow Investigation with OSU FlowTools

Custom NetFlow report generator

Netflow Report Generator
click on any of the links above the forms for help, or visit the FAQ.
Source IP; Source Port: Destination IP: Destination Port:
- - - — -
|6-I.‘H]2.53.3-l | SOURCE : PORT HOSTNAME : DOMAIN:USER) || DESTINATION: PORT (HOSTNAME : DOMAIN:USER) || PACKETS |TIMESTAMP
[luse File for Source = - S — J
Upload File 64.102.53.34 [xianshield.cisco.com] 10872/ 60.190.23.153 [unknown] : 7000 | 1 1205.21:35:59.
Time: 64.102.53.34 [xianshield.cisco.com] :48472 61.158.119.94 [unknown] : 7000 1 1206.00:18:04.
64.102.53.34 [xianshield.cisco.com] :10872| 61.152.107.59 [unknown] : 7000/ b 3 1206.00:23:00.
DMNS Resolve: 64.102.53.34 [xianshield.cisco.com] :10872| 60.190.23.153 [unknown] : 7000 1 1206.03:20:57.
64.102.53.34 [xianshield.cisco.com] 48472 61.152.107.59 [unknown] : 7000| 1 1206.11:15:58.
Ll S ERiiE 64.102.53.34 [xianshield.cisco.com] 48472 60.190.23.153 [unknown] : 7000 1 1206.12:42:48.
all ] 2 | |
charybdis (San Jose 64.102.53.34 [xianshield.cisco.com] s 48472 60.190.23.153 [unknown] : 7000| 1 1206.12:58:27.
D
ams-nfc : - - -
syd-nfc

Email address

Cisco (l Vf/
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NetFlow Export at Cisco

Collectat chokepoints for egress detection

Internet

ISP Gatewaygi!'i’!'i_'

Corporate
Backbone (
= - *k
_ ' O Data !
—> |
DC Gateways Centre L
NetFlow
Collector
Cisco(l V&/
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NetFlow Architecture

Search Head 1

W

Search Head 2 Search Head X

* Redundantforwarding

: Region 1
* Regional storage : ,

- Global search

. Replicators
FY s

I e B
E’xport‘r(mg Devices ]

= =

vl
Cisco (l Ve,
BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 18
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Lancope Devices and Count
o~

&R -

Qe
Stealthwatch Management Console

FlowSensor UDP Director FlowCollector

Cisco [l Vfrl
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NetFlow Retention

sJC M

4-18 months *
*
" *
RCDN BGL
10 months RTP 5-9 months
4 months

17 Billion flows per day

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 20
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NetFlow Challenge: Flow Timeouts

One 90s flow creates 6 flows
30s timeout 90/30 = 3 x 2 collectors

Lab gateway ISP gateway
\—Y—/ \—Y—/
NetFlow creates 3 flows NetFlow creates 3 flows

Cisco (l Vfrl
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Business Benefit #1 Storage Capacity
Lab gateway ISP gateway

NetFlow creates 3 flows NetFlow creates 3 flows
Client Exporters IP (IF) Server Exporters IP (IF)
Client .l—»n@—»ﬁ Server Client .I<—@<—ﬁ Server
= fase

Exporter 2| Exporter T... $ I Interface 4| Direction % | TTL "I DSCP =+ |Flow Action ¥ Exporter ~2|Exporter T...$ | Interface % | Direction $| TTL "I DSCP % |Flow Action %
gwy03-dc-gwl.dsco.com Exporter ifindex-1 Outbound gwy03 -dc-gw2 .cisco.com Exporter ifindex-2 Inbound best_effort

(10.53.41.4) | d (10.53.41.5)
gwy03-dc-gwl.cisco.com Exporter ifindex-61 Inbound best_effort gwy03 -dc-gw2 .cisco.com Exporter ifindex-61 Outbound

(10.53.41.4) (10.53.41.5)

Cisco (l Vfrl
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Business Benefit #2 Ease of Support

IPv4/IPv6 both supported
Netflow v5/v9 both supported

All supported on the same
system, on the same port!

No system administration
required

Alarms built in for monitoring of
lost flows

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved.

¥ Filter

& Domain

Interface Current NetFlow Average NetFlow Maximum NetFlow Average Flow Total
Count Traffic (bps) Traffic (bps) Traffic (bps) Rate (fps) Flows
sjc12-swatch-1: 81 3.38k 4.21M 8.57M 10.37k 497.04M
sjc12-swatch-2: 782 0 1.39M 5.44M 2.19k 104.55M
bglll-swatch-1: 342 2.83M 5.89M 10.49M 14.57k 698.24M
rcdn9-swatch-1: 389 10.5M 9.7M 16.44M 24.57k 1.18G
rtp5-swatch-2: 852 891.59k L.15M 2.41IM 2.89k 138.1M
bglll-swatch-2: 586 4.4M 5.5M 9.23M 8.62k 412.72M
sjc12-swatch-3: 864 0 3.2M 7.51M 8.42k 378.15M
rcdn9-swatch-2: 1.63k 10.48M 4.2M 18.12M 10.38k 496.19M
webex-swatch-1: 418 15.76M 6.1M 27.27M 13.01k 621.96M
nap4-swatch-1: 65 1.64M 1.18M 2.52M 3.28k 137.56M
mtv5-swatch-1: 550 21.87M 21.39M 51.58M 64.49k 3.09G
nds-bgl43-dmz-lcfc-1: 1 17.33k 17.96k 31.03k 24 1L11M
sv4-swatch-1: 21 50 16 249 2 2.06k
lon3idc-dc-swatch-1: 5 11.83M 14.45M 18.08M 9.4k 448.86M
rtps-swatch-1: 503 11.02m 8.06M 15.78M 20.25k 969.14M
nds-jrsm01-dmz-lcfc-1: 1 415.38k 595.6k 907.2k 731 35M
Details - 514 records i)
] Exporter + |Exporter Type*?| Flow Type * |Average Flo...”*| Average NetFlow... * | Interfa... + |Highest Cur... % | Highest Current... ¥ | SNMP Status % |
1 Unknown Exporter Unknown IPFIX 9.4k 14.45M 3 %] %]
(10.53.35.91)
¥ shnidc-wbb-gw2.cisco.co Exporter NetFlow v9 8.35k 2.52M 6 29% 0 o[ ] Not configured

Cisco (l Vfrl
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Business Beneflt #3 Ease of Use

L Enterprise
7% SMC (Primary)
i")c SMC Failover (Secondary)
¥ 'tp cisco
v @3 Host Groups
%P Inside Hosts
b Outside Hosts
%jbclling—tesﬁ
» [ Network Devices
] VM Servers
b [ Maps
v 2 FlowCollectors
$
» bglll-swatch-2
3 lon3idc-dc-swatch-1
"% mtv5-swatch-1
@ redn9-swatch-1
% rcdn9-swatch-2
5 rtp5-swatch-1
G rpS-swatch-2
% sjcl2-swatch-1
@ sjcl2-swatch-2
% sjcl2-swatch-3
5 webex-swatch-1
[ Identity Services
(¢ External Devices
» ''s Mobile Monitoring

¥ ¥ Y ¥ Y Yy Y YyYITYyY YT Trwy

BRKSEC-2073

¥ Filter & Domain . cisco
& FlowCollector for NetFlow : bgl11-s

E o Alarms |

Flow Collection Statistics

Interface Current NetFlow  Average NetFlow Maximum NetFlow  Average Flow T
Count Traffic (bps) Traffic (bps) Traffic (bps) Rate (fps) Fl
bglll-swatch-1: 143 11.48M 9.9M 19.2M 25.17k

| Flow Collection Trend o =

50k

& 40k

Flow Rate (fp
[ L
=T
= =

—
(=]
=

0
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

| Flow Collection 5Status - & records e Eﬁl

= | Exporter ¥ |Exporte.._‘z|Averag_._'1|Average NetF.. ¥ |Inte.__¢ I Highest... = |Highest Cur... ¥ | SMNMP Status ¥ |
« hkide-dmzbb-gwl.ci  Exporter 9.6k 3.78M 12 4. 55% [ ] Mot configured
5C0.COM
(10.75.225.195)
" hkide-dmzbb-gw2.ci  Exporter 7.23k Z.84M 12 2. 1 21% [ ] Not configured

5C0.ComM
(10.75.225.196)

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 26
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Flow Table Query

« Other variables: host groups, time range,
interfaces, ports

e Defaults to 2000 flow records returned

* Much simpler than syntax for CLI (example
below)

1. Create afile called‘flow.acl’with a named access list:

linux-machine# cat ip access-list standard botnet permit ip
10.31.33.7 >flow.acl

2. Runaqueryforthe time period you are interested in using the ACL

linux-machine# flow-cat /var/local/flows/data/2006-12-01/ft¥*
| flow-filter -f ~/flow.acl -Sbotnet -o -Dbotnet | flow-
print -f£5

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 27

IR,

006 Filter — Flow Table
Date/Time .
- [2] Filter by Host
o Where the | Client or Server Host |
e includes | the IP Address List: sl
Interfaces ) )
LY 10.150.32.189|
Services & Applications Enter comma or new-line separated list of IP adc
Ports 530‘0@'5 and excludes | None o
Routing and the Other Host
& includes | the Host Group: H |
Traffic
2 Outside Hosts | Browse.. |
Perfi
& gance and excludes | None =
Application Details
Advanced
| Help | | cancel | [ oK |

Cisco (l V&/
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Flow Table Output

¥ Filter F{_ Domain I cisco ® Time : Last 2 hours 5 minutes

& Client or Server Host : dhep-10-150-32-189.cisco.com (10.150.32.189)
& Client or Server Host Group : Outside Hosts

[iJmable] [ short List|

Flon ble - 148 records

Client Host ¥ | Client Host Groups ¥ | Server Host = | Server Host Groups = | Duration 'zl Application ¥ |Service Summary ¥ |T0tal Tr.._'5| Total Bytes '1|
dhep-10-150-32-189.cisc Private Addresses, ACL103 74.125.228.33 United States 5 minutes 11s HTTP (unclassified) http 4.21k 159.95k
0.com (80 /tcp)
(10.150.32.189)
dhcp-10-150-32-189.cisc Private Addresses, ACL103 69.171.237.16 United States 17 minutes 505 HTTP (unclassified) http 1.03k 134.28k
o0.com (80 /tcp)
(10.150.32.189)
dhcp-10-150-32-189.cisc Private Addresses, ACL103 199.47.216.147 United States 2 hours 8 HTTP (unclassified) http 101 91.39k
0.Ccom minutes 3s (80/tcp)
(10.150.32.189)
dhep-10-150-32-189.cisc Private Addresses, ACL103 31.13.76.26 Ireland, IANA Reserved 5 minutes 11s HTTP {unclassified) hittp 1.99k 75.53k
0.com (80 /tcp)
(10.150.32.189)
dhep-10-150-32-189.cisc Private Addresses, ACL103 74.125.228.44 United States 5 minutes 10s HTTP (unclassified) http 1.92k 72.56k
o0.com (80 /tcp)
(10.150.32.189)
dhcp-10-150-32-189.cisc Private Addresses, ACL103 23.67.250.154 IANA Reserved, United States 8 minutes 21s HTTP (unclassified) http 1.13k 69.35k
0.com (80/tcp)
(10.150.32.189)
dhep-10-150-32-189.cisc Private Addresses, ACL103 iad23s05-in-f12.1e100.net United States 5 minutes 4s HTTP (unclassified) http 1.81k 67.12k
a.com (74.125.228.12) (80 /tcp)
(10.150.32.189)
dhep-10-150-32-189.cisc Private Addresses, ACL103 205.188.7.243 United States 2 hours 9 HTTPS (unclassified) https 68 62.01k
0.COM minutes 125 (443 frep)
(10.150.32.189)

Cisco (l Vf/
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FlowTable Results

- __| Flow Summary
& Domain eliga & Activk Tieme - From Jun 7, 2010 5:10000 PM 86 Jun 7, 2010 §:1'

Server, DNS, and Country

rdc-024-025-026-041.southea

United States st.rr.com

(24.25.26.41)

Service S-umr.n:;lr.]r = | Flow Count % |Total Traffic (hﬁﬁ]’"
http (80 /tcp) 1 1.16M

Traffic Type & Volume i B
o | “Cisco ((pr/

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 29
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Role Based Access

* Twofold restriction

— Functional roles: configure appliances, policies,
etc.

— Data roles: view/edit x, y, z host groups

* Notes
— Granular data restriction
— No audit log of configuration changes!
— CSIRT manages all SMC access and privileges

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 30

800 Add Data Role

IR

Name: |dala_m|e_1

Description: [

Data for this Role

P DNS-External

v %p Data Center
’{B DHCP server
‘éB MNetapp Filer

v P Default Server Zones
¥p ADCs
’{B Antivirus Servers
%p DNS
%P Domain Controllers
%P FTP Servers
’{B Monitoring Hosts
%P NTP Servers
’{B PKI Servers
‘.';B SMS Servers
%P SMTP and Exchange Servers
%P Web Servers
’éB nsl/ns2

v’:';B F552 site - peckstei
%p Eng DT
%P Eng Lab
%p TAC DT

<L @
DDm

T BEODOEROEOOOOO

< [« < @[
OO 00O

| Help |

(o
1
=
2l
m

Cisco (l V&/
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NetFlow Challenge: Limited Detection Capability

No concept of host groups for query
Effective for forensics
Can do basic DOS detection

Any other queries required writing
algorithms

Cisco (l Vfrl

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 31



P AR N\ | 3\ o
Business Benefit #4. Analytics

Suspected Data Loss
L% Enterprise

v e cisco 9 & Domain : cisco “
v @} Host Groups

(- s ide Hosts|

» @, Outside Hosts

»n Q-

New Alarms (Active & Unacknowledged) - 4,563 re- e AR B B CI- |

Target i |Target Host Groups * |

» 7 Network Devices Start Active Time vl| Alarm ¥ Source + | Source Host Groups ¥ Details -
1 VM Servers Apr 13,2012 Suspect Data Loss T e Private Addresses, Observed 40.62M bytes. Multiple Hosts m
11:30:09 AM MSnms, CRDC-VPN, Expected 2.99M bytes,
> Q’ Maps (2 minutes 11s ago) CRDC-LAB tolerance of 50 allows up to
10M bytes.
2 New Flows Served Multiple Hosts Observed 2.05k flows. 83.218.20.202 United Kingdom
. . . M Expected 1 flows, tolerance of
High File Sharing Index &
g g High File Sharing Index S0 cisco.com Private Addresses, Observed 61.75k points. Multiple Hosts
(R RRITT) _— Expected 24.96k points,
ago) tolerance of 50 allows up to
58.71k points.
(Double-click for details)
Apr 13, 2012 High File Sharing Index SEE—. cisco.com Private Addresses, Observed 58.25k points. Multiple Hosts
11:30:09 AM (4T maiess ) p Expected 7.62k points,
(2 minutes 11s ago) tolerance of 50 allows up to
50k points.
(Double-click for details)
Apr 13,2012 New Flows Served Multiple Hosts Observed 4.28k flows. 91.205.41.182 United Kingdom
11:30:09 AM Expected 16 flows, tolerance of
(2 minutes 11s ago) 50 allows up to 4.09k flows.
Apr 13, 2012 Max Flows Served Multiple Hosts Observed 4.13k flows. 91.205.41.182 United Kingdom
11:30:09 AM Expected 14 flows, tolerance of
(2 minutes 115 ago) 50 allows up to 4.12k flows.
Max Flows Served Multiple Hosts Observed 2.94k flows. ammee 98 _cisco.com ACL103, IPv4
Expected 2.05k flows, tolerance =)

of 50 allows up to 2.91k flows.

M aX FI OWS S e rVe d 4 Suspect Data Loss i i T Private Addresses, Observed 44.51M bytes. Multiple Hosts

B0, CRDC-VPN, Expected 3.27M bytes,
ago) CRDC-LAB tolerance of 50 allows up to
13.67M bytes.
Apr 13, 2012 High File Sharing Index E==mpsel.Cisco.com AT, IPva Observed 114.61k points. Multiple Hosts b |
11:30:04 AM )

Expected 30.6k points,

Acknowledged Alarms (Active & nowledged) - 3 records

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 32
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NetFlow CNC Discovery

1. Detect host communicating with
external Command-and-Control

2. Investigate other internal hosts

communicating with the same CnC
/%. Uncover other malicious,
external entities from the

compromised hosts

Cisco (l V&/
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Targeted Monitoring:DoS Detection

T Filter @& Domain : cisco

Host Group Relationship Map S
(a)
(<J(®)(>)
E] High Target Index(187)
prepirebinys)
Relationship High Traffic Tolerance: 96

i Mever trigger alarm when less than: 10M bps
Always trigger alarm when greater than: 450M bps
Trigger alarm when duration greater than: 5 minute(s)

webex DoSFP -J

Max Flows Served(510)
High Target Index(305)
Max Flows Initiated(244)...

Outside Hosts _‘]

Cisco (l pr/

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 35
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Targeted Monitoring:DoS Detection

Y Filter & main )
@& Source or Target Host Group : C

Alarm Categories - 3 alarms Alarm Severities - 2 alarms

Anomaly

Max Flows Se...

Max Flows In...

. BusRach et

High Concern...

Suspect Long... Policy

Alarm Types - 9 records Alarm Categories - 3 records Alarm Severities - 2 records
Alarm Type s | Alarm Count "] Alarm Category * | Alarm Count "| Alarm Severity < | Alarm Count 4
Max Flows Served 60 Anomaly 76 13 137
Max Flows Initiated 50 DoS 60 151 47
Suspect Long Flow 37 Policy 48
High Target Index 16
Watch Port Active 10
High Concern Index 8
Beaconing Host 1
Suspect UDP Activity 1
Suspect Data Loss 1 [ 4 /
Ciscoll Vfr
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Targeted Monitoring — Data Loss

Host Group Relationship Map | edit [K | | Traffic :.

()
800

= &

Max Flows Served(59)
Max Flows Initiated(50)

Watch Port Active(19)...

CRDC ]

)
Alarm ‘1| Enabled = | Settings Mitigation =
Suspect Data Loss Tolerance: 50 None
@ Never trigger alarm when less than: 10M client payload bytes in 24 hours

Always trigger alarm when greater than: 500M client payload bytes in 24 hours

Max Flows Served(510)
High Target Index(309)
Max Flows Initiated(244)...

]

Outside Hosts ']

Cisco [l Vfrl
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StealthWatch Host Locking

Send syslog for any Syslog
traffic seen between

insides hosts and !
known C&C servers Inside hosts ﬁ %

0086 . _Host Locking: Edit Rule ' |

Name: ICommunications to Known c&c servers l

Description:

Client Host Group: Inside Hosts lisrowse... i

Server Host Group: Outside Hosts -> c&c servers | Browse... |

Cisco (l Vfrl
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StealthWatch Host Locking

MOdify known C&C Syslog
server list via API

)
Inside hosts
6086 - _Host Locking: Edit Rule
Name: ICommunications to Known c&c servers l
Description:
Intelligence
Client Host Group: Inside Hosts | Browse... | feed
Server Host Group: Outside Hosts -> c&c servers

Cisco (l Vfrl
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g CRITS crits@mitre.org

Welcome, ministrator | E | | Go

Top Backdoors Top Campaigns
Name £ Samples * Name + Emails = Indicators * Samples *

DPD 1 Group 3 0] 2067
PIVY Group 17 0 818 11

Group 16 0 68 0

Group 13 0 13 0

Group 10 0 0 0
Latest Indicators

Value + Type = Date Added * Campaign = Source - Status -
mx.xmiflash.net Domain 2013-11-14 Group 3 OTHER New
www.nbsd.k12.ms.us Domain 2013-11-14 Group 4 OTHER New
/serv/pte.exe Domain 2013-11-14 Group 4 OTHER New
www.myspace-login.com Domain 2013-11-14 Group 4 OTHER New
2014 individual income tax credit policy String 2013-11-14 Group 4 OTHER New
Recently Added/Modified Samples
Filename - Size * Filetype s Receive = Backdoor(v)[C] s CVE -

jack246.exe 08/12/2013
Sample
60eed7a7c5f4f4acace594e2e4dl 08/12/2013
80a0.exe_carver
c5eblcff314e4d682b1315dfab44e 08/12/2013
7dd
Sample
68aee94684ba33d1e5d97d7d27d 08/12/2013
Ofel3.exe_carver
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CRITS Indicator Actions

nprogess|
N— c

\
il |

Share

Prevent Detect

DNS RPZ
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CRITs Netflow Alarms

i Network 4 Alarm Summary |
> ) Alarm Trend, Last 2 Weeks

Active High Concern Hosts
Host i Cl
30

Observed Feb 6, 2014
30.04k points. 2:30:00 AM
Expected 1 (6 hours 57
points, minutes 40s
tolerance of 50 ago)
allows up to
30k points.
(Double-click
for details)

<

Active High Target Hosts
Host - T |

Cisco [l Vfrl

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 42



P 4 N N\ | 3\ R, L
Splunk Integration — SMC Alarms

Requirement: integrate flow events with other logs
for a single investigation interface

Solution: send relevant alarms as syslog messages
to in-house Splunk™ architecture

Heather Pegram (hpegram) | App - | Manager | Alerts = Jobs | Logout

splunk

Summary Search Dashboards &Views -  Saarches & Raports - @ Help | About

Search

ast 60 minu

BOERES

[ index=syslog host=rtp5-smc-1

+ 143 matching events
Linear scale ~ 1 bar = 1 minute

AHide €, Zoom out

7

l
: I L
“I.I II____.-I [ [ I_..-II_I._-I.__-I m II- el *

5:30PM 5:40 PM 5:50 PM 6:00 PM 610PM 6:20 PM

Mon Sep 16
2013



W

StealthWatch Splunk Alerts

S
CWATSH  Host Snapshot

Flows | EditFiter | Help d
IP Address: 199.59.149.230 Organization: Address: San Francisco, CA 94107 ISP: Country: United States
i N
Identiﬁcatior14“ Alarms |LSecurity | Cl Events Top Active Flows | Identity, DHCP and Host Notes | Exporter Interfacesj

~| Alarm Counts - 1 record

Manage Columns

v| Alarms - 2 records

‘ ‘ | : | ‘ : \ ‘ Source Host Target Host S ; .
Y v ! Policy AlarmID | StartActive Time | Alarm 9 ‘ il Source Target ‘ GiiEs Mitigation Policy Details
! Inside Hosts G7-1906- May 9, 2014 Beaconing 9 Private 10.21.70.71 | wwwd4.twitter.corbnited States Inside Hosts | Source Host is using https
TS97-SJWE-6 1:31:30 PM Host Addresses, (199.59.149.230) (443/tcp) as client to
(52 minutes ACL103 www4 twitter.com
43s ago) ‘ (199.59.149.230)
! Inside Hosts | G7-1906-23UL- May 9, 2014 Beaconing @ Private sjc-estein- | www4.twitter.corbnited States Inside Hosts = Source Host is using https
WUCS-T 8:28:30 AM (5 Host Addresses, = 8917.cisco.com (199.59.149.230) (443/tcp) as client to
hours 55 ACL103 (10.20.221.8) www4 twitter.com
minutes 43s (199.59.149.230)
ago)

Manage Columns

I_a Nnco p e. €0013 Lancope, Ino. Allfighs reserved. Lancope®, StealttiWalch® and other trademarks are

regisiered or unreg
All other Irademarks are propeffies of their respective owners. StealthiWalch it covered by LLS. Patant Nos. 7185368, 7200283, 7475428, 7512080, 7844151 and other U.S. mwphmm



APl Use ‘Ca

Requirement

S

Problem

APl Script Solution

Keep SMC host groups
up to date

Manual configuration,
old data

Query internal source of
truth, push subnet lists
to host groups
automatically
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Network Subnets
Mapped from IPAM

Display subnet information
Main Customers + Network v DNS -~ Opticns » Admin + Help |

Display subnets.

Click on customer/AS to display all associated subnets, clic
associated with that range. Subnets not within an area or j

B to display all subnet d contained ranges,

P= viewed by selecting the i8S, Internet

E-@ Blanco Wireless
4 All subnets not part of range
E}@ 10.0.0.0 (RFC 1918 Space)
4 10.0.0.0 (Non-routed space for air-g
E}@ 10.10.0.0 (Redwood City Campus)
E@ 10.10.0.0 (Data Centers)
- -4 10.10.0.0 /25 (Windows Server Subnet)
-4 10.10.0.128 /25 (Oracle 10g Subnet)
-4 10.10.1.0 /26 (ESX VMWare Farm)
. -4 10.10.1.64 /26 (Web Application Servers)
E% 10.10.32.0 (Site 1 Desktop Networks)
-4 10.10.32.0 /24 (Building 1 1st Floor)
-4 10.10.33.0 /25 (Building 1 2nd Floor)
-4 10.10.33.128 /25 (Building 2)

5, other non-routed networks)

Campus
172.16.0.0/22

Partner
1721 6.8.0_,/2& o

Cisco (l V&/
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Network Subnets

Map to Lancope Zones

Internet

—_— = API ZONE: DC no DMZ
)\ —
(R

——

Campus
172.16.0.0/22

(/ 172.16.8.;
Outside Hosts

API ZONE: DMZ :] API ZONE: PARTNER ]

BRKSEC-2073 © 2015 Cisco and/orits affiliates. All rightsresen a7



Splunk Integration - GetFlows

* Find NetFlow Events
via Lancope APl with
the respective src/dst

[~1Hide & Zoomout & Zoomtoselection [ ] Deselect
1,400

6:20 PM

Mon Sep 16

2013

Field discovery is:[{il] | 9,924 events in the last 15 minutes (from 6:20:00 PM to 6:35:46 PM on Monday

[<] Hide
E E ul " Export ¥ Options

4 selected fields Edit

@ host (2100) 1 9/16/13 137935607696676700@ eventid="682128533416¢

a source (1) A:27-56 GRA PM_FXTFRNAL HOSTS TO DC" sigDetails="Catches
Build Eventtype Jlocality="DMZ" target="72.163.10.:

a sourcetype (1) " protocol="tcp” trigger_packet="Al

AAGCGOFG3UMMUSKMKCsqeAF BjNkxbAAAAAL
rigger_packet_details="=00=1F'=C8t:
=08=00E=00=000=06c@=00g=06=A0Q=B7R(

25 Interseting flolds 0OPC6L[-00=00=00-=00p=02 =00 |S=00-0¢
a app_name (1) 1..20 and 72.163.10.14 on  .82.99.20 ~ | sourcetype=cisco_ips_syslog
# applnstanceld (1) 20
. 2 Lookup host 183.82.99.20 076919365000 eventid="682128533416!
@ attack_relevance_rating (1) with DCE L HOSTS TO DC" sigDetails="Catches
a attacker (2100) Show S locality="DMZ" target="72.163.10.:
, AW-SOLIS " protocol="tcp” gc_score="-3.3" g
glaiacerioca iy () . r_packet="ABOtRNAAACCNrUIACABFAAAS
# attacker_port (=100) . y GkG/IDo1DSKMKCs /OAFBAT1F JAAAAAKAC/,
o cif_srcip_query AAAMDAAA=" trigger_packet_details='
gicescrption (0) muLw=uB=00E=00=00<SN=00=003=06=000=C8=0E:
# eventid (=100) =CF=CE=00P@0Qc=00=00=00=00=A0=02=FF=FF@=C!
=9Czu=F7=00=00=00=00=03=03=00=00"
a eventtype (8) host=200.14.137.67 ~ | sourcetype=cisco_ips_syslog
@ hostld (1)
A 5 @ erens 1379356076835195000 eventid="682128533416;

BRKSEC-2073 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Splunk Integration - GetFlows

1379356076966767000 eventid="6821285334169" hostld="rcdn9-dmz-nms-1" sig_created="20000101" sig_type="other" severity="high" app_name="sensorApp" appInstanceld="25977" signature="64003" subSigid="0" description="INBOUNL
EXTERNAL HOSTS TO DC" sig_version="custom" attacker="183.82.99.20" attacker_port="51870" attacker_locality="0UT" target="72.163.10.14" target _port="80" target_locality="DMZ" target="72.163.10.10" target_port="80" tar,
target_value_rating="medium" interface="te0_1" interface_group="vs0" vlan="0" protocol="tcp" trigger_packet="AB8nyHQAACcNIUKkACABF AAAWBmMNAAGcGoFGIUMMUSKMEKCsqe AFBjNkxbAAAAAHACIABBUwWAAAgQETAEB B:
=CA=9E=00Pc6L[=00=00=00=00p=02 =0015=00=00=02=04=04=EC=01=01=04=02"

Flow of 183.82.99.20 from 2013-09-16 17:57:56 UTC to 2013-09-16 18:57:56 UTC

‘Smﬂ |End |Clicnt P |Clicnt Name |Clicnt Port |Scrvcr P |Scrvcr Name |Scrvcr Port |C]jcm Bytes |Scrvcr Bytes |T0l:al Bytes
2013-09-16T18:27:56Z [2013-09-16T18:29:46Z 183.82.99.20 [183.82.99.20 51870 [72.163.10.10  [cisco-tags.cisco.com 80 [39609 8206 [47815
[2013-09-16T18:27:56Z |[2013-09-16T18:29:46Z 183.82.99.20183.82.99.20[51865  [72.163.10.14 |news-tags cisco.com [80 [42298 [10206 [52504
|2013-09-16T18:27:56Z |[2013-09-16T18:27:57Z 183.82.99.20[183.82.99.20(51856  [173.37.145.8 |[tools2.cisco.com  [80 [1012 [6748 [7760
|2013-09-16T18:27:56Z |[2013-09-16T18:29:15Z 183.82.99.20 [183.82.59.20[51866  [72.163.10.14 |news-tags.cisco.com [80 [42298 o [42298
|2013-09-16T18:28:227 |[2013-09-16T18:28:41Z 183.82.99.20 [183.82.59.20[51941  [173.37.144.208 [ss0-prod2 cisco.com [443 [3340 [5217 [8557
2013-09-16T18:28:21Z [2013-09-16T18:29:43Z 183.82.99.20 [183.82.99.20(51939  |[173.37.144.208 [sso-prod2.cisco.com 80 [1716 [2732 [10448

Download Report (CSV formar)

IP Matched logs (highlighted ones are exact matches, ip and port)

‘Start |End |Clicnt P |Clicnt Name |Clicnt Port |Scrvcr P |Scrvcr Name |Scrvcr Port ‘C]icnt Bytes |Scrvcr Bytes |Tol:al Bytes
[2013-09-16T18:27:56Z [2013-09-16T18:29:46Z [183.82.99.20 [183.82.99.20 (51870  [72.163.10.10 [cisco-tags.cisco.com 80 39609 8206 [47815
[2013-09-16T18:27:56Z [2013-09-16T18:29:46Z [183.82.99.20 [183.82.99.20(51865  [72.163.10.14 [news-tags.cisco.com [80 [42298 [10206 52504
|2013-09-16T18:27:56Z |[2013-09-16T18:29:15Z 183.82.99.20 183.82.99.20 51866 [72.163.10.14 [news-tags.cisco.com [30 [42298 o [42298

Cisco ll V&l
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Conclusion
NetFlow benefitsto Incident Respons teams

* Robustdata set
* Due to size and deduplication, significant retention possible
« Ability to integrate NetFlow data with other security tools leveraging API

Cisco (l V&/
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Participate in the "My Favorite Speaker” Contest

Promote Your Favorite Speakerand You Could be a Winner

* Promote your favorite speakerthrough Twitter and you could win $200 of Cisco
Press products (@CiscoPress)

« Send a tweet and include
— Your favorite speaker's Twitter handle <Speaker — enter your twitter handle here>
— Two hashtags: #CLUS #MyFavoriteSpeaker

* You can submitan entry for more than one of your “favorite” speakers
* Don’tforget to follow @CiscoLive and @CiscoPress
* View the official rules at hitp://bit.ly/CLUSwiIn

Cisco (l Vf/
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Continue Your Education
* Demos inthe Cisco Campus

« Walk-in Self-Paced Labs
* Meetthe Expert 1.1 meetings

Cisco (l Vfrl
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Cisco (lVf/
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