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Session Abstract

Tomorrow's requirement to network the Internet of Things requires an

——
Introduction

v

Profiling

that contextually regulates who and what is allowed onto the network. Tdentity Service —-ngines (ISE)

plays a central role in providing network access control for Wired, W
addition, ISE is the policy control point for TrustSec, which controls g

resources.

This session will focus on: 1. Emerging business requirements and
profiling, posture, BYOD and MDM. 2. Secure policy based access
Web Authentication, and certificates/PKI. The session will show you [
to include contextual information gathered from profiling, posture ass
data stores such as AD and LDAP. 3. Enforcing network access polid,

AAA
(802.1x & MAB)

ISE Guest &
Employee WebAuth
control Incluaing . ) )

‘

Compliance
Desktop Posture
BYOD & MDM

such as VLANs and ACLS and emerging technologies such as TrustSec

Cisco TrustSec technology is used to segment the campus and data Centre 10 mcreast security ana
drive down the operational expenses associated with managing co
ACLs lists. This session is an introduction to the following advanced
BRKSEC-3698; BRKSEC-3690; TECSEC-3691.
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IT Trends of Securing Access

Antivirus softwareinstalled

Operating system patches up-
to-date

Internet of Things Encompasses EVE

e - ‘ .

BYOD for productivity and
personalisation

Average worker with 3 devices

~ 7 Billion connected devices

Over 15 Billion devices by 2015
71% mobile video traffic in 2016
2/3 of workerin cloud by 2016
50% workloads are virtualised

Mobile Malware doubled



ISE Provides ONE Policy for Unified Access

ONE MANAGEMENT

Single Plane of Glass
Management with

ONE NETWORK

Integrated
Wired and Wireless
in ONE Physical

Infrastructure, UNIFIED _ |
with ONE Operating ACCESS
System & Open APIs ONE POLICY

Slmpllfled Unified Policy
~\ Management
with Cisco ISE




Cisco Ildentity Services Engine (ISE)

Delivering the Visibility and Control for Secure Network Access

Network
\ _
Who @ \

What
Where Q’)

'o"
Partner
Context Data

ConSIStent Secure

When Access Policy
- - e
How @ Q D % ‘*’

Cisco ISE is the Market Leader



Why Cisco ISE?

Cisco ISE Provides Comprehensive, Unified Policy Management and
Enforcement to Ensure Secure Wired, Wireless, and VPN Access

Visibility Driven — Accurately.
Identify and Assess Network Users &
Devices

Access Control — Grant/Limit acCess
to align with appropriate business

policy

Threat Focused — Minimise the spread of
network threats & the impact of data
breaches




The Different Ways Customers Use ISE

—

— Easily provide guests limited-time, limited-resource Internet access

( o_ | Guest Access Management

N

BYOD and Enterprise Mobility

-D Seamlessly & securely onboard devices with the right levels of access

‘ @) Secure Access across the Entire Network

Simplify & unify enterprise network access policy across wired, wireless, & VPN

= o
~

With Cisco TrustSec®

Identity-aware Network Segmentation and Access Policy Enforcement
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Secure Access and TrustSec = ldentity, Right?

* Yes, but it refers to an Identity System (or Solution)

— Policy servers are only as good as the intel received about the endpoints requiring
access and the devices that enforce policy (Switches, WLCs, Firewalls, etc...)

« So whatis “Identity”?

— Understanding the Who / What / Where / When and How of users and devices that
access the network = CONTEXT

Cisco (lVf/
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Profiling

o Visibilig) What” is Co [ R

Network? —
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Profiling

« What ISE Profilingis:

— Dynamic classification of every device that connects to network using the infrastructure.

— Provides the context of “What” is connected independent of user |dent|ty for use in access policy
decisions

PCs Non-PCs
:\% UPS Phone Printer AP

= What Profilingis NOT:

— An authentication mechanism.
— An exact science for device classification.

Cisco (l V&/
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Profiling Non-User Devices

Dynamic Population of MAB Database Based on Device Type

e How do | discover non-user devices?

» Can | determine what they are?

e Can | control their access? Printers = Printer
VLAN

Cameras = Video
VLAN

B —
- —— ' —*P Management

]

Access Switch

Management_Only
dACL

"

|s | Cisco(( pr/

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 13
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Profiling User Devices

Differentiated Access Based on Device Type

Kathy + Corp Laptop
= Full Access to
Marketing VLAN

* How can | restrict access to my
network?

« Can | manage the risk of using
personal PCs, tablets, smart- Named ACL = Internet_Only

devices? /

VLAN = Marketing

Cor
&//E WLAN
Controller
Guest

Kathy + Personal

Tablet / Smartphone

= Limited Access
(Internet Only)

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 14
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Profiling Technology

How Do We Classify a Device?

ﬂ
* Profilinguses signatures (similarto IPS) e ollonH oS 0O:a2:50:6b:41163
dhcplease-time 691200
MNetworkDeviceName atw-wic 1
dhcp-max-message-size 1500
e ) Apple dhcp-message-type DHCPACK
AL h dhcp-parameter-request-list 1,3,6, 15, 119, 252
S MW
User-Agent Mozilla/s.0 (iPad; U; CPU OS5 4_3_2 like Mac OS X, en-us) AppleWebKit/533.17.£
 Probes are usedto collectendpoint oo T — !
data DHCP HTTP SNMP Query * MAC Address  B8:C7:5D:D4:95:32
* Policy Assignment |Apple-iPad E]|
RADIUS SNMP Trap DHCPSPAN Static Assignment [
* Identity Group Assignment |Apple-iPad E]| f
DNS NMAP NetFlow ‘-Wemu Assignment [ 1
-, T T P L

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 15



Profiling Policy Overview

Profile Policies Use a Combination of Condi

¥ |4, Apple-Device

Ii':d Apple-MacBoo
Ii':.d Apple-Device

tionsto Identify Devices

Is the MAC Address
from Apple

Ii':d .ﬁ.pple-iPad%
Ii':d Apple-Phaone
Ii':d Apple-Pod

4 Ifd Avaya-Device
Ii':d BlackBerry
* EA Brother-Device

DHCP:host-name
CONTAINS iPad

IP:User-Agent
CONTAINS iPad

4 |~’_‘¢A Canon-Device
Ii:d CareFusion-Alaris-Pump

| am fairly certain

4 I’_‘CA Cisco-Device
» |+ Dlink-Device

Assign this MAC

e T this device is an Address to the
. iPad “iPad” Policy
Profile Library
BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 16
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Device Sensor Support

Device Sensor SAKMLC
Distributed Probes with Centralised Collection

* The Network IS the Collector!
« Automatic discovery for mostcommondevices (printers, phones, Cisco devices)
 Collectsthe data at point closestto endpoint ISE

* Topology independent

* Profilingbased on:
— CDP/LLDP
— DHCP
— HTTP (WLC only) v e
B mDNS’ H323’ ,t} CDP/LLDP/DHCP/CDP/LLDP/DHCP CDP/LLDP/DHCP h_ HTTP

MSI-Proxy (4k onl
Xy ( ) Device Sensor Distributed Probes

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 17



Device Sensor In Action

|# show device-sensor cache all |

Deyice: 0021.55d6.0133 on port GigabitEthernetl/0/1

Proto Type:Mame
cdp 2iaddrass-type

cdn 16:power-Type
cdp 11 :duplex-type

Len
17

8
§

value

00 02 00 11 00 00 00 0L
64

00 10 00 06 2E EO

00 0B 00 05 01

(&)

=

(@]

©

@)

S

(@]

n “tupe 12 0015 00 OC 01 33 00 03 00 00 2E EO

(]C_) cdp aiplatform-type 23 gg gg gg %; gg Sg ;’g 63 6F 20 49 50 20 50 68 6B Cjsco IP Phone 7945
o||<de §rversion-type 17 00 05 00 11 53 43 43 50 34 35 2E 39 20 30 20

53

@||cdn 4:capabilities-type B 0004 00 0B 0D 00 04 90

o snort_ddo 10 00 03 00 0A 50 6F 72 74 20 31

S EX Lidevice-name | 19 gg g% gg 13 53 45 50 30 30 32 31 35 35 44 36 30| SEP002155D60133
o S0:requested-address 632 04 04 64 OF 64

o : 636 04 04 64 07 64 10.100.15.100
= : -1ist 5§37 07 (1 42 06 03 OF 98 23

dhcp 60:class-identifier 40 3C 26 43 60 73 63 6F 20 53 7% 73 7465 6D 73 2C

BI 20 49 6E 63 2E 20 40 50 20 50 68 6F 6E &5 20 43

§ 50 20 37 39 34 35 47 00

N dhc 12 :host-name 17 g% OF 53 45 50 30 30 32 31 35 34 44 36 30 31 33 SEP002155D60133

ghep 6l:client-identifier 530 07 01 00 21 55 D6 01 33 'dhcp—class—identiﬁer

= - dhcp-pararneter-request-list

S| | cdpCactebeviceld I SEPO0Z155060133

8 ) dhcp-requested-address

| | cdpCachebevicePort Part 1

dhcp-server-identifier

g cdpCachebuples: o1 P
=| e I e 1P Phone 7545 dot 1xAuthauthControledPortContiol
o

E cpCachePawartonsimption S dot1xauthauthControlledPortStatu
LLI| | edpcacheversion SCCP4S5,9-0-35 dat 1xAuthSessionUsertame
(£ host-name

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Pomme

0L CC 00 04 0A B4 OF

EndPaintMaCaddress
EndPointMatchedProfile
EndPointPolicy

EndPaintProfilerServer

00-21-535-D6-01-33
Cisco-IP-Phone-7945
Cisco-IP-Phione-7945
ISE-02

EndPointSource

RADIUS Probe

Frarmed-1P-Address

[dentityGroup

10.100.15.100

Cisco-IP-Phone

Cisco Systems, Inc. IP Phone CP-7945G

Cisco Systerns, Inc, IP Phone CP-7945G

18

1, 66, 6, 3, 15, 150, 35

10.100.15.100 |

10,100.7,100

2

2
0o0-21-55-D6-01-33

SEPO0Z155060133




Device Profile Feed Service

Another Cisco Innovation and Industry First!

Services Engine
E@y /> Home Operations| ¥

c»oo System Identrty Management i MNetwork Resources |24 web Po

Profiler
of NEW devices launch every day feedservee
Enable Profiler Fe
st foan]e,

The makes “keeping up’ Feed CISCO
a complete nightmare...until now.

=1 oy duministrator when download occurs

Administrator email address | admin@cts.local

Update Information and Options

Device feed service
from the Cisco community

More supported devices with real-time
updates

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 19
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LA Profilin -
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Authentication, Authorisation, ar_

—_ =l 1

“‘Who" is Connecting, Access Rights Assigr_
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|ISE Is a Standards-Based AAA Server

Access Control System Must Support All Connection Methods

Supports Cisco and 3"-Party
solutions via standard RADIUS,
802.1X, EAP, and VPN Protocols

ISE Policy Server

- Wired

=

(g _
802.1X = EAPOLAN

< S RADIUS -
o= Wireless — 3
S 802.1X=EAPOLAN nald -

- &

(ot ‘ IL\
%‘\? SSL/ IPsec o
Cisco Prime
Cisco(l Vfr/

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 21
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Authentication and Authorisation
W hat's the Difference?

Who/what the

= g endpoint is.
:
)
o S—

ﬁ What the
endpoint has
access to.

Cisco (l pr/
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Separation of Authentication and Authorisation

Policy Sets

[ Search policy names & descriptions.

o]

B [ 44| X

Summary of Policies

A list of all your policies
D Global Exceptions
Rules across entire deployment

Wired

Wireless

VPN

Default
Default Policy Set

Save Order Reset Order

match)

Define the Policy Sets by configuring rules ba PO“Cy Set on the left hand side to change the order.
Status MName A Conditions
Vireless Condition Wireless Edit
¥ Authentication Policy A thentication

MAB : If Wireless_MAB Allow Protocols : HostLookup and Edit |
MACWLWA If F:;é:lius:[)alled—SGtion—ID ST use  Internal Endpoints
Default use AD_Internal_Endpoints

DotlX : I Wireless_802.1X Alow Protocols @ Default Network Access and Edit |
Default use AD_Internal_Users

Default Rule (If no Allow Protocols @ Default Network Access and usefl |nternal Users = |

 Authorization Policy

Identity Source | example.com

» Exceptions (0) DPtiDI‘IS
Standard
If authentication failed | Rej B3
Status  Rule Name Conditions (identity groups and other conditions) REJM
i L
Wireless Black List Defa Blacklist If user nat found | Continue | | —
ult . —
- If process ralled| Drop | A |
RADIUS Probe Netwaork Access:NetworkDeviceName
EQUALS ace4710 Radius:User-Name
STARTS_WITH radtest
Domain_Computer AD1:ExternalGroups EQUALS cts.local/Users AD_Login Edit | «
[Domain Computers
Game Consoles - Reqist EndPoints:EndPointPolicy EQUALS Game_Console Edit | «
ered Game-Console-Registered Radius:Called-
Station-ID ENDS_WITH :gaming
Game_Console-Wireless EndPoints:EndPointPolicy EQUALS Game_Console Edit | =
—

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved.
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Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
.-E m:ﬁi For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Status

Name Description Conditions
= Radius:NAS-Port-Type EQUALS Wireless - IEEE 802.11 Edit

* Authentication Policy

AuthC

PrOtOCO|S Dot1x » I Wireless_B02.1X Allow Protocols : Default Network Access and Edit | =
PEAP F Metwork Access:EapTunnel EQUALS use Al AD Instances
PEAP
. Metwork Access:EapAuthentication
. :If use ATW_CAP
| d e ntlty EQUALS EAP-TLS
Default ‘use DenyAccess
Store
MAB c I Wireless_MAB Allow Protocols : Default Network Access and Edit | =
Default ‘use Intemal Endpoints
Default Rule {If no : Allow Protocols @ Default Network Access and use : DenyAccess Edit| =
miatch)
[ | : | : | | ‘ol = i - "
Status g Repeat Identity " Endpoint ID * Endpoint Profile ' | Authentication Bolicy Authorization Policy ' Metwork Device '
I- |l | | | || | | ||
i ] a 0 employeel BC:7C:92:2F:BB:CD  Apple-iPad

Wireless =>> TLS-Accept WLC-02
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Authentication Rules
Choosingthe Right ID Store

RADIUS EAP Types Identity Source
Attributes EAP-FAST Internal/Certificate
Service type EAP-TLS Active Directory

NAS IP PEAP LDAPV3

Username EAP-MD5 RADIUS

SSID ... Host lookup ... Identity Sequence

* || Dotix | iIfI Wired_802.1X & I allow protocols | Alowed Protocol : Default Networl) | 2nd.. Default examplecom <

If authentication failed | Reject bl
If user not found n
If process faed

Authentication
Options

' »
OO0 Cisco(l Vfr

BRKSEC-2044
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) i * Microsoft AD Servers 2003-2012.
Integrating My ldentity Stores

LDAPv3-Compliant Servers
Local/ LDAP / AD / RADIUS / Token Servers External RADIUS Servers

RSAand RFC-2865-Compliant One-
Time Password/Token Servers

Certificate Servers
Identity Sequences

ISE Policy Server

Cisco Prime

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 26
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Multi—Forest Active Directory Support f’
ISE 1.3 is designed for growing businesses. With !! <
support for multiple Active Directory domains, ISE ! =
1.3 enables authentication and attribute collection example-1.com

across the largest enterprises.

v Support for 50 concurrent Active
Directory join points

|

example-2.com

v No need for 2-way trust relationship
between domains fj

v Advanced algorithms for dealing with
identical usernames.

example-n.com

Cisco (l V&/

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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n n v Identity Rewrite
A D A u t h e n t I C at I O n F I OW Identity Rewrite allows ueams pe fnid orelhey _plied tg the cﬁv Diryserv. h

rewrite results, pro mam

Active Directory Scopes > Default_Sco™ Identity Rewrite
| Authenti

Identity Rewrite allows usernames to be modified before they are applied to the Active Directory service. The
rewrite results. ISE processes the policy in order, and the first condition which matches the request username|
in square brackets) may be used to transfer elements of the original username to the result. The Test facility p

U D in N (_) Do not apply Rewrite Rules to modify username
il VD o (*) Apply the Rewrite Rules Below to modify username
- ——ra Allow Authe Test rewrite Rules: | Launch Test |
. v B Active I * If Identity Matches | host/[HOSTNAME]L[DOMAIN] | rewrite as | host/[HOSTNAME].[DOMAIN]
Polf 7 [ Acdive
[ * If Identity Matches | host/[HOSTNAME] rewrite as | host/[HOSTNAME]
A v | Defal i"# Enable Selected | | |
' * If Identity Matches | [DOMAIN]\[IDENTITY] rewrite as | [DOMAIN]\[IDENTITY]
2 AN [] Name | | |
<% oq [ AUSTRALIA * If Identity Matches | [IDENTITY]@[DOMAIN] | rewrite as | [IDENTITY]@[DOMAIN]
“ scop [ ] CANBERRA.AUSTRALIA.OCEANIA.ACS.... OCEANIA.ACS.COM domain NO
- [] OCEANIA.ACS.COM OCEANIA.ACS.COM domain NO
v e SCop amer.acs.com amer.acs.com domain YES
"“‘_ Aq brazil.south.amer.acs.com amer.acs.com domain YES

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 28
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Test Authentication

External Identity Sources Active Directory Scopes C
. - . an run
il L - ?Edit  eAdd  Delete  JNode Vi ) Advanced Tool f
4 I elete ; e View ) -
» [ Certificate Authentication Profile - - S, rom
— Name Test User for Scope
* | Active Directory [ - . SCOpe
» [ Default_Scope [J Default_Scope Diagnostics Tool b
= Advanced Tuning |eve|
» [ scopel scopel
- = a2
> [ scope2 Active Directory Scopes > Default_Scope,scope2 > AMER.ACS.COM
Connection Authentication Domains Groups Attributes Advanced Settings
Can run from Scope Default_Scope,scope2
. . * Domain Name| AMER.ACS.COM
AD Join Point |

Use Domain Name as Identity Store Name (®) (First 32 characters)
Specify Identity Store Name ()

* |dentity Store Name AMER.ACS.COM
One e nodes may be selected for Join or Leave operations. If a node is joined then a leave operation is required before a rejoin. S

Connection.

&= Join

o= Leave /' Diagnositcs Tool {7} Refresh

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Test Authentication

v

Test User Authentication x

* Username | acsadmin |

* Password | eeeeesee |

Authentication Type | Kerberos -

Authorization Data: | oojp Different authentication types

MS-RPC
ISE node can be selected to run the test auth
Can provide group & attribute details if options are
Test Username : acsadmin selected
ISE NODE : dcmgash-ise3-cloud.cisco.com
Scope : Default Scope
Instance ! amer.acs.com

Authentication Result : FAILED

Error : No such user

Cisco Il Vf/

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Authorisation Rules

Return standard IETF
RADIUS / 3"-Party Vendor
Specific Attributes (VSAS):

* ACLs (Filter-1D)

* VLANSs
(Tunnel-Private-Group-ID)

» Session-Timeout
* IP (Framed-IP-Address)

* Vendor-Specific including
Cisco, Aruba, Juniper, etc.

Permissions
then  Csco_IP_Phones

Status Rule Mame Conditions (identity groups and other conditions)

Profiled Cisco IP Phones ©  Cisco-IP-Phone

Cisco (l Vfrl

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 31
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What About That 3rd “A” in “AAA™?

Accounting

Metrics
Tatal Endpaints Active Endpoints Active Guests Profiled Endpaints Posture Compliance
6,246 145 0 1,700 74%
sensansannant HINRRRRR. 24 T 2« ] PR W11 1] IR e 24h
Systermn Summary 5] Alarms %1 Authentications ]
i Utilization and Latency 24k -+ Marme Qoourrences Last Occurred
ame Passed 12,404 1] |
cRU ey Lty A Log collection Errar 602 tirmes 1 min age = s wil I"II-. Tttt bl allia, s
a
npf-hpd04-pdpog [ vl A RADIUS Request Dropped 209 times 2 rnins ago Failed 6,775 lllllllIIIIIIIIIIIIIIIIl ||I||||IIII||| ||I|||| ||||||||I||||||I||||||II|II|
: A Lazt 24 Hours Last 60 Minutes
npf-sjra-ipap0l Mo Data Avai Mo Data Avai Mo Drata Avail A RADIUS Request Dropped 209 times Z mins ago
N i Dristributi Byt
npf-sjra-ipap02 Mo Data Avai Mo Data Avai Mo Drata Avail o Configuration Changed 4417 tirmes 1 hr 2 mins ago fetrihtan By
npf-sjea-mn N —— [ T @ MNode Unreachable 391 tirmes 2 hrs 12 mins age
T © tode Umeachable P Pyt PR taensty Grous s
npf-sjcacpapll || I i L @ wigh Load Average 28 times 2 hrs 12 mins ago Metwork Devi., [ s

=

Frofler Actvity [2]  Posture Compliance ]

=

Total 192 |||..I|-|I||||.I||I|||.. | | Total 79 TH1IT |||“I|“III . |
Last 24 Hours Lazt 60 Minutes Last 24 Hours Lazt &0 Minutes

Distribution By: Distribution By:

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 32
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Detailed Visibility into Passed/Failed Attempts

B Suthentications i Reports | Endpaint Pratection Service "4 Troubleshoot
Misconfigured Supplicants ¢ Misconfigured Network Devices @ RADIUS Drops & Client Stopped Responding Repeat Counter @
4 10 226 1488 a2 5848 a4
[ Shaw Live Sessions 405 Add or Remave Columns ¥ & Refresh Refresh ‘ Every 1 minute v ‘ 5h0W| Latest 20 records '| within| Last 24 hour
Ich
Time ¥ Status Details |:
- o . Steps
2013-06-07 07:52:13.044 @ bl | Authentication Details
2013-06-07 07:53:50.041 h 11001 Received RADIUS Access-Request eded
Source Timestamp 2012-12-1319:47:05.506
2012-06-07 07:58:39.588 L 11017 RADIUS created a new session eded
2013-06-07 07:58:30.725 ol ] LS WIS ETD A 202409 147 T2 S 15049 Evaluating Policy Group ——
2013-06-07 07:52:16.007 Policy Server npt-sjca-pdpd1 15008 Evaluating Service Selection Policy edad
2013-06-07 07:57:57.489 & Event 5400 Authentication failed 15048 Queried PIP —
15048 @ d PIP
2013-06-07 07:57:30.765 = Username lisad e eded
15048 Queried PIP
2013-06-07 07:57:02.260 a User Tyne eded
14048 Gueried FIF
I 5700, Endpoint Id 00:1C88:C0:47:88
2013-06-07 07:57:00.269 a C p 15004 Matched rule eded
2012-06-07 07:55:48,.562 a i IP Address 11507 Exdracted EAP-Responsefidantity eded
2013-06-07 07:54:01.835 a Y Identity Store CiscoAD 12500 Prepared EAP-Reguest proposing EAP-TLS with challenge eded
2012-06-07 07:52:06.514 o a b Identity Group 11006 Returned RADIUS Access-Challenge
2013-06-07 07:52:55.603 @ 1| AudtSessionld ab4623830000586850caa0c0 i) (Resenes] AT RErese-RRgTes! eded
= 11018 RADILS is re-using an existing session
2012-06-07 0752111771 a Authentication Method dotfx d g eded
e 12101 Exracted EAP-Response/MAK requesting to use EAP-FAST instead .
201306507 075204683 @ g Authentication Protocol EAP-FAST (EAP-MSCHAPYZ) load Failed
AT TR 12100 Prepared EAP-Request proposing EAP-FAST with challenge e
ik - Sarvicellvie) [PrEEG 11006 Returned RADIUS Access-Challenge
2013-06-07 07:49:47.439 a Network Device WHBU-sjc14-D0a-homeap1 11001 Received RADIUS Access-Request et
2013-06-07 07:45:18.965 a Device Type T 11018 RADILS is re-using an existing session eded
2013-06-07 07:48:39.086 o . Exracted EAP-Response containing EAP-FAST challenge-response and adad
aeation BEP il accepting EAP-FAST as negotiated
BRKSEC-2044 ©
MAS IP Address 171.70.35.131 12800 Exdtacted frat TLS record: TLES Randshake stafed
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Detailed Visibility into All Active Sessions and Access Policy Applied

B Authentications i Reparts | Encpoint Protection Service "4 Troubleshoot
ﬁl Show Live Authentications @} Add or Remaove Columns ™ '& Refresh o Reset Repeat Cg Refresh| Every 1 minute " 5h0W| Latest
T sk Session Status (s Repeat  E Profile Posture Status  Server &uth Method  Authentication Protocol | MAS IP Address
nitiate polates —
i Qe+ <[] Repeat Count = 395 | | | | | |
» 2013-06-07 02:05:04,126 2013-06-07 09:05:04.128 Started A : B B ot e i ) 8 it R T - workstation Motépplicable  pyb2o11apdpl dotlx PEAP (EAP-MSCHAPYZ) 10.86.102,138
1 2013-06-07 02,05:03.092 2013-06-07 08:05,03.007 Started (7'% - 3 o 88:53:05:6C:0C:58 weike 10.34.92.14 Apple-Device Motapplicable npf-sica-pdp0l  dotlx PEAP (EAP-MSCHAPYZ) 10.34.76.212
=1 2013-06-07 08:05:02.252 2013-06-07 08:05:02,258 Started ?‘% - 43 o 10:94:000B4:57:88  kkinnear 05 ¥ Lion-wiorkstatior Not&pplicable byh2e-11a-pdpl dotlx PEAP (EAP-MSCHAPYZ) 10.86,102.138
@ }013-06-07 07:57:57.489 2013-06-07 08:04:59,.068 Started ?‘é - 0 () 2477.03:89FL:54  host/ICHIDA-WS 10.32.46,51 Microsoft-Workstation  MotApplicable npfsica-pdp0l  dotlx FEAP (EAP-MSCHAPY2) 10.32.34.2
Timestamp Event Identity IP Address Posture Status Auth Method | Authentication Protocol
2013-06-07 07:58;00.496 RADIUS Accounting start request host{ ICHIDA-WS0 1, Cisco,com
2013-06-07 07:57:57.489 Authentication succeeded host/ ICHIDA-WSD1.cisco.com Notapplicable dot1x FPEAP (EAP-MSCHAPYZ)

> Per SeSS|On Detaj IS enticated T - 1@ 18345L3CITEF  kihinve spple-Device MotAppicable  byboe-11a-pdpl dotlx EAP-TLS 10.86.102.138

L 2013-06-07 07 100,547 2015-06-07 U504 34,590 Started (?'% - 2 o SC08:5EC204ED  iabaye 10.32.46.21 Android Motapplicable npf-sica-pdp0l  dotlx PEAP (EAP-MSCHAPYZ2) 10.32.34.2
[0 2013-06-07 00:36:59.674 2013-06-07 08:04:33,350 Terminated 14 o 24:77:02:14:1C:88  hostfbdevarak-w, 10.65,172.93 WindowsEP-Workstatio Compliant rpf-hydOd-popne dotlx PEAP (EAP-MSCHAPYZ) 10.65.172.69
» 2012-06-07 02:04:31.091 2013-06-07 02:04:31.091 Autherticated @5 = 2 0 00:24:07:9F:4C:04  hostfcstohs-wS, 10,33.22,35 Microsoft-wiorkstation  NotApplicable npf-sica-pdp0z  dotlx PEAP (EAP-MSCHAPYZ) 10.23.21.156
»(1 2013-06-07 07:58:09.605 2013-06-07 08:04:30.256 Terminated 11 @ B4FDABEIDOOZ  sukota Apple-Device Motappicable  bxh22-11z-pdpl dotlx PEAP (EAP-MSCHARYZ)  10.86.102.138
[0 2013-06-07 07:58:05.464 2013-06-07 08:04:25,256 Terminated 2 o 54:20:00:38:48:8C  zhiu Apple-Pad Mottpplicable brb22-11a-pdp1 dotlx PEAP (EAP-MSCHAPYZ) 10.86.102.138
w01 2013-06-07 02:04:21.866 2013-06-07 02:04:21.871 Started 11 @ On240TARFECD  CISCOVmgruding Windows7 Workstation Notipplicable  bwh22 112 pdp1 dotlx PELP (EAP-MSCHAPWZ)  10.86.102.138
»0  2013-06-07 02:04:15.596 2013-06-07 08:04;15.595 Authenticated @5 L 1 o 2010 7ABYSBEE  host/wind-po.cisc Unknown Motapplicable npf-sica-pdp0l dotlx PEAP (EAP-MSCHAPY2) 10.32.37.6
w1 2013-06-07 02:00:44,006 20123-06-07 02:04:13.901 Started T - 2 @ =2477:03:4720:3C  host/dpiede-WS, 10.32.46.36 Microsoft-workstation  MNottpplicable  ppfsjcapdpal  dotlx PEAP (EAP-MSCHAPY2) 10,322,342
> 2013-06-07 08:04:09.276 2013-06-07 08:04:09.281 Started L?% = 20 o FO:56:81:00:0E:B9  eisteine 05_¥_Lion-wiorkstatior NotApplicable bh22-11a-pdpl dotlx PEAP (EAP-MSCHAPY2) 10.86.102.138
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Let's Begm by Securing User Access with 802.1X

I’ve done my
homework in Proof
of ConceptLab and

it looks good. I'm
turning on 802.1X
tomorrow...

Enabled 802.

| can’t connect to my
network. It says

Authentication failed

but | don’t know how

to fix. My presentation
is in 2 hours...

Help Desk calls increase by 40% ciscolive!
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Building the Architecture in Phases

= Access-Prevention Technology
— A Monitor Mode is necessary

— Must have ways to implement and see who will succeed and who will fail

= Determine why, and then remediate before taking 802.1Xinto a stronger
enforcement mode.

= Solution= Phased Approachto Deployment:

Monitor Mode Low Impact Mode Closed Mode

2T

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 37




Monitor Mode

A Process, Not Justa Command

Interface Config

interface GigabitEthernet1/0/1
authentication host-mode multi-auth
authentication open

authentication port-control auto
mab

dotlx pae authenticator

Pre-AuthC

T

« Enables 802.1X authentication on the switch,
but even failed authentication will gain access

» Allows network admins to see who would have
failed, and fix it, before causing a Denial of
Service ©

Post-AuthC

K AuthC = Authentication

Traffic always allowed AuthZ = Authorisation

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 38




Low-Impact Mode

If Authenticationis Valid, Then Specific Access!

Interface_Contig  Limited access prior to authentication
interface GigabitEthernet1/0/1 « AuthC success = Role-specific access
authentication host-mode multi-auth
authentication open * dVLAN Assignment / dACLs
authentication port-control auto .

b | Secure Group Access |
dotlx pae authenticator « Still allows for pre-AuthC access for Thin
'p access-group default-ACL in Clients, WoL & PXE boot devices, etc...
Pre-AuthC Post-AuthC
) h

Cisco (l V&/
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Closed Mode

No Access Priorto Login, Then Specific Access!

Default 802.1X behaviour

 Gi | No access at all prior to AuthC
authentication host-mode multi-auth Still use all AuthZ enforcement types
authentication port-control auto
mab _ + dACL, dVLAN, SGA
dotix pae authenticator Must take considerations for Thin Clients,
Wol, PXE devices, etc...

Interface Config
interface GigabitEthernet1/0/1

Pre-AuthC Post-AuthC

| Cisco (l Vfr/
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Securing Access From Non-User Devices

= 7k
g P
— These are devices that were forgotten g '
N8 @

— They do not have software to talk EAP on the network

...or they were not configured for it
Examples: Printers, IP Phones, Cameras, Badge Readers

* Non-Authenticating Devices

— How to work with these?

...but what happens when the device moves
or another endpoint plugs into that port?!

« Solution: MAC Authentication Bypass (MAB)

Cisco (l V&/
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MAC Authentication Bypass (MAB)
Whatis it?
* Alist of MAC Addressesthat are allowed to “skip” authentication

* Is this a replacement for 802.1X?
— No Way!
» This is a “Band-aid”
— In a Utopia, ALL devices authenticate.

 List may be Local or Centralised
— Can you think of any benefits to a centralised model?

Cisco (l V&/
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One MAB For All

ISE and 3rd-Party MAB Support = Allowed Frotocon
« MAC Authentication is NOT a defined standard. Process Host Loakup
Authentication Protocols

 Cisco uses the Service-Type = Call-Check to ~ [ Allow PaPiASCI

detect MAB an_d uses Calling-Station-ID for host T Beme TR e o Lo 1

lookup in identity store. _

Check Passward

° MOSt 3rd partles use SerVICE-Type — Log|n for Check Calling-Station-1d equals MAC address @

802.1X, MAB and WebAuth v I Alow CHAP

— Some 3rd Parties do not populate Calling-Station-1D v [ Detect CHAP as Host Lookup
with MAC address.

« With ISE 1.2, MAB can work with different
Service-Type and Calling-Station-ID values or
different “password” settings.

Check Password @
Check Calling-Station-1d equals WMAC address @

Allows WM3-CHAPY
Allowy W S-CHAPY2
Allow EAP-MDS

KOO

Check Password (@
Check Calling-Station-1d equals MAC address @

[ Recommendation is to keep as many checkboxes

— Dietect EAP-MDE as Host Lookup @
enabled as possible for increased security ]

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 43
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Handling Guests and Employees Without 802.1X

i
Employees and some non-user devices 802.1X V

N
All other non-user devices MAB ¥

Guest Users

Employeeswith Missing or Misconfigured Supplicants

X
X

Username: |Emp|oyee | Usermame: | Guest

Password: |**** | Pasaword: | Kk

BRKSEC-20 . sco Public 45
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Network Access for Guests and Employees

 Unifying network access for guest users
and employees

corn (€

ml @ 9

e ey
| EEaEe
5
oA
Guest EREnmney

Contractor

IP Phone

Printer Employee
Desktop
On wireless: On wired:
= Using multiple SSIDs = No notion of SSID
= Open SSID for Guest = Unified port: Need to use different auth
methods on single port » Enter Flex Auth

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 46
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Flex Auth

Converging Multiple Authentication Methods on a Single Wired Port

802.1X

interface GigabitEthernetl1/0/1 Timeout/
authentication host-mode multi-auth

authentication open
MAB

Interface Config

authentication port-control auto
mab
dotlx pae authenticator

| Timeout/
Failure

authentication event fail action next-method

authentication order dot1x mab
authentication priority dotlx mab Web Auth

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 47
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CWA Flow

= Tracking session ID provides support for session lifecycle management including CoA.

https://ise.company.com:8443/guestportal/gateway?sessionld=0A010A...73691A&action=cw a

ISE Policy Server

& .................... %/‘I\/:\B Failed but return Default Policy

= URL Redirect to ISE + Session ID

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 48
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CWA Flow

= CoAallows re-authentication to be processed based on new endpoint identity context.

CoA
M Server

Tﬁa

- Auth Success ‘ Ry
Reauth group=EmpI0ye — ;

S W= —

Existing Session matches Employee Policy
= Remove Redirect + ACL permit ip any any

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 49



P g CENEEAREE N\ |3 :

Clients > Detail

" General r AVC Statistics ‘]

A Systems Approach

Switch/Controller is the Enforcement Point P ——

: IPv4 Address 10.1.41.100
) . Address feB0::7e6d:62fF:fee3:d505,
MACsl#sho authentication sess int fal/@/9
- . b Client Type Regular
User Name
172.26.123.67 .
PO-5B-56-A7-44-D7 Port Number 1
ace guest
o <
. L VLAN ID 41
Security Policy: Should Secure <.
Security Status: Unsecure wger State CENTRAL_WEE_AUTH
Oper host mode: multi-domain Management Frame No
Oper control dir: both s M
Authorized By: Authentication Server 1 ; N SN WU ik’ NSO
Security Policy

Completed Mo
: ACL-WEBAUTH-REDIRECT SRS RS St ]
URL Redirect: https://atw-iseBl.clt.cisco.com:8443/guestportal, Radius NAC State CENTRAL_WEB_AUTH

sionld-AC1A78 102A805ACCRaction=cwa CTS Security Group Tag _Not Applicable

Idle timeout; NAA <-mErride ACL Name ACL-WEBAUTH-REDIRECT
Common Session ID: ACIA7&3600BERE102A8B5ACC N— % Override ACL ves
Acct Session ID: @x0BAOEE19 Ap
Handle: @xDEGBBA1G AAA Override Flex ACL  none

’ -Rr\mﬁmd StE‘ItIJS = Unavailable
Runnable methods list: P
d State ( Redirect URL https://ise-mdm.cts.|local: 8443/guestportal/gateway?s:
IPva4 ACL Name —rIoo—

mab Authc Success
N ! e i IPv4 ACL Applied Status  Unavailable

IPvE ACL Name none
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=l = =S ||68 Cisco NAC Agent sl es

//M':n .;AL' . g} - k_ Cisco NAC Web Agent

il Gisco NAG Web Agent e e
URL Redirection e e N
ISE uses URL Redirection for: e
= Central Web Auth ’
= Client Software Provisioning s )
= Posture Discovery / Dol gt o] i ot e '
Assessment T

= Device Registration WebAuth == e -
= BYOD On-Boarding x e

= Certificate Provisioning o

= Supplicant Configuration —m— i“:w“
= Mobile Device Management | e
= External Web Pages Fateat dwniast o
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Session ID

Glue That Binds Client Sessionto Access Device and ISE

NAD: “show authentication session”
Session ID
COAB013CP0R0Q618B3C1CAFB

ISE: Detailed Authentication R 2port

Interface MAC Address Method Domain Status
Fad/1 9016.d42e.e8ba mab DATA Authz Success

About that

session...

= Authentication Result

UserMame=00:16:D4:2E:EBBA

ASS=CALS.COABU ol MOINRRER AFE:ise
Termination-Action=RADIUE-Request
cisco-av-pair=profile-nameglUnknown

546205/749

Browser: URL-redirect for Web Auth

https://isell.example.com:8443/guestpo

al/gateway?COA8013C0000@618B3C1CAFR&pOrtal=¢&a I

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 52
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CoA from Live Sessions Log

Services Engine
/i Home Operations|* Policy| ¥  Administration | »

B Authentications " Reports k@ Endpoint Protection Service “4 Troubleshoot

m Show Live Authentications {;5} Add or Remove Columns = *@r Refresh o Reset Repeat Counts

» Session Status CoA  Repeat  Endpoint ID Identity IP Address Endpoint Profile
Initiated IUpdated )
|AII v | Action | Count | | | | | | |
#(1 2013-04-25 09:21:20.859 2013-04-25 09:21:20.974 Started f?‘@ - 0 .;jf\',u 00:00:00:00:00:03 00:00:00:00:00:
(1 2013-04-25 09:20:56.753 2013-04-25 09:20:57.312 Started @,:)) vI 1 o 00:50:56:A0:0B:3A  CTS\employeel 10.1.10.101
(0 2013-04-25 09:20:27.408 2013-04-25 09:20:27.412 Started SAnet Session Query employeel 10.1.40.100 Apple-iPad

Session reauthentication

Session reauthentication with rerun
Quarantine

Session termination with port shutdown
Session termination

Session termination with port bounce

Session reauthentication with last Cisco (l.vgll
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ISE for Guest Access Management

Automate and Control the Entire Guest Lifecycle

Hotspot, Self Service, & Sponsor

Complete control over Guest Policy, with custom portals,
for un-credentialed Internet access and employee-
sponsored credentialed access.

Guests Tracking and Management

Track Guest access and activity across your
network for security and compliance demands

Free up IT Support time

Self provisioning & automated onboarding reduce
the IT resource burden

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Cisco ISE Guest

All New Guest Admin Experience

Setup a Guest experience in 5 minutes!
Flow Visualiser: see what guests will experience
Customisation Preview: See your customisation real time

All User Facing Pages Customisable

Includes: Guest, Sponsor, My Devices Portals and
receipts via print, email & SMS

Robust WYSIWYG customisation with Themes

Standards based CSS & HTML for Advanced Admins

Out-of-the-box Guest Flows

Hotspot
Self Service with SMS Notifications & Approvals

Brand-able Sponsor Portal (Mobile and Desktop)

Guest REST API

Create and manage guest accounts
Search, filter and bulk operation support

Guests

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 56
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m €2 City Coffee - Sponsor Portal

€ D || & httpsy/ise citycoffee. com/sponsorportal

N L

iy

Create account

Branded Sponsor Portal

e

Receipts
Print, Email and SMS

Cisco (l V&/




Branded Guest Receipts & Notifications

.'n

Guest Receipts with Your Brand

Whether you’re delivering guest credentials
on the printed page, over email or SMS,

ISE makes it easy to deliver your complete
branded experience.

City Coffee Inc.
123 Place Dr.

San Francisco, CA
CityCoffee.com

Congratulations! Anthony, you now have internet
access for your personal device through City Coffee.
To get your device on the Internet.

Email Notifications

Do you have Guests visiting? Send
them login credentials before they

even arrive!

Connect your device to the City Coffee Wifi Network
When prompted your username and password are:

Username: abecerra
Password: ab@cc13

Your credentials
usemame: trex42
password:_litlearms

SMS Notifications

Send credentials directly to a guests mobile phone.

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 57



Sponsor Portal

. . [+ (SRR
Branding with Themes! s)e
Themes give you complete = l%'-lm = —

control over the look and feel of

your sponsor Portal. Use our out-
of-the-box themes or create your

Guest type * Daily ¥ | -3 Device limit. Valid from 9 AM to 5 PM on weekdays

Enter guest information for: Access valid for:

own using ThemeRoller for i e - g msme o
jQuery Mobile or standard CSS. e o

. Add another guest

Create Accoun ts.

Streamlined Guest Creation

Set up your sponsor portal to show only the
fields you need for your business.

Create Accounts
LA
Print Email SMS

Mobile Sponsors

You are free to move about the cabin! Create and
manage guest accounts from your mobile phone or
tablet.

vl
Cisco (l Ve,
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Basic Supported Guest Flows

1. Hotspot

2. Self Service

3. Self Service Sponsor Approved
4. Sponsored

Cisco (l V&/
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B
Guest Flow #1

s /) >

| LA, elcome C yd
3::‘31;2?1;3; You Made It! . : /
I promise i bt S
to be good. L g f .
Rz “mmacasen | Day Ends

44:6D:77:B4:FD:01 -

Goal: Get them on the Internet with AUP acceptance no matter who they are and remember who they are next
time so you don’t get in their way.

vl
ciscollVC,
BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Registration code: require the
user to enter a code before
completing a self service
registration.

Access code: require the user
to enter a code before
accessing a hotspot or
logging in using guest
credentials.

BRKSEC-2044

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

10:23 AM 60% )+

citycoffee.com/wi-fi ¢

chemist

iy OK
_.I'A\

Cisco Public
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Self Service with Email Verification
Guest Flow #2

Fill In A Simple Form Check Your Email Connect to WFI

= s00 our LAY Curnt Unernarse & Paniord - inban
J B e i Yoy + < g |
L& C A [ wwwevconivod =) |

E ErnsT&YOUNG
Qualitybn Frerytiing We Do

Usemame  hansolo

Password  nerfherder

ajwielr|t|v]u] ol
Als|olFlafnlyx|L

@“&gﬂ.ﬂ‘tf

Cisco (l pr/
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Self Service with SMS

Guest Flow #2

Just One
B === More Step!

optional

1 are now connecte

to the Internet

Looking for a great
website? Just visit the
DINOCO Store,

cane
& 4

Goal: Get them on the Internet as long as you have a 3™
party identifier that proves who the user is.

Cisco (l V&/
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Self Registration with Sponsored Approval

Guest Flow #3 -
SE sends email
| = requesting approval

FacaTime Contact

[ Approved credertias | Logs into Sponsor Portal
pasowort. liticr and Approves or rejects

password: litlearms

Cisco (l V&/
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Approving Self Registration Requests

| BOD @ socmsor vome puge T x
& 0 O e

1gP8n3-if0-65 guest.est 5443 (spansorportal {Loginsubest action from = LOGIN#appr

wilnan]ie
cisco  Sponsor Poral

DESKTOP

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Sponsored Flow
Guest Flow #4

RSN

1)

Hi! Can |
et on your

Sure. | just
need a little

©

Print, email

BRKSEC-2044

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

Cisco (l Vfrl




P/ 4 S EREEARREE N\ | g e
Pre-Expiration Notification

8eno Action Required: Your ESY Guest Account is Expiring - Inbox
@ 0@l & &

Message i
€30 Action Required: Your E&Y Guest Account is Expiring 12:31 PM
Paul Russell (parussel)

Sent: Tuesday, April 23, 2013 3:56 PM 9 DINOCO

To: Paul Russell (parussel)
Han SO'O, Email FaceTime Contact
Jun 7, 2011 2236 PM

The guest account you've been using for your personal device is about to -
expire. If you would like to keep using E&Y wireless with your device you'll [ You are about to
need to get new credentials. Don't worry it only takes a minute. expire! Gohere.

http://bit.ly/reup

Just click the link below and follow the on-screen instructions.

https://ey.com/byod

DESKTOP Mobile

Cisco (l V&/
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s
Posture Assessment &

Does the Device Meet Security Requirements?

« Posture = The state-of-compliance with the company’s security policy.

Microsoft Updates Antivirus File data
Service Packs Installation/Signatures Services
Hotfixes Antispyware Applications / Processes
OS/Browser versions Installation/Signatures | peqistry Keys

* Extends the user/ system Identity to include Posture Status.

Cisco (l V&/
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ISE Posture Assessment

Authenticate

AuthC User
AuthC dVLAN
Endpoint dACLs 0S
SGT Hotfix W SUS
Unknowny AV /AS Launch App | Permit
Non-compliant Personal Scripts Access
FW Etc. . - dACL
More.... OS'\éLTAN
(F;g?rgl;)ﬁiear_mt rEte...
BRKSEC-2044 © 2015 Cisco and/or itsaffiliates. All rightsreserved Cisco Public 70 Cisco [l.ve'/
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|ISE — Posture Policies

Employee Policy:
Microsoft patches updated
« Trend Micro AV installed,
running, and current
Corp asset checks

— —

stlvalne AnyConnect

Contractor Policy: B Windowes Oreacare Live
« Any AV installed,  J——

running, and current

Guest Policy: Accept AUP
(No posture - Internet Only)

CISCO Secure Mohility Client
Cico NAC Web Agert ==
- il Gisco NAC Web Agent -
o8 ot compli ‘with network se.
‘

'v' N networl ed below.
j
— ‘
2\ /5 " o o Guest_y Current Il Guest: st have Antivirus s rare installed with
;\ N\ 5/ N7 current signatures. Please update your sof rare
T — h— it — signatures ms
- . @  Screen Saver On and Secure
Wired VPN Wireless | o v
s
-

Cisco NAC Web Agent Version

FRemaining 00:01:36 [ AeScan | [SaveRepot] [ Cancel |

b

Advanced...

\ Employees Contractors/Guests Cisco[( Vf,/
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Posture Flow

= |f Posture Status = Unknown/Non-Compliant, then Redirect to ISE for Posture Assessment
= |f Posture Agent not deployed, then provision Web Agent or Persistent NAC Agent

https://ise.company.com:8443/guestportal/gateway?sessionld=0A010A...73691A&action=cpp

ISE Policy Server
ﬁ / olicy <

Authentication Auth Success
group=Employee

Agent

& -------------------- Posture Status = Compliant
Redirect to ISE for Client Provisioning and/or

Posture Assessment for Employee role

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 72
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Posture Remediation and Client Resources

= CoAallows re-authentication to = Hourly updates for latest posture definitions
be processed based on new = New posture agents and modules
etncipo)lnt identity context (posture automatically downloaded
status).

Remedlatlon Servers Remediate b m 'Sge':f;if g éMicrosoft.com — V-4 ]
A Windows Lo "*-"'

Posture Status = Compliant
Remove Redirection and apply access @I'.‘E'!?-

Posture
Agent

permissions for compliant endpoints
Inline Posture Node provides CoA and URL
Redirection w/Session ID

No COA
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ASA/ISE Integration Feature Overview

» Support VPN posture specifically between the ASA & ISE deployments

* Remove the requirementsfor IPN (Inline Posture Node) in ASA/VPN/ISE
deployments.
* |IPN s a device that would sit behind the ASA and enforce ISE policy

A~ Pa
A

CoA

ISE
Policy
Server

—_ -~ i

WI=1N|

&
i}

Posture I
Agent

I Compliant I

I AV Server I

Cisco (l V&/
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T Ay s b N AR NIRRT ASA 9.2.1, ISE 1.2 Patch 5, AnyConnectia
ASA Posture Assessment Flow

ASA ISE

Enterprise Networl

AuthC OK - Posture Unknown
Qccess—Accept: dACL & URL—Redirectiog

Accgunting Start (Client Identity Information;

a

@ Posture Assessment Limited Access |~ @

e o ©

< CoA —Policy Push (new dACL)

Full Network Access

>

Cisco (l pr/

y
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Onboarding Personal Devices

Registration, Certificate and Supplicant Provisioning

= Provisions device Certificates.
( N — Based on Employee-ID & Device-ID.
Certificate ]

N mes'on'n(z’-- Y = Provisions Native Supplicants:
! — — Windows: XP, Vista, 7 & 8
— Mac: OS X 10.6, 10.7,10.8,10.9 & 10.10
— i0S:4,5,6,7&8
Device | — Android — 2.2 and above
SRy — 802.1X + EAP-TLS, PEAP & EAP-FAST

(ﬂ/lyDevices
. Portal )

= Employee Self-Service Portal
— LostDevices are Blacklisted

Self- )
Sefvice - — Self-Service Model reduces IT burden

= Single and Dual SSID onboarding.

Cisco (l pr/
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Walk Through BYOD Onboarding

« Out of the box flow walks oAl
users through onboarding.

« Fully customisable user A B e

experience with Themes.

* My Devices gives end - s
users controlto add an i
manage their devices.

mmmmmmmmmmmmmmmm

» Mobile and desktopready
out of the box.

Ciscol vy
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Java-Less Provisioning

-isel3.iseocal:8443 p guestportal b SppRegister.action 77 v & | (B~ Google Q) IEI IE

e
C1SCO Self-Provisioning Portal

Device Reg istration Access to this network requires that your computer be configured by the Cisco
Network Setup Assistant. After downloading and running the Cisco Network
Assistant, click the Start button to have it configure your computer. Your
computer will automatically connect to the network after the configuration
finishes.

Download Cisco Network Setup Assistant

Download Cisco Metwork Setup Assistant

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Java-Less Provisioning

T T R —

= Downloads as
DMG

= Double-Click to
Run App Network Setup Assistant

This application will automatically configure your
system to securely connect to the network.

) 2013 Cisco Systems, Inc. Cisco, Cisco Systerns and Cisco Systems logo are registered
tradernarks of Cisco Systems, Inc. andfor its affiliates in the U.5. and certain other counfries.
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Certificate Renewals

Comments

Before Expiry
i0S v 4
Android Qf/
Windows Qf/
MAC-OSX v4
After Expiry
i0S f
Android s?/
Windows X Supplicantwill not use an expired cert
MAC-OSX {vf Not tested yet ’
CiscollV(,

BRKSEC-2044

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Allowing Expired Certificates

+ [/] Allow EAP-TLS I

Allow Expired Certificates i I
LEAF
- [¥] Allow PEAP

PEAF Inner Methods
Allow EAP-MS-CHAPvZ

Allow Password Change Retries m (Valid Range 0 to 3)
Allow EAP-GTC

aBiries| 1 | (Valid Range 010 3) Option to allow expired certs for:

e Pure EAP-TLS
e EAP-TLS as an Inner Method

- ] Allow EAP-FAST

EAP-FAST Inner Methods
Allow EAP-MS-CHAPvZ

Allow Password Change Fietri&le' [Valid Range 0 to 3)
Allow EAP-GTC

Allow Password Change Ftetriele' Valid Range 0 to 3)
Allow EAP-TLS
Allow Expired Certificates i

Cisco (l V&/
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Redirect Expired Certs

L

* Authorization Policy
» Exceptions (0)
Standard
Status Rule Name
ExpiredCerts-WinThings
ExpiredCerts-Others
NSP
Employee Full Access
TLS-Accept
Default

BRKSEC-2044

Conditions (identity groups and other conditions)

Device |

i

CERTIFICATE:Days to Expiry LESS 1

" (CERTIFICATE:Days to Expiry LESS 14 *n’ﬂr
EndPoints:EndPointPolicy EQUALS Microsoft-

Windows

tnen

Permissions
NSP_Expired

if

if

if

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

if no matches, then

Metwork Access:EapTunnel EQUALS PEAP

CWA:CWA_ExternalGroups EQUALS
ise.localise.local/Users/Employees

Metwork Access:EapAuthentication EQUALS

EAP-TLS
DenyhAccess

Cisco Public

Everything Else I

NSP_Expired

BYOD AND NSP
PermitAccess A0 Employee

BYOD AND CWAchain

Cisco (l pr/
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R G \“

Certificate Renewal:. Optional Message 4‘ v

P

+ Common Tasks v
[E Web Redirection (CWA, MDM, NSP, CPP)

|| Hotspot portal

Native Supplicant Provisioning ~ ACL | Android-Marketplace E‘] Display Certificates Renewal Message

™ Web Redirection (CWA, MDM, NSP, CPP)

[ Hotspot portal

Native Supplicant Provisioning | *| ACL | Android-Marketplace | @ Display Certificates Renewal Message

|| Static IP/Host name

[ Auto Smart Port

Cisco (l pr/

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Single Versus Dual SSID Provisioning

» Single SSID

— Start with 802.1X on one SSID

using PEAP

Enter the password for "B’
—
Enter Password

D-Closed”

Username employeel

Password uuuul

Mode

SSID = BYOD-Closed (802.1X)

— End on same SSID with 802.1X
using EAP-TLS

T
_—

r{:}
e

WLAN Profile

SSID = BYOD-Closed
EAP-TLS
Certificate=MyCert

BRKSEC-2044

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

* Dual SSID
— Start with CWA on one SSID

IR

SSID = BYOD-Open
6 (MAB / CWA)

SSID = BYOD-Closed (802.1X)

— End on different SSID with 802.1X
using PEAP or EAP-TLS

WLAN Profile

SSID = BYOD-Closed
=S PEAP or EAP-TLS
(Certificate=MyCert)

. Cisco (l V&/




Client Provisioning Policy

%2 @a

User Supplicant ~ Posture
Define the Client Provisioning Policy to determine what fisers will receive ufon login and user session initiation:
For Agent Configuration: version of agent, agent profilef agent compliancefmodule, and/or agent customnization packale.
For Mative Supplicant Configuration: wizard profile and/dq wizard. Drag and frop rules to change the order.

Client Provisioning Policy

b4

Rule Mame Identity Groups Operafng Systems it Results

Android If  Any and | Android and | AD1:ExternalGroups EQUALS then TLS_Profile
cts.local/Users/employees

Apple_iDevice 1T Any and f Apple 05 Al and | AD1:ExternalGroups EQUALS then TLS_Profile
cts.local/Users/employees

Windows If  Any and f Windows All and | AD1:ExternalGroups EQUALS then MACAgent 4.9.0.51
cts.local/Users/employees And ProfilewWindows

(< M < |

And ComplanceModule

WinsSPWizard 1.0.0.28
And TLS_Profile
MacOs If  Any and | AD1:ExternalGroups EQUALS then MacOs¥Agent
cts.local/Users/ employees 4.9.0.659 And

Macsx 5P Wizard
1.0.0.18 And
TLS_Profile




BYOD Policy in ISE

EAP-TLS AND CERTIFICATE ject Alternative Name EQUALS J\/

Radius: Calling-5tation-1D 4 [ 8 rnalGroups

Jocal/Users/Employees

% e f

Device User AuthC Method Result
Black List Default Blacklist nen Blacklist_Access
Profiled Cisco IP Phones Cisco-IP-Phone hen  Cisco_IP_Phones
FEAF Rule FEAFP nen  SupplicantProvision
Open Rule Wireless_MAB hen  NSP

v

Employee Rule isteredDevices | N/ (Network Access:EapAuthentication EQUALS nen Employee

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 88



http://findicons.com/files/icons/808/on_stage/128/symbol_check.png
http://findicons.com/files/icons/808/on_stage/128/symbol_check.png

P g SRR N\ |\

ISE BYOD Certificate Configuration

SCEP Enroliment Profile and CA Certificate Import

Administration> System > Certificates > SCEP CA Profiles

SCEP Certificate Authority Certificates = SCEP

Edit Profile

SCEP Certificate Authority

* Name | 5CEP |

Description | URL for Simple Certificate Enroliment to CA Server |
URL  http:/[ad.cts.local/certsrv/ mscep I

Certificate Request Agent Certificate | AD-MSCEP-RA

[ Test Connectivity |

Administration> System> Certificates > Certificate Store

The SCEP server certificate and CA and
registration authority (RA) certificates of the

certificate chain for the SCEP server are

automatically retrieved into the Cisco® ISE
trust store.

Certificate Store
5
;f? Edit ~=|'}=Im|:|ort igb Export ¥ Delete Show | Al
1 Friendly Name Issued To Issued By Valid From v Expiration Date Status
[ ] AD CA Server cert cts-ad-ca cts-ad-ca Wed, 14 Mar 2012 Tue, 14 Mar 2017
[ ] SCEP Cert AD-MSCEP-RA cts-ad-ca Wed, 14 Mar 2012 Fri, 14 Mar 2014
(1 ise-byod.cts.local#ise-byod. cts.local# 00001 ise-byod.cts.local ise-byod.cts.local

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 89
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ISE 1.3: Internal Certificate Authority

Simplifying certificate management for BYOD devices

* Managing certificates for BYOD adds significant complexity
and expense when using Microsoft Public Key Infrastructure.
The ISE Certificate Authority is designed to work in concert Subordinate
with your existing PKI to simplify BYOD deployments. Optional

2] Enterprise CA

« Single Management Console — Manage endpoints and their
certs. Delete an endpoint ISE deletes the cert.

« Simplified deployment — Supports stand alone and subordinate

deployments. Removes corporate PKI team from every BYOD
interaction.

*Designed for BYOD and MDM use-cases only, not a general purpose CA

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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- Primary PAN is Root CA for ISE deployment

PKI Hierarchy and Roles

- All PSNs are Subordinate CAs to PAN
PSNs are SCEP Registration Authorities

Enterprise Root

(RAS)
| = . -
(optional) : - ISE PAN may be Subordinate to an existing
: Root CA or may be Standalone Root.

Primary ) _ .
ISE CA Promotion of Standby PAN:
Will not have any effect on operation of the

subordinate CAs.

For Standby to become Root CA must
manually install the Private/Public keys from
Primary PAN.

Subordinate CA Subordinate CA Subordinate CA  Subordinate CA
SCEP RA SCEP RA SCEP RA SCEP RA

Cisco (l Vf/
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Native Supplicant Profile

~OporaingSystm| AL

* Connection Type[] Wired

BRKSEC-2044

- — 4> Home P;i i v Wireless
[+ Profiling |@) Posture Client Provisioning TrustSec *35|D| CTS-CORP |
Dictionaries Conditiof — B
= Security| WPA2 Enterprise -
Native Supplicant Profile > New Supplicant Profile]
Results -
( 5) Native Supplicant Profile Allowed F:‘"I"I::'tm?"::'l| TS hd |
@~ e * Certificate Template| CTS-BYOD | d——
| Bz " e
» [ Authentication * Name| NSP-InternalCA
» [ Authorization Native Supplicant Provi
. Profile That Uses Internal
» [ Profiling Description
» [ Posture
" W expamay * Operating System [ ALL 3 |
= * Connection Type[] Wired
PR Wireless
*SSID| CTS-CORP |
Security| WPA2 Enterprise -]
* Allowed Protocol| TLS v]

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Certificate Template(s) T T — :

Common Name (CN)  sUserNames i < N will be auto pupulated with user name

Organizational Unit (OU) | SAMBU :

Certificate Managem-_

= Define Internal or
External CA i

System Certificates

e to issue certificates for EAP Authentication

Common Name (CN)  sUserMNames i

- Set the Key Sizes

Encipolt Cartiicates: Organizational Unit (OU) | SAMBU

- SAN Field OptiOﬂS Trusted Certificates Organization (0) | Cisco

City (L) | RTP
" U U | D OCSP Client Profile I |

State (ST) | NC

«DNS Name Certificate Signing Requests Country (C) [ US
« MAC Address Subject Alternative Name (SAN) £ [p1p <]
- Serial # i [ MAC Address -]
(No Free-Form Input) kel A Seings [user -]

- Set length of validity
External CA Settings Key Size [2048 -]
* SCEP RA Profile [ISE Internal CA v
valid Period | 730 | Day(s) (Valid Range 14 - 730)
Save Reset

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. Allrigh



Revoke Certificates from ISE

)

PR,

ISE is OCSP
validation— no CRL Lists!

Responder for cert

- Automatically Revoked when an Endpoint is marked as “Lost”

- Certificates may be Manually Revoked

| O employeel 8C:7C:92:2F:B8:CD 2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... C=US, ST=State, L=Str... @ Revoked I
—
-4 System L2 Identity Management 248 Identity Mapping B Network Resources |28] web Portal Management 6] Feed Service |6 pxGrid Services
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management . .
_ Endpoint Certificates
Overview Sview ¥ Revoke 1-70f7 Show |25 »| perpage Page El of 1 Show | Quick Filter M | 1
[ Friendly Name Device Unique Id Valid From - Valid To Issued By Issued To Status Cert. Template
System Certificates | | | | [ @ [ @ ‘ | M |
—
Endpoint Certificates l L] employeel B8C:7C:92:2F:B8:CD 2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... C=US, ST=State, L=Str... @ Revoked EAP_Authentication... I
U employeel AB:06:00:C5:9C:1D 2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... CN=employeel Active EAP_Authentication...
Trusted Certificates O employeel BC:7C:92:2F:B8:CD 2014-04-27 2015-04-28 CN=Cisco ISE Endpoint ... C=US, ST=NC, L=RTP, ... @ Revoked EAP_Authentication...
O employeel AC:AA:16:A2:93:0B 2014-04-27 2015-D4-28 CN=Cisco ISE Endpoint ... CN=employeel Active EAP_Authentication...
OCSP Client Profile O employee1 10:BF:48:D0:05:67  2014-04-27 2015-04-28 CN=Cisco ISE Endpoint .. CN=employeel Active EAP_Authentication...
O employee2 4C:AA:16:A2:93:0B 2014-04-27 2015-D4-28 CN=Cisco ISE Endpoint ... ~CN=employee2 Active EAP_Authentication...
Certificate Signing Requests O employeel 8C:7C:02:2F:B8:CD  2014-04-27 2015-04-28 CN=Cisce ISE Endpoint ... C=US, ST=NC, L=RTP, ... Active EAP_Authentication...

Certificate Authority

BRKSEC-2044

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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ISE Integration with 3rd-Party
MDM Vendors | o |

ISE Manageme

Interface

+ MDM device registration via ISE
— Non registered clients redirected to MDM
registration page

* Restricted access

— Non compliant clients will be given restricted
access based on policy

* Endpoint MDM agent
— Compliance
— Device applications check

* Device action from ISE

Device trying to
access network

Device
Status Info

ISE
n n
Device Registration

Check

Provision Applications to
Device (AnyConnect &
Jabber)

IR,

MDM Management
Interface

MDM Platform

— Device stolen -> wipe data on client

CIscCO

| / ~ CITRIX

Mobile\Iron* airwatch’ !_j EELAEE

Version: 5.0 Version: 6.2 .
Version: 7.1

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 96
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Configure ISE Authorisation Policy

Configure ISE Authorisation Policy
Path: Policy > Authorisation (MDM Attributes)

MDM
[ L]
{:: L

L

i

L

MDM Server reachability

MOMServerReachable

DeviceRegisterStatus

DeviceCompliantstatus

Endpoint registration status

le—

DiskEncryptionStatus
PinLockStatus
JailBrokenstatus

Endpoint macro-level compliance status

Manufacturer
Model

IMEI
SerialMumber

OsVersion

PhoneMumber

\

Endpoint micro-level compliance status
(Disk Encryption-, Pinlock-, and Jail broken status)

\

MDM attributes available for policy conditions
(Manufacturer, Model, IMEI, Serial Number,
OS Version, Phone Number)

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 97
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Autharization Compound Condition Details

Sample Authorisation Policy
Combining BYOD + MDM Conditions

Employee

AD1:ExternalGroups EQUALS
cts.locallUsersiemployees

EndPoints:BYODRegistration EQUALS

AND

BYODregistered

Yes
Status  Rule Mame Conditions fidentity groups and other conditions) Permissions
MDM_Reqistered_Compliant | Employee-BYQD Reg] 551D BYOD] Employee SGT_Employee
MOM:DeviceRegisterstatus EQUALS Registered
MDM: DewceCumpImntsmtus EQUALS Compliant
MDM_Mot_Registered Employee-BYOD_Reg S5ID_BYOD MDM_Registration
MDM:DeviceReqisterStatus EQUALS UnReqistered
MDM_Mot_Compliant Employee-BYOD_Req SSID_BYOD MDM_MonCompliance
MDM:DeviceReqisterStatus EQUALS Reqistered
MDM:DeviceCompliantStatus EQUALS MonCompliant
MSP_8021X Employee Metwork Access:EapAuthentication EQUALS Mative_Supplicant_Provisioning
EAP-MSCHAPvZ Radius:Called-Station-ID MATCHES . *(:BYOD-
8021X)%
Employee Metwork Access:UseCase EQUALS Guest Flow Mative_Supplicant_Provisioning
Radius:Called-Station-ID MATCHES .*(:BYOD-Open)$
Default Central_Web_Auth Authorization Compound Condition Details
Mame SSID_BYOD
Conditions

if Employee but not reqgistered with ISE, (Endpoints:
BYODRegistration EQUALS No), then start NSP flow

if Employee and registered with ISE (Endpoints:
BYODRegistration EQUALS Yes), then start MDM flow

Radius:Called-Station D
SSID_BYOD-Open pyune wiTH :BYOD-Open OR

Radius:Called-Station-1D
ENDS_WITH :BYOD-8021X

S5ID_BYOD-8021X




Vo 4 CUNEEAREEE N\ |\ e

MDM Enrollment and Compliance

User Experience Upon MDM URL Redirect

BRKSEC-2044

MDM Enrollment

Enroliment on Mobile device
management (MDM) system is a
requirement for this device on the
network.

Please enroll your device with the
Mobileiron MDM.

After the device is enrolled, your

network access will be
automatically re-evaluated.

Continue ©

Sr
CISCO

MDM:DeviceRegistrationStatus
EQUALS UnRegistered

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

99

MDM Compliance

Mobile Device Management

Your device is not compliant
with Mobilelron Device Management

Explanation:
Passcode Required.

Recommendation:
Set password on device.

Click Continue to attempt to
connect to the network.

Continue ©

vt)rer]n,
CISCO

MDM:DeviceCompliantStatus
EQUALS NonCompliant

Cisco (l pr/
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MDM Flow

= |f MDM Registration Status EQUALS UnRegistered, then Redirect to MDM for Enrollment
= |[f MDM Compliance Status EQUALS NonCompliant, then Redirect to MDM for Compliance

https://ise.company.com:8443/guestportal/gateway?sessionld=0A010A...73691A&action=mdm

& .................... %/‘; DM Compliance Status != Compliant

Redirect to ISE landing page for MDM
enrollment or compliance status

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 100




e Ay’ . L AN VIR 0 AL VR e, NN
MDM Remediation

= CoAallows re-authentication to = MDM Agents downloaded directly from MDM
be processed based on new Server or Internet App Stores
endpoint identity context (MDM = Periodic recheck via API; CoA if not compliant
enrollment/compliance status).

CoA

ISE Policy
Server

ReAuth

.................... MDM Status = Compliant
& O

Remove Redirection and apply access
permissions for compliant endpoints

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 101
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MDM Integration

Remediation

Endpoints

« Administrator / user can issue remote actions
on the device through MDM server (Example: | /&t oradd | Xopelete - @atmpot - & Bxport ~
remote Wiping the dEViCE) Endpoint Profile + MaglFull Wipe

. [ Android ¢ Corporate Wipe
— My Devices Portal e PIN Lock

_ _ L] Android 00:28
— ISE Endpoints Directory O Android 00:23:76:95:86:93

00:-18-A4 0k 71 -4F

]
C1SCO My Devices Portal

Options
Add a New Device To add a device, enter the Device ID and description and click Submit. . Edit
* Reinstate
(Ol oSVien g e Lost?
Edit Reinstate Lost? Delete FullWipe  Corporate Wipe  PIN Lock ° Delete

Select Device ID Description State O FU" Wlpe
00:22:44:11:33:55 My XBOX360 Game Console n ° Corporate W|pe

Apple-1pad My iPad Genl O PI N LOCk




Reportl ng Failure Reason

Mobile Device Management Report

Phone is out of contact;Device administrator is deactivated; Password not set

o = O

8 Authenteatons Reports | [i® Endpoet Protection Service. & Troubleshoor

favorte @ Bpot [ 91

Report Sekector tMobile Device Management
Favorites

ireperaee? Ganeryied ot 12031201
ERET | ..o 1000 anv vsiowiz sisisa v

Loggad At Servar Usemame MAC Address P Address Sesson D E3

§

20 18: drinstrator & deactval

se-rdm 70-60-62-£305-0 105 5.0

> ° @
. ["dp;mm = 203242-20 011927913 somdm 7C.60.82£3.0 05 5.0 [ ] ° () & 23TEUAON 5 A6
Chidit Biooniog 7 seimdm 1C60-62-£30505 0a012c520 105 5.0 (-]
QuiTant Active Sassons wo-mdm 7C-6D-62-£3-0505 0301 2¢S30 05 5.0 . Phone & out of Contact
se-rdm 7C-60-62-£3-0505 0550 -] Phone & cut of contack
Romsliisind 8 sa.mdm BLALFIEFFA Androd 4.0 -] ]
Guast Accountng b 5co 0al12c
Guest Shonoe Sumrmary se-mdm BCALFI8FFAA 0a012¢50 Androd 4.0 Q 4 L 4 S
Endponit Sessin Hstory 19 0049:29.929 o mim Androd 4.0 a ) L4 S
Mobia Davice Maragemsnt 219 00:48:49.153  gamdm Androd 4,0 [} ] L 4 rS
7 e s0 mdm SCELEIBEEAM Androd 4.0 @ © B smw aTesI3 PDA3 * &
RERRRLRIIE } 6 gomdm scalaeAg ° . ) Deice & ok tegeterad wih MOM . L 2 P
se-mim acat "d‘A—H -] Dewe t regitered with MOM L 4 rs
‘Sostite Dt Asseament 00:26:26.935 so.mdm > Bl el @ Device 5 not regetered wih MOM L 4 o,

A J hd
0s Reqistration = MDM Disk Manufacturer Model IMEI Serial Number Phone Number

Status Compliance  Encryption

i0S 5.0 Apple iPad GBO149LVZ3A  PDA 2

i0s 5.0 Apple iPad GBO149LVA3A  PDA 2

i0s 5.0 Apple iPad GBO149LVZ3A  PDA 2

i0s 5.0 Apple iPad GBO149LVA3A  PDA 2

i0S 5.0 Apple iPad GBO149LVZ3A  PDA 2

Android 4.0 samsung GT-P5113 PDA 3
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, i Introductlon gy
| l H : e
T Proflllng fin =

N LT ki

' "'"““ i
! ‘1%3' B " g k! 802.1x & MAB | —-/i.s' o

) " . T e S ———.

APIs and pxGrid

Sharlng context ThrouCsmmmatresrtabiiank

Compliance
Desktop Posture
BYOD & MDM

PxGrid
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Single-Purpose APIs are Great for One Purpose
...Integrating One System to One Other System

haverepaonne! AN (T @@\ |MsRleaon !
TRADITIONAL APIs — One Integratlon at a Time
- Single-purpose function = need for many APIs/dev (and lots of testing)
- Not configurable = too much/little info for interface systems (scale issues)
- Pre-defined data exchange = wait until next release if you need a change
- Polling architecture = can’t scale beyond 1 or 2 system integrations

- Security can be “loose”

| haveidentity & device-type!
| need app inventory & vulnerability...
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Cisco Platform Exchange Grid — pxGrid

Enablingthe Potential of Network-Wide Context Sharing

INFRASTRUCTURE FOR A
ROBUST ECOSYSTEM
Direct, Secured - Single framework — develop once,
Interfaces instead of multiple APIs

: , Customise and secure what
pxGrid ¥ context gets shared and with which
Context platforms
Sharing o ;
Bi-directional — share and consume
context

Single, Scalable

Framework - Enables any pxGrid partner to
] share with any other pxGrid partner

Integrating with Cisco ONE SDN
for broad network control functions
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The Next Wave of Cisco pxGrid Partnerships

Sharing Context with an Even Broader Ecosystem

Cisco [l Vfrl
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pxGrid Components

_ N\

p>_<Grid
Publisher | 5 %\*

Threat
Defense

ASA-CX

) : y
| Controller

Cisco (lVf/
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pxGrid Architecture

Certificai Based Auth Certifi(f Based Auth
( == N [ =
| |
, S
. Grid Publish _
oxGrid Controll < Grid
ubscribe

4

In 1.0 of pxGrid:

 ISE is the only Publisher
« Session Directory is only Topic
 Future versions will allow Pub & Sub

StealthWatch

IDS, Firew alls, /
Threat Defenfe, e
Ciscofl |/ ’

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public




SIEM/Threat Defence Integration

Use Case: ldentity and device aware threat management

Increase confidence around event severity levels in SIEMs and TD consoles; make
events actionable in the network. SIEM/TD share “worst offenders” with ISE for
user/device policy decisions.

SIEM/TD
Platform

Policy: Detectsensitive data

access on mobile devices;
guarantine such users

Data: “Sensitive Data” % rrantines/Remediates
Type: “Mobile Device”

USER : DEVICETYPE: CONN STATUS Cisco((V6/

BRKSEC-2044 © 2015 Cisco and/or its affi s



IP Address & DNS Management

User, Group and Device Based Monitoring & Reporting

Use Case: Simplify IPAM and DNS reporting

Supplement IP and MAC address-based DHCP and DNS monitoring and reporting
with “who, what and where”. This reduces manualreporting or in-house
developmentby IT orgs.

Cisco PAN
Cisco PSN IPAM & DNS

=

User & Device

Control

pxGrid Enabled pxGrid Client

USER : DEVICE TYPE : GROUP

Cisco (l pr/
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Introduction P
— ' B : i = ‘ .H. :'.! o,

Profiling I
= '—::“ - i S N = 4 >\ .
AAA

802.1x & MAB ke
LU ¥ ) fariie ‘

ISE Guest &
Employee WebAuth

9

Compliance
Desktop Posture
BYOD & MDM

- s - i

PxGrid

J
1%

TrustSec




TrustSec Introdyct

-

Cisco (( V&/



|
-

P T

Policy and Segmentation

Design needs to be replicated to multiple locations,
buildings, floors

Aggregation Layer

VLAN Addressing DHCP Scope
Redundancy Static Fltering

@ @

Quarantine [ Suppliers Guest

Cisco (l pr/

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 114



P P CUNEEAREE N\ |\ e R O R,

Software-Defined Segmentation with Cisco
TrustSec/ SGT

Store Data Center
Local @ Database

Servers
POS (&2 @ Backend
. .. . . . @ Py Router Router - @ e

- Simplicity: consistent policy 3 Q O Q @ Q gm) NPl
enforcement on all networks Ma;ggef@ @ @ Private &\ @ % @ @ ==

Services

Branch Office

« Agility: reduce attack surface, - | -.
keep pace with business - @) 'S - PRRcRS, |\ Teaee® o @) ro
FWIPS = _G,)
ceacy o0 8 ®\00 S0 "o~
. eady: secure, comply today Payment PWIPS @ PC
pc@ @ Companies @ @ e =

Cisco (l V&/
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How TrustSec/ SGT is Used Today

B ad)

plication Secure PCIl & PHI
otection Contractor Access Compliance

& 3

Threat Defence Machine-

e GiacalivEl

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Segmentation with Security Group

———————————— ~|
R DC-MTV (SRV1) | i
— - DC-MTV (SAP1 P ti
= ocRTP ((SCMZ)) rsoertj,zrlg " :
= I
: == 4_ ,
Regardless of topology or location, Almamm g - R
policy (Security Group Tag) stays e =oIaCl
- . B Aggregation Layer m
with users, devices, and servers ' — —
I BB supplier Tag
I Guest Tag

@ Guarantine Tag

PO

Guest  Quarantine

Retaininginitial VLAN/Subnet Design

Cisco (l V&/

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 117
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Improving Security..

Strategiesto

mitigate TCI

BRKSEC-2044

~““ Department of Defence
[ntelligence and Security

© 2015 Cisco and/or its affiliates. All rightsreserved.

Cisco Public

118

Mitigation Upfront Cost
srtesy Complexity) o
El'rntlnnn:ll Mitigation Strategy o Equipment,
for 2014 ﬂm:.t;rl
(and 2012) _ | |
10 (7) |Network segmentation and segregation into security zones to protect s¢ H|gh Low High
http://mww.asd.gov.au/infosec/top-mitigations/top? Cisco ("/c'l


http://www.asd.gov.au/infosec/top-mitigations/top35mitigations-2014-table.htm

BRKSEC-2044

Remediation

Employees
VLAN 3

Does not require switch port
ACL management

Preferred choice for path
Isolation

Requires VLAN proliferation
and IP refresh

© 2015 Cisco and/or its affiliates. All rightsreserved.

dACL or Named ACL

Employee A——
B Any ._«$>

® ~

IEE" Contractor

Less disruptive to endpoint
(no IP address change
required)

Improved user experience

Increased ACL management

Cisco Public 119

Security Group Access

O
R % &

Security Group Access—SXP,
SGT, SGACL, SGFW

Simplifies ACL management

Uniformly enforces policy
independent of topology

Fine-grained access control




Enforcing Policy Downstream
Classify

Propagstion Enforce
&

Mark Timecard
B, * Gz 28 =R application
— ___!__ server

Credit Card
transaction server

Firewall

Context Telemetry: Enf
nforcement

* Manager
* Windows PC
« Compliant

Cisco ISE

Classify Mark, Propagate, Enforce

» IP Precedenceand DiffServ code points
* « 802.1Q User Priority

« MPLSVPN

 TrustSec

Cisco (l Vfrl

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 120
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How a SGT is Assigned

r
: End User, Endpoint is
| classified with SGT SVl interface is

mapped to SGT

'fEnterprisel\
{ Backbone }

i
: Physical Server is
3 mapped to SGT

\

SRC: 10.1.100.98

Virtual Machine is
3 mapped to SGT

]

: BYOD device is
: classified with
1

Cisco (l pr/
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Classification Summary

Dynamic Classification Static Classification

+ |P Address
* VLANSs
 Subnets
+ L2 Interface
SGT

+ L3 Interface

* Virtual Port Profile

* Layer 2 Port Lookup
Pre-fix learning

[ e e e e e

MAC Auth Bypass

Common Classification for Mobile
Devices

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 122

Common Classification for Servers,

Topology-based policy, etc.
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Static Classification

|OS CLI Example

_1Pto SGI_mapping . ________ L2lE10 SGI mapping. oo
: cts role-based sgt-map A.B.C.D sgt SGT_Value ' I (config-if-cts-manual)#policy static sgt SGT_Value I
~VLANt0 SGT mapping . ~L3IE10 SGT mappiog. .
I cts role-based sgt-map vlan-list VLAN sgt SGT_Value I cts role-based sgt-map interface name sgt SGT_Value
~Subnetto SGT.mapping. - ~L31Dto PortMapping. .
:_ cts role-based sgt-map A.B.C.D/nn sgt SGT_Value :_ (config-if-cts-manual)#policy dynamic identity name

Cisco (l Vfrl

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 123
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SGT to Port Profile

|J-_-T,J W2K8R2-YCENTER.demo.local - ¥Sphere Client

Edit View Inwentory Administration Plug-ins Help

ﬁ E |Q Home b gF] Inventory b Q‘; Mebwor]

8 b & &

= @ WK ERZ-YWCEMTER de
= SAMPE-DM

B [ Mexus1000vS;

[=] = | Mexus100

B Unuse

& uplink.

2 employ

2, Gener.

%ﬂ pri_db

&I pri_C

&I pci_twe

2, Unuse
® 172net

8 172Mebwork

& control

8 management

BRKSEC-2044

—iCreate Metwork Connections

port-profile type vethernet GeneralServers
vmware port-group
switchport access vlan 100
cts sgt 5

Mebwark,

How mary MICs do you want bo connect? |1 vl

Con
Adapker Fos

MIC 13 |17 2Metwork

1 7eMebweark,
corkral
MEnagement
packek
Srvibet - 10,1.100.0
WM Mebwark, 2

supported For various guest operating systems and hosts.

=] |e1000 =]

pnr‘t—pm?ile type vethernet pci_web
viware port-group
switchport access vlan 100
cts sgt 7

port-profile type vethernet pci_db
vmware port-group
cts sgt 8

ICs can be added after the

Adapter choics can affect both networking performance and migration compaktibilty, Consulk
the Wiweare KnowledpeBase for more Information on choosing among the network adapters

Nexus 1000v version 2.1

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 124
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Dynamic Classification Process in Detall S
Supplicant Switch /WLC ISE

| Layer 3
00:00:00:AB:CD:EF j : ~) Layer 2 % y

EAPoL Transaction > < RADIUS Transaction .

A

EAP Transaction

1

1

1

1

:
o 1 .
» Authenticated

1

1

1

1

1

1

! Q ......................... _ . Policy
: T AuthorisedMAC: | )y Authorisation
I © 00:00:00:AB:CD:EF ! 0‘ E_ Authorised
| © SGT =5 5 |
9 ———————— J cisco-av-pair=cts:security-group-tag=0005-01
e DHCP_ ___—ormmem—— - —
ARP Probe R ocice ITEN 3
©,10.1.10.100/24 ¢ 1 " ERUCEXEl  00:00:00:AB:CD:EF =10.1.10.100/24
i [ SRC: 10.1.10.1=SGT 5 } i
I 3560X#show cts role-based sgt-map all details
Make sure that IP Active IP-SGT Bindings Information
DeVICG TI’aCkIng IP Address Security Group Source
IS TURNED ON 10.1.10.1 3:SGA Device INTERNAL
10.1.10.100 5:Employee LOCAL

BRKSEC-2044 © 2015 Cisco and/orits affiliates. All rigrmsTeseTve: TTSCU P UDTC 25



A Systems Approach

« Switch/Controlleris the Enforcement Point

BRKSEC-2044

NACs1#sho uuthentlcutlon sess int fal/@/9
Interface:

172. 26 123 &7
employeel
Authz Success

Domatin:
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-domain

Oper control dir: both
Authorized By: Authentication Server
Vlan Group.

Session timeout:
Idle timeout: MN/A

Common Session ID: ACIA7E3GE0HE0O1OZABBSACC
Acct Session ID: @xBEBBEG1A
Handle: @GxDEBBRE1B

Runnable methods list:
Metho

Mot run
Authc Success

© 2015 Eisco'gnmor itsaffiliates. A \'nghtsreserve"ﬂ. 7o Pubiic 126

dotlx

Clients > Detail

General | AVC Statistics

Client Properties

7cied:62iel!

IPv4 Address 10.1.41.100

IPv6 Address feg0::7e6d:62fF:fee3:d505,
m; PP

User Name

Port Number 1
= [nterface gu
AN 1D a1

CCX Version Not Supported

WW
ST i S TN

<' Radius NAC State RUN
. C 15 Security Group Tag 2

Asn Override ACL Name none

Ann Override ACL
Applied Status

And Override Flex ACL none

And Override Flex ACL
Applied Status

Redirect URL none

Unawailable

Unawailable

IPv4 ACL Name FERMIT_ALL_TRAFFIC

IPv4 ACL Applied Status Yes

IPvE ACL Name none

IPvE I tus  Una
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How Is the SGT Classification Shared?

Propagation

IP Address SGT

10.1.10098 | 50 | _____
M =

L2 Ethernet Frame
SRC: 10.1.100.98

! SRC: 10.1.100.98

IP Address SGT SRC

= Inline Tagging (data plane):
If Device supports SGT in its ASIC

10.1.100.98 | 50 | Local

SXP IP—SGTV Binding Table 7
= SXP (control plane): Shared between devices
that do not have SGT-capable hardware Cisco(lVf/

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 127



4P CUNEEAEEE N\ | g e ]

Inline Tagging

« SGT embedded within Cisco Meta Ethernet Frame
Data (CMD) in Layer 2 frame Destination MAC

Source MAC

« Capable switchesunderstandsand
process SGT at line-rate

802.1Q

« Optional MACsec protection ETHTYPE
* No impactto QoS, IP PAYLOAD
MTU/Fragmentation

« L2 Frame Impact: ~40 bytes
* Recommend L2 MTU~1600 bytes

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 128

Cisco Meta Data

ETHTYPE:0x8909

N Propagation

MACsec Frame
Destination MAC

\ Source MAC
N

AES-GCM 128bit
Encryption

CRC

ETHTYPE:0x88ES

Cisco ((Vf/
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SXP Flow

CTS6K
10.1.32

10.1.10.100 (SGT6)

Cisco ISE

SXP OPEN 5

SXP _UPDATE E

Cisco (‘ V&/
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How Is Policy Enforced with SGACL

1
] . . . .
! Destination Classification |
1 Web_Dir: SGT 20 '
N — - ;== | CRM: SGT 30 !
| End user authenticated i A [, i o 1
! Classified as Employee (5) 1 ! FIB Lookup i A !
A A i_Destination MAC/Port SGT 20 i h [
- v/ ISE
¢ w
Cat3750X Cat6500 Cat6500 Nexus 2248 )
p— -— Web_Dir
Enteligf'se \ DST: 10.1.100.52
ackbone SGT: 20
SRC:10.1.10.220 k—)
.- DST: 10.1.200.100
SGT: 30
WLC5508
Web_Dir
SRC\DST (20) CRM (30)
Employee (5) | SGACL-A SGACL-B
BYOD (7) Deny Deny

ve!
Cisco (l Ve,
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SGACL Policy on ISE for Switches

BRKSEC-2044

Security Group ACLs
* Name

Description

IP Version
* Security Group ACL content

Security Groups ACLs List = DNS_DHCP

| DNS_DHCP |

\

Permit QNS And DHCP Access Only

() IPvd () IPwe () Agnostic

permit udp dst eg 53
permit udp sic eq 68 dst eg 67

Edit Permissions...

Source Security Group  SGT_Employee (2/0002)

Destination Security Group  SGT_Server (5/0005)

Status Enabled =

Description  Emploves Access to

Sexrver Farm

Assigned Security Group ACLs

=
.

Egress Policy (Matrix View)

yf? Edit c[l':'.ﬂ.dd 3 Clear Mapping -
Destination » SGT_Contractor
Source = (4 / 0004)
Enabled

SGT_Contractor

SGACLs: Permit IP

Eé} Configure = @Push
SGT_Employee
(2 /0002)
Enabled

Monitor &[] | Dimension [ 3%5

SGT_Guest
(3 /0003)

B Enabled

N\ i [select an sGACL (V]
|§=|DNS_DHCP O
i [HTTP_ACCESS Q]
[HTTPS_ACCESS Q|

Final Catch AllRule | Deny IP | =

2]

™
4

e

o]

-
i}

e

&

5

) SGT_Server
\ (5 / 0005)
\ Enabled

(4 /0004) SGACLs: Deny IP SGACLs: Deny IP SGACLs: DNS_DHCP, HTTP_ACCESS,
\ Deny IF
Enabled Enabled B Enabled Enabled
SGT_Employee
=0y SGACLs: Deny TP SGACLs: Permit TP SGACLs: Deny TP SGACLs: DNS_DHCP, HTTP_ACCESS,
(2 /0002)
HTTPS_ACCESS, Deny IP
Enabled Enabled B Enabled Enabled
(SBGITJ%LIES)': SGACLs: Deny IP SGACLs: Deny IP SGACLs: Deny TP SGACLs: DNS_DHCP, Deny TP
© 2015 Cisco and/or itsaffiliates. AlTrightsreserved. Cisco Public 132




Security Group Based Access Control for Firewalls

Security Group Firewall (SGFW)

BRKSEC-2044

© 2015 Cisco and/oritsaffiliates. Allrightsreserved.

Cisco Public

133

# Enabled Source Criteria: Destination Criteria: Service Action Hits | Logging| Time
Source I Liser I Security Group Destination | Security Group
= y inside {1 incoming rule)
1 4 @ any @@ any F. ip W Permit | 30 .
= _F outside (9 incomming rules)
1 ﬂ # Permit
llllllllllllllllllllllllllllllllllllllllll M, Management_5GT
z I &P any & CC_Scanner_SaT @@ any & web_Servers e hktp & Deny 0
ree- htkps
3 I &P any 2 Emploves SGT @@ any 3 Emplovee Portal  ree- http o Permit u]
Management_SaT ree- htkps
4 v &P any 2 Unregist_Dey ST @@ any B Emplovee Portal  ree- http & Deny u]
CC_Scanner_S&ET ree- htkps
=1 v &P any B Management_SiET @@ any B Manager_Portal 5 50002 o Permit u]
gk 3359
wek- ki
ree- htkps
Tk solnet
& ¥ @ any Unreqgist_Dewv_SET @@ arvy & Wanager_Portal e ip & Deny 0
Emploves_SET
CiC_Scanner_SGT
7 v @@ any ﬁ Emploves_SET @@ any & Time_Card_Ser... & https o Permit ]
Management_SET
8 I @@ any ﬁ Unreqist_Dey_SGET @@ any & Time_Card_Ser... & https & Deny 0
CiC_Scanner_SGT
S I &P any 3 CC_Scanner SET @@ any 3 CreditCard Ser,.. T https o Permit 0
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Review: SGFW Flow

Business Data
App / Storage

% What was missing in SGFW ? | Classification

Firewall Rules

rewall -
: L Propagation
Enforcement

Any = Suspicious ~ Any Biz Server = Any

Device Type: Apple Mac
User: Susan

AD Group: Employee
Asset Registration: Yes

Policy Mapping = SGT: Employee

Access Switch

Corp Asset
Endpoints

Cisco (l V&/
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Visibility and Control for Remote Access

Production Development

Firewall ===
r B i A Y

Simplified Remote Access
Enterprise

Filtering based on SGT (Tag), not

Network
based on pooled IP addresses allows e
simplified cross connect of access
policy for multiple RAS VPN points

Firewall Policy maintenance (add, edit,
delete) is streamlined for service mﬂ

change Vendor A Device Type B Cisco("/&/

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 135
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Use Case: DC Access Access Control

Traditional Firewall Rules

Policy Source Policy Dest. Svc Act.
Reduced OPEX Object - S Object- D
: : 10.1.1.0/24 Fin Web
->
Admin reduction 24 6 Finance 10.1.2.0/24 Server 172111 Web Permit
People e
10.1.3.0/24
‘e . . 10.1.1.0/24 Devip
Reduced “ACE” Entries Engr 10.1.2.0/24 Server 172.1.1.2 Web Permit
) ) . 1.2
Reduction 60 - 90%. T
SGA Firewall Rules
TOpOIOgy Independent SGT - User SGT - Service Svc Act.
Rules with no IP addresses Ein Web
Finance-Corp-PC Server Web Permit
Contextual Access _ Fin Web
. Finance-IPAD Server Web Deny
User+Device Devln S
. evip Server
User+DeV|ce+Access_type Engr-All-Devices Web Permit
Cisco{l Vfrl
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Use Case: Peer-to-Peer Malware Control

L
o
& Mark and Enforcement
F &
S
Assets

HELELE | DENY PER

Developer mimmmmRENY PER

DENY PER

Malware Blocking ACL

Deny tcp dst eq 445 log; block SMB file
sharing

Deny tcp dst range 137 139 log; block
NetBios Session Service

Permit all

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 138




Use Case: Data Centre Segmentation
~_Protected Assets
e
soServers PERMIT DENY PERMIT |

PERMIT DENY PERMIT |
Servers

AR
DENY PERMIT | PERMIT |
Database

Storage PERMIT | PERMIT | PERMIT | PERMIT |

Enforceﬁnt Clyification

Production
Servers

Development
server

SGT Propagation

Segmentation
No VLANSs

Cisco (l Vfrl
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ISE + Fire + TrustSec

Before During After
SOURCE/ ¢

» Collecting additional telemetry
» Added visibility
» Evaluate Policy

« Containment (Quarantine or
Block all together)

* Apply QoS

« Apply policy routing
Deep inspection

| Toea g Sty — /

Cisco (l ny

* Threat Detection
* Prevention and Mitigation

BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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TrustSec Platform Support

Classification Propagation Enforcement
Catalyst 2960S/C/Plus/X/XR sxe Catalyst 2960-S/-C/-Plus/-X/-XR s O Catalyst 3560-X
Catalyst 3560-E/-C/-X Catalyst 3560-E/-C/, 3750-E —  Catalyst 3750-X
Catalyst 3750-E/-X ) ) il
Catalyst 3850 e S A Catalyst 3850
WLC 5760 gata:ySt 3822 WLC 5760

SXP atalyst 4500E u

Catalyst 4500E (Sup6E/7E) Cat Iy ¢ A500E (7Ep 45)OOX a Catalyst 4500E (7E)
Catalyst 6500E (Sup720/2T) atalys (7E). Catalyst 6500E (2T)

Catalyst 6500E (Sup720) Catalyst 6800

Wireless LAN Controller SXE

2500/5500/WiSM2 Catalyst 6500E(2T) & 6800 Nexus 7000

Nexus 7000 WLC 2500, 5500, WiSM2 Nexus 5500
Nexus: 5300 (20 = \VL.C 5760

Nexus 1000v Nexus 1000v ISR G2, CGR2000

SR Gr CORAO0 Nexus 5500/22xx FEX
’ Nexus 7000/22xx FEX
PEN  ASA5500 (VPN RAS) EDEDETD T8 'SRG2* CGR2000

ASA 5500 & ASA-SM
ASR1000 e
ASA5500 Firewall, ASASM ASAv

vel
* Inline SGT onall ISRG2 except800series: CiSCO (lWI

BRKSEC-2044 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 143

ASR 1000 Router
CSR1000v Router
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SXP: IETF Internet Draft

SXP submitted to IETF and is being implemented by other vendors.
Bayshore Networks announce supportin January 2014.

Network Working Group M. Smith
Internet-Draft R. Kandula
Intended status: Informational Cisco Systems
Expires: July 21, 2014 January 17, 2014

Source-Group Tag eXchange Protocol (SXP)
draft-smith-kandula-sxp-00

Abstract
This document discusses source—-group tag exchange protocol (SXP), a

control protocol to propagate IP address to Source Group Tag (SGT)
binding information across network devices.

Cisco (l V&/
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A Systems Approach to Bundlng an Identlty
Access Control Architecture




Chdsmg the Correct Bundlng Blocks
The “TrustSeC” Portfollo WWW.CISCO.com/go/trustsec

Policy @

Administration Identity Services Engine (ISE)
Policy Decision Identity Access Policy System

Policy (*)—’ A F—=—3

Enforcement Cisco 2960/3560/3700/4500/6500, Nexus 7000
TrustSec Powered switches, Wireless and Routing Infrastructure

CiscoASA, ISR, ASR 1000
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TrustSec Design and How-To Guides

Secure Access Blueprints

=~ Wireless LAN = Profiling with = Server Segmentation
Controllers VMWare Using SGA

= Access = Profiling Desiagn and ISE Deployment Types = Overview of Security
Switches Implementation and Guidelines Group Access

Introduction

= Pre-Deployment = Phased Deployment = WebAuth BYOD - Using Certs EAP-Chaining
Checklist QOverview Deployment Guide to Differentiate Access Deployment

= ISE BaseConfig- =~ Monitor Mode = Lising Guest BYOD - Onboarding, Troubleshooting
BootStrap Services Registering & Failed
= Migrating from Provisioning Authentications
= |D Stores and Monitor Mode = \Working with
Creating AuthC Policies Multiple
= | ow-Impact Mode AD Domains

= Closed Mode

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_ nZone_TrustSec. html
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Cisco Secure Access and TrustSec

Technology Review:
network

| need to allow/deny iPADs in my

network

Network Identity & Enforcement

* Authentication - | need to ensure my endpoints
(802.1x, MAB, Web, NAC) s don’t become a threat vector Posture

» Authorisation -

(VLAN, dACL, SXP or SGT) | need to ensure data integrity & MACsec
« Enforcement — confidentiality for my users Encryptign
(SGACL and Identity Firewall)

| need a scalable way of
authorising users or devices in
the network

Security Group
Access

| need to securely allow personal » BYOD/MDM

devices on the network

How can | set my firewall policies Identity-Based
based on identity instead of IP » Eirewall

addresses?
BRKSEC-2044 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 157



Pl U N |y i & L . R

Summary

Cisco Secure Access + TrustSec is an architecture for enterprise-wide identity access
control built on standards and powered with Cisco intelligence.

ISE is an Identity Policy Server for gathering context about every connected endpoint and
enables centralised policy configuration, context sharing, and visibility with distributed
policy enforcement.

Secure Access with ISE integrates user and device identity, profiling, posture, onboarding,
and MDM with additional endpoint attributes to provide a contextual identity for all
connected devices.

Secure Group Access pushes contextual identity into the network to deliver next
generation policy enforcement across switches, routers, and firewalls.

Cisco offers blueprints to aid in the design and deployment of identity access solutions
based on Secure Access architecture.

Cisco Secure Access can be deployed in phases to ease deployment and increase
success.
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Call to Action

* Visit the Cisco Campus at the W orld of Solutions
to experience the following demos/solutions in action:

* Meet the Engineer, Discuss your project’'s
challenges

 Visit CiscolLive365.com after the event for
updated PDFs, on-demand session videos,
networking, and more!
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Links

« Secure Access, TrustSec, and ISE on Cisco.com
— http://www.cisco.com/go/trustsec
— http://www.cisco.com/gol/ise
— http://www.cisco.com/go/isepartner

* TrustSec and ISE Deployment Guides:

— http://mww.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone
_TrustSec.html

* YouTube: Fundamentals of TrustSec:
— http://mwww.youtube.com/ciscocin#p/c/0/MJJI3N-3lew
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com
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