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Session Abstract

This session covers the building blocks for a policy-based access control
architecture for wired, wireless, and VPN networks using Identity Services Engine
(ISE).

Starting with basic user and device authentication and authorisation using
technologieslike 802.1X, MAB, W eb Authentication, and certificates/PKI, the
session will show you how to expand policy decisionsto include contextual
Information gathered from profiling, posture assessment, location, and external
data stores such as AD and LDAP.

The architecture will be expanded further to address key use cases such as Guest

accessand management, BYOD (device registrationand supplicant provisioning),

MDM policy integration, and 802.1AE (MacSec). Visibility and pervasive policy

enforcementthrough VLANSs, ACLs, and Security Group Access (SGA) will also

be discussed and ISE 1.3 new features will be introduced. ol
Ciscu{for
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Housekeeping

@ Reference slideswill be in the published version only

live!)Visit Cisco Live Online: Ciscol ive com

) ) Questions are welcome! Try our new online Q&A!

' > Please use the microphone if exists

Please put your phone on stun

) Visitthe World of Solutions and Meet the Engineer

Feedback welcome. Please complete online evaluation

BRKSEC-1011 © 2015 Cisco and/or itsaffiliates. All rightsreserved. 4 Cisco Public


http://www.ciscolive365.com/

Agenda

* Introduction & Welcome

« Secure Access Architecture

+ Gaining Visibility
 Authenticating and Authorising
* Visitation Rules

« Keeping the Network Clean

« Connecting not-so-Geeky Geeks
» Securing by Roles in the Network
« Sharing Context

e Summary
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Security Challenges vs Tools

Do You Use the Right Tool?
Visibility

— What is connected to my network
— How do | indentify, classify tomorrow’s devices

Cost Control

— ACL and VLANSs are expensive to maintain and are

highly topology dependent

Easy setup:
— guests, BYOD, Remote Access

Security

— Before: Preventing through segmentation
— During : Identifying anomalous behaviour

— After : Quarantine to remediate

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved.
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Network Configuration
Add AAA Client
e ———
1> Addros 173.16.1.30 —
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Administration Identity Services Engine (ISE)
Policy Decision Identity Access Policy System

AN, ===

g
Policy A— 2 e 5%

e o0

I 1

Enforcement -
orce Cisco 2960/3560/3700/4500/6500, Nexus 7000 CiscoASA. ISR, ASR 1000

TrustSec Powered switches, Wireless and Routing Infrastructure

e ik i kit it r
NAC Agent Web Agent 802.1X Supplicant

No-Cost Persistent and Temporal Clients AnyConnect or
for Posture, and Remediation OS-Embedded Supplicant

Policy

Information
TrustSec Powered

Identity-Based Access s a Feature of the Network
SpanningWired, Wireless, and VPN

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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ISE Policy Architecture

Logging

View Logs/
Reports

External '

=t

View/ Query W=~ Data
Configure Attributes
Policies
Request/Re Logging
sponse
Context
Resource
Access Resource
Request Access

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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What is Secure Access and TrustSec?

* Think of it as “Next-Generation NAC”

« Secure Accessis Cisco’s Architecture for Context-based Identity and Access
Control, including:

— Profiling Technologies

— RADIUS

— |IEEE 802.1X (Dotlx)

— Guest Services

— Device Management

— TrustSec

— MACsec (802.1AE)

— Identity Services Engine (ISE)

Ciscu{fV&{
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Cisco ldentity Services Engine (ISE)

All-in-One Enterprise Policy Control

Security Policy Attributes
Business-Relevant

- Policies

|dentity
Context

o .
»‘_"i" ¥
J ! s
, Nimn!
| ] {3
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Virtual machine client, IP. device, guest, employee, and remote user

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 11
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Profiling

* What ISE Profilingis:

— Dynamic classification of every device that connects to network using the infrastructure.

— Provides the context of “What” is connected independent of user |dent|ty for use in access policy
decisions

PCs Non-PCs
;\:‘\i\ UPS Phone Printer AP
= L
Tp o 4@
— oy —
[~ ) ﬁ&l g

= What Profilingis NOT:

— An authentication mechanism.
— An exact science for device classification. . {
Ciscoll Vfr{
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Profiling Technology

Visibility Into What Is On the Network

BRKSEC-1011

Profiler Activity
e 2 = 30 SIU?TDtaI 175 -llllll.ll-l.lllll-----l | |||
Cisco IP Phone 7960 |3 3 0.05 861.] bast2d Hours best B0 Minutes
) Distribution Buy:
nepevies : : e T @ endgoint pro... [ U1
Cisco-Device 2 2 0.f Endpoints -
Cisco IP Phone 7975 |2 2 0. fedt Joadd  ¥Delete v  @ulmport v @vExport v  [EEMDM Actions Show |
Apple-iPhone 1 1 0. Endpoint Profile a  MAC Address IP Address Portal User Device Reqistration Status = BYOD Reqistrg |
cig | | | | | {1 | | |
O Android-Samsung D0:22:BE:0D:77:94 10.1.40.101 NotRegistered Unknown
O Android-5amsung CC:3A:61:DE:D6:33 10.1.41.103 MNotRegistered Unknown
CELIRTHEGS = 1' O Android-Samsung F8:F1:B6:6A:CD:33 10.1.41.105 MNotRegistered Unknown
[Cisco IP Phone 7975 =2}~ O Android-samsung BO:DD:OC:EZ:3C:60 10.1.41.101 NotRegistered Unknown
O Android-Samsung-Galaxy-Tablet ~ BC:B1:F3:BF:FA:44  10.1.40.102 NotRegistered No
[ Apple-Device 7C:D1:C3:00:BAIGC  10.1.41.104 NotRegistered Unknown
|Ci5co P Phone 7960 = 3| [0 Apple-Device 00:26:08:DF:6D:83 10.1.41.103 NotRegistered Unknown
O Apple-Pad 04:54:53:21:3C:DE 10.1.41.101 MNotRegistered Unknown
O Apple-Pad 7C:6D:62:E3:D5:05 10.1.40.100 employeel @cts.local Pending Yes
O apple-Phone 34:C0:59:E8:D3:4F 10.1.41.100 NotRegistered Unknown
[0 Apple-Phane 24:A2:E1:AA:ED:65 192.168.0.116 MNotRegistered Unknown
O apple-Phone 8C:58:77:B8:F8:DF 10.1.41.103 MotRegistered Unknown
[0 Apple-Phane 90:27:E4:C3:D0:66 10.1.41.101 MNotRegistered No
O Apple-Phone 68:9C:70:C1:6C:F7 10.1.41.104 MNotRegistered Unknown
[0 Asix-Device 00:0E:C6:89:23:C4 MNotRegistered Mo L 3
[ Ccisco-AP-Aironet-1140 C4:71:FE:34:19:7A 10.1.10.100 MNotRegistered Mo

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Profiling Non-User Devices

Dynamic Population of MAB Database Based on Device Type

* How do | discover non-user devices?
» Can | determine what they are?

* Can | control their access? Printers = Printer

VLAN
Cameras = Video
VLAN

| - ‘ —
T —*F Management
Access Switch (g)

Management_Only
dACL 2

,S Cisco {f Ve r{
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Profiling User Devices

Differentiated Access Based on Device Type

Kathy + Corp Laptop
= Full Access to
Marketing VLAN

* How can | restrict access to my
network?

+ Can | manage the risk of using
personal PCs, tablets, smart- Named ACL = Internet_Only

devices? /

VLAN = Marketing

Cor
&//E WLAN
Controller
Guest

Kathy + Personal

Tablet / Smartphone

= Limited Access
(Internet Only)

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 19
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Profiling Technology

How Do We Classify a Device?

-
* Profilinguses signatures (similarto IPS) e ollonH oS 0O:a2:50:6b:41163
dhcplease-time 691200
MNetworkDeviceName atw-wic 1
dhcp-max-message-size 1500
e ) Apple dhcp-message-type DHCPACK
AL h dhcp-parameter-request-list 1,3,6, 15, 119, 252
S MW
User-Agent Mozilla/s.0 (iPad; U; CPU OS5 4_3_2 like Mac OS X, en-us) AppleWebKit/533.17.£
 Probes are usedto collectendpoint oo T — !
data DHCP HTTP SNMP Query * MAC Address  B8:C7:5D:D4:95:32
* Policy Assignment |Apple-iPad E]|
RADIUS SNMP Trap DHCPSPAN Static Assignment [
* Identity Group Assignment |Apple-iPad E]| f
DNS NMAP NetFlow ‘-Wemu Assignment [ 1
-, T T P L

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Profiling Policy Overview

Profile Policies Use a Combination of Conditionsto Identify Devices

BRKSEC-1011

¥ |4, Apple-Device

Ii':d Apple-MacBoo
Ii':.d Apple-Device

4 Ifd Avaya-Device
Ii':d BlackBerry
» EA Brother-Device
4 |~’_‘¢A Canon-Device
Ii:d CareFusion-Alaris-Pump
4 I’_‘CA Cisco-Device
r |a_“:d DLink-Device

Ll o =

Profile Library

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Ii':d .ﬁ.pple—iF'ad%
Ii':d Apple-Phaone [
EA Apple-Pod }

Is the MAC Address
from Apple

:

DHCP:host-name
CONTAINS iPad

IP:User-Agent
CONTAINS iPad

|

| am fairly certain Assign this MAC
this device is an Address to the
iPad “iPad” Policy

Cisco Public 21
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How Is Profile Library Kept Current With Latest Devices?

/i Home Operations| ¥

L Dynam IC Feed SerVice ofs System £ Identity Management [ Metwork Resources  [2%) Web Poi

Prafiler
Feed Service
Identity Content upload Profiler Feed Service Configuration
Services ow‘_’
Engine ‘foacf [¥] Enable Profier Feed Service
/ Partners
5&’9 Da,
ta HH MM
“ Feed Server Feed Service Scheduler
\ - Automatically check updates at UTC every day i
Cisco rTEErET—
Other | Update Now |
applications

Administrator Notification Options

Motify administrator when download occurs

Administrator email address | admin@cts.local

— Live Update Service for New Profiles and OUI FileS st mformation and opions

Latest applied feed occured on:

— Cisco and Cisco Partners contribute to service Undo Latest
— Opt In Model: New profiles automatically e S o
downloaded from Cisco.com and applied to live B vt subacrber information © Goco
System. Administrator first name | Craig | Administra

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 22 drgstrator el | chyps@di Admj
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Authentication, Authorisation, and Accounting
“Who” is Connecting, Access Rights Assigned, and Logglng




Vo 4 CUNEEAREEE N\ |\ e

Authentication and Authorisation
W hat's the Difference?

—
802.1X / MAB / WebAuth
L] L’_:" - _ =

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 28

Who/what the
endpoint is.

+ context

What the
endpoint has
access to.

Cisco {f V2. r{



Separation of Authentication and Authorisation

o Identity Services Engine

b=k [,

Standard

Status  Rule Name

Wireless Black List Defa
ult

RADIUS Probe

Dormain_Computer

Game Consoles - Regist
ered

e Game_Console-Wireless

{> Home Operations| ¥  Policy| v  Administration | v Setup Assisty
|+ Policy Sets |4 Profiling |®, Posture |&) Client Provisioning |2 Security Group Access & Policy Elements
Policy Sets .
= - — Define the Policy Sets by configuring rules ba P0||Cy Set on the left hand side to change the order.
[ Search policy names & descriptions. yel ] Status Name Condition Conditions
ger Gyw | dh ok | X Wireless Wirelass Edit
[] Summary of Policies v Authentication Polic
= ' ¥y
A list of all your policies th en tl Cat 1on
[@ Global Exceptions MAB : If Wireless_MAB Alow Protocols : HostLookup and Edit |
Rules across entire deployment . .
Radius:Called-Station-ID ENDS WITH :

Wired MACWLWWA If wa use  Internal Endpoints

Wireless I Default use AD_Internal_Endpoints
MEN Dotl1X o If Wireless_802.1X Allow Protocols : Default Network Access and Edit |

Default Default use AD_Internal_Users

Default Policy Set
Save Order acat Order £ Default Rule (If no Allow Protocols : Default Network Access and [="1
Save Order Reset Order tch) nternal Users

matc
——
¥ Authorization Policy A\ Orisation Identity Source | example.com
» Exceptions (0) Dptinns

Conditions (identity groups and other conditions)

Blacklist

Network Access:NetworkDeviceName

If authentication failed| Reject

If user not found | Continue

If process failed m ﬂ

EQUALS ace4710 Radius:User-Name
STARTS_WITH radtest

AD1:ExternalGroups EQUALS cts.local/Users
/Domain Computers

EndPoints:EndPointPolicy EQUALS
Game-Console-Registered Radius:Called-
Station-ID ENDS_WITH :gaming

EndPoints:EndPointPolicy EQUALS

AD_Login o

Default from
ISE 1.3

Game_Console .

Game_Console

BRKSEC-1011

© 2015 Cisco and/orits affiliates.

>
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Authentication Rules
Choosingthe Right ID Store

RADIUS EAP Types Identity Source
Attributes EAP-FAST Internal/Certificate
Service type EAP-TLS Active Directory

NAS IP PEAP LDAPV3

Username EAP-MD5 RADIUS

SSID ... Host lookup ... Identity Sequence

—

v [ Dot1x 3 &5 | ‘allow protocois mmm;mm[kmm Default

If authentication failed | Reject I

If user not found | Reject
If process failed | Drop -

: E

BRKSEC-1011

Authentication
Options

Cisco {f V2. r{
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Authorisation Rules

Return standard IETF
RADIUS / 3"-Party Vendor
Specific Attributes (VSAS):

* ACLs (Filter-1D)

* VLANSs
(Tunnel-Private-Group-ID)

» Session-Timeout
* IP (Framed-IP-Address)

* Vendor-Specific including
Cisco, Aruba, Juniper, etc.

Permissions
then  Csco_IP_Phones

conex Ciscu{f V’&{

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 31

Status Rule Mame Conditions (identity groups and other conditions)

Profiled Cisco IP Phones ©  Cisco-IP-Phone
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Authorisation Conditions

External
Identity
Groups

RADIUS
&
Session
Attributes

Posture
State

Status Rule Mame
Profiled Cisco IP Phones

I Cisco-IP-Phone

BRRSEC-IULL

Conditions (identity groups and ather conditions)

© ZU15 CISCo ana/or s arnares. AITTgNISTESETVET. CISCO PUDIIC 32

AuthZ
Condition

Directory
Attributes

Profiled
Groups

Permissions

then  Csco_IP_Phones
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Detailed Visibility into Passed/Failed Attempts

ﬂ Home

Operations | v

Policy | v administration | v

Authentications

7 Reports ié Endpoint Protection Service

Misconfigured Supplicants ¢

4

m Show Live Sessions 5;!':‘} Add or Remove Calumns ¥ <§> Refresh

Misconfigured Network Devices @

10

"4 Troubleshoot

RADILS Draps &
226

Client Stopped Responding
1488 =~z

Setup Assist)

Repeat Counter @

5848 a +24

Refresh‘ Every 1 minute

v‘ ShDW| Latest 20 records

v| within| Last 24 hour

2012-12-13 19:47:05 506

2012-12-13 19:47:05.608

Steps

11001 Received RADIUS Access-Reguest
11017 RADIUS created a new session
15049 Evaluating Policy Graup

24408 User authentication aga
the wrong password

inst Active Directory failed since user has entered

Time ¥ Status  Details E
2013-06-07 07:50:13.044 - @ bl | Authentication Details
2013-06-07 07:58:50.041 hi
2013-06-07 07:58:39.538 # EEITXED VST
2013-06-07 07:58:30.725 hifil_|\RecakadTimsstam
2013-05-07 07:58:16.097 i A
2013-08-07 07:57:57.459 a®h Failure Reason
2013-06-07 07:57:38.785 a hi Username
2013-08-07 07:57:02.260 a 4 User Tyne
2013-06-07 07:57:00.263 a Endpoint Id
2013-05-07 07:55:48.562 a h IP Address
2013-06-07 07:54:01.535 a Identity Store
2013-05-07 07:52:06.514 @ a h Identity Group
2013-06-07 07:52:55.603 [& il | audit sessioni
2013-05-07 07:52:11.771 a « Authertication Method
2013-05-07 07:52:04.683 @ a a R
2013-06-07 07:50:34.861 8 M| sorviceTyme
2013-05-07 07:49:47.439 a Network Device
2013-06-07 07:45:16.965 a h Device Type
2013-05-07 07:42:20.086 a _h
Location
BRKSEC-1011 © 201 G PSS

Tisad

001 Ceechndrag

CiscoAD

ah4623830000586850caalc0
dattx

EAP-FAET (EAP-MECHARYZ)
Framed
WNBL-5c14-00a-homeap
Wireless#nilc

OEAP

171.70.35.131

Glueried PIP
Queried PIP

16048
14048
14004
11807
12500
11008
11001
11018
12101
12100
11008
11001
11018

Matched rule
Exiracted EAP-Response/ldentity

Returned RADIUS Access-Ghallenge
Received RADIUS Access-Request
RADIUS is re-using an existing session

Returned RADIUS Access-Ghallenge
Received RADIUS Access-Request
RADIUS is re-using an existing session

il accepting EAP-FAST as negotiated

142800

Extracted first TLS record: TLS handshake staned

Prepared EAP-Reguest proposing EAP-TLS with challenge

Exiracted EAP-Response/MNAK requesting to use EAP-FAST instead
Prepared EAP-Request proposing EAP-FAST with challenge

Exiracted EAP-Response containing EAP-FAST challenge-response and

eded
eded
eded
eded
eded
eded
edad
eded
eded
eded

eded
eded
nload Failed
eded
edad
eded
eded
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Handling Guests and Employees Without 802.1X

Employeeswith Missing or Misconfigured Supplicants

Employeesand somenon-user devices 802.1X y‘
All other non-user devices MAB Y‘
Guest Users 1 x
X
S x

Username: |Emp|oyee | Usermame: | Guest

Password: |**** I Pasaword: | Kk

BRKSEC-10 . sco Public 41
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Guest Access: Life Cycle Management

Wi - -9

Provision 3 Manage ‘

Create Guest Create Sponsor Notify Guest using Reporton all

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Cisco ISE Guest

All New Guest Admin Experience

Setup a Guest experience in 5 minutes!
Flow Visualiser: see what guests will experience
Customisation Preview: See your customisation real time

All User Facing Pages Customisable

Includes: Guest, Sponsor, My Devices Portals and
receipts via print, email & SMS

Robust WYSIWYG customisation with Themes

Standards based CSS & HTML for Advanced Admins

Out-of-the-box Guest Flows

Configure Guest and Sponsor Access

LEE])Gammmdmem Guest Portals
" required to configure guest access
Choose one of the three pre-defined portal types, which you can

- Guest Portals
ST Configure the portals guests will

Duplicate § Delete

Hotspot Guest Portal (default)
Guasts go not require username and password credentials

@ Used in 2 rules in the Authortzation potcy

Hotspot
Self Service with SMS Notifications & Approvals
Brand-able Sponsor Portal (Mobile and Desktop)

Guest REST API

Create and manage guest accounts
Search, filter and bulk operation support

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

N Self-Registered Guest Portal (default)
k*)mmmm’ﬂ'm Guests are allowed to create their own accounts and
—who can cregie and manage questoccounts @y @ sed n 1 rules i the Autharization polcy
| Sponsor Portals Sponsored Guest Portal (default)

(&' )WNWWMW Sponsors create guest accounts, and guests 3ccess the

" use to create and manage guest accounts
- © Used In 1 rues in the Authorization policy

Cisco {f Ve, r{
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Hotspot

(d) Wel
L) Welcome
Acceptable ”
Use Policy You Mada it
I promise ol
to be good.
Success

HNOCO Sione

Day Ends

44:6D:77:B4:FD:01

Goal: Get them on the Internet
with AUP acceptance no matter
who they are and remember
- them so you don’t get in their
way each time they connect.

Ciscu{fV&{
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Self-Registered Guest Access with SMS

The user
* Provides personal information and phone number
* Receives credentialsvia SMS

* Provides these credentials at the web login page
* Is successfullyloggedin

Self Service Verified Credentials Loggingin Success and Redirect /
Sign-up Cisca[for

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Streamlined Sponsor Portals

. . mﬁcwconmmmm |+
Brandlng Wlth ThemeS! D || @ hupsyfse citycoftee comisponsorportal - -
= B = ’ s
CORPORATE g s

Create account Manage accounts Approve accounts (1)

Streamlined Guest Creation

-

Goest type * Daty 3 Dewice imt. Vot from 9 AM 10 5 PM on wesskdieys

QUIC kly create Slng Ie or Enter guest information for:

multiple accounts W
Last viome Create Accounts /"™,
Emat * Print  Emai SMs

Mobile Sponsors § o

You are free to move about the cabin!
Create and manage guest accounts
from your mobile phone or tablet.

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



P 4 S UFEEERREE N\ |\ S L . R e NN
How Could | Create My Own Portal in Minutes?

https://isepb.cisco.com

- 17 languages

* All portal support
(hotspot, self
registered, BYOD, ...)

A

Ciscu{fV&{
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Components of a Full Guest Lifecycle Solution

. Provisioning: Guest accourD
via sponsor portal
Notify: Guests of account details

by print, email, or SMS

Manage: Sponsor privileges,
guest accounts and policies,
guest portal

)
4+—
—_—

Authenticate/Authorise guest via
a guest portal on ISE

Guests

Report: On all aspects of guest

accounts /

el
Cisco {f Ve,
BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 50
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Posture
Are My Endpoints Compliant?




8

;l_

Cisco {f VG{
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Posture Assessment
* Does the PC Desktop Meet Security Requirements?

» Posture = The state-of-compliance with the company’s security policy.
— Is the system running the current Windows Patches?
— Anti-Virus Installed? Is it Up-to-Date?
— Anti-Spyware Installed? Is it Up-to-Date?
— Is the endpoint running corporate application?
— Is the endpoint running unauthorised application?

» Extends the user/ system Identity to include Posture Status.

Ciscu{fV&{
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ISE Posture Assessment

Authe User | Quarantine l \
AUhC HVLAN Posture Assess . |
Endpoint | 4\~ o 0S Remediate .
SGT Hotfix WSUS Authorise
Unkoowrd AV IAS Launch App | Permit
Non-compliant Personal Scripts Access
FW Etc « dACL
More.... " dVLAN
Posture = EtCéT
Compliant /
BRKSEC-1011 © 2015 Ci d/oritsaffiliates. All right: d Ci Publi 55 Ciscu{tvg,
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|ISE Posture Assessment Checks

—
@Uv| . <« Local Disk (C:) » Windows » System32 » <_ FHles Eemﬂ:ﬁ' System32
1 Organize - Include in library = Share with - Mew folder = + [
» MicrosoftUpdates .
. > Y¥ Favorites Mame Date modified Type Size
— Service Packs ——— _ —
HOtfiXES > (g Life ervices | 9535 Mame Description Status Startup Type Log On As
Lo ActiveX Installer (.. Provides Us... Manual Local System
- OS/Browser versions ‘1'5;(:0 L Adaptive Brightness Monitors a... Manual Local Service
‘i | Syst
- "8 Windows Task Manager : -IEI |j yStem
u AntIVIFUS . 1 ‘F'l Opti Vi BH | | Service
— Installation/Signatures g e ¥ | ystem
> 1 Processes gar'uices | Performance | Networking IUsers | | Service
. s () | Systemn
= Antis are
pyW - Image I'Jame User Mame CPU Memory (... Description : ?gt_em
1 H envice
- lnSta"atlon/SIQnatureS i ClamTray.exe employ... Qo 14,376 K ClamWin Antivirus | System
. CSrSs.exe Qg 2,160 K P
]
Flle data dwm,exe 5 -
1 explorer.exe| fije View Favorites Hel
u P
Services jusched.exe | = .
|_ . / S 4 8 Computer Name 1] Type Data
= Applications/Processes | > HKEY_CLASSES ROOT ab)(Defaul)  REGSZ  (value not set
PP 25::’“'“& .| HKEY_CURRENT_USER ( ) - ( )
. skmgr.exe :
[ ] Re |St ke S o HEEY_LOCAL_ MACHIME
g I’-y y WMwareTray, .. || HKEY_USERS
VMwarelsery| || HKEY_CURRENT_CONFIG
BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Fumm 'u'pnmé%xe




Once postured compliant, user may disconnect/
Posture Lease reconnect multiple times before re-posture

From ISE 1.3

e ise | admin | Logout | Feedback
: B 7"‘ 7> Home Operations| ¥  Policy| ¥  GuestAccess' ¥  Administration | ¥
I3 Identity Management il Network Resources |2, Device Portal Management &5 pxGrid Services |3 Feed
44§ pxGrid Identity Mapping
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access
Settings Posture General Settings
Remediation Tlmer[4 ] Minutes
‘= Client Provisioning ‘
: g : 4 Network Transition Delay[ 3 ] Seconds ¢
= Endpoint Protection Service :
= Default Posture Status | Compliant v|
=S i [[] Automatically Close Login Success
55 Alarm Settings OgnAﬂ:erl 0 ] Seconds
v [ Posture
Posture Lease o
. Perform posture assessment every time a user connects to the network

(®) Perform posture assessment every| 7 Days i

Valid range 1 to 365 days.

sresINote = This configuration applies only to AnvConnect Acent and not to NAC Aaent and Web Aaen

Cisco {f V2. r{
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« Sharing Context

* Summary
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Onboarding Personal Devices

Registration, Certificate and Supplicant Provisioning

.( Certificate

g

Provisioning}l,i
ﬂ/lyDevices
' Portal

Device |
Onboarding },

Self-
Service

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 60

Provisions device Certificates.
— Based on Employee-ID & Device-ID.

Provisions Native Supplicants:

— Windows: XP, Vista, 7 & 8

— Mac: OS X 10.6,10.7 & 10.8

- 10S:4,5,6&7

— Android — 2.2 and above

— 802.1X + EAP-TLS, PEAP & EAP-FAST

Employee Self-Service Portal
— LostDevices are Blacklisted
— Self-Service Model reduces IT burden

Single and Dual SSID onboarding. {
Ciscu{W’&




T A’ o 0 L AR VRS
BYOD Policy in ISE

O &

==

Device User AuthC Method

+

Result

Registered?
Cert SAN value = MAC?

AD Employee?

Employee Access

Black List Default

Profiled Cisco IP Phones

PEAP Rule

Open Rule

Employee Rule

Blacklist

Auth Method = Cert?

Cisco-IP-Phone

PEAP

Wireless_MAB

v

isteredDevices | N/ (Network Access:EapAuthentication EQUALS

EAP-TLS AMD CERTIFICATE
Radius: Calling-5tation-1D 4 [

ject Alternative Name EQUALS J\/
rnalGroups

Jocal/Users/Employees

m

5]

m

1)

Blacklist_Access

Cisco_IP_Phones

SupplicantProvision

NSP

m

Employee

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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ISE Authorisation Policy Definition

b

User Device Type

I \

Authorization Policy At A Glance
First Matched Rule Applies

Status Rule Mame | |dentity Groups Permissions

| Other Condition

Enabled Profiled Cisco IP Phanes  [Cisco-IP-Phone \l/ Cisco_IP_Phaones

Enabled Employee Ay BB s Slaies PermitAccess
demao.localfUsersiemployees

Enabled Guest Guest

Enabled Default Any / k Web_Auth )

Enforcement Policy

e Permissions = Authorisations

- Defines the access control policy and other . (fl/é’{
_attributes to be applied to the auth session. Cisco ’

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved.
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ISE Integration with 3rd-Party
| - |

MDM Vendors

MDM device registration via ISE

— Non registered clients redirected to MDM
registration page

Restricted access

— Non compliant clients will be given restricted
access based on policy

Endpoint MDM agent
— Compliance
— Device applications check

Device action from ISE
— Device stolen -> wipe data on client

ISE
Interface

ISE
l.’innagnmz-n(\-
priface @

Device trying 1o
access network

5B

RN

MDM Management
Interface

Device
Status Info

@ MDM Piatform

Provision Applications 1o
Device (AnyConnect &
Jabber)

st iet]
CISCO

Meraki

|

" - _ CITRIX
Mobile\lIron® airwatch”™ 73 . fre:
Version: 5.0 Version: 6.2 -~
Version: 7.1
BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 63

MaaS360°

by Fiberlink

SYBASE

Version: 2.3

e,
CISCO
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MDM Compliance Checking MDM

- Compliance and Attribute Retrieval via API D
liance based on: . '
¢ Com lance basea on. & DeviceRegisterStatus
— General Compliant or ! Compliant status § Macro level \
OR

DiskEncryptionstatus

[ ]

— Disk encryption enabled | Micro level PinLockStatus

JailBrokenStatus

— Pin lock enabled
— Jail broken status

- MDM attributes available for policy conditions

Manufacturer

Model

IMEI
» “Passive Reassessment”: Bulk recheck againstthe

MDM server using configurable timer.

serialumber

C=sVersion

E E E B B EjppjE m=

— If result of periodic recheck shows that a connected device is no
longer compliant, ISE sends a CoA to terminate session.

PhoneMumber

Ciscu{fV&{
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MDM Integration Example with Meraki EMM

App management

Edit Scope Delete Push Search... 2 apps
External MOM Server Lt > marakd | # OS5 Hame ¥ Smp.
M i
DM Server detalls _ 1 i0S Meraki Systems Manager All devices
" Mame | merskd

* Hosbrams of IP Address | mD0. ekl onm

= pot | 443 '3. AnyConnect IG5+
Instance Mame: |
* Lser Mame | 1P |

* Password | | oS

Descrption Windows  Antivirus running
| + Antispyware installed

* Polling Interval [ 5 | tmimtes) &

— Mobile devices ~ Passcode lock

~ Device is not compromised @

oLl

ol | I I I o ' ' Systems Manager
= ‘asco Meraki

MAMNAGED APPS

ah AnyConnect

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 65



Autharization Compound Condition Details

Sample Authorisation Policy

.. Conditions

Com bl ni ng BYOD + M DM Emol AD1:ExternalGroups EQUALS
mployee cts.locallUsersiemployees

EndPoints:BYODRegistration EQUALS

AND

BYODregistered

Yes
Status  Rule Mame Conditions fidentity groups and other conditions) Permissions
MDM_Reqistered_Compliant | Employee-BYQD Reg] 551D BYOD] Employee SGT_Employee
MOM:DeviceRegisterstatus EQUALS Registered
MDM: DewceCumpImntsmtus EQUALS Compliant
MDM_Mot_Registered Employee-BYOD_Reg S5ID_BYOD MDM_Registration
MDM:DeviceReqisterStatus EQUALS UnReqistered
MDM_Mot_Compliant Employee-BYOD_Req SSID_BYOD MDM_MonCompliance
MDM:DeviceReqisterStatus EQUALS Reqistered
MDM:DeviceCompliantStatus EQUALS MonCompliant
MSP_8021X Employee Metwork Access:EapAuthentication EQUALS Mative_Supplicant_Provisioning
EAP-MSCHAPvZ Radius:Called-Station-ID MATCHES . *(:BYOD-
8021X)%
Employee Metwork Access:UseCase EQUALS Guest Flow Mative_Supplicant_Provisioning
Radius:Called-Station-ID MATCHES .*(:BYOD-Open)$
Default Central_Web_Auth Authorization Compound Condition Details
Mame SSID_BYOD
Conditions

if Employee but not reqgistered with ISE, (Endpoints:
BYODRegistration EQUALS No), then start NSP flow

if Employee and registered with ISE (Endpoints:
BYODRegistration EQUALS Yes), then start MDM flow

Radius:Called-Station D
SSID_BYOD-Open pyune wiTH :BYOD-Open OR

Radius:Called-Station-1D
ENDS_WITH :BYOD-8021X

S5ID_BYOD-8021X




Reporting

Mobile Device Management Report

4 p—
ol W Opmeueni v PRy v ARwaiieee ¢

@ Ameneny cots 9 Dndoonk Putectan Seves § Trebedoot

) Lot v A teon Trvce Aur e gt

lor vt

S
_ P L 2REO0L] LRI A e LIS TR P
» o -

e s oy NES aattt .
Vgt Yonen: sy ‘.“
[P " “‘ ppv—
F—. “ . "
Trw b e 30 oy - “ —
—

Failure Reason

Phone is out of contact;Device administrator is deactivated; Password not set

e
A2 ) Dplarce  Danptos L
° 8 o~
a ° g e
o ° a o/
o ° g e
a ° I
a ] -
a ® © B g = 'O,
a e ¢ B @ *
2 B © @ p - '..
2 © 0 B8 -~ -
4
° Ll IR
o *
4
o » - 2R

Reqistration = MDM Manufacturer Model IMEI Serial Number Phone Number
Status Compliance  Encryption
(<] Apple iPad GBO140LVZ3A  PDA 2
From 01/09/2015 12:00:00.000 AM to 01/09/2015 12:22:01.014 PM Page - Records 1 1o 2 ;é‘;,
Logged At Server  Identity EndpointID IP Session ID Endpoint Registration MDM Disk PIN Rooted Manufactur
Address 0s Status Compliance  Encryption  Lock

2015-01-09 12:12:59.636  jse 8C-3A-E3-72- 1f4ba8c00000001333a5af54 REL @ @ © !
2015-01-09 11:54:39.246  jep 8C-3A-E3-72- 1f4b28c00000001333a5af54 REL @ @ © Gt
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« Secure Access Architecture

« Gaining Visibility
 Authenticating and Authorising
 Visitation Rules

* Keeping the Network Clean
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* Summary

1 /
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TrustSec Authorisation and Enforcement

dACL or Named ACL

Employee s
P Ay @ @

|. Contractor

Less disruptive to endpoint
(no IP address change
required)

Improved user experience

Increased ACL management

emediation

Employees
VLAN 3

Does not require switch port
ACL management

Preferred choice for path
isolation

Requires VLAN proliferation
and IP refresh

Security Group Access

@
(S
w - @, o,
[]

=

Security Group Access—SXP,
SGT, SGACL, SGFW

Simplifies ACL management

Uniformly enforces policy
independent of topology

Fine-grained access control
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What is TrustSec? Centrally controlled by ISE

’—-«

» Software-defined segmentation technology supported in Z
over 20 Cisco product families (ﬁ:ﬂ\\\s

§  Development
/ San

Earvars

« PCI DSS validated e, I o

Employes
Ie] (Reghuterad BYO

* Next-Generation Access Control Enforcement

— Removes concern of TCAM space for detailed Ingress ACLs
— Removes concern of ACE explosion on DC Firewalls

« Assigna TAG at login - Enforce that tag in the Campus
/ Branch/ Data centre / Firewall

 Allowsyou to:
— Segment network using logical security groups .
. Campus/DC Firewalls Routers
— Control access to assets based on security groups Switches
— Scale security enforcement Cism{;w,/

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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TrustSec Concept

i"’,
Dﬂ'ﬂ

Dlrectory
Users, Devices )Enforcem

EHE Fin Servers
HHH HR Servers

-———»

-
-~
LT —-—
-

SGT Propagation

= Classification of systems/users based on context (userrole, device, location,
access method)

= A Security Group Tag (SGT) is assigned based on context

= SGT used by firewalls, routers and switches to make intelligent blocking decisions

Ciscu{fV&{
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SGT Assignments

fem————————————————— -
o I
: End User, Endpoint is : (m————————————— . mmm————————————
| classified with SGT i | SViinterfaceis | | Physical Serveris 1 'i
': """""""""" L _mapped to SGT i 1 mapped to SGT [
Pt e 1
1 P .
Campus Access Distribution Cofe DC Core EOR DC Access
- Enterprise
| Backbone |
o A
== SRC: 10.1.100.98
i
Hypervisor SW w'
]
WLC FW /
g  nmeeeeeeee———— - 1
L/ o L =
s A : Virtual Machine is :
| BYOD deviceis | =7 I mapped to SGT |
| classified with :
| sGr I
{’ /
ciscollVZ,
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How Is Policy Enforced with SGACL

1

i Destination Classification |

1 Web_Dir: SGT 20 '

R — . -- | CRM: SGT 30 '
T e e e ——————————————— Sty gy ety

| Classified as Employee (5)

. 1 r
i
1 End user authenticated : : FB Lookup :
| | Destination MAC/Port SGT 20 i
ISE

Cat3750X Cat6500 Cat6500 Nexus 2248

Web_Dir
. E”telig”se - DST: 10.1.100.52
\ ackobone 3
SRC:10.1.10.220 - _ SGT: 20
SRC: 10.1.10.220 ~ DST:10.1.100.52 CRM
.- DST: 10.1.200.100
SGT: 30
WLC5508
Web_Dir
SRC\DST (20) CRM (30)
Employee (5) | SGACL-A SGACL-B
BYOD (7) Deny Deny

el
Cisco {f Ve,
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Security Group Based Access Control for Firewalls

 Security Group Firewall (SGFW)

# Enabled Source Criteria: Destination Criteria: Service Action Hits |Logging] Tme
Source | Lisar | Security Group Destination | Security Group
= _F inside {1 incoming rule)
§ 1 v @ any @@ arvy IF - i o Permit | G4 ..
EI _y' outside (9 incoming rules)
. o ES an*;.-' .............................. % Linraaiet Dev SGT T pa—
i y ;'. Ernplo
‘ ;'. Management_SGT
z v @ any & CC_Scanner_saT @@ arvy & web_servers ek hktp & Deny 0
ree- htkps
3 v @ any Emploves_SaET @@ arvy 3 Employes_Portal  mee- htkp ' Permit il
ﬁ Management_SGT ree- htkps
4 v @ any Unreqgist_Dewv_SET @@ arvy & Employee_Portal e http & Deny 0
ﬁ CiC_Scanner_SGT ree- htkps
5 v @ any 3 Management_SGT @@ arvy 3 Manager_Portal  §§f: 50002 ' Permit il
TCR- 3359
Source Tags —rrin
rek- https
rek- sqinet
5] v P any Unregist_Dey SiET @@ any B Manager Portal 1k ip & Deny u]
Emplovee_SGT
CC_Scanner_SaT
7 v @ any % Employes_SGT @@ any & Time_Card_Ser... &k https ' Permit 0
Management_5GT
g v @ any % nreqgist_Dew_SiET @@ any & Time_Card_Ser... &k https & Deny 0
CC_Scanner_SaT
9 v @ any 3 CC_Scanner_SET @@ any B CreditCard_Ser... mee https ' Permit 0

BRKSEC-1011

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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« Keeping the Network Clean
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APIs and pxGrid
Sharing Context Throughout the Network
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ISE APIs

 What Are They? WhyDo | Care?

« ISE 1.0/1.1 provides the REpresentational State Transfer (REST) API
framework that allows information to be sent/ received via XML using HTTP/S.

REST API allows programmatic retrieval of ISE sessionand troubleshooting
informationfrom MnT DB as well as issue CoA for sessionsdirectly from
custom applications.

 ISE 1.2 introduces support for External RESTful Services (ERS) APl and is
based on the HTTP protocoland REST methodology.

ERS allows programmatic CRUD (Create, Read, Update, Delete) operations on
ISE resources including Internal Users, Internal Endpoints and Identity Groups
(User and Endpoint).

Ciscu{fV&{?
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ERS SDK

Software DevelopmentKit to aid deployment.

Resources Dictionary

Get XML

oo B cription
() efs.efsresponse ERS Response
() ers.searchresult Search Result
) ers.updatedfields Updated Fields
) ers.versioninfo Version Info
identity endpoint End Point
identity. endpointzroup EndPoints Identity Group
identityidentityzroup Identity Group
() identityinternaluser Internal User
() sgasgt Security Groups
() testtestresource Test Resource

API Dictionary

Get Request Example
0 Action

Get version

Get by Id

List

Delete

(=) Create

Update

Get version

Get by Id

Get all

Delete

Create

Update

Get version

Get by Id

Test Resource

Current version
10

https://<Primary PAN>:9060/ers/sdk

Framework object
v
v
v
v
Method Request Content
GET N/A
GET N/A
GET N/A
DELETE N/A
POST ERSEndPoint
PUT ERSEndPoint
GET N/A
GET N/A
GET N/A
DELETE N/A
POST ISETestResource
PUT ISETestResource
GET N/A
GET N/A

Response Content TRI -
VersionInfo hittps://10.1.100.2/ers/config/endpoint ‘versioninfo b
ERSEndPoint hittps://10.1.100. 2/ers/confiz/endpoint/{id}

SearchResult hittps://10.1.100.2/ers/confiz/endpoint =
N/A hittps:/10.1.100.2/ers/config/endpoint/{id} 1
N/A hittps://10.1.100.2/ers/confiz/endpoint

UpdatedFieldsList hittps2//10.1.100 2/ ers/config/endpoint/{id} —
Versionlnfo https:/10.1.100.2/ers/config/testresource/ versioninfo
ISETestResource https:/10.1.100 2/ers/config/testresource/ {id}

SearchResult hittps//10.1.100 2/ers/confiz/testresource

N/A hittps://10.1.100 2ers/confiz /testresource/ {id}

N/A hittps//10.1.100 2/ers/confiz/testresource

UpdatedFieldsList hittps:/10.1.100 2/ers/confiz /testresource/ {id}

VersionInfo hittps:/10.1.100.2/ers/confizg/endpointzroup/versioninfo
EndPointGroup hittps:/10.1.100 2/ers/confiz/endpointzroup/ {id} 7

79



How pxGrid Works
Authorise = Publish-> Discover - Subscribe - Query

| have location! | have application info!
| need app & identity... Continuous Flow | | need location & device-type
Directed Query

| have identity & device!
| need geo-location & MDM...

| have sec events!
| needidentity & device...

| have MDM info! N

| need location...
80
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pxGrid

* Access-Controlled Interface to ISE Context & Network Control

Endpoint
Protection Service,
EPS

Network
Actions via ISE

" R
imx |y || CONTEXT /O )

DATA ~ _Am—y
—&

» Focus is export of ISE session context and enabling remediation actions
from external systems

pxGrid

= Granular context acquisition via queries to publisher/subscriber interfacg /
ciscollVC,
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pxGrid Architecture

Certificate Based Auth

A
( A

Certificate Based Auth ISE 1.3 pxGrid Integrations
+ (Source)Fire + ISE (TD)
( A

- Ping Identity (IAM/SSO)

- Tenable Nessus

Grid (Vulnerability)
' Subscribe - Emulex (Packet Capture)
y \ Grld - Bayshore (loT Policy / DLP)
S _
‘C;@z\rg%rsr PUb“Sh - NetlQ (SIEM & IAM)

+ Splunk (SIEM/TD)

pxGrid Controller >

- Lancope (SIEM/TD)

ISE

Ciscu{fV&{
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Building an Identity-Based Network Architecture
» Ad-Hoc Couplings Versus Systems Approach

Authentication and Authorisation E

G T Sy . A1 e — 1
| - . 7

-t <4 —
e LINIEN

e
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Building an Identity-Based Network Architecture

» Architecture and Building Plan

® Start With a High I Sricksmith  Fie fdn  TYeoks View Mece  Model ‘Mrocwc -
Level Design (HLD) - St % 8600 0 0k
of the big picture, P -

current limitations
and future
requirements

P Y 4 WA MnGlesm

« Test and tune with
testing to develop
the “Blueprint” or

Low-Level Design |l
(LLD) with detailed T |
configurations and T
deployment steps.

Ciscu{fV&{
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Building an Identity-Based Network Architecture

» Architecture and Building Plan

Make sure you
have the right
pieces before
production.

Keep end goal in
mind BUT...

@ Deploy in phases

to minimise
disruptionand
increase adoption
rate.

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 87
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Written to Realise Security Policy

Simple Version
=

User Device Type

I \

Authorization Policy At A Glance
First Matched Rule Applies

Status Rule Mame | |dentity Groups Permissions

| Other Condition

Enabled Profiled Cisco IP Phanes  [Cisco-IP-Phone \l/ Cisco_IP_Phaones

Enabled Employee Ay BB s Slaies PermitAccess
demao.localfUsersiemployees

Enabled Guest Guest

Enabled Default Any / k Web_Auth )

Enforcement Policy

e Permissions = Authorisations

- Defines the access control policy and other . (fl/é’{
_attributes to be applied to the auth session. Cisco ’

BRKSEC-1011 © 2015 Cisco and/or its affiliates. All rightsreserved.
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Written to Realise Security Policy

Advanced Version
(7 (7
L9 O 60

Authorization Policy At A Glance User Device Type Location  posture Time Access Method Custom
First Matched Rule Applies A
 Standard /
 Status Rule Mame Identity Groyps % Other Conditions \ Permissions
B Enabled Profiled Cisco IP Phones i W-Phone Cisco_IP_Phones
Enabled Game_Console Game_Console-Registered Game_Console
demo.local: Bder 3 [Domain
Enabled Domain_Computer Any SubjedNternEﬂJ@_ AD_Login
me MATCHES “(h
Enabled Employee-Wired Any Employee
Enabled  Employee-Wireless Aorkstation Employee_Wireless

Enabled Employee-iPAD Apple-iPad

Android OF Apple-
iPad OF Apple-
iPhone OF Apple-

LMY Morth_America Employee_iPAD

E Enabled Contractor-iPAD osture_Compliant gHD Borth_America Contractor_iPAD

iPod OF BlackBery /T
Enabled  GuestWired Cuest R e ci o FORRL SR cnce Guest
9 ) Posture_Compliant
Enabled  GuestWireless Guest 2 DElCEpEE e ER s A Guest_Wireless
AMD Posture_Compliant
@ Disabled Default-Posture Any CWA_Posture_Remediation
Enabled Default Any Central_Web_Auth

Cisco {f V2. r{
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Call to Action

Visitthe W orld of Solutions for

— Cisco Campus —
» ISE 1.3 Guest and Enterprise Mobility Secure Access Meraki MDM
» Cisco TrustSec
» ISE 1.3 pxGrid with Technology Partners

— Walk in Labs, Technical Solution Clinics

Meet the Engineer
— Gyorgy Acs, Craig Hyps, Aaron Woland, Kevin Regan, Darrin Miller, ANY Cisco SE

Lunchtime Table Topics

DevNet zone related labs and sessions

Recommended Reading: for reading material and further resources for this
session, please visit www.pearson-books.com/CLMilan2015 /
Ciscu{fV&
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Recommended Reading

* For reading material and further resources for this session, please
visit www.pearson-books.com/CLMilan2015

i il
Cisco. cisco

SECURITY

AAA |dentity

Cisco Identity Services
Management Security

Engine for Secure

Unified Access:
BYOD Network Security with ISE

The complete, authoritative guide to implementing,
configuring, and managing AAA with CiscoSecure ACS

Vivek Santuka, CCIE No. 17621

Premdeep Banga, CCIE No. 21713

Brandon J. Carroll, CCIE No. 23837 T Wutont, OG5 0. 20718

demey Hoery: OOK Mo 980 Cisco {f V’f r{
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Links

« Secure Access, TrustSec, and ISE on Cisco.com
— http://www.cisco.com/go/trustsec
— http://www.cisco.com/gol/ise
— http://www.cisco.com/go/isepartner

* TrustSec and ISE Deployment Guides:

— http://mww.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone
_TrustSec.html

* YouTube, ISE : hitps://www.youtube.com/user/CiscolSE

« Fundamentals of TrustSec:
— http://mwww.youtube.com/ciscocin#p/c/0/MJJI3N-3lew

Cisco {f Ve, r{
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Ciscu{fV&{
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