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l0oT(E) is Big — for Industry and Telco / IT

Global New Mobile Connections Forecast
Source: GSMA Intelligence (2015)
2020 800M 45%
12}
700M . b 40% 5
1 =
é 600M [ 35% §
7.3B ,
. phones, tablets & PC’s % J00m %
£ 20% 3
26B
. 200M B
B 10% <
b4 (o]
IOT unlts 001 T O B SO S EZAE;/D o T E
* High proportion of ghost devices; oM 0% 8
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 &

devices that are capable but notactivated

M2M Share M2M Non-M2M
$3098 hardware, software & services @ @ @
$1 . 9T economic value-add Connect People Targeted Connect Things

with Mobility Segmentation to Mobility

Source: Gartner (2014) {r /
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The Connected Industry Revolution

Mining & Minerals Public Safet

Verticals are In Flux

Network-led Transformation

= e

Fleet management & Unplanned event; mobility for
autonomy, telemetry and emergency w orkers
analytics
Automation Manufacturing
Cost-out & Safety y
e L

Telemetry & Analytics .
Increase Efficiency DECT replacement, M2M, Modernise aged comms and
production-line analytics signalling infrastructure

Energy Utilities

Sensors & Security
More IP, Better Access

Rich Communication

Unicast & Broadcast Backhaul netw orks for Smart Command Post & Connected
Meters and netw ork control Battlefield Enablement

BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Long Term Evolution

Latency
Throughput
Range
Mobility
Traffic Management

Standardisation
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4G LTE and Cisco?

We have this ...

3

ASR 5000 Series Self Optimising
Core Mobility Platform Netw ork

Policy Platform & ASR 900 Series

Services Bus UMMT Platform

Cisco Mobility Portfolio

BRKIOT-2601

Which does ...

3G

~ 4G

Mobile
Packet Core
Network

/i’ -Dﬂ:i
[ Co

3G & 4G Core Networks

© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

And used by these ...
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75 Service Providers
in 300 Countries

IR,

To do this ...

Connected Mobile Users
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4G LTE and Cisco?

But with virtualisation ... Which allows this ...

e r——
WRAWTIE

x86 Blade Server

NFV Compute
Application Hardw are
Software Network Functions COTS Compute Usage

BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

Which results in this ...

@,.

Smaller

Ak mp g,

Cheaper

L2
* 9
Simpler

Lower Barriers to Entry

U e e XN

And allows this ...

Exciting Possibilities
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Agenda

LTE as a connectivity platform for [0oT

An introduction, overview and common questions answered

LTE Technology — Is It Fit For Purpose?

- LTE Networks — What's Required?

2
The Finer Points Of Operation
LTE In loT — Making It Happen

z /
BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch




LTE Technology

Is It Fit For Purpose?
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The Long Term Evolution G

A GLOBAL INITIATIVE

2010 2016 2020
) AN
Ite Ite oS
« Multiple standards * Smooth evolution » Wider channels * TBD
- Fragmented evolution * More bandwidth » 1.2 — 3Gbps Throughput * 50Gbps downstream
« Incompatibilities » Always-on broadband * 1mS latency  Ultra-dense networks
» 200 active devices / cell * Proximity Services * Massive machine scale
» Lower cost/bit » Energy Saving
* Low Latency * Named Data Networking

« Traffic engineering

: - Enhanced
Throughput Strict QoS Mobili . All 1P
9np Q v Casting
* Ideal DL 100Mbps » Radiolatency <10mS * Mobility up to 350kmh » Broadcast & Multicast » Any-to-any connectivity
5 bps/Hz » Control latency <50mS * Roaming with 2G / 3G » Enhanced bit rate L3VPN, L2VPN, TE
* Ideal UL 50Mbps » Userlatency <50mS » WiFi offload capability multicast  Standard interfaces
Ideal UL 2.5bps/Hz « Traffic pre-emption

1 /
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loT Requirements

)
Ite

Long Term Evolution

Delay-sensitive control or collaborative applications
Broadband data is the new voice

M2M / 10T

Reduced complexity and backhaul infrastructure

Connectivity

Things move ... sometimes at speed

Beyond Best Effort — guarantees and priority

Critical mass, scale, global & future

’ /
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Latency

Latency Evaluation in Operational Networks

Gl AR VRS SNl 000 R e S NN

800 @ Telemetry (>1mS)
700 B80S, L
600 B
500 B
400 B
320ms
300 -0
210ms
200 40 S e
s ® ITU-T G.114 VoIP (150mS)
ms
100 - I ® Auto haulage, Fuel dispensing (100mS)
® Remote control (50mS)
0 - , , , l - , - - -_,
GPRS EDGE WCDMA HSDPA HSPA LTE  WIiFi  Cable DSL Ethernet Haptic Adaptation Threshold (100ms)
Rel 97 Rel 4 Hotspot (SLA) Hapt!c Perception Threshold (50ms)
Haptic Impact Threshold (25mS)
Sources : Y. Xu, Latency and Bandwidth Analysis of LTE for a Smart Grid. Master Thesis, Royal Institute of Technology, Stockholm, Sweden
Jay, Glencross & Hubbold, Modelling the Effects of Delayed Haptic and Visual Feedback in a Collaborative Virtual Envronment 14
Open Signal, Slashdot, DSL Reports - I lVC/
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco ’
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Throughput

Varies with the amount of bandwidth, distance to cell, cell

loading, device type and indoor vs outdoor

Capacity Dimensioning

Channel Bandwidth (MHz) [ 125| 25 | 5 | 10 | 20 |
-----

Peak User DL Mbps 2x2 MIMO
Peak User DL Mbps 4x4 MIMO 18 36 72 144 288

300Mbps

Throughput = Min(network capability, device capability)

42Mbps . .
40kbps ~ 384kbps  14Mbps Device Categories
[ ]

GPRS WCDMA HSPA  HSPA* LTE  LTEA -----

1998 2002 2005 2009 2010 2016 Peak DL (Mbps)

Peak UL (Mbps) 5 25 50 50 75

»r
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Range

Cell range is limited by transmit pow er
Transmit power, frequency, terrain,
>>>> >> > ) ) DR height & antenna gain define range

................................... u((((((((((( a

Lower frequency =
Less distance & penetration

Peak Sector Throughput

With 10+10MHz

700MHz spectrum Average Sector Throughput

Individual User Experience

1 /
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO [ll/cl
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Range

Practical Deployment Comparison for model Energy Utility

P251V&D LTE WiMax WiFi
700MHz 700MHz 2.5GHz 2.4GHz, 5.4GHz

Data Rate Expectations High High Very High
Urban Area 25 — 40 km? 5 —21 km? 1.5 - 8 km2 0.2 — 1.3 km?
Site
Coverage Radius 3 -4 km 15-25km 0.5-15km 0.2 - 0.5 km
R : Area 260 — 1810 km?2 52 — 260 km? 18 — 78 km?

ural Site
Coverage : Not Recommended

Radius 10 — 24 km 5-12 km 25-5km
#Sites compared to P25 2X — 7TX BEx — 23x >140x

02-05 | 1| 25¢-35

Source : Ittner & Pickrell, Private LTE can be a Reality for Critical Infrastructure, April 2013 ( ’ V
BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘ c'
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Mobility

Coveragevs Spectral Efficiency
ISD=1732m, 15m Antenna Height, 15kHz numerology

100%

90%
80%
70%

60%
50%

40%
30%
20%

Coverage Probability (PER<1%)

10%

0 0.5 1.0 15 2.0 25 3
Spectral Efficiency (bps/Hz)

Source : UMTS Ewlution — HSPA and SAE LTE, 3G Americas, 2008

’ /
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Traffic Management

“LTE as a standard has more control over priority services, the ability to
pre-empt users and quality of service, than any other previous wireless
broadband technology”

Public Safety Communications Research, US Departmentof Commerce

(Di[?fesregalzd Bearer QCl Scheduling ARP
ServicesCode Point) (S @RI L)
IP Quality of Radio Treatment Traffic Allocation and
Service (QoS) categorisation levels for transmission Retention
paths — bearers prioritisation Priority
guaranteed and over radio
best effort spectrum
Source :  http:/Aww. pscr.goV/ proj ects/broadband/ 700mhz_demo_net/meetings/inaug_stakeholder_mtg_042010/day_2/5_Priority_Preemption_and_QoS-final.pdf { ¢ /
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CiSCO lvc'
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Standardisation

Mobile
Subscriptions
(million)
L0,000 [rorerrrmrrmmmrmmremes e e e The ﬁrst g|oba| broadband m0b|||ty Standard
== | TE
9,000 . . WCDMA/HSPA .............................................................
== GSWEEDGE .+ Communications Devices
8,000 TD-SCDMA it
» Application Platforms
7,000 |- ZEWMIA e Sensors &App"ances
6'000 ............................. . COTS
5000 |- * Merchant Silicon
* Consumer / Industry Cross-Over
4,000 |- Q d
3,000 |- .£ii
2,000 |-
1,000 | Bl g EIE
0 Hdhﬁé“ﬂ-ﬁipa ﬂ@%'

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

Source :  Ericsson (June 2013) { L4 V
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P g SANEEARSEE N\ |\ e

Standardisation

Lifecycles, Consumerisation, Volume / Scale
Choice, Competition, Ecosystem, Dev Community

Sagecom 350R Sonim XP6 Samsung Galaxy S4 Mini
GSM-R Phone Hardened LTE Phone LTE Smartphone
_ Category 3LTE UE Category 4 LTE UE
Peak DL =85.6k
o D oS Peak DL =100Mbps  Peak DL = 150Mbps
K0P Peak UL = 50Mbps Peak UL = 50Mbps
AUD$2467 AUD$672 AUD$249

BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

B VRN T\

Standardised Frequency Bands

Interchangeable Components

Vendor Interoperability

Variety of Solution Options

Cisco ll Va/




LTE Networks

What's Required?
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High Level System View

Microw ave

)=

Mobile SGi

Devices Spectrum Antennas eNodeB MPLS

....................... Applications
........... Optical & Functions
User Equipment Evolved UMTS Terrestrial Radio Evolved GIiLAN Packet Data
(UE) Access Network (E-UTRAN) Packet Core Network
(EPC) (PDN)
eg. Internet

1 /
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User Equipment (UE)

*  User Interface to network services and applications Wireless Maximum Maximum
+  Supports LTE uplink and downlink interfaces Specificatio | UE Category DLt:ate ULt:ate
*  Mobility & Session Management & Call Control into network A (Mbps) (Mbps)

*  Monitors radios and conveys performance to network

MT =

Mobile Termination Terminal EQuipment

uicC

Universal Integrated
Circuit Card

Communications Terminates Data

Functions Streams USIM

« Basis of UE authentication and access

+ Coded by network operator 6 300 50
* Unique user & rletwork |dent|f|er§ LT, ; I~ -
* Preferred roaming network details Universal Subscriber

* Cipher keys paired to Network Information Module 8 1200 600

»
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Spectrum

Allocating Spectrum to LTE Systems

Band

Carrier / Channel

1750MHz 1805MHz f 1880MHz 1950MHz

1.25, 2.5,5, 10 & 20MHz carrier options

Sub-Channels

O T N NN
O WD W VSR Resource Block

¢ % N\ AN N N N N\ Unit of radio
%% capacity used for
% transmission

Orthogonal
Frequency Domain
Modulation (OFDM)
numerology

& »

180kHz (12 x 15kHz) Resource Block
Spread over 1.4 — 20MHz

BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

FDD

Frequency
Division
Duplex

TDD

Time
Division
Duplex

R

LTE Duplex Schemes

Paired Carriers (eg. 10+10MHz)
Suited to Symmetric Services
Larger coverage areas

1 g
@

v

A

f

Single Carrier for TXand RX
Suited to Asymmetric Services
Bandwidth Efficiency

Cisco [l Vt’./



T Ay, b VAN VEESET T el RS e e NN

Spectrum

1900-1920

FDD . TDD .
. L1E operates in icensed bands
@alll® 1 | o190 j2u02170 0 33
| 2| 1850010 /10301990

R . . 34 2010-2025
Bands licenses issued by country regulator - P
H L 36 1930-1990
* Requirements / restrictions vary by market = 1010-10%
— Availability — metro, urban, rural 38 2570-2620
- g . . - 39 1880-1%0
— Applicability —anyone /industry / licensed carriers only 2 2300-2400 - Bl
41 2496-2690
— Variants — experimental, apparatus, types, classes 2 3400-3600
43 3600-3800

Acquisition — Fees, Auction, Sub-Lease (3 Party Authorisation)

Cell-Based Reuse Increases Coverage and Capacity
TELSTRA QL Bands 1, 3, 7, 8, 28

oPTUS Bands 1, 3, 7, 28, 40
é Bands 3, 5

vodafone

»

PG Band 7
Traditional Cellular LTE with Beamforming and
3x3 Pattern Inter-Cell Interference Coordination (ICIC)
Reuse =1/3 Reuse=1

’ /
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Antennas

Benefits

* HigherSignal-to-Noise Ratio
* Interference avoidance

* Interference rejection

* HigherNetwork Efficiency

* Downlinkgains up to 70%

* Uplinkgains up to 160%

2500mm

_‘»» -_.

b v f
' Beamforming Traditional
&5 ‘ Antennas Antennas
. vl / ; Like a torch. Like a light bulb.

\ 0 _,\\ / Focuses radio Radiates energy in
N - beam in required all directions.
™ direction.

MIMO
(Multiple Input Multiple Output)

Ixl 2x2 4x2 4x4

1sn

A 4 n B
B Benefits
NOKILA « Increased capacity
Flexi Multiradio * Reliability & diversity
Active Antenna * Resiliency

2x 2 MMO
Vertical Beamforming

BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved.
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q £

1]

= B .. B
. iy W
Transmission ! : - = Received

data o) data
O 3
Distributed 4x2 MIMO Composite
data Multiplexing received signals

Cisco Public Cisco {(Vcl/
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Antennas
Traditional Radio Principles Still Apply

11dBi gain antenna ;" 5. LA oo, 5. LAy 2 .5dBi gain antenna
5m height SR : : : - < 15m height

Pr(coverage) = 90% ' : : ‘7 « : < Pr(coverage) = 97%

Design

4

3.5dBi gain antenna 5 > 78 3 P A5 € 11dBi gain antenna

5m height _, 15m height
«“, 3 3 by

Pr(coverage) = 97% S : g ‘ N 2 Pr(coverage) = 97%

1 /
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eNodeB (eNB)

MNOKILA
Flexi BTS

Stackable for MIMO k. Radio Module

& Sector Configurations

Can be separated

Power Distribution —p»- F—TI@ L:_EED :
il see® s=® #0800 . System Module

Configuration & Licensing Parameters

Frequency MIMO Type
Carrier Bandwidth Active Radio Users
Power Active Packet Sessions
# Sectors Advanced Interference Features

BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Variants & Functions

Femto Cell Pico Cell Micro Cell Macro Cell
10m* 200m* 2km* 30km*

* Distances vary w ith environment and radio & capacity planning requirements

* Inter-Cell Radio Resource Management

* Radio Bearer Control

* Radio Admission Control

+  Connection Mobility Control

+ X2 Bearer Control to other eNB’s

* Measurement and Reporting

+ Paging

* |IP Header compression and data ciphering
+ Dynamic Resource Allocation (Scheduler)

Cisco [l Vt’./




s Ay . 0 L AR VIS SR L . OV e, e NN
eNodeB Scheduler

eNodeB eNB controls allocation of all User Equipment
resource blocks for itself and

UE’s in the cell

Radio resource allocation per UE

pssignmen Channel ng:lgly)/ Information
MIMO Recommendation
(MIMO Rank Indicator)
Data to Send
(UE Buffer Status)

Power Available
Coordinates with nearby (Pow er Headroom)
Frequency domain multiplexing eNB'’s for Inter-Cell

Interference Management
(collaborative resource
assignment)

Modulation and coding

MIMO vs Tx diversity

Frequency-selective scheduling

1 /
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Evolved Packet Core (EPC)

Evolved Packet Core

S;\_\\f\\\]\E WAV =— HSS
\ s11
t SLU gum—— S5 /S8 -
o
WiFi
PN
S2b

E P DG Control Plane
User Plane
MME - Mobility Management Entity

«  Control plane for UE’s connecting to the network

»  Session and subscriber management
* Manages signalling for access to and security of E-UTRAN

* Idle mode UE reachability

* Area list management
* Roaming and Area handoff management

Cisco [l Vt’./
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Evolved Packet Core (EPC)

Evolved Packet Core

S\f.\\'j\yl\i.. ..................... HSS
\ fs11
t S1U que—"_ S5 /S8
WiFi

—

N S2b
Untrusted
------- Control Plane
User Plane
S-GW - Serving Gateway

*  Anchor point for mobile device traffic into the network *  Packet routing / forwarding
*  Anchors sessions as they handover inter-nodeB * QoS packet marking (Uplink & downlink)

*  Lawful interception

SGi

Cisco [l Vt’./
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Evolved Packet Core (EPC)

Evolved Packet Core

S6
S;\_\\f\\\]\E MME B a ....... HSS
\ s11
t SLU gum—— S5 /S8
o
WiFi
PN
S2b

—
E P DG Control Plane
User Plane
HSS — Home Subscriber Server

+ Database of user and subscription information
»  Cipher key pairs to published USIMs
* |dentification, Authentication & Addressing

*  Profile / Policy data
*  Network-terminal authentication
*  Roaming restrictions lists and Accessible Access Points

Cisco [l Vt’./
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Evolved Packet Core (EPC)

Evolved Packet Core

SAE-GW

R L. /' SR savioG -~
WiFi

—

E P DG Control Plane
User Plane
P-GW — Packet Data Network Gateway

*  Anchor point for sessions into external IP networks + UE IP Address allocation
*  Policy enforcement *  Service level charging, gating and rate enforcement
*  Traffic filtering & downlink packet marking *  Can be combined with SGW in an SAE-GW

1 /
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl



T Ay . . L AN VRS R
Evolved Packet Core (EPC)

Evolved Packet Core

S6
S;\_\\I\\\]\E . MME o & oooac HSS
\ s11
t SLU gum—— S5 /S8
o
WiFi
PN
S2b

—_
el P DG Control Plane
User Plane

PCRF — Policy and Charging Rules Function

+ Defines and makes real-time policy decisions *  Provides links to online and offline charging systems

*  Maps user subscriber policy to PGW service treatment *  Supplies Traffic Flow Templates for bearers
+ Defines active subscriber experience *  Provides charging instructions to network

Cisco [l Vt’./
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Evolved Packet Core (EPC)

Evolved Packet Core

S;\_\\f\\\]\E VAV [ HSS
\ s11
t SLU gum—— S5 /S8 -
o
WiFi
PN
S2b

—_
. """ eE———— Control Plane
User Plane

SaMOG - S2a Mobility over GTP

* Interworking function between EPC and trusted WiFi *  Extends subscriber policy and authentication model to WiFi

* Allows Media Access Gateway (MAG) in Wireless *  SP authenticates users on the WiFi network (trusted)
controllers to be ‘seen’ like an eNodeB’s * Uses Proxy Mobile IP to allow mobility to WiFi with same IP

Cisco [l Vt’./
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Evolved Packet Core (EPC)

Evolved Packet Core

S5 /S8 SGi

S2a

i I €D
WiFi

~—

S2b

Lt D
Wik

....... Control Plane
User Plane

ePDG- evolved Packet Data Gateway

* Interworking function to un-trusted networks (eg. WiFi) *  Uses Proxy Mobile IP when users roam to untrusted WiFi
*  Access from networks where the SP doesn’t authenticate *  Extends subscriber policy and charging to any network

*  Terminates IPSec tunnels to provide EP

BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

C access *  Mechanism used for Apple iOS8 WiFi Calling feature

Cisco [l Vt’./
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Evolved Packet Core (EPC)

Evolved Packet Core

s,\_N\N\ MME s HSS
\@ : :S11
S1-U S5 /S8
S-GW
WiFi
s
T Untrusted !m S2b
. “"F° eeeE—————— Control Plane
User Plane
Diameter / SCTP Interfaces
« X2 — zero-packet loss handover & elCIC data exchange ¢ S5/S8 — GTP bearer establishment from S-GW to P-GW
« S1-MME -eNB to MME signalling » S2a/b —PMIPv6 bearer establishment to P-GW
+ S1-U — user plane between eNB and S-GW e Sp — Retrieval of per-subscriber policy data from PCRF
« Sl11 — MME bearer establish and path switching control + Gx — Convey policy to P-GW and retrieve traffic data
+ S6a — MME retrieval of subscriber data from HSS + Gy — Online Charging System

»
BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl






LTE Bearer Constructs

| | QoS-Enabled Fixed IP Network

QoS-Enabled Wireless 4G LTE (IP) Network

~%
3'.-*’
Jabber

—

IPICS
——y

[t

BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

Other Apps

Cisco Il VC’!



LTE Bearer Constructs

R G

D
— F'
Jabber
UE LTE-Uu eNB Siu S-GW S5/S8 P-GW SGi PDN A h
IPICS
Evolved Packet System (EPS) Bearer j—
. _“\“ I‘:‘I """"""""""""" _"\‘ R _"\‘ _-|_|-
------------------------------ ! ! S1Bearer ! S5/S8 Bearer |
____________________________ ! g g Other Apps
Types Attributes
Default bearer - Non-GBR (Guaranteed Bit Rate) Non-GBR — UE-AMBR, A-AMBR (Aggregate Maximum BR)
Dedicated bearers - GBR or Non-GBR GBR — GBR (Minimum BR), MBR (Maximum BR)
Traffic How Template
ARP Allocation & Retention Priority

L-EBI (Linked EPS Bearer ID — default bearer)

Cisco Public Cisco {(VcI/

BRKIOT-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved.



P 4 CENEEAREEE N\ |3 e i

LTE Bearer Constructs

9

Jabber
UE LTE-Uu eNB Siu S-GW S5/S8 P-GW SGi PDN A h
IPICS
S5/S8 Bearer
: Other Apps
Variety of
technology
solutions for
Layer?2 Types Attributes
Default bearer - Non-GBR (Guaranteed Bit Rate) Non-GBR — UE-AMBR, A-AMBR (Aggregate Maximum BR)
Dedicated bearers - GBR or Non-GBR GBR — GBR (Minimum BR), MBR (Maximum BR)
Traffic How Template
ARP Allocation & Retention Priority

L-EBI (Linked EPS Bearer ID — default bearer)

Cisco Public Cisco I(‘/clf
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UE Initial Attach

1. Attach Request 2. Bearer Request 3. Bearer Authorisation 4. Bearer Accept 5. Uplink & Downlink

= - X

1. UE listens for resources 1. User Profile Dow nload 1. Policy and charging 1. Bearer Accept
2. Attach Request 2. Bearer Request request & application, 2. Attach Accept/ Complete 2. S1 Bearer
) including bearer details &
3. Identity Exchange e Al 3. S5 Bearer
4. Authorisation 4. UL /DL Data

»r
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c:
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UE Inter-Cell Handover with X2

1. Before Handover 2. Handover Preparation 3. Handover Execution 4. Handover Completion 5. After Handover

oD o, O ,

=
Z
AN

- I
Moving Moving Moving
1. Source eNB makes 1. Source eNB breaks bearer 1. Path Switch procedure
2. Sl Bearer handover decision 2. Target eNB buffers packets betw een ME and Target 2. Sl Bearer
3. S5 Bearer 2. X2 Bearer setup betw een 3. Attachto Target eNB e 3. S5 Bearer
4. UL/DL Data sourceand target eNB 4. Direct Packet Forw arding = Eg;aefe source e S 4. UL/DL Data

DL traffic fromSource eNB
3. Release X2 Bearer

’ /
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Quality of Service

eNB

Differentiated Default and QoS Class Traffic Flow eNodeB MAC Allocation and
Services Code Dedicated [dentifier Template Scheduling Retention
Point Interface Priority
Classifies packet Established Specifies treatment  Assign packets toa  Manages bearer Used to accept /
priority at network between UE and parameters and QCI and bearer requests and modify / drop bearers
ingress. eNB. service levels for based on 5 tuple. resources across all  in case of resource
bearer traffic. UE’s in acell. limitation

’ /
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Traffic Flow Templates and LTE QCI

Traffic Flow Template

.

Subscriber Policy  or

Local Policy

Source Address
Destination Address
Source Port
Destination Port
Protocol

QoS Class Identifier
Allocation and Retention Priority
Guaranteed Bit Rate
Maximum Bit Rate

5-Tuple
Filter

J

BRKIOT-2601

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Resource

Type

Priority

Packet Error
Loss Rate

Packet Delay
Budget (mS)

Example Service

1 GBR 2 100 102 Conversational Voice

2 GBR 4 150 103 Conversation Video (live
streaming)

3 GBR 5 300 10 Non-Conversation video
(buffered streaming)

4 GBR 3 50 10 Real-time gaming

5 Non-GBR 1 100 10 IMS signalling

6 Non-GBR 7 100 103 Voice, video (live
streaming)

7 Non-GBR 6 300 106 Video (buffered
streaming)

8 Non-GBR 8 300 106 TCP-based (WWW,
messaging, file transfer)

9 Non-GBR 9 300 10 Best Effort

Cisco Public CISCO l‘/ct
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LTE QoS Iin Practice

Network UE UTRAN S-GW P-GW Network

D
Z
(o9}

Filtered to Bearersserviced

Service Data Flows: by eNodeB
and bearerswith Scheduler based

appropriate on QCland

DSCP DSCP
IP QoS copiel IP QoS copied

onto bearer onto bearer

Qcl queuelength header header

%NF

N
Default Bearer L L TET
blan-GBR « . <aunE @2
Dedicated Bearer R RN —_— N
R CEEEE <sannn @)
EEEE EEEE

Share sameIP & APN
Defined by QCI, ARP, GBR & MBR

Note CAUTION with Guaranteed Bit Rate bearers. If the eNB can't support the GBR and QCI, the bearer will fail onto the default non-GBR bearer. Guaranteed is Guaranteed, not Attempted.

1 /
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Security

—‘———7
\ane ___--==" -
n\‘-o\ -
USIM Secures on--
By
) oo > () < : S son S pou SR @)
Secured User Secured User Jaial
Plane Plane '
UE eNodeB EPC Application and

Control System

loT risk is less from interception, more from DoS and/or device spoofing

USIM controls authenticated network access & ciphering. Risk = authorised USIM with unauthorised user or device
IPSec option to secure S1u — essential if RAN sharing

Token (USIM) PLUS application-level access to private systems recommended (tunnels)

IMEI (International Mobile Equipment Identity) whitelists; in HSS or policy (PCRF) to control legitimate device access

1 /
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High Avallability

\\\\\\\\\\/

4

Host/Chassis/
Geo redundancy

\.

&\
Active-Active /

or
Active-Standby

v’ Active-

Standby

:III/ /) ///
).
N

'i

UTRAN : UTRAN :
Coverage Backhaul

Active & Standby kept MMEs arranged as 1:1 redundancy PCRF (Cisco QPS) Separate carriers, Dual-home backhaul
in lock-step by L2/L3 pooled resources. enabled by active- supports n+1 overlapping sectors links over redundant
connection for Inter- . standby monitoring of redundancy in active- originating fromthe systems / paths.
chassis Session No service impact to heartbeat, with Virtual ~ active or active- same or separate
Recovery (ICSR). UE until next mobile IP change on failure. standby eNodeB sites. Unnecessary w hen
management event configurations. providing 200%
Standby assumes (hand-over, timeout). Configuration and 200% coverage coverage from
control of Virtual IP UEs willdetach counters changes target. separate eNodeB
w hen master failure bearer and re-attach cloned from active to sites.
detected. via different MME in standby at
pool. initialization and

regular intervals.

z /
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Different Approaches EXxist

Shared Networks Dedicated Networks

LTE QoS MVNO Private LTE

Mobile Virtual Netw ork Operator

Leverage capabilities of Leverage SP UTRAN and Establish coverage where
LTE QoS, activated by SP Session Management public networks don’t
to provide priority network infrastructure. Apply own reach, or provide specific

access (eg ARP, QoS, policy, user management performance or control.

QCI, LANES) and network interfaces.

’ /
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When Private LTE

Coverage

Quality of Service

Allocation Retention

Inadequate breadth or Not enabled, or available No pre-emptive dropping
depth of coverage. options not fit for purpose. of lower-priority users.
Service Level .
Trust Commercials
Agreements
Performance and Lack of faith in ability to meet Cost (and structure) of
availability service levels service levels — zero providing services and
don’t meet needs. tolerance for breach. features prohibitive.

Viability underpinned by economies of virtualisation

SP-grade infrastructure at enterprise price point

’ /
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Virtualisation

Blade Server

HA Blade Server

Hypervisor
Rack Server

Host Operating System

HA Rack Server

Router Module

Hardware Optimised
Platforms
» Fast Scaling N
+ Platform Consolidation f‘:') Embedded CPU’s
* Auto-Restoration (Self-Healing)
* Miniaturisation

Cisco {l Vt’/
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In Perspective ...

1
i

WG

Evolved Packet Core for public LTE Evolved Packet Core for Private LTE

WAL i
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Cisco Premium Mobile Broadband Architecture

COTS .

Handsets* =
Secure Mobility

e 1
i'l
Kernel

Embedded -
|SR "on-o-' 3

)
A

Macro

CPE

Testing
SW Releases

—~ e
Static
(Site)

BRKIOT-2601

Licensed Radio

ectrum
&

Unlicensed Radio

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

—('ll]l””]”))_

((r)) Microw ave

Small Cell
V==

Unified MPLS for Mobility

Sp
- (@]

Optical

Transport

e
CIsco

Cisco Validated Design

Tactical
(Portable / Vehicle)

Cisco Public

®

MME HSS £5
IPICS

Applications

Compute

Documentation
Configurations

Vertical
Specific

Packet Core

Tactical
(Personal)

Cisco {f nyl
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Practical Implementation: Mining

_ Centralised (Regional DC) Backhaul Decentralised (per Mine Site DC) Operational Area (per Mine Site)

| (( ))\MF, Ap ...................... ((T)) CWiELL ((r))
i .. Mesh
p CEss D CearRD eNB (@)
R CueD Casaw)
(GAECW) (SaMoe)
! o
M SPNOE EMC VNX
A
R
Y
ASR 901
Nexus 5K ASR 1K Ié,(')sp;::og?l:l )
ASR 901 Zero-Touch
(Optional Configuration
S IPSec GW)
E
c 200% Coverage
N e
N ~% |
D Satellite e Py
Option Py
A . 1 k:l;:j,
R [ ———=]
CaeD Gasa)
Y GaEGW) (Samod)

Self-Heal

»r
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Heterogeneous Networks

HSS Authentication 802.1X Auth & Palicy
PCRF Policy & Charging AAA / CDR Charging

Seamless Authentication Reduced complexity
Content Accessibility Lower cost of service

Bandwidth
Coverage
General

1 /
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Private LTE Strategy Priorities

Accessto Spectrum

Device Options
Band, Form, Durability
Performance, Cost

Technology Selection
Band, Duplex

Platform Selection
Form, Cost, Performance

’ /
BRKIOT-2601 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco I"/c:



o g CUNEEARREE N\ |\ e

Procurement Considerations

© Spectrum Required Outcome
— Are you entitled?
— Is itavailable? Who has it? o
— How much are they using? sp ICT SI Spe(.:lalllst/
— What bands? Vertical S
— License, Sub-license, Procure Network
* Technology & Solution
— Build or Buy Architecture &
— End-to-end scope Applications -
— Performance Requirements nearated
— Operational life ntegrate
P Sorution ap G
 Expertise Monitored
— Design; network & radio Solution - - -
— Implement / Integration
— Operate Managed
P Seluion Gl G &b
+ Commercials
. . . Packaged
— CAPEX or OPEX, Fixed or Variable Consumption S";‘fviige -
— Risk Appetite

1 /
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Delivery Models

Current Platform Current Platform New Platform
Current Offer

. Spectrum UTRAN
Enterprise-Led .
UTRAN Private EPC

Private EPC Enterprise Ow ned
Enterprise Built

Enterprise Ow ned

Spectrum Spectrum
Spectrum Spectrum

- U N UTRAN UTRAN
SP-Led Public service May have Sl
baselllne W'th el el . Private EPC Private EPC Private EPC
potential special scale / commercial
build / commercial deficiencies Enterprise Ow ned SP Ow ned Enterprise Ow ned Enterprise Ow ned
packaging SP Built SP Built Enterprise / SP Built Enterprise / SP Built

’ /
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Private LTE Complications: Combined Attach

UE Attachment Modes
Ref. 3GPP Specification 24.301

UE registers to LTE-only services
Usage setting is “voice centric” Future VoLTE-only Phones

PS Mode 1 s o

PS Mode 2 | |
UE registers to LTE-only services o @

Usage setting is “data centric” Data Modems / Routers

CS/PS Mode 1 - P @ No IMS

UE registers to LTE and non-LTE services
Usage setting is “voice centric”

@ No IMS, No Circuit-Switched Fallback

CS/PS Mode 2
UE registers to LTE and non-LTE services @
Usage setting is “data centric”

CS/PS Mode 1 attaches with ‘IMS voice not @
available’ and ‘CS Fallback not preferred’
responses will disable E-UTRA (LTE) capability.

1 /
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Private LTE Complications : Apple Compatibility

Public Land Mobile Network
Unigue ldentifier

PLMN-ID
MCC MNC

MCC = Mobile Country Code
Allocated by International
Telecommunications Union (ITU)

MNC = Mobile Network Code
Allocated by Country Regulator

BRKIOT-2601
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Apple devices willonly see
and attach to approved
PLMN-ID's

e

iR i Co

Cisco Public

L]
37 .‘,«4 Y
PLMN-ID
460 006 405010 XXX YYY
"La-”'_f.
veriron

g

PLMN-ID PLMN-ID

airtel Private LTE

Supporting Apple Devices

@ Private LTE USIM
‘o Private LTE USIM
Apple-approved deployment
Updated iOS release

P Public SP LTE USIM

Existing PLMN-ID approval
Mngd Netw ork, LTEaaS, MVNE

Cisco [l Vt’./
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Commercial Profiling

eNB Core & CPE
Management Management

| ~— | —

14 x 6-sector
eNB sites &
uWave backhaul

BRKIOT-2601
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P §

— +

3GPP
IPSec
Gateway

Day 0 - Planning

3

Day 1 - Implementation

Geo-redundant
VEPC, Compute
& Network

Cisco Public

Cisco {l Vt’/
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Viability Test — Private 4G LTE In loT

Latency Mobility
Technology Throughput Traffic Management
Range Standardisation
Downward Scale Robust
Small Footprint Heterogeneous
High Availability Achievable

Multiple Delivery Models
Implementation Variety of Spectrum Access Options
Different Procurement Paths; Sl, Specialist, SP

: Cost Effective & Prudent Investments
Commercials Autonomous haulage, Surveillance, Telemetry,
Remote Diagnostics & Control, Lifecycle Replacement
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Keep the Objective in Mind

Business ' -

Outcome -

Sensor
Data Stream

Application

LTE is the Enabler, not the Solution

Cisco ll Va/
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Keep the Objective in Mind

Planning, Implementation & Operations

Business

Outcome

Sensor
Data Stream

Backhaul

Application

0 LTE is the Enabler, not the Solution

9 Avoid Pillars of Fragmentation

’ /
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Keep the Objective in Mind

Business

Outcome e

Sensor
Data Stream

Application

LTE is the Enabler, not the Solution

Avoid Pillars of Fragmentation

9 Pursue partners with End-to-End capabilities

Cisco ll Va/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
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