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Agenda

What is Best Practices?

Best Practice Check Points

WLAN Express Setup

User-First Dashboard View

Upgrade Audit Workflow Compliance
WLC Config Analyser

Cisco Active Advisor

Best Practice Recommendations
Infrastructure, RRM & RF, Security & BYOD, FlexConnect, Mesh
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Best Practice Check Points

Measuring Compliance

WLC
WLAN Express

Setup
7.6 MR2, 8.0, 8.1

Best Practices defaults,
RF Parameter Optimisation,
Network Profiles

v

=  Optimum starting pointat Day
0/1 network setup

= RF parameter setting Ease of
use

= Enhanced performance,
security, resiliency with best
practice recommendations
turned on boaot up time

BRKEWN-2670

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

WLC
Upgrade Audit
W orkflow
8.1

Audit Page on Upgrade,
One-click Fix It,
Manual Config Option

v

Compliance metric and
reporting natively on WLC

Identify missing best practice _

configuration on upgrade

Easy one-click fix It option to
turn on Best Practice Knobs

Restore Defaults to revert
configuration to default

Cisco Public

WLCCA
Config

Analyser

Windows Executable
“show run-config” Based
Analyser Tool

v

Downloadable client
Configuration stays local

Simplified operational use to
quickly identify and and fix
problem areas

RF Health metrics, 10S
Support, Mobility Group
support

(@YAVAN
Cisco

Active Advisor

Free, cloud based
Agentless —nothing to
download

v

Cisco Personalised device
health score

Compare your wireless
network configuration to
Cisco’s recommended best
practices

Automated Inventory
Management and Network

e Cisco (l Vf/
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Cisco Wireless LAN Controller Configuration Best Practices

http://www.cisco.com/c/en/us/td/docs/wireless/technology/wic/82463-wlic-config-best-practice.html

Cisco 5500 Series Wireless Controllers

Cisco Wireless LAN Controller Configuration Best Practices

HOME
SUPPORT Tatile of Contsris Viewing Options
SRODUCT SUPFORT Ciseo Wireless LAN Controller (WLC) Configuration Best Practices
Introduction
WRELESS Prorequistes PDF (636.6 KB)
Requirements [+] Feedback
CISCO 5500 SERIES WIRELESS B%’:%M
CONTROLLERS Network Design
DESIGN Use PortFast on AP Connected Switch Ports
rlerfaces Source (DHCP. SNMP, RADIUS. Mullicast, and 50 on.)
DESIGN TECHNOTES

Recommended SwitchPort Modes and VLAN Pruning
Network Connactivity
Cisco Wireless LAN Controller Use TAG Tagaing for Management Interface
Configuration Best Practices se Mulicast Forwarding Mode
Disable Internal DHCP:
Security
Disable Local EAP
WPAZ + BO2AX WLAN
dentity Desian Tip - Use AMA Override
Use Faster RADIUS Timeout
EAP Identity Reguest Timeout
EAPoL Key Timeout and Max Retries
EAP Request Timeoul and Max Relries
CCRM Timestamp Vaiidation
TACACS+ Maragement Timeout
Enable I and Client Management Frame Protection (MFP)
Enable 02.11w Support
Change SNIPv3 Default User
Enable Network Time Prolocol (NTP!
Enabls 602.11r Fast Transfion
'DHCP Required Option
Rogue Management
Rogue Dete

=]
QS ]

hannels Scanning for Rogues
ransient Rogue Interval
Enable Adhoc Rogue Detection
Enable Rogue Clients AAA Valigation
Enable Rogue Clients MSE Validation
Wireless/RF
Disable Low Data Rates
Lower the Number of SSIDs
Enable Band Selection
Channel Widths
Application Visibility and Control (AVC)
Enable B0Z.11K for Optimal Roaming

BRKEWN-2670
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WLAN EXxpress Setup

* Release 7.6MR2 and 8.0 * Release 8.1

«  WLAN express setup on 2504 only + Extended to 5508, 7510, 8510, VWWLC, WiSM2*

* Some best practice features enabled as part New Best Practice defaults introduced
of WLAN express setup * Pre-built Network and RF Profiles

* Monitoring Dashboard — Top Access Points, RF Dashboard — Access Point Performance,
Top Application, Top Client Devices etc. Client Performance charts

*WiSM2 does not support WLAN express setup and best practice

defaults ,
Cisco (l Vfrl
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. For Your

DayO/Dayl Setup Best Practices Reference
2504 W LC Best Practice defaults Extended to all WLCs

Feature 7.6 MR2, 8.0
(2504)

AVC Visibility Yes Yes( 2504 only)
mDNS Snooping Yes Yes

New MDNS Profile for printer, http Yes Yes

Local Profiling Yes Yes

Band Select Yes Yes
DHCP Proxy Yes Yes
Secure Web access Yes Yes
Virtual IP 192.0.2.1 Yes Yes (configurable)
RRM-DCA Auto Yes Yes
RRM-TPC Auto Yes Yes
CleanAir Enabled Yes Yes
EDRRM Enabled Yes Yes
Channel Width 40 MHz Yes Yes
Aironet IE Disabled Yes Yes
Management over Wireless Yes No

Cisco (l V&/
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. For Your

DayO/Dayl Setup Best Practices reterenee
New Default Best Practices -
'

(2504)
2.4 Low Data Rates Disabled No Yes (High, typical Density)
Load Balancing No Yes (High Density)
Rogue Threshold Enabled No Yes
Client Exclusion Enabled No Yes
FastSSID Enabled No Yes
Infra MFP No Yes
Multicast Forwarding Mode No Yes
SNMPv3 (delete default) No Yes
Mobility Name No Yes ( configurable)
RF Group same as Mobility Name No Yes
DHCP Required on Guest WLAN No Yes
5 GHz Channel Bonding No Yes

Cisco (l V&/
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WLAN Express Setup

clseo Cisco 2500 Series Wireless Controller

7.6 MR2, 8.0

1 Set Up Your Controller N
i - -
Clsco Cisco 2500 Series Wireless Controller

System Name 1 Set Up Your Controller

- UM N\ |\ e

Country 2 Create Your Wireless Networks
Date & Time
Employee Network
Timezone
Network Name | enjoy
NTPR Server

Pass Phrase  eees
Management |IP Address

Confirm Pass Phrase | «eseemr
Subnet Mask

Default Gateway

Security  WPA2 Personal -

VLAN | Management VLAN -

DHCP Server Address | 10.10.10.1

Management VLAN ID 10|

>
>
v

RF Parameter Optimization

Deplaymant Type ]

Low Typical
Density

Traffic Type Data

Virus! 1P Adcress | 192,0,2.1

Local Mobilty Groun | Default

u Guest Network

Senvice Port Interface Manually

2 Create Your Wireless

BRKEWN-2670 Cisco Public

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Servioe Fort IP Address | 0.0.0.0

Service Port Netmask

Cisco Il Vf/
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Network Profiles GUI

Sets pre-defined RF parameters depending on “Client” Density and Traffic Type

Client Density : High,
Typical, Low

Wireless Network Profile

¥ Access Points RF Parameter Optimization @ 4

All APs P

= Radios Client Density Typical = .7

802.11a/n/ac Traffic Type _ Data ¢
802.11b/g/n

Dual-Band Radios A o= m oo s

. ) I

e ] L el % I Traffic Type: Data, Data !
1

I

1

+ Advanced ---E and Voice

Load Balancing e e e
Band Select
Preferred Calls

SIP Snooping

Rx Sop Threshold
Optimized Roaming

I Network Profile I

Cisco [l Vfrl
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Pre-built RF Profiles

Client Density specific pre-built RF profiles for 2.4 GHz and 5GHz Bands — to be used with AP Groups

Wireless RF Profile
L Ll Enable Out Of Box ®
All APs
= Radios Enable Persistence )]
802.11a/n/ac
802.11b/g/n . Radio
Dual-Band Radios Profile Name Policy Applied
Global Configuration
High-Client-Density-(802.11a) 802.11a No [~ |
¥ Advanced High-Client-Density-(802.11bg) 802.11b/g No a
Load Balancing
Band Select Low-Client-Density-(802.11a) 802.11a No [~ |
Preferred Calls Low-Client-Density-(802.11bg) 802.11b/g  No [~ | o e e -
SIP Snooping ) ) : N\ 1 !
Rx Sop Threshold Typical-Client-Density(802.11bg) 802.11b/g No ﬂ \\ : Pre—b u | It RF p rOflleS for :
Optimized Roaming Typical-Client-Density-(802.11a) 802.11a No [~ | N : - :
Network Profile X : use W|th AP GI‘OUpS :
\ —————
Mesh I !
RF Profiles

Cisco [l Vfrl
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WLAN EXxpress Setup Best Practices

Best Practice Knobs

AVC Visibility
mDNS Snooping
New MDNS Profile for printer, http
Local Profiling
Band Select
DHCP Proxy
Secure Web access
Virtual IP 192.0.2.1
RRM-DCA Auto
RRM-TPC Auto
CleanAir Enabled
EDRRM Enabled
Channel Width 40 MHz
Aironet IE Disabled

Management over Wireless

Best Practice Knobs

2.4 Low Data Rates Disabled
Load Balancing
Rogue Threshold Enabled
Client Exclusion Enabled
FastSSID Enabled
Infra MFP
Multicast Forwarding Mode
SNMPv3 (delete default)
Mobility Name
RF Group same as Mobility Name

DHCP Required on Guest WLAN

5 GHz Channel Bonding

BRKEWN-2670

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

RF Parameter Optimization
Deploymant Typo
Low Typical High
Density Density
Traffic Type Data j
Vial IP Adcress | 192.0.2.1
Loca Mabvity Groun | Default
Sewvice Port ntedace | Manually J j
Service Fort IP Aderess | 0.0.0.0
Service Port Netmask | 0.0.0.0

Save Time & Money

= Optimum starting point at
Day 0/1 network setup

RF parameter setting
ease of use

Enhanced performance,
security, resiliency with
best practice
recommendations turned

Cisco (l Vfrl
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Monitoring Dashboard

alualn
e cisgo Cisco 5500 Series Wireless Controller

@R Monitoring MAIN DASHBOARD

oard Rogues
13
1

ACCESS POINTS x OPERATING SYSTEMS
Description

icrosoft-Workstation

APPLICATIONS x CLIENTS

Val... R

1 & Unl n i ation 106.7 MB 1.7 Mbitls

2 eapuserl i ation 110.3 KB 130.8 bit/s
103.9 KB 1.5 kbit/s

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Wireless Networks
Access Points
Active Clients
Rogues

Interferers

Top Access Points
Top Applications
Top Operating
Systems

Top Client Devices

Cisco (l V&/
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RF Dashboard

il .
e ‘CIS’CO' Cisco 5500 Series Wireless Controller Q AP or Client Search Advanced &

itori OVERVIEW

Main Dashboard
AP DISTRIBUTION H x CLIENT DISTRIBUTION
AP Performance
cess Points
ient Performance
Clients

Best Practices

m 802 11a @ 502 11b m 802.11g w 802 11n-2.4GHz m 502.11n-5GHz m 202118 w B02.11b m 802.11g w 802.11n-2.4GHz m 502.11n-5GHz
W 502 11se 20 w40 m 30 mim2Zm3 m 502 11ac

Protocols Channel Width Spatial Stream Capable Protocols

AP PERFORMANCE x CLIENT PERFORMANCE

: : m 502 11a m B02.11b m 802.11g w 802 11n-2.4GHz m 502.11n-5GHz

= dsts w mgmt ® interference w noise ¥ availsble = dsta w mgmt ® interference w noise W availsble = slow ® medium ® fast = 502 11ac
Channel Utilization - 2.4GHz Channel Utilization - 5GHz Connection Speed Connected Protocols

Cisco (l Vfr
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Monitoring Dashboard App

©0000 T-Mobile &  3:31 PM 3D
No Service & 3:31 PM f Wy
2500-1
#0000 T-Mobile & 3:29 PM by ) 2500-1 e ol
0.8%
2500-1
Top Access Points A B3 facebook 54.40 GB
Summary 0.6%
- . 2
0 cleanair-room-AP 10410 M8 2 sl 32.2% gg
) AP3c08.1608.455¢ ) S Sl : 1417 GB
Wireless Networks Access Points Ri 18TTME = CRESIenn 0.1%
inger
Q2 ° 1 o n O tsim-1 i
0B = 13.10 GB
e rtmp 0.1%
Top Clier A -
3.62GB
_— w = nmpe 0.0%
O kishe 9013 B
A " . - 75.2% «
Active Clients Uptime Top Operating Systems A
2.4GHz 0 5GHz 10 20 days 23 hour
CJ jinesh - Windows7-... L ':”:
‘ CJ cisco-Device . a;
Top Access Points A . . '
P 28 sanjeev - Microsoft-... 13~9171 "7”9‘2
. R : =R Microsoft-Workstation !
) cleanair-room-AP - 1.1%
: Top Applications A
) AP3c08.f608.455¢ ! L3 windows7-Worksta... e
15.68 MB . http 8.85 TB
= 93.0%

Cisco Il Vfrl
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WLC Upgrade Audit Workflow

Best Practices Level of Compliance -@2f29 J

Infrastructure

AVC Visibility ®

Application Visibility is enabled on all WLANs.

Benefits: Classification of applications, real time analysis of user data.

Learn More...( Restore Default

Load Balancing @

ve

Audit Upgrades

Local Profiling O

Local Profiling or Radius Profiling is not enabled on WLANs.
Benefits: Local Profiling provides better visibility in the network, allowing controller to display statistics that are based on
per-user or per-device end points.

Learn More...(d m

<+ More Optimizations...

Compliance metric and reporting
natively on WLC

Security

WLAN with 802.1X Q g . . .
Rogue Policies o Identify missing best practice
Min Rogue RSS! Threshold o configuration on upgrade

+ More Optimizations... . . .

RF Management Easy one-click fix It option to turn

High SSID Counts @ on Best Practice Knobs
Chent Bandsslect ° Restore Defaults to revert
40MHz Channel Width (@]

configuration to default

+ More Optimizations...

Cisco [l Vfrl
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WLC Config Analyser — Incorporating Best Practices

« Simplify operational use to quickly target and ﬁ\
mitigate problem areas.
 Drive adoption of best practices and feature

implementation.

 Strengthen customers security, network health and . Downloai

configurationrobustness. = Configuration stays local
. . = Simplified operational use to
- Effectively, show customertrend, with measurable quickly identify and and fix

Improvement of metrics over time. problem areas
* RF Health metrics, IOS Support,

Mobility Group support

https://supportforums.cisco.com/document/7711/wlc-config-analyzer

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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WLC Config Analyser — Deployment types =2 2N

Addressing BP and features based on deployment
— Voice
— Security
— Flex
— Mesh
— Enterprise*
— BYOD*

*Coming Soon !

Display Summary Report

Cisco Il Vf/
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WLC Config Analyser — Per Controller Compliance

» Best Practices categorised

|nt0 =0, File Edit Find RF Analysis  Report Center View  Settings  Windows Help

— General RO O

Device Data |ﬂFNearbyHo|Vﬂm Iﬁobd |N’" |

o AP [=)- Controllers Information:
I wic-spatan Controller: aoc-103-wlc1

- MOblIlty E'E'C‘:'?:'r’r‘;"':el Category mpliance Wgvell Total Checks | Passed Checks | Failed Checks
- RF --.E:‘ﬂ(;mups-WLANs g;eml - . -
B [+ AP Groups - APs Mobil 1
— Security S — ;
- VOICe ::::ty 4 13 10
— Mesh
— Flex
« Per-Controller Compliance | 0-40%
Level for Each category iy ity
. o 41-80%
* Total/Passed/Failed checks
81-100%

CiscollV{/
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WLC Config Analyser — Best Practices Detall

* Individual Best Practice knob
compliance (Yes/ No

File Edit Find
= 5 =1
=&, Config Set#1 File: Z:\Documents\wlc-configs\mhb-150-wlcl

RF Analysis  ReportCenter View Settings Windows  Help

vl

Device Data | AP Neatby Info | Voice Messages | Giobal Messages | AP Messages | Parsing Emors |

- Cantrolers
E-30c-103wic1
Interfaces Description
Farts
AP Groups - WLANs Voice: 802.11a network has AutoRF in automatic for Power Assignment, not recommended unl
AF Groups - APs Vaice: 802.11b network has AutoRF in autematic for Power Assignment. not recommended unl| 0-40%
- WLAN
RF Profies Voice: 802.11a network has AtoRF in automatic for Charnel Assignmert. not recommended. |
. Mabilty Peers Voice: 802.11b network has AtoRF in automatic for Channel Assignmert, not recommended., |
g‘”fe”m Voice: 802.112 Coverage Threshold ¥
undancy
Fogue Policies Voice: 802.11b Coversge Threshold 41-80%
- Best Practioes Voice: Low data rates (1 and 2 mbps) must be disabled for voice, check in 802.11b Netwark €
AP Voice: 80211 Coverags Min Clients
-General
Moty Voice: 802.11b Coverage Min Clients 0
RE Veice: 02112 TX Power Threshold 81'100 %
Voice - Ci
e— Voice: 802.11b TX Power Threshold
ecurity
- RF Summary Vaice: Low data retes (§:and 9 mbps) should be disabled for veice, check in 802.11a Netwark
E:ﬁ?{]ﬂ‘ » Voice: Session timeout should be sither disabled {zero) or high, to avoid voics disruptions duriny
- mhb-150-c
Best Practices-All controllers Vaice: AP does Nt have antenna diversiiy enabled. 1 is recommended to use diversiy in ll v
RF Summany-All controliers Voice: Traffic Stream Metris callection is disabled. I is recommended, akhough not mandatary
Ste Summary Voice: DCA interval is recommended to be high, to prevent channel changes during working h
Access Points
Vaice: Percentage of clients with low SNR detected, i may be indication of poar RF coverage
Voice: f your RF coverage is adecuate, t s advisable to use 11a band for voice deployments

Vaice: DTPC should be enabled to help adjust TX power in dlient to match AP and prevent ha

Compliance Level:

T
\ i Overall Compliance per
I category

NI L Cisco(('/f /

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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WLC Config Analyser — All Controllers

» Best Practices Compliance across controllersin the same Config Set #
* Average across controllers for each category

File Edit Find RFAnalysis ReportCenter View Settings Windows Help

mEE ARG ar sk @

Best Practices Summary - All Controller s [ N ENRNERIEEEEEEE
Cate

egory | Complian

H ary-All controllers AP
Site: Summary General
[+l Access Paint

o ors Mobifty

RF

Woice- Cisco

vel
Cisco (l %4,
BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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WLC Config Analyser — Site Summary Messages

- Best Practices is NOT Config Errors | = = #a e fe e i e

HE BSR4 AP ikl @

or Design decisions

Device Data |N—‘NeahyHo |Vmoe

e It is - “Works without but works = -
much better with” P i
* Verbose BP messages under el - S

() Best Practices Total APs:

Global Messagesand AP .
Messages £

Best practice messages

- Best Practices-All controllers
RF Summary-All controllers
& Sit= Summary

Cisco (l Vf/
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WLC Config Analyser — Global Messages & AP Messages

WLC Config Analyzer -

File Edit Find RFAnalysis Report Center View Settings Windows Help
SN A Pr & k|6
“5 Config et 1 File: Z:\Documents\wic-cop g e [E=3 MR
Device Data | AP Nearby Info | Voice | Global Messages |AF‘ Messages | Parfing Emors
C -

Type Object Waming
|8y 50l =8 moc-103-wic1 | Config Emror

30005,General: Interface has 0.0.0.0, incomect corfiguration: service-port

Controller  aoc-103-wic1 | Best Practices

30084.General: Vitual Gateway |P is not on 192.0.2.0/24 . 198.51.100.0/24 , 203.0.113.0/24 networks, change to recommended to avoid overlapping with Intemet

Controller | aoc-103-wic1 |Config Emor

30083.General: High Availability is a recommended redundancy solution for supported platforms

Cortroller  aoc-103wic1  Informational

30002.General: Controller with APs with AP-Group in use =

Controller  aoc-103-wic1 | Best Practices.

30058.General: Multicast unicast mode is suboptimal transport for networks with [Pv6, mDNS, etc. Multicast mode is recommended. To use it. you also need multicast

Cortroller  aoc-103-wic1 Best Practices

30060,General: Using a low radius timeout is beneficial on high usage networks, but it may have negative effect on slow networks (WAN), slow clients or BYOD/NAC

Controller  aoc-103-wic1 | Best Practices

30060.General: Using a low radius timeout is beneficial on high usage networks, but it may have negative effect on slow networks (WAN). slow clients or BYOD/NAC

Controller |aoc-103-wic1 | Best Practices

30038.General: ED-RRM iz not in use. It is recommended to enable for enterprise environments. Band: 2.4 GHz —

Cortroller | aoc-103-wic1 | Best Practices

300398.General: ED-RRM is not in use. It is recommended to enable for enterprise environments. Band: 5 GHz

Controller | aoc-103-wic1 | Best Practices

Cortroller |aoc-103-wlc1 | Config Error

301071,General: Detected channels on band 100-140 as net in use for DCA. If country regulations allows it, it is advisable to enable to improve channel distribution on

30100.General: Cortroller with mismatching DCA setting: 5 GHz band, DCA Allowed Channel list. Controller: mhb-150-wic1

Controller | aoc-103-wic1 |Config Emor

Cortroller aoc-103-wic1 Best Practices

30100,General: Controller with mismatching DCA setting: 2.4 GHz band, DCA Allowed Channel li M C t
120012 Security: it is recommended to set policy to reject WiFi Direct clients for security purposes. essage a egory

Controller  aoc-103-wic1 | Best Practices.

30013.General: Low waming, WLAN with both WPA and WPAZ enabled. this may cause problems w

Cortroller  aoc-103-wic1 | Informational

Config Error

30003.General: Controller with at least one WLAN with AAA Overide in use WLAN: USF-GOLD

Controller  aoc-103-wic1 | Best Practices

Message
Severity

Color Coding

Error
( Critical)

Warning

( Highly
Recommended)

Light Yellow

Informational
(Good to Have)

Light Blue

Meaning

Bad Configuration

120012 Security: it is recommended to set policy to reject WiFi Direct clients for security purposes. Be

Controller  aoc-103-wic1 Best Practices

30085,General: f not using Cisco WGB or Voice devices, it is recommended to disable Aironet Exten

Parsing Error

Cortroller aoc-103-wic1 Best Practices

120012 Security: it is recommended to set policy to reject WiFi Direct clients for security purposes. Be

Error on File Processing

Controller |aoc-103-wlc1 | Config Emor

30081 Enterprise: Load Balancing is a recommended best practice for high density environments

Cortroller |aoc-103-wlc1 | Config Error

Informational

30015.General: WLAN settings are diferent with Controller: aoc-wism1 on WLAN:USF, Setting: Scan|

Controller |aoc-103-wic1 | Config Emor

30019.General: WLAN settings are different with Controller: aoc-wism1 on WLAN:USF-GOLD, Settin

Informational messages

BRKEWN-2670

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Best Practices

Compliance Checks

Cisco Public
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Config Analyser Best Practice Compliance with Express WLAN Setup

Irformation:

Category |Compliance Level | Total Checks Passed Checks Failed Checks
AP 1 1

General 2 12

Madbility 1 1]

RF 2 1]

Woice- Cisco 13 6

Security 2 12

7.6 MR2 without
i Express WLAN Setup

Information:

Controller: wic-spartan

Category |Compliance Level Total Checks | Passed Checks Failed Checks
AP
General
Mobility
RF

Voice- Cisco

8.1 with Express WLAN
Setup

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



CISCO Actlve Advisor

Improve User Experience Through Automatic Discovery of Cisco Wireless
Products and Health Score Calculation
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Why use Cisco Active Advisor?

Dimension Data Network Barometer Report, June 2014*

5 1 % Of All Network Devices are Most Networks are NOT Ready for

Now Aging or Obsolete Enterprise Mobility Trends

#1 Recommendation from the report:

Plan the steps from your
Have an accurate

‘as-is’ state to your ‘to-be’

inventory of your network state

*http://www.dimensiondata.com/Global/Global- Microsites/NetworkBarometer/Pages/Home.aspx (Requires Registration)

Cisco (l pr/

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Introducing Cisco Active Advisor

Free, cloudbased service Welcome to Cisco Active Advisor

Everything you wanted to know about your network and didn't know where to look

Agentless — nothing to download

It provides customers:

— Security Advisories (PSIRTS)
— End-of-life & End-of-support dates 0> © B

— Warranty & service contract status B Bl
— Personalised device health score
 Accessible at:
www.CiscoActiveAdvisor.com
Cisco(l pr/

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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CAA Device Scanner

] ; ; i
BITEs Cisco Active Advisor

A / Scan Network

Enable Debug

Provide Cisco Active Advisor with the Login/ Add Mare

Password credentials for network devices to retrieve
more detailed device information.

Upload Immediately After Scan

0 IP Address Range to Explore

S Enable CDP Discov
= I 172.20.224.1564 / 10 | 172.20.224.156 v i
O CDP Discovery Level
ge Add More A

Q Device Login Credentials Scan My Netw Connection Timeout
ﬁ admin v I v o Connection Retry

=

=

(]

O

Cisco (l pr/
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CAA Device Health Score

| All Devices / Device Overview

Best Practices

0 0 6 -
Device
Overvi Advisori End of Life Warnings ~ Enabled Features Health
Shwrn ConfigEror-7  BestPractice2d  Info0  Export
s 'ﬁ C/ C ’ﬂ K
Q il Mobilty @ General QAP RF
Category " WJ Message ~
Best Pract Warni AP: Sysiog messages are sent to broadcast address, if there are erors reported by many APs, and there are too many APs per vian, this can cause broadcast storms. For best practices, it is better to configure 1o individual server
i 3 (From AP : AP2700 / FTX1820S266)
Config Error Warming Enterprise: Load Balancing is a recommended best practice for high density environments
Best Practices Informational General: AVC visibility is recommended. Ensure you are using 7.4.121.0, 7.6.110.0 or higher. WLAN: Sujit-test
Config Error Warning General: Band Select is not in use on any WLAN. it is a recommended feature when there is a good AP density in Enterprise deployments, Avoid on voice WLANs.
Best Practices. Informational | General: CleanAir detection is highly recommended if your current AP HW types support the feature. For 802.11a band
Best Practices. Informational | General: CleanAir detection is highly recommended if your current AP HW types support the feature. For 802.11b band
Best Practices Waming General: Controller with teinet enabled, this is not advisable for security issues
Best Practices Warning General: Controller without time source, please configure a valid NTP server
Best Practices. Warning General: Detected channels on band 100-140 as not in use for DCA. If country regulations allows it, it is advisable to enable to improve channel distribution on 802.11a band
Beat 4 ’ General: Disabling low data rates/1 1b can help to optimize the channel utilization o the 2.4 band. Depending on RF coverage, or if using legacy clients, this may cause problems. Please validate before enforcing the changes, as
moton ormationsl | 1 s may have important RF dependencies. Global Configuration
View () Rosits per page 1234 Next Last
© 2014 Cisco Systems, Inc. All rights reserved | Privacy Statement | Terms & Condiitions | Help & FAQ v "
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Improve

Personalised device
health score

Free, cloud-based
service

Automatically takes an
inventory of your Cisco
network
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For Your

Best Practlces Recommendatlons ' Reference

Enable High Availability (AP and Client SSO) Enable 802.1xand WPA/WPA2 on WLAN
Enable AP Failover Priority Enable 802.1x authentication for AP
Enable AP Multicast Mode Change advance EAP timers
Enable Multicast VLAN Enable SSH and disable telnet
(//)\ ld:-‘ Enable Pre-image download > D?sable Management Over Wireless
o ) Enable AVC E Disable WiFi Direct
i 5 Enable NetFlow S Peer-to-peer blocking
= ) Enable Local Profiling (DHCP and HTTP) @) Secure Web Access (HTTPS)
S:/ o Enable NTP % Enable User Policies -
N 0 Modify the AP Re-transmit Parameters Enable Client exclusion policies _
LL] é Enable FastSSID change Enable rogue poI|C|es_ a_md Rogue Detection RSSI
@) LL Enable Per-user BW contracts EH;QI% plmggsword FellEEs
— Z Enable Multicast Mobility BYOD Timers
QO Enable Client Load balancing
< Disable Alronet IE Disable 802.11b data rates
FlexConnect Groups and Smart AP Upgrade : '
nd Restrict number of WLAN below 4
al Set Bridge Group Name E:L Enable channel bonding — 40 or 80 MHz
Set Preferred Parent — Enable BandSelect
— Multiple Root APs in each BGN o0y Use RF Profiles and AP Groups
p) T SetBackhaul rate to "Auto” () Enable RRM (DCA&TPC) to be auto
LL ﬂ Set Backhaul Channel Width to 40/80 MHz —1 Enable Auto-RF group leader selection
m s Backhaul Link SNR > 25 dBm H:J Enable Cisco CleanAir and EDRRM
Avoid DFS channels for Backhaul = Enable Noise &Rogue Monitoring on all channels
External RADIUS server for Mesh MAC Authentication ;

Enable DFS channels

Enable IDS Avoid Cisco AP Load

Enable EAP Mesh Security Mode
http://www.cisco.com/c/en/us/td/docs/wireless/technology/wic/82463-wic-config-best-practice.html
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Infrastructure Best Practices

Jle

ofiling (DHCP and HTTP)

e-transmit Parameters
D change

BW contracts

Mobility

yad balancing

E

INFRASTRUCTURE

Cisco (l V&/
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Infrastructure: Enable High Availability (ap & Client SSO)

A direct physical connection between Active and Standby Redundant Ports or Layer 2 connectivity is required
to provide stateful redundancy within or across data centres

Active Controller Redundancy 4 ive Controller
Redundancy Port RP 1
Connectivity Hot Stand-by controller Redundant Port

Connectivity

RP 2

Active Controller

HotStand-by Controller

e - . - Yo a . Yaal
CAREREREER CHREFREESE -@ I 1
: ! : = - —1
H—_ Slot 8: Active WiSM-2 “iaiddddid . |
~ Slot 9: Hot Stand-By WiSM-2 28 $

VS

Sub-second failover and zero SSID outage

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Infrastructure: Enable AP Failover Priority

= Wireless > Access Points - Global Configurations
Wireless = Access Points 2 All APs->AP_NAME - High Availability

All APs > Details for AP3600-WSSI_1

‘ General | Credentials | Interfaces | High Availability | Inventory | Advanced ‘

Management IP Address

AP Failover Priority Name
Primary Controller WLC1 172.20.227.100
Global AP Failover Priority | Enable = Secondary Controller
Tertiary Controller

AP Failover Priority Low

Medium
High
Critical

Allows certain APs to be assigned higher WLC join priorities, so they are given preference while

joining a WLC

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

BRKEWN-2670



P 40 AR N\ | 4 e )
Infrastructure: Enable AP Multicast Mode
Controller =2 General > AP Multicast Mode

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller General

General Name Cisco Controller

Inventory 802.3x Flow Control Mode | Disabled |

Euiexise ey LAG Mode on next reboot | Disabled ¢ | {LAG Mode is currently disabled). s

Interface Groups Broadcast Forwardin | Disabled * | I i :

Multicast | AP Multicast Mode : [ Multicast | 230.28.28.77  |Multicast Group Address e E uniq U € acr_oss WLCs and not :
 Network Routes - A S 1 clashing with other protocols |

AP IPVE Multicast Mode 1 | Unicast J S e e ! !

} Redundancy AP Fallback e e —
¥ Internal DHCP Server AP Preferred Mode [ Mot-Configured
F Mobility Management Fast SSID change | Disabled * |

Ports Link Local Bridging | Disabled =+ |
F NTP Default Mobility Domain Name MyGroup

Network infrastructure must provide multicast routing between the management
interface subnetand the AP sub-network.

Forward multicast traffic to Access Points instead of sending unicast messages to each individual AP

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Multicast VLAN for Interface Groups
WLANs > WLAN Name - General

MONITOR ~WLANs CONTROLLER  WIRELES!

WLANSs > Edit 'enjoy'

LA eneral | Security | QoS | Policy-Mapping | Advanced
WLAN
»
‘‘‘‘‘‘‘‘ Profile Name enjoy
Type WLAN
SI0 enjoy
Statu: ™ En
ssssssssssssss
(Mo security tab
Radie Poli icy | Al |
Inter
Gro :
I

\\ /\ VLANL
FHLA&NL@-CBSJQABDJ—
Network ™ = —.;\. F
(%
\/_/ Interface group

Cisco Public

To limitthe multicast on the air to a single copy on a predefined multicast VLAN
BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved.
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Infrastructure: Enable Pre-image Download

Wireless - Global Configurations - AP Image Pre-download

Wireless CDP State v
Ethernet Interface# CDP State
¥ Access Points 0 o
All APs
= Radios 2 I‘ﬁ
802.11a/n/ac 2 «
802.11b/g/n 3 4
Dual-Band Radios Radio Slot# CDP State
Global Configuration
0 4
* Advanced 1 4
Load Balancing 2 =1
Band Select

Preferred Calls
SIP Snooping
Rx Sop Threshold

Login Credentials

Username

Mesh
s Password

RF Profil
D Enable Password

FlexConnect Groups

FlexConnect ACLs

-

802.11a/n/fac
802.11b/g/n

Media Stream

Application Visibility
And Control

Country

Timers

-

Netflow

» QoS

BRKEWN-2670

802.1x Supplicant Credentials

802.1x Authentication

AP Failover Priority

Global AP Fallover Priority

AP Image Pre-download

Disable =

Download Primary

Interchange Image

Download Backup
Abort Predownload

Allows for less network downtime during software updates

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Infrastructure: Enable AVC

Wireless - Application Visibility and Control > AVC Profiles

WLANSs > Edit "Contractor’

 General | Security = QoS | Policy-Mapping | Advanced CITRIX ,-:_-.,
1 — —
Enable Application i Lync

1

1

1

Quality of Service (QoS) | Silver (best effort)
Application Visibility /' Enabled

1
1
1
1 T
AVC Profile block_facebook * : VISIbI|Ity
| (—

Netflow Monitor none e e e — 1
WMM k E
WMM Policy Allowed = - ¥ M . @
¥file > Rule > 'block_facebook
7920 AP CAC Enabled — _ P N
7920 Client CAC Enabled
7 Application Group . browsing s \__)

Application Name | facebook 3 _
: ____________________ 1 Action Drop =+ | 1
I
i Add per : ,
i i !
I I
1

Classifies applications, provides real-time analysis, and allows users to drop or mark
data. Per-user, per-device granularity for control

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Enable NetFlow in your WLC

Wireless = Netflow - Exporter - Create ‘New’

Exporter Create

Exporter Name Cisco_Prime_Assurance
Exporter Ip 172.20.227.106

Port Number 1

Wireless - Netflow = Monitor > New

Netflow Monitor > New

Monitor Name Netflow_monitor

Netflow export to Cisco Prime or third party network management tool

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Enable Local Profiling

WLANs - Edit > WLAN_NAME - Advanced

@ This image cannot currently be displayed.

;HEHHS imhge cannot currently be displayed.

Clientdevices can be profiled based on their manufacturer and operating system

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Infrastructure: Enable NTP

Controller > NTP - Keys
Controller > NTP = Server
NTP Keys > New NTP Servers > Edit i
KeyIndex |1 ’ | If NTP requires i Server Index !
Checksum  md3 ) Y i authentication, first : Server Address 172.20.227.101
Key Format | ASCIL =+ \ ' add key i Enable NTP Authentication v
Key sess - 4 ]

Key Index 1

Synchronisesthe time among all devices on the network including Access Pointand

Controller as we have X.509 certificatesinstalled in AP and WLC, Context-aware and
location services, MFP, Debugging

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Modify the AP Re-transmit Parameters

L e SN

Wireless = Access Points - Global Configuration

Global Configuration

Increase countand interval for larger latency links like FlexConnect and satellite links

BRKEWN-2670

LAR g '\Q‘Q&E

High Availability

Heartbeat Timeout(1-30)

EEEEEE

=4
State
Address(Ipvd/Ipv6)
P State Back-up Secondary Controller name
TCP MSS
bal TCP Adjust MSS (IPv4: Pt

111111111 )

AP Retransmit Config Parameters b

mmmmmmmmmmmmmmmmmm

~
=
———————

1
Number of times the AP will i
try to join the WLC (3-8) i

1
1
i Number of seconds to wait
' before rejoining (2-5sec)

Allows user to customise the way APs attemptto joina WLC.

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Infrastructure: Enable Fast SSID Change

Controller > General

CISCO MONITOR WLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
General
Name WLC-mesh
Inventory
802.3x Flow Control Mode | Disabled = |
Interfaces
LAG Mode on next reboot | Enabled % | (LAG Mode is currently enabled).
Interface Groups —
R Broadcast Forwarding | Disabled |
Multicast R —
F 9] 1
» N T ROtas AP Multicast Mode | Unicas |
AP IPVE Multicast Made £ | Unicast  # |
¥ Redundancy Vo Multicast Mode E—
AP Fallback | Enabled 3 |
¥ Internal DHCP Server B
- CAPWAP Preferred Mode | ipva 2|
¥ Mobility Mar it —
| Fast SSID change [Enabled: | |
Ports
Link Local Bridging | Disabled = |
» NTP ==
Default Mobility Domain Name WNBU-TME
» CDP
RF Group Name WNBU-TME
¥ PMIPv6
User Idle Timeout (seconds) 300
b IPV6
ARP Timeout (seconds) 300
» mDNS
Web Radius Authentication | PAP s
b Advanced

Allows clientsto move faster between SSIDs, by not clearingthe cliententry

BRKEWN-2670

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Operating Environment Commercial (0 to 40 C)

Internal Temp Alarm Limits Oto 65C

Cisco Public
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Infrastructure: Enable per-user Bandwidth Contract

WLANSs - Edit WLAN_NAME'" = QoS

WLANSs > Edit 'Guest'

| General | Security | QoS | Policy-Mapping | Advanced |

_________________________________

Quality of Service [QoS) | Silver (best effort) % | : . . :
Application Visibility @ Enabled ' Limit data rates for Guest :
Ay prete e ' and Contractor accounts
Netflow Monitor | none * | R — _L ______________________________ :
4 T
Override Per-User Bgngwig:h ggn;rgg:g “(ungl <3
DownStream UpStream
Average Data Rate 10 10
Burst Data Rate 10 10
Average Real-Time Rat 100 100
Burst Real-Time Rate 1000 100
|_Clear |

Enforces limits on non-mission critical clients

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Enable Multicast Mobility for Mobility Domains

Controller > General Controller = Multicast

Controller Mobility Multicast Messaging
e nnel | Enzble Multicast Messaging ¥ | 1=
ML Local Group Multicast IPvé Address | 239.28.28.77 Multicast
Interfaces

Local Group Multicast IPv6 Address
Interface Groups

Mobility Group
Multicast Enable Global Multicast Mode 4
» Network Routes

Enable IGMP Snooping

SRS AnTY) IGMP Timeout (seconds) 60
¥ Internal DHCP Server

IGMP Query Interval (seconds) 20
¥ Mobility Management

Mobility Configuration Enable MLD Snooping -
Mobility Groups
Mobility Anchor Config MLD Timeout (seconds) 60

Multicast Messaging

MLD Query Interval (seconds) 20

= |

Allows clients to announce messages to all mobility peers, instead of individual WLCs, benefiting

time, CPU usage, and network utilisation. Multicast routing between controllers

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Enable Client Load Balancing
WLANs - Edit “WLAN-NAME” - Advanced

General | Security | QoS | Policy-Mapping | Advanced
g

Frame ion (MFP)
Static IP Tunneling 4 Enabled
Wi-Fi Direct Clients Policy Disabled : MFP Client Protection # | Optional
Maximum Allowed Clients 00 DTIM Period (in beacon intervals)
Per AP Radio
Clear HotSpot o
Configuration Enabled 802.11a/n (1 - 255) 1

Client user idle 802.11b/g/n (1 - 255) 1
timeout(15-100000) NAC

Client user idle threshold
NAC State | N
(0-10000000) 0 Bytes e | None

Radius NAI-Realm Load Balancing and Band Select

[ e E e EEEE=— | | client Load Balancing A |

Client Window Size 1-20
ii Maximum Denial Count 0-10

Client Band Select

1
1
E New Client
i 45 Joining Network

Balances the number of clients connectto a WLAN between multiple APs

Not suitable for Voice, Low Density and single AP deployments like hotspots

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Disable Aironet |IE
WLANSs = Edit “WLAN-NAME” > Advanced

. General | Security | QoS | Policy-Mapping | Advanced

e  Aironet IE 0x85 in beacons and

Coverage Hole Detection E] Enabled DHCP Server || Override
probe responses
s Oenabled § Orich A Resinment 1 Reaures « AP name, load, client count etc.
Diagnostic Channel I8 [1Enablcd OEAP
Override Interface ACL IPv4 | None + | IPv6 | None + Split Tunnel [_| Enabled

Layer2 Ad (None ¢ » Controller sends Aironet IEs 0x85

- . - Management Frame Protection (MFP)
P2P Blocking Action | Disabled

. and 0x95 in the reassociation

) 3 .
Client Exclusion #Enabled MFP Client Protection 2 | Required * |

SO et (zee TIM Period (in beacon interval) response if it receives Aironet |E
B S S R 0x85 in the reassociation request

Wi-Fi Direct Clients Policy | Disabled + B02.11bfg/n (1 - 255) |1 ° Management IP address Of WLC
aximum Allowe ients NAC
o ponade 20 T * IP address of AP

Can cause compatibility issues with some types of wireless clients

Enable for WGB and Cisco voice. Optional for CCX based clients

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Infrastructure: Same Virtual IP if Same Mobility Name

Controller 2 Interfaces - virtual

Mobility Group

vvvvvv

Multicast

s
MAC Address 30:7:00:31:82:e0
» Network Routes Interface Address 192.0.2.1 192.0_2_1

» Redundancy
192.0.2.1 | — — = o
» Internal DHCP Server  pns H, " i M e ™
» Mobility Management Note: Changing the Interface parameters causes the WLANS to be temporarily disabled and thus may result in loss L)
of connectivity for some clients.
Ports
» NTP
» cop e R Sanen
00
» PMIPVE !

uuuuuuuuu

Inter-controller roaming can appear to work, but the hand-off does not complete and the

clientloses connectivity when DHCP renew is performedif DHCP proxy enabled

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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INFRASTRUCTURE
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Enable High Availability (AP and Client SSO)
Enable AP Failover Priority

Enable AP Multicast Mode

Enable Multicast VLAN

Enable Pre-image download

Enable AVC

Enable NetFlow

Enable Local Profiling (DHCP and HTTP)
Enable NTP

Modify the AP Re-transmit Parameters
Enable FastSSID change

Enable Per-user BW contracts

Enable Multicast Mobility

Enable Client Load balancing

Disable Aironet |E

FlexConnect Groups and Smart AP Upgrade

Set Bridge Group Name

Set Preferred Parent

Multiple Root APs in each BGN

Set Backhaul rate to "Auto”

Set Backhaul Channel Width to 40/80 MHz

Backhaul Link SNR > 25 dBm

Avoid DFS channels for Backhaul

External RADIUS server for Mesh MAC Authentication
Enable IDS

Enable EAP Mesh Security Mode

Cisco Public

SECURITY

WIRELESS / RF

Enable 802.1x and WPA/WPA2 on WLAN
Enable 802.1x authentication for AP
Change advance EAP timers

Enable SSH and disable telnet

Disable Management Over Wireless
Disable WiFi Direct

Peer-to-peer blocking

Secure Web Access (HTTPS)

Enable User Policies

Enable Client exclusion policies

Enable rogue policies and Rogue Detection RSSI
Strong password Policies

Enable IDS

BYOD Timers

Disable 802.11b data rates

Restrict number of WLAN below 3
Enable channel bonding — 40 or 80 MHz
Enable BandSelect

Use RF Profiles and AP Groups

Enable RRM (DCA & TPC) to be auto
Enable Auto-RF group leader selection
Enable Cisco CleanAir and EDRRM
Enable Noise &Rogue Monitoring on all channels
Enable DFS channels

Avoid Cisco AP Load

Cisco (l pr/
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RF and RRM: Disabling .11b Data Rates

Wireless = 802.11b/g/n = Network g prs

250'@ 18Mbgs
225'@24Mm§ %

; L\ R
2000'@36Mbps -
bl 150'@4aMbgs
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK ¥
80' @ 54Mbps
= Radios
802.11a/n/ac 802.11b/g Global Parameters
802.11b/g/n
Dual-Band Radios
Global Configuration General Data Rates**
b Advanced S —
802.11b/g Network Status # Enabled 1 Mbps | Disabled
Mesh S
802.11g Support #Enabled 2 Mbps | Disabled
RF Profiles — JE—
Beacon Period (millisecs) 100 5.5 Mbps | Disabled
FlexConnect [—
Groups Short Preamble # Enabled & Mbps | Disabled
FlexConnect ACLs (Fg:?ev:;ntatmn Threshold | 9 Mbps [Supported +
‘OEAP ACLs ——————
DTPC Support. # Enabled 11 Mbps | Disabled
Network Lists —_— —
Maximum Allowed Clients 200 12 Mbps | Mandatory
w 802.11a/n/fac . S
NebRor RSSI Low Check [_| Enabled 18 Mbps | Supported %
« RRM RSSI Threshold (-60 to -90
-80 24 Mbps Supported
RF Grouping dBm) ? (aseons iy
TPC 36 Mbps | Ssupported
DCA CCX Location Measurement JE—
Coverage 48 Mbps | Supported
General Mode [ JEnabled 54 Mbps (Sapporeed =)
Client Roaming e
Media ** Data Rate 'Mandatory' implies that clients who d t t b,
EDCA P & £l ndatory' implies that clients who do not support tha
DFS (Enazralrln:)ars specific rate will not be able to associate. Data Rate 'Supported’
N implies that any associated client that also supports that same rate
High Throughput may communicate with the AP using that rate, But it is not required
(802.11n/ac) that a client be able to use the rates marked supported in order to
CleanAir associate, The actual data rates that are supported depend on the
channel selected as different channels may have different
EREaLihip bandwidths. The reasen is that we show data rates and allow the user
Network to seiect the data rates. But in reality, the AP will pick the next lower
« RRM data rate allowed for that channel if the chosen data rate js not
RF Grouping supported.

Management frames sent at lowest mandatory rate - slows down the entire cell

BRKEWN-2670
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RF and RRM: Disabling .11b Data Rates

Demonstrating the impact of 802.11b data rates on Channel Utilisation

¥ WLANs rrent Filter None [ 1 ter) [Cestevew o] i]

» Advanced
[0 wian ¥ rofile Name WLAN SSID Admin Status S
O WLAN ETAB-PSK ETAB-PSK Enabled [WPA2][Auth(PSK)] [+ ]
O WLAN ETAB-dot1x ETAB-dot1x Enabled [WPA2)[Auth(802.1X)] +]
O WLAN ETAB-Lync ETAB-Lync Disabled [WPA2][Auth(PSK)] [~}
Oa WLAN ETAB-FBConnect ETAB-FBConnect Enabled Web-Passthrough [+ ]
O WLAN ETAB-VConnect ETAB-VConnect Disabled Web-Passthrough [~ ]
a WLAN ETAB-LocalPolicy ETAB-LocalPolicy Disabled [WPA2][Auth(PSK)] [~}
O WLAN cudemol cudemol Enabled [WPA2][Auth(802.1X)] [+
Ma WLAN cudemo2 cudemo2 Disabled [WPA2][Auth(802.1X)] ]
%] WLAN cudemo3 cudemo3 Disabled [WPA2][Auth(802.1X)] ]
7} WLAN cudemod cudemod Disabled [WPA2][Auth(802,1X)] [+ ]
il WLAN cudemoS cudemo$ Disabled [WPA2][Auth(802.1X)] [ ~]
gr WLAN cudemot cudemob Disabled [WPA2][Auth(802.1X)] ] 1 MbpS Mand atory : Channe| Utl |isation 67%

WLAN cudemo? cudemo? Disabled [WPA2)[Auth(802.1X)] [+ ]

6 Mbps Mandatory : Channel Utilisation 23%
e

.box.com/s/rzn20idytq2zedxi

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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RF and RRM: Restrict Number of WLANS Below 4

WLANs - WLANSs

CISCO MONITOR CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
v WLANs Current Filter: None [Change Filter] [Clear Filter] [ Create New + | "Go
WLANs

» Advanced

[ ] WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

01 WLAN Employee Employee Enabled [WPA2][Auth(802.1X)] [~
2 WLAN Guest Guest Enabled Web-Auth [~}
3 WLAN Contractor Contractor Enabled [WPA2][Auth(PSK)] [~}

Each SSID needs a separate probe response and beaconing, the more SSIDs the less

RF space available for real data traffic

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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RF and RRM: Enable Channel Bonding - 40 or 80 MHz

Wireless - 802.11a/n/fac > RRM - DCA

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)
v Access Points
All APs Dynamic Channel Assignment Algorithm
= Radios
802.11a/n/ac Channel Assignment Method (=)Automatic Interval:| 10 minutes * | AnchorTime:| 0
802.11b/g/n
Dual-Band Radios Freeze Invoke Channel Update Once
Global Configuration OFF
» Advanced Avoid Foreign AP interference o Enabled
Mesh Avoid Cisco AP load Enabled
RF Profiles Avoid non-802.11a noise ™ Enabled
FlexConnect Groups Avoid Persistent Non-WiFi Interference | | Enabled
FlexConnect ACLs
Channel Assignment Leader SmartRoam-TME-Lab (172.20.227.100)
v 802.11a/n/ac .
Network Last Auto Channel Assignment 118 secs ago
v RRM DCA Channel Sensitivity Medium  * (15 dB)
RF Grouping
TPC l Channel Width 20 MHz ' 40 MHz (#)80 MHz ]
S5 Avoid check for non-DFS channel Enabled
Coverage

40/80MHz wide channels in the 5GHz space can 2x/4x the amount of user data than can be

transmitted. For extreme HD deployments use 20 MHz channels to keep cell size small
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RF and RRM: Enable Client Band Select
WLANSs > Edit “WLAN-NAME” = Advanced

Challenge
Dual-Band clients persistently connectto 2.4 GHz Dual-Band Client Radio
> Edit " -TME' <m 24/5GHz
A R TR — = 2 4GHz may have 802.11b/g clients causing
General | Security | QoS | Policy-Mapping | Advanced contention ‘
Override Interface ACL 1Pv4 [None 3| 1Pv6 [None 3|  SPlitTunnel SErabled ‘

= 2 4GHz is prone to interference

® T

Solution )

BaﬂgaS:;ect directs clients to 5 GHz optimizing RF M

Looking for AP
= Better usage of the higher capacity SGHz band m a
» Frees up 2.4 GHz for single band clients 802.11n @9 e

Xy

Discovery
Response

ssssssss

.

r— | —
Optimized RF Utilization by Moving 5 GHz Capable
Client Out of the Congested 2.4 GHz Channels

Allows dual-band clients to move to the less congested 5GHz band

Not recommended for Voice deployments

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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RF and RRM: RF Profiles

= RF Profiles work in Conjunction with AP Groups (beginning in release 7.2)
= You can create separate RF profiles forboth 2.4 and 5 GHz
1 profile for each band (802.11a/802.11b) can be assigned to an AP group

Today
802.11 data rates
TPC Power Threshold and Min max Power settings
DCA
Coverage hole algorithm settings

High Density — HDX configurations RX_SOP, Client Limit, Mcast data rate
Client Distribution

More granular control of the RF network

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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RF Profiles: Granular Control

RF Profile > Edit 'HD_2_4'

RF Profile > Edit

'CiscolLive_Keynote'

General | 802.11 | RRM | High Density | Client Distribution |

General | 802.11 | RRM '|'i
Data Rates?! MCS
1Mbps | Disabled = | 0
2 Mbps | Disabled  * | 1
5.5 Mbps | Disabled  : | 2
6 Mbps | Supported * | 3
9 Mbps | Mandatory * | 4
11 Mbps | Disabled 3 | 5
12 Mbps | Supperted * | 6
18 Mbps | Supported  * | 7
24 Mbps | Mandatery : | 8
36 Mbps | Supported * | g
48 Mbps | Supported * | 10
54 Mbps | Supperted : | 11
16

17

-

Load Balancing

BRKEWN-2670

Data Rates!

MCS Settings

6 Mbps | Disabled
9 Mbps | Disabled
12 Mbps | Supported

18 Mbps | Supported

24 Mbps | Mandatory
36 Mbps | Mandatory
48 Mbps | Supported

54 Mbps | Supported *

0 ™ Supported
1 ™ Supported
2 ™ Supported
3 ™ Supported
a ™ supported
5 ™ supported
6 ™ supported
7 ™ supported
8 @ supported
9 @ supported
10 @ Supported
11 @ supported
12 @ Supported
13 @ Supported
14 ™ supported
15 o Supported

16 ™ Supported

k

— RF Profile > Edit 'CiscoLive_Keynote'

 General | 802.11 | RRM | High Density | Client Distribution

Load Balancing

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Denial(1 ta 10)

Window(0 to 20 Clients) |5

3

Cisco Public 67

RF Profile > Edit ‘test_bb’

General | 80211 | RRM | High

Client

Maximum Power Level Assignment (-10 to 30 dBm)

Minimum Power Level Assignment (-10 to 30 dBm)

Power Threshold v1(-80 to -50 dBm)

Power Threshold v2(-80 to -50 dBm)

TPC, DCA, Coverage Hole

Data RSSI(-90 to -60 dBm)
Voice RSSI(-90 to -60 dBm)
Coverage Exception(1 to 75 Clients) 3

Coverage Level(0 to 100 %)

25

d

RF Profile > Edit

DCA Channel List

1,6, 11

DCA Channels

'802.11a_demo'

Noise (-127 to 0 dBm)

Utilization (0 to 100 %)

High Density Parameters

| General | 802.11 | RRM | High Density | Client Distribution

Multicast Parameters

Maximum Clients{1 to 200) 200

Client Trap Threshold® 50

Rx Sop Threshold Parameters

Rx Sop Threshold

| Auto

Multicast Data RatesZ | auto

|
Fr

High Density
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RF and RRM: Enable Cisco EDRRM
Wireless - 802.11a/n/ac or 802.11b/g/n > RRM - DCA

EDCA Parameters 104

DFS (802.11h) 108

High Throughput

(802.11n/ac) 112

CleanAir 116
b 802.11b/g/n 132

an-

» Media Stream

Application Visibility

L4 And Control Extended UNII-2 channels | Enabled
Country Event Driven RRM :r _______ ._.-_.__-_-_-_-_-_____________-i
S | Sensitivity threshold |
} Netflow I EDRRM  Enabled I G — 3 recommended to Medium i
o/ R R R =,
} QoS Sensitivity Threshold | Medium *| +~ " 4

EDRRM triggers RRM to run when an access pointdetects a certain level of interference

Cisco Public
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RF and RRM: RF Group Leader must be an .11ac WLC
(Release 7.5+) iIn RF Groups with mixed versions

Wireless - 802.11a/n/ac 2> RRM - DCA

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)
+ Access Points
All APs Dynamic Channel Assignment Algorithm
« Radios
802.11a/n/ac Channel Assignment Method (*)Automatic Interval: 10 minutes * | AnchorTime: 0

802.11b/g/n

Dual-Band Radios Freeze Invoke Channel Update Once
Global Configuration OFF
» Advanced Avoid Foreign AP interference # Enabled
Mesh Avoid Cisco AP load Enabled
RF Profiles Avoid non-802.11a noise  Enabled
FlexConnect Groups Avoid Persistent Non-WiFi Interference || Enabled
FlexConnect ACLs
Channel Assignment Leader SmartRoam-TME-Lab (172.20.227.100)
+ 802.11a/n/ac ; |
Network Last Auto Channel Assignment 118 secs ago k
~ RRM DCA Channel Sensitivity Medium = (15 dB)
RF Grouping —
TpC | channel width 20 MHz _ 40 MHz (+/80 MHz | Cogeal RF sub- Cogical A sub-
nes Avoid check for non-DFS channel Enabled Group (a) Group (¢}
Coverage

If the RF Group Leader does not support 802.11ac (Release 7.5+), APs in the RF Group

cannot select 80MHz channel widths

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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RF and RRM: Enable Cisco CleanAir
Wireless - 802.11a/n/ac or 802.11b/g/n - CleanAir

m
CIisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACI
Wireless B02.11a > CleanAir

~ Access Points
CleanAir Parameters

CleanAir ~Enabled
Report Interferers® #Enabled
Persistent Device Propagation Enabled
4 Interferences to Ignore Interferences to Detect
RF Profilea / TDD Transmitter
> Jammer
Network Lists / Continuous Transmitter
= DECT-like Phone

FlexConnect Groyfs A
G P Video Camera

Enable AQI(Ai ality Index) Trap #Enabled

AQI Alarm Thre old (1 to 100)% 35
Enable trap for Unclassified Interferences Enabled
Threshold for Unciassified category trap (1 to 99) 20

O e Wil e L Enabled

Trap on these types

WiFi Inverted
WiFi Invalid Channel

radio bands ¢ .

v 'y —_—

Enable CleanAir on both e
I

CleanAiridentifies non-WIFI interferers and generates interferer and air quality reports

BRKEWN-2670
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RF and RRM: Enable Noise and Rogue Monitoring Channels

Wireless = 802.11a/n/ac or 802.11b/g/n > RRM - General

Cclisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Wireless 802.11a > RRM > General
w Access Points
All APs Profile Threshold For Traps
« Radios
802.11a/n/ac Interference (0 to 100%) 10
802.11b/g/n
Dual-Band Radios Clients (1 to 200) 12
Global Configuration Noise (-127 to 0 dBm) -70
» Advanced Utilization (0 to 100%) 80

Mesh
Noise/Interference/Rogue/CleanAir! Monitoring Channels

RF Profiles
Network Lists Channel List LAl Channels = |
All Channels
FlexConnect Groups  mgnitor Intervals (60 to 2600 secs) Country Channels
FlexConnect ACLs | DCAChanaa
+ 802.11a/n/ac Channel Scan Interval 180
Network Neighbor Packet Frequency 60
= RRM
RF Grouping
TPC Factory Default
DCA
Set all Auto RF 802.11a parameters to Factory Default.
Coverage

General Set to Factory Default

Scan All Channels for security, DCA Channels for performance

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public




S Ay . 0 L AN VSR 0 S L IR
RF and RRM : Avoid Cisco AP Loa

Wireless - 802.11a/nf/ac > RRM - DCA
Wireless 2 802.11b/g/n-> RRM - DCA

Nm
cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)

¥ Access Points

All APs Dynamic Channel Assignment Algorithm
= Radios -
802.11a/nfac Channel Assignment Method (®automatic Interval:| 10 minutes * | AnchorTime:| |

802.11b/g/n

Freeze Invoke Channel Update Once |
Dual-Band Radios -
Global Configuration (_JOFF
» Advanced Avoid Foreign AP Interference [ Enabled
— =
Mesh Avoid Cisco AP load _| Enabled I
RF Profiles Avoid non-802.11a noise "I Enabled
Avoid Persistent Non-WiFi Interference (| Enabled

FlexConnect

Groups Channel Assignment Leader 5760 (5.5.56.22)
FlexConnect ACLs

Last Auto Channel Assignment N.A
OEAP ACLs
DCA Channel Sensitivity | High 3| (5dB)
Network Lists - - -
Channel Width (#)20 MHz () 40 MHz (/80 MHz
w* B02.11a/n/ac B
Avoid check fer non-DFS channel |_) Enabled
Network
« RRM
RF Grouping DCA Channel List
TPC
DCA 36, 40, 44, 4B, 52, 56, 60, 64, 149, 153,
Coverage 157, 161
Ee DCA Channels

Client Roaming
Media

To avoid frequent changesin DCA due to varying Load conditions

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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INFRASTRUCTURE

Enable High Availability (AP and Client SSO)
Enable AP Failover Priority

Enable AP Multicast Mode

Enable Multicast VLAN

Enable Pre-image download

Enable AVC

Enable NetFlow

Enable Local Profiling (DHCP and HTTP)
Enable NTP

Modify the AP Re-transmit Parameters
Enable FastSSID change

Enable Per-user BW contracts

Enable Multicast Mobility

Enable Client Load balancing

Disable Aironet |E

FlexConnect Groups and Smart AP Upgrade

Set Bridge Group Name

Set Preferred Parent

Multiple Root APs in each BGN

Set Backhaul rate to "Auto”

Set Backhaul Channel Width to 40/80 MHz

Backhaul Link SNR > 25 dBm

Avoid DFS channels for Backhaul

External RADIUS server for Mesh MAC Authentication
Enable IDS

Enable EAP Mesh Security Mode

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

SECURITY

WIRELESS / RF

Enable 802.1x and WPA/WPA2 on WLAN
Enable 802.1x authentication for AP
Change advance EAP timers

Enable SSH and disable telnet

Disable Management Over Wireless
Disable WiFi Direct

Peer-to-peer blocking

Secure Web Access (HTTPS)

Enable User Policies

Enable Client exclusion policies

Enable rogue policies and Rogue Detection RSSI
Strong password Policies

Enable IDS

BYOD Timers

Disable 802.11b data rates

Restrict number of WLAN below 3
Enable channel bonding — 40 or 80 MHz
Enable BandSelect

Use RF Profiles and AP Groups

Enable RRM (DCA & TPC) to be auto
Enable Auto-RF group leader selection
Enable Cisco CleanAir and EDRRM
Enable Noise &Rogue Monitoring on all channels
Enable DFS channels

Avoid Cisco AP Load

Cisco (l pr/
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Security : Enable 802.1x Authentications on WLAN
WLANSs - Edit WLAN_NAME’ - Security

WLANs > Edit 'Employee’

| General | Security | QoS | Policy

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security [ [ WPA+WPAZ

MAC Filtering® ||
Fast Transition
Fast Transition ||

Protected Management Frame

PMF | Disabled * |

WPA+WPA2 Parameters

WPA Policy (]
WPA2 Policy ]
WPAZ2 Encryption @]AES | ITKIP
Authentication Key Management
lauz.lx ™ Enable ]
CCKM "] Enable
PSK |_I Enable

WLANSs > Edit 'Employee’

- W = -

General | Security | QoS | Policy-Mappi

i Layer 2 | Layer 3 | AAA Servers

Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

Select AAA servers below to override use of default servers on this WLAN

o Enabled ™ Enabled

| server1 | 1P:172.20.227.106, Port:1812 || Mone * |
Server 2 | None * || Mone =+ |
Server 3 | None + || Mone = |
Server 4 | None + || None *|
Server 5 | None + || None *|
Server 6 | None + || Mone + |

Provides greater network security on WLAN using 802.1x authentication

BRKEWN-2670
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Security: Enable 802.1x Authentications for AP

Wireless - Access Points - Global Configurations

To enable 802.1X authentication on a switch port, on the switch CLI, enter
these commands:

802.1x Supp"cant Switch# configure terminal
Credentials Switch (config) # dotlx system-auth-control
Switch (config) # aaa new-model
802.1x Authentication 4 Switch (config) # aaa authentication dotlx default group radius
Switch (config) # radius-server host ip addr auth-port port acct-port port
Username testap key key -
Switch (config) # interface fastethernet2/1
Password sssssces

Switch (config-if) # switchport mode access
Confirm Password ceeseees Switch (config-if) # dotlx pae authenticator

Switch (config-if) # dotlx port-control auto
Switch (config-if) # end

Provides greater network security by enabling802.1x on the switch port where AP is

connected. Not supported for Mesh deployments

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Security: Enable SSH and Disable Telnet

Management - Telnet—-SSH

Disable Telnet and enable SSH as the default option

cIsCO MONITOR WLANs CONTROLLER WIRELESS
Management Telnet-SSH Configuration
L TTTEE T EE T T T TTTT TS |
e Session Timeout (minutes) 5 i 0 imp|ies no sessions i
- . 1
el Maximum Number of Sessions — i will be allowed i
— Lomameemmm s s s e e e e s e e e )
HTTP-HTTPS Allow New Telnet Sessions T
Telnet-SSH [Allow New SSH Sessions Yes + |

Serial Port

Provides greater security by allowing secure access and denying unencrypted access

BRKEWN-2670
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Security: Disable Management Over Wireless

Management - Mgmt Via Wireless

ciIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management Management Via Wireless
Summary

Enable Controller Management to be accessible from Wireless Clients ||

F SNMP \
HTTP-HTTPS
Telnet-SSH

Serial Port

Local Management
Users

User Sessions
F Logs

Mgmt Via Wireless
¥ Software Activation

¥ Tech Support

Disallow management of the Controller via Wireless

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Security: Disable WiFi Direct

WLANs - WLAN Name - Advanced

WLANs WLANSs > Edit ‘enjoy’

| General | security | QoS | Policy-Mapping | Advanced

»»»»»»»»»

FRE

Unauthorised Devices Corporate
Laptop Corporate
WLAN
——\ \

Prevent security hole if the device is connectedto both the infrastructureand a

Personal Area Network (PAN) at the sametime. Will break Android devices

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Security: Secure Web Access ( HTTPS )

Management - HTTP-HTTPS

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management HTTP-HTTPS Configuration
e HTTP Access [ Enabled ¢ |
F SNMP
| HTTPS Access 2 [Enabled *]
HTTP-HTTPS
WebAuth Secureweb 2 | Enabled * |
Telnet-SSH
Web Session Timeout 30 Minutes
Serial Port
Local Management Current Certificate
Users
. Name: bsnSsiWebadminCert
User Sessions
“ 3rd Part
e Type rd Party
. N Serial Number: 221348576
Mgmt Via Wireless
id: Fi 2013 Feb 27th, 00:00:01 GMT Until 2023 Feb :00:
} Software Activation Valid rom €l , nti eb 27th, 00:00:01 GMT
Subject Name: C=US, O=Cisco Systems Inc., OU=DeviceSSL (WebAdmin), CN=169.254.1.1
b Tech Support
Issuer Name: C=US, O=Cisco Systems Inc., OU=DeviceSSL (WebAdmin), CN=169.254.1.1
MDS5 Fingerprint: 58:4f:3d:e6:d6:80:d8:45:90:dc:aa:cO: 1a: 71:78: 0F
SHA1 Fingerprint: 06:5c:ad:ec:2f:5d:41:18:51:12:e8:6d: 7:dd:84:b8:56:21:19:52

Provides greater security by allowing secure access

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Security: Enable Client Exclusion Policies

Security - Wireless Protection Policies = Client Exclusion Policies

cisco

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT COMMANDS

HELP  FEEDBACK

Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP

Advanced EAP
b Priority Order
b Certificate

¥ Access Control Lists

Client Exclusion Policies

Excessive B02.11 Association Failures (¥
Excessive 802.11 Authentication Failures @
Excessive 802.1X Authentication Failures @
Maximum 802.1x-AAA Failure Attempts 3

IP Theft or IP Reuse [T

Excessive Web Authentication Failures @

(1-3)

Wireless Pr
Policies
« Rogue Policies
General
Rogue Rules
Friendly Rogue
Standard Signatures
Custom Signatures
Signature Events
Summary
Client Exclusion
Policies
AP Authentication
Management Frame
Protection

2 Web Auth

Enable exclusion policies to prevent the network from Assoc/Auth failure attacks.

WLANs >Edit "WNBU-TME'

General | Security | QoS | Policy-Mapping | Advanced

Maximum Allowed Clients Per AP Radio 200
Clear HotSpot Configuration _|Enabled

Client user idle timeout{15-100000) (=

Client user idle threshold (0-10000000) O Bytes
Radius NAI-Realm (@]

Off Channel Scanning Defer

DHCP Server —
Enable Session Timeout @ 1800
Session Timeout (secs) DHCP Addr. Assignment [ | Required
Aironet IE #Enabled
OEAP
Diagnostic Channel 18 [ |Enabled
Override Interface ACL 1Pv4 [ None 3| 1Pv6 [None 3|  SPltTunnel i Enmbled
Layer2 Acl [ None ¢ .
— Management Frame Protection (MFP)
P2P Blocking Action | Disabled
Client Exclusion 3 #Enabled 20 MFP Client Protection 4 | Optional % |
Timeout Value (secs)
v — e Y DTIM Period (in beacon intervals)
Static IP Tunneling 12 [_Enabled
802.11a/n (1-255) |1
Wi-Fi Direct Clients Palicy | Disabled

802.11b/g/n (1 - 255) |1
NAC
NAC State | None tal

Load Balancing and Band Select

Client Load Balancing &)
Client Band Select g

Disable for Voice deployments

BRKEWN-2670
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Security: Enable Rogue Policies

Security = Wireless Protection Policies - Rogue Policies =

General 2 Low

lmgue Detection Security Lavel Low @ High Critical Custoﬂl

Rogue Location Discovery Protocol MonitorModeAps -

Expiration Ti or Rogue AP and Rogue Client entries 1200 Seconds
Validate rog s against AAA Enabled
validate rog s against MSE ~Enabled
Detect and report Ad-Hoe Networks ~Enabled
Rogue Detection Report Interval (10 to 300 Sec) 30
Rogue Detection Minimum RSSI (-70 to -128) -128
Rogue Detection Transient Interval (0, 120 to 1800 Sec) 300
Rogue Client Threshold (0 to disable, 1 to 256) o
Rogue containment autematic rate selection ~Enabled
Auto Contain
Auto Contalnment Level Auto
Auto Containment only for Monitor mode APs Enabied
Auto Containment an FlexConnect Standalone ~Enabled
Rogue on Wire Enabled
Using our SSID “Enabled
valid client on Rogue AP ~/Enabled
AdHoc Rogue AP Enabled

5 Friendly Malicious

The Rogue Detection Security Level should be set at a minimum to “low”

BRKEWN-2670
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BYOD: Radius Timeout >=5 sec
Security > AAA - RADIUS - Authentication

RADIUS Authentication Servers > Edit

Server [ndex 1
Server Address(Ipv4/Ipv6) 9.1.0.100
Shared Secret Format ASCIL

Shared Secret

Confirm Shared Secret

Key Wrap {Designed for FIPS customers and requires a key wrap compliant RADIUS server, ]
Port Number 1812

Server Status Enabled *

Support for RFC 3576 Enabled =+

Server Timeout -5 ] secondsh

Metwork User Enable

Management @ Enable

Management Retransmit Timeout 2 seconds

Realm List

IPSec Enable

To prevent pre-mature failover since the default of 2 seconds is generally low for ISE as ISE relies
on backend databases for user lookups and group fetches. Too high causes queue issues on WLC

BRKEWN-2670
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BYOD: Client Idle Timeout

© A VAR, R

WLANs - WLAN Name - Advanced

WLANSs > Edit 'enjoy’

‘ General | Security | Qos | Policy-Mapping | Advanced

wJEnaoiea

Timeout Value (secs)

Maximum Allowed Clients [
8

Static [P Tunneling 11 [JEnabled
Wi-Fi Direct Clients Policy | Disabled ¢

Maximum Allowed Clients

Per AP Radio 200

Clear HotSpot OEnabled

Configuration

Client user idle “ 3600|
timeout(15-100000) Timeout Value (secs)
Client user idle threshold | s

(0-10000000)
Radius NAI-Realm @]

Off Channel Scanning Defer

01234567

DoooeEdd0

Scan Defer Priority

Sean Defer Time(msecs) 100

MFP Client Protectios

DTIM Period (in beacon intervals)

= Reguired

802.11a/n (1-255) |1
802.11b/g/n (1 - 255) |1
NAC
NAC State | None |

Load Balancing and Band Select

Client Load Balancing
Client Band Select

Passive Client

Passive Client

Voice

Media Session Snooping
Re-anchor Roamed Voice Clients
KTS based CAC Policy

Radius Client Profilina

Enabled
Enabled

Enabled

€Isco

MONITOR WLANs ~CONTROLLER

‘WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

-

v

Controller

General

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Redundancy

Internal DHCP Server
Mobility Management
Ports

NTP

coP

PMIPVE

IPVE

mDNS

Advanced

Name
802.3x Flow Control Mode

LAG Mode on next reboot
Broadcast Forwarding

AP Multicast Mode 1

AP IPv6 Multicast Mode 1

AP Fallback

CAPWAP Preferred Mode

Fast SSID change

Link Local Bridging

Default Mobility Domain Name
RF Group Name

User Idle Timeout (seconds)
ARP Timeout (seconds)

Web Radius Authentication
Operating Environment

Internal Temp Alarm Limits
WebAuth Proxy Redirection Mode
WebAuth Proxy Redirection Port
Maximum Allowed APs 2

Global TPvé Config

Web Color Theme

HA SKU secondary unit

Nas-Id

Cisco Controller
Disabled +
Disabled * (LAG Mode is currently disabled).

Disabled *

Unicast  +
Unicast  *
Enabled  *

ipva ¢

Disabled *

Disabled *
MyGroup

default

Commercial (0 to 40 C)
0to65C

Disabled +

0

0

Enabled %

Default *

Enabled

Cisco Controller

For networks where users stay largely within the coverage area the setting can be

increasedto 3600 seconds for an SSID running 802.1x or RADIUS NAC against ISE.

BRKEWN-2670
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BYOD: Client Exclusion

WLANs - WLAN Name - Advanced

WLANSs > Edit 'enjoy’

|. General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override |_| Enabled
Coverage Hole Detection E] Enabled DHCP Server
i2ble Session Timeout (8]
DHI . Assignm:
18 OEAP
[ sl IPvB [ None | SplitTunnel [ Enabled
Layer2 Acl [ none 3|
m mi (MFP)

P2P Blocking Action | Disabled
S

[Client Exclusion 2

DTIM Period (in beacon intervals)

Static IP Tunneling i1 [|Enabled 802.11a/n (1 - 255)
Wi-Fi Direct Clients Policy | Disabled 5 802.11b/g/n (1 - 255) |1
Maximum Allowed Clients 0

NAC State | None

180 secondsis the recommended default with ISE though 60 secondsis the WLC

default. The reason behind this is the minimum reject interval on ISE for miss-configured
supplicant detectionis 5 minutes or 300 seconds
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BYOD: Session Timeout

WLANs - WLAN Name - Advanced

WLANSs > Edit 'enjoy’ < Bac}

‘. General | Security | QoS | Policy-Mapping L Advanced

Enable Session Timeout 4| 300

Session Timeout (secs) DHCP Addr. Assignment [ | Required
Aironet [E T Enabled OEAP
Diagnostic Channel 18 (JEnabled

Split Tunnel (] Enabled
Override [nterface ACL 1Pv4 | None = | IPv6 | None ¢
Layer2 Acl | None ¢ | Management Frame Protection (MFP)
P2P Blocking Action | Disabled :|

4 | Required * |

MFP Client Protection equi

Client Exclusion £ @enabled |50 == —
Timeout Value (secs) DTIM Period (in beacon intervals)

Maximum Allowed Clients [
8
= 802.11a/n (1-255) |1
Static IP Tunneling 2 [JEnabled

802.11b/g/n (1- 255) |1
Wi-Fi Direct Clients Policy | Disabled

NAC
Maximum Allowed Clients [, TV r—
Per AP Radio mle (Hone -
Load Balancing and Band Select
_Enabled
Client Load Balancing ™~
@ 3 Client Band Select o

Longeris better for AAAload up to a value of 86400 seconds for 802.1x SSIDs or 65535

seconds for open/CWASSIDs, shorter is better from security point of view.
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BYOD: Disable Aggressive Failover

config radius aggressive-failover disable command to
disable the aggressive failover feature

show radius summary to check the status of this feature

Only fails over to the next AAA server if there are three consecutive
clients that fail to receive a response from the RADIUS server

In some circumstances it can cause the WLC to pre-maturely mark ISE dead in times of

high load and cause additional load on ISE
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FlexConnect: Enable FlexConnect Groups

Wireless - FlexConnect Groups - Edit “Groupname”

Allow users to assign specific APs to groups with set configurations, OKC/CCKM key
cachingfor Voice, Local RADIUS server configuration, consistent W LAN mappings

BRKEWN-2670 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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FlexConnect: Enable “FlexConnect AP Upgrade”

Wireless - Flexconnect Groups - Edit “Groupname” - Image Upgrade Tab

FlexConnect Groups > Edit 'RetailStore_flexgroup'

New
‘ General | Local Authentication | Image Upgrade ‘ ACL Mapping | Central DHCP | WLAN VLAN mapping

Wireless Control Wireless
FlexConnect AP Upgrade v LAN

Slave Maximum Retry Count 44
Upgrade Image

Controller
Primary = FlexConnect Upgrade
FlexConnect Master APs
AP Name :
Add Master
Master AP Name AP Model Ma |
CAP3702 c3700E no

ﬁ
Master AP

Avoids downloading multiple copies of the Access Point software over the slow WAN link

to the remote site, reduces service downtime and reduces risk of download failure
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INFRASTRUCTURE
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Enable High Availability (AP and Client SSO)
Enable AP Failover Priority

Enable AP Multicast Mode

Enable Multicast VLAN

Enable Pre-image download

Enable AVC

Enable NetFlow

Enable Local Profiling (DHCP and HTTP)
Enable NTP

Modify the AP Re-transmit Parameters
Enable FastSSID change

Enable Per-user BW contracts

Enable Multicast Mobility

Enable Client Load balancing

Disable Aironet |E

FlexConnect Groups and Smart AP Upgrade

Set Bridge Group Name

Set Preferred Parent

Multiple Root APs in each BGN

Set Backhaul rate to "Auto”

Set Backhaul Channel Width to 40/80 MHz

Backhaul Link SNR > 25 dBm

Avoid DFS channels for Backhaul

External RADIUS server for Mesh MAC Authentication
Enable IDS

Enable EAP Mesh Security Mode

Cisco Public

SECURITY

WIRELESS / RF

Enable 802.1x and WPA/WPA2 on WLAN
Enable 802.1x authentication for AP
Change advance EAP timers

Enable SSH and disable telnet

Disable Management Over Wireless
Disable WiFi Direct

Peer-to-peer blocking

Secure Web Access (HTTPS)

Enable User Policies

Enable Client exclusion policies

Enable rogue policies and Rogue Detection RSSI
Strong password Policies

Enable IDS

BYOD Timers

Disable 802.11b data rates

Restrict number of WLAN below 3
Enable channel bonding — 40 or 80 MHz
Enable BandSelect

Use RF Profiles and AP Groups

Enable RRM (DCA & TPC) to be auto
Enable Auto-RF group leader selection
Enable Cisco CleanAir and EDRRM
Enable Noise &Rogue Monitoring on all channels
Enable DFS channels

Avoid Cisco AP Load

Cisco (l pr/
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Best Practice Check Points

Measuring Compliance

WLC
WLAN EXxpress

Setup
7.6 MR2, 8.0, 8.1

Best Practices defaults,
RF Parameter Optimisation,
Network Profiles

v

=  Optimum starting pointat Day
0/1 network setup

= RF parameter setting Ease of
use

= Enhanced performance,
security, resiliency with best
practice recommendations
turned on boot up time

BRKEWN-2670

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

WLC
Upgrade Audit
Workflow
8.1

Audit Page on Upgrade,
One-click Fix It,
Manual Config Option

v

Compliance metric and
reporting natively on WLC

Identify missing best practice _

configuration on upgrade

Easy one-click fix It option to
turn on Best Practice Knobs

Restore Defaults to revert

configuration to default
Cisco Public

WLCCA
Config

Analyser

Windows Executable
“show run-config” Based
Analyser Tool

v

Downloadable client
Configuration stays local

Simplified operational use to
quickly identify and and fix
problemareas

RF Health metrics, I0S
Support, Mobility Group
support

(@YAVA
Cisco

Active Advisor

Free, cloud based
Agentless —nothing to
download

v

Cisco Personalised device
health score

Compare your wireless
network configuration to
Cisco’s recommended best
practices

Automated Inventory

Management andﬁfg@g(( Vg'/

Scanning



BEST PRACTICES (AirOS)

INFRASTRUCTURE

OUTDOOR

Enable High Availability (AP and Client SSO)
Enable AP Failover Priority

Enable AP Multicast Mode

Enable Multicast VLAN

Enable Pre-image download

Enable AVC

Enable NetFlow

Enable Local Profiling (DHCP and HTTP)
Enable NTP

Modify the AP Re-transmit Parameters
Enable FastSSID change

Enable Per-user BW contracts

Enable Multicast Mobility

Enable Client Load balancing

Disable Aironet IE

FlexConnect Groups and Smart AP Upgrade

Set Bridge Group Name

Set Preferred Parent

Multiple Root APs in each BGN

Set Backhaul rate to "Auto"

Set Backhaul Channel Width to 40/80 MHz

Backhaul Link SNR > 25 dBm

Avoid DFS channels for Backhaul

External RADIUS server for Mesh MAC Authentication
Enable IDS

Enable EAP Mesh Security Mode

SECURITY

WIRELESS / RF

Enable 802.1xand WPA/WPA2 on WLAN
Enable 802.1x authentication for AP
Change advance EAP timers

Enable SSH and disable telnet

Disable Management Over Wireless
Disable WiFi Direct

Peer-to-peer blocking

Secure Web Access (HTTPS)

Enable User Policies

Enable Client exclusion policies

Enable rogue policies and Rogue Detection RSSI
Strong password Policies

Enable IDS

BYOD Timers

Disable 802.11b data rates

Restrict number of WLAN below 4
Enable channel bonding — 40 or 80 MHz
Enable BandSelect

Use RF Profiles and AP Groups

Enable RRM (DCA & TPC) to be auto
Enable Auto-RF group leader selection
Enable Cisco CleanAir and EDRRM
Enable Noise &Rogue Monitoring on all channels
Enable DFS channels

Avoid Cisco AP Load

http://www.cisco.com/c/en/us/td/docs/wireless/technology/wic/82463-wic-config-best-practice.html
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References

Cisco Wireless LAN Controller Configuration Best Practices
http://www.cisco.com/c/en/us/td/docs/wireless/technology/wlc/82463-wlc-config-best-practice.html

Enterprise Best Practices for Apple Mobile Devices on Cisco Wireless LANs
http://www.cisco.com/en/US/docs/wireless/technology/vowlan/bestpractices/EntBP-AppMobDevs-on-
Wlans.html

Master Document Link

http://www.cisco.com/c/en/us/support/wireless/5500-series-wireless-controllers/products-technical-
reference-list.html

Cisco [l Vfrl
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Cisco (lVf/
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