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The Need for Managing Devices and Applications

Smartphone connection speeds
will grow 4-fold from 2011 to 2016 —ciscovni

Mobile video traffic will have annual
growth rate of 90% 2011 to 2016  __isco VNI

of US information workers spend time

working outside the office Ll e

of IT staff is struggling to keep
up with mobility trends

—Gartner

z /
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Spectrum of BYOD Strategies
Different Deployment Requirements for Different Environments

Cisco WLAN
Controller

ISE

(Identity Services Engine)

| Cisco Catalyst Switch

ASA Firewall

Wireless Only - . .
Wireless Onl Wired + Wireless + Remote Access

Basic Pr(?;ﬁrl:r\]/g\;”_eénd Policy AAA+ Advanced Profiling + Device Posture +  AaA + Advanced Profiling + Device Posture +

Client On-board + Guest + MDM Client On-board + Guest + MDM

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Cisco BYOD Policy Steps

Authentication

MAC, DHCP, DNS, HTTP

ISE_

Client Supplicant

EInEs

Only Allowed OO0

Device? WLC
QoS * Silver )
ACL « Allow-All
VLAN « Employee /
AVC « Block Youtube S sco{"/a

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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BYOD Policy Building Blocks:
Tools of the Trade
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Building BYOD Policy: Flexible Options

Inputs: Factors

L Accessvenoann]
O EEETTTE
Bl o )
© TS
0 BT
O T

-
-
>

Results: Enforcement Elements
@ VLAN }
Access Control List (ACL)
e Quality of Service (QoS)
¥ Application Control (AVC)
* Bonjour Service Policy

o . <
& URL Redirect

Cisco Public

J
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Extensible Authentication Protocol (EAP)

Protocol Flow

m"t\

Layer 2 Point-to-Point Layer 3 Link

EAP over LAN Authentlcator Auth Server

‘

RADIUS
(EAPoOL)
( EAPoL Start N
Beginnin
9 9 ' EAPoL Request Identity
\
-Response Identity: Alice ’ RADIUS Access Request \
[AVP: EAP-Response: Alice] ’l

) EAP-Request: PEAP 4 RADIUS Access-ChallengJ :
Middle < [AVP: EAP-Request PEAP | ytiple

|[EAP-Response: PEAP .~Challenge-
"RADIUS Access Request " :  Request
. N . :  BExchanges
K [AVP: EAP-Response: PEAP] ! Possible /
Authentication conversation between Client and Auth Server
Secure Tunnel

RADIUS Access-Accept
End EAP Success | [AVP: EAP Success]
4 [AVP: VLAN 10, dACL-n]

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Why EAP Types?

« 802.1X (EAPoL) is a delivery mechanism
— Doesn't provide the actual authentication mechanisms

« EAP type defines how the authentication takes place
— E.qg. Transport Layer Security (EAP-TLS) or PEAP

* EAP Type is negotiated between Clientand RADIUS Server

z /
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EAP Authentication Types

Different Authentication Options Leveraging Different Credentials

Tunnelling-Based | Certificate-

Based
EAP-

PEAP
EAP

Inner Methods
'nls _
EAP-GTC EAP-MSCHAPV2 A
EAPFAST

= Tunnel-based - Common deployments use a tunnelling protocol combined with
an inner EAP type.

— Provides security forthe inner EAP type which may be vulnerable by itself.

= Certificate-based — Mutual authentication of both the server and client.

»r
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c:
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The RADIUS Protocol

It's initiated by the clientto the server, but not CoA...

* RADIUS protocolis initiated by the network devices

T

ports when | want to!

* No way to change authorisation from the ISE

@DIU S Authentication Servers > Edit \

Server Index 1
Server Address 10.100.7.20
Shared Secret Format ASCIT »
Shared Secret ee
Confirm Shared Secret e =%
Key Wrap {Designed for FIPS
Port Murnber 1512
 Re-authenticate session

* Terminate session
» Terminate session with port bounce
* Disable host port

Server Status Enabled -
\Suppor‘tfor RFC 3576 Enabled -

* Now network devices listens to CoA request from ISE

BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Per-User Policy Override with CoA
e 1\
=)

Quality of Service (Qa

‘ Application Control (AVC)
‘ Bonjour Service Policy

‘ URL Redirect
BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public / CiSCO (‘Vc’




Change of Authorisation (CoA)

Changing Connection Policy Attributes Dynamically

BRKEWN-2020

Before —

Posture Assessmentand Profiling

. Client'Status™ *Unknown
L |

“0 Limited Access
-
A Posture-Assessment

j J0S «Silver
. < N ——

j pplication™ *Block Youtube

Specific Attributes

Specific Attributes

After —
Employee Policy Applied

_ *Profiled, Workstation

*Employee

*None

*Gold

*Allow Youtube

ISE

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Agenda

Managing the BYOD Evolution

_ |dentification and
Personal Dev:(ces on Security Policy
Networ Enforcement

’ /
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Client Attributes Used for ISE Profiling
How RADIUS, HTTP, DNS and DHCP (and Others) Are Used to Identify Clients.

The Client's DHCP/HTTP
Attributes are captured

by the WLC and provided N . .
in RADIUS Accounting The ISE uses multiple attributes to

messages. build a complete picture of the end
client’s device profile.

D , .
e ( : Information is collected from
Sensor g T W sensors which capture different

attributes

— The ISE can even kick off an NMAP
scan of the host IP to determine more
details.

his provides the '
MAC Address

A look up of the DNS
entry for the client’s

The device is redirected using a IP address reveals
captive portal to the ISE for web the Hostname.

browser identification. {"/cl
BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. Allrightsreserved.  Cisco Public Cisco l ’
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ISE Device Profiling Example - iPad

» Once the device is profiled, it is stored within the
ISE for future associations:

Is the MAC Address

from Apple?
PP S edit b Create | M Dolete - | Boimpont b Sxport - ]
1
Endpaint Profile +  MAC Address i
Does the Hosthame Apple-iPad D8-A2-5E-32:9D:8D i
Contain “iPad”? Microsoft-Workstation 00:21:6A5A:85:3A i
Microsofi-Workstation 00-24:E3:ET-TB:93 E
| h W b B Microsofi-Workstation 00-21:6A:5A:86.70 i
St - € rOWser WindowsT-Workstation 00:23:5E:80.BC.CS E

Safari on an IPad? el e

BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public™ Ap p I e I P ad
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Authentication and Authorisation

It tells what/who the endpoint/user is.

Enforcement
Elements

VLAN

Access Control List (ACL)

802.1X/MAB/We
bAuth

It tells what the Posture [ Device On-boarding

endpoint/user can MDM
access.

Lost Device control

isco l Vt’.

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public c



|ISE Authentication Sources

User and/or Machine
Authentication

E;% - Cisco ISE can reference
Active Directory, variety of backend

Generic LDAP or PKIjdentity stores including
Active Directory, PKI,
LDAP and RSA

SecurelD.
Local DB « The local database can
also be used on the ISE
J \l\ E-j itself for small
w1 deployments.
A~ & ploy
RSA SecurelD

User/
Certificate Token

Password
Backend Database(s)

»
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Authentication Rules

/> Home  Operations | ¥  Policy | ¥  GuestAccess|¥  Administration | ¥

B Policy Sets |+, Profiling |=) Posture |5 Client Provisioning |5 TrustSec &, Policy Elements

Policy Sets e

Define the Policy Sets b . d ts on the left hand side to ch .
( search policy names & descriptions. 2] F;';Zﬁg; E:;;gft gs tso Xd?g If this/these Ii;;pE)s(::rto:ag: crheneseees ...allow this list of
B [ X | steus - Neme | condition(s) is/are T authentication
= — Wirele! ot1x Wireless_80!
"/ summary of Policies matched, then... protocols, and...
Alist of all your policies w Authentication Poli r/ —_—
u Global Exceptions - i )
Rules across Dot1x o If Wireless_802.1X Allow Protocols : DOT1X_ONLY and
@ eiseo 1| ...0ptionally check Cert_Auth I EAPEAST TLS use Certificate_CN
forcisenlhe further (sub)rule(s)... -
. Wireless— Password_Auth tIf EEQP,___YSE I:AIEP:VZ ioER2 use AD2008

For Wireless dot1x for AP in Milan
[ wirele ..or just use the ]7 m W

Vv\:;;e::lse _ defaUIt rUIe azftzult Rule (If no . Allow Protocols : Default Network . tO p|Ck the database

KTJZﬁfA‘ZiS;'Z“ g for verifying the

Policy for wired switches endpoint/user’s identity.
VPN

for VPN sessions from ASA

Third_Party_MAB » Authorization Policy

For third party product authentication

Default

Default Policy Set

»
Save Order Reset Order . {lvc/
S e | — Cisco ’

Save Reset
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Authorisation Rules and Results

7> Home  Operations | ¥  Policy | ¥  GuestAccess |¥  Administration | ¥ -

[ Client Provisioning [=] TrustSec &%, Policy Elements

Enforcement
Elements

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Status Name Description Conditions VLAN

Wireless_802_1x For Wireless dot1x Wireless_802.1X
Access C I List (ACL)
» Authentication Policy
B ervice Policy

v Authorization Policy Quality of Service (QoS)

» Exceptions (0)

Standard Application Control (AVC)
Conditon(s) =
£ Enregistres ) then  VLAN_IT ANI.SGT_BYOD URL Redirect

BYOD_ i (Groupe_AD_IT AND
BYOD_Marketin it (Groupe_AD_Marketing AND ISE_Enregistres Ishen VLAN marketing AND SGT_BYOD I
sl MDM_Canforme.

BYOD_Finance it (Groupe_AD_Finance AND ISE_Enregistres then  VLAN_finance AND SGT_BYOD
AND MDM_Conforme )

and other conditions)

’ /
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Building BYOD Policy: Flexible Options

Inputs: Factors

L] cooessenon]
O TR
° T
© EEETTTTN
© ETTTITE
L eue )

-
-
>

Results: Enforcement Elements
@ VLAN }
Access Control List (ACL)
e Quality of Service (QoS)
Application Control (AVC)
Bonjour Service Policy

o . <
& URL Redirect

Cisco Public

J
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Building BYOD Policy: Native WLC Options

Inputs: Factors

Access Method

!

Y

\
>

User Role

Device Type

&
-

\
>

Time of Day

-

Q:

\
‘ _
/

Authentication Type

BRKEWN-2020

© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

Results: Enforcement Elements

VLAN

\
/

Access Control List (ACL)

)\I)

N

Quality of Service (QoS)

\
/i

Application Control (AVC)

\
/i

AN

i il \ i \ i

Bonjour Service Policy

N

Cisco Il VC’!
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Native Device Profiling on WLC

Policy > Edit

Match Criteria
Match Role String Employee
. . . Match EAP Type | none s
Cisco WLC configuration S e :
WLANS > Edit 'AppTest-Cisco’ aod

| General | Security | QoS | Policy-Mapping | Advanced |

Local Client Profiling

DHCP Profiling ~
HTTP Profiling ] Clients Entries 1 -3 of 3

DHCP / ’ . ‘
> , Current Filter None [Change Filter] [Clear Filter]
DHCP Server || Owerride

EI Required

DHCP Addr. Asfignment

Client MAC Addr AP Name WLAN Profile WLAN SSID WGEB _Device Type

icC AP2600 Demo-Employee Demo-Employee No Wmdovs?-\‘lorksn
3 AP2600 Demo-Employee Demo-Employee No Android a
AP2600 Demo-Employee Demo-Employee No Apple-iPad -

Enable DHCP and HTTP Profiling
on the WLC

z /
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Native Authentication and Time Policy

BRKEWN-2020

Match Criteria

Wireless Client Authentication EAP Type

Match Role String
Match EAP Type

Device Type

EAP-FAST

Employee

| none A

| Apple-iPad

EAP-TLS

Add

PEAP

Active Hours

Active hours for Policy

Cray
Start Time

End Time

Time based policy

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Cisco [l VC’!
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Native WLC Policy in Action

Match Criteria

— Match Role String Employee

N Match EAP Type EAP-TLS Enforcement
— / Device List Elements
\ Device Type Android il

VLAN

Apple-iPad

Microsoft-Surface-Tablet Access Control List (ACL)
— Action Quality of Service (QoS)
IPv4 ACL " lab-only 7]
A 4 VLAN ID 17 Application Control (AVC)

Qos Policy Silver (best effort) y y
B Service Policy
Average Data Rate 0
Average Real time Data Rate 0
Burst Data Rate 0
Burst Real time Data Rate 0
Session Timeout (seconds) 1800
Sleeping Client Timeout (min) 720

Flexconnect ACL none

— »
AVC Profile Microsoft Lync . Ilvc/
BRKEWN-2020 © 2015 Cisco and/or itsaffiliate mDNS Profile AppleTV C|sc° [
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Apply Native Policy per WLAN / AP Group

. : X roups > I onference-koom-
WLANSs > Edit 'AppTest-Cisco’ paroups >0
p . p . | General | WLANs | RFProfile | APs | 802.11u |
General | Security | QoS | Policy-Mapping | Advanced |
Add New I
Priority Index (1-16) WLAN ID WLAN SSIDZ Interface/Interface Group(G) SNMP NAC State
Local Folicy Local_Policy - 1 AppTest-Cisco management Disabled s
AP Group > Policy Mappings emone
Add Poligy-Mapping
AP Group Name Conference-Room-1
Priority Index Local Policy Name —
WLAN ID 1

a iPad-Palicy n Priority Index (1-16)

2 iPhone-Palicy &2 Local Policy Local_Falicy -

3 Android-Policy [~ ]

. Add

4 MacBook-Policy [~ ]

5 windows-Palicy ﬂ Priority Index Local Policy Name
1 iPad-Policy [ ~]
2 Android-Policy [ ~]
3 iPhone-Policy [~}
4 MacBook-Policy [~}

Restriction: First Matched Rule Applies
Maximum 16 polices can be created per WLAN /AP Groups and 64 globally

z /
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Required Network Components and Versions & s

Tty : ,
gwiosd | CiscoWireless LAN

CO000000

: Converged Access .

Feature/Platform 5508 / WiSM2 7500 2500 t151010) (5760/3850/3650) 440x/WiSM1

OS Version AireOS 7.2.x onwards AUEOS e IOS XE 3.2.2 onwards AireOS 7.0.116 onwards

onwards
CoA Support 802.1x and L3 Web-auth WLAN 802.1x WLAN only
Local and FlexConnect mode Local Mode only

Local Profiling and AireOS 7.5 onwards* |IOS XE 3.6.0 onwards

Policy on WLC

[ *FlexConnect mode: No WLC BYOD support for Local Auth on AP ]

Access Point Mode for
Profiling and Posture

1 /
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Agenda

Managing the BYOD Evolution

i A
ldentification and
Security Policy Securely On-Board
the Device
Enforcement

1 /
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Simplified On-boarding for BYOD

Identity Services Engine

( Cert .'i
| Prowsmnlng}

(My Devices
| Portal

| Device :
.\ Onboarding }

i0S
Android Self-Service
Window s | Model
MAC OS f

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Provision a Certificate for the device.
— Based on Employee-ID & Device-ID.

Provision the Native Supplicantfor the
Device:

— 10S, Android, Win & Mac OS X
— Use EAP-TLS or PEAP

Employees get Self-Service Portal
— Lost Devices are Blacklisted

Self-Service Model
— IT does not need to be in the middle.

Cisco [l Vt’./




Apple I0S Device Provisioning

Initial Connection WLC ISE CA-Server

Using PEAP ot
L . .
CISCO Identity Services Engine 1.1 Self Provisioning Portal

Device Provisioning
Wl Za rd e“;:ﬂ‘l'\:u pos-noded2 pod10.cisco.com

| Received Sep 28, 2011
Contains 2 Certificales

Future Connections
Using EAP-TLS

CA-Server

wve!

——l))

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO
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DNS-based ACLS

* For BYOD onboardinguse cases, you can set pre-authentication ACLs to
determine what sites devices have the permissionto visit

e Priorto WLC 7.6, ACLs are IP-based

* WithWLC?7.6, ISE canreturn a URL ACL (url-redirect-acl), with DNS names
— e.g. play.google.com

« ACL is appliedto the clientat the AP level

 Worksfor AP in Local or FlexConnect mode

z /
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MyDevices Portal
Self-Registration and Self-Blacklisting of BYOD Devices

C1scO CiscolLive My Devices Portal You cannot add this device because

you have reached the maximum
number of devices.

Manage Devices To add a device, enter the Device 1D, which displays on your device as the MAC or
Wi-Fi address. 1t consists of 6 alphanumeric number pairs separated by colons: m
Al1:B2:C3:D4:E5:F6.

Devices Can be Self-Registered,

* Deviee ID: | o ninnionian | Up to an Administrator Defined
Description: | | Limit
Your Devices User can Self-Manage
Lost/Found/Wipe etc
Edit Reinstate Lost? Delete Full Wipe Corporate Wipe PIN Lock
Select Device ID Description
® 01:23:45:67:89:A8 Scott’s IPhone New Devices Can be Added with
a Description
EF:12:34.56:78:90 Scott's Samsung Note3 H

Ciscolive Acceptable Use Policy | Contact | Help




o g CUNEEARREE N\ |\ e

Agenda
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Bonjour Protocol

m - gl . ’ Servloes

a = Bonjour Protocol helps apple devices discover services
Q“ = Uses mMDNS protocol to advertise and discover services
' = Link Local: Does not cross subnets

Clients

z /
BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Bonjour Challenges Across VLAN's

Bonjour is Link-Local Multicast
and can’'t be Routed

..

« Bonjour is link local multicast and thus forwarded on Local L2 domain '(“\‘/pLPA'\?\ITY\)/

«  mDNS operates at UDP port 5353 and sent to the reserved group addresses:
IPv4 Group Address— 224.0.0.251

IPv6 Group Address — FF02::FB { /
BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CiSCO lvc'




Bonjour mDNS Gateway on Cisco WLC

T

If'\  ———

I =
CAPWAP Tunnel

AirPrinter
= Step 1 — Listen for Bonjour Services (wired)

1 /
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Bonjour mDNS Gateway on Cisco WLC
T

Bonjour Cache:
AirPlay — VLAN 20
AirPrint— VLAI

AirPrinter
= Step 2 —Bonjour Services cached on the controller (wired)

1 /
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Bonjour mDNS Gateway on Cisco WLC

Bonjour Cache:
AirPlay — VLAN

-

/ \

N\

)1& _;:
00000000 Q0000000
CAPWAP Tunnel

AirPrinter
= Step 3 —Listen for Client Service Queries for Services (wired)

’ /
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c:
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Bonjour mDNS Gateway on CISCO WLC

Bonjour Response B_onjour Cache:
From Controller AirPlay — VLAN 20

AirPrinter
= Step 4 —Respondto Client Queries (unicast) for Bonjour Services (wired)

»r
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Common Bonjour Services

AirPlay AirPrint

Airplay Services =4 AirPrint Services =5

Airplay for iOS (_airplay._tcp) Internet Printing protocol (_ipp._tcp)

Airplay for Mac OSX (_appletv-v2. tcp)

Printer Spool (_printer._tcp)

Printer PDL DataStream(_pdI-datastream._tcp)

Audio for Airplay (_roap._tcp)
Remote (_touch-able._tcp)

HTTP( http._tcp)

f
\.

~\
J/

Scanner (_scanner._tcp)

r
. B ,i
BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘ ’
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Bonjour Traffic Optimisation

Bonjour Cache:
AirPrint— VLAN 23
Airplay — VLA

6400 Entries per

Controller

Reason for Traffic optimisation

Bonjour Service query is cached on
Controller

* Not flooded
Bonjour Client Query
* Unicast Response
* Not flooded

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

80% less Bonjour Traffic*

* For 4 Access Point Deployment

mDNS Snooping ON

mDNS Snooping OFF

mDNS Client packets

AN
.

2 3 ‘ 4 ' /
No of A Points ‘
s Cisco{ﬂ/fp




Vo 4 CUNEEAREEE N\ |\ e

Filter Services by User Group

— AR
AirPlay

v 8
— K

AirPrint

FileShare

BRKEWN-2020

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Cisco Public

ervices Directory

v ¥
=

-

Airplay AirPrint

FileShare

Cisco {l VC’!
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Filter Bonjour Service

Teacher
Service Profile

v

q—

P
N
T

AirPrint

Teacher Network

BRKEWN-2020

mMDN

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

ervice Instances

Cisco Public

B TR\

Student
Service Profile

iTunes
Sharing

AirPlay

v v 8 =8
@ -~mo3

Fle
Share

AirPrint

roups
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q Bonjour Pollc Enhancement in 8.0 i}
Create Bonjour Device group

) ) Assign ID to Device Group
Teacher Bonjour Devices
- User Role = Teacher (&
' tV ‘ Assign Location
Classroom Classroom
Printer Apple TV

Common Bonjour Devices User Role = Teacher & Student
Student Bonjour Devices
ltV ‘ User Name= John

i

Location?

Library Library
Printer Apple TV

Apple TV

»
BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘Vc’
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Bonjour Policy Enhancement in 8.0 b

Teacher Bonjour Teacher can discover Classroom Apple TV only when presentin classroom

Devices ’ Q

., tV User Role = Teacher
Classroom I I
Apple TV

Location = ClassRoom

BRKEWN-202



Google ChromeCast With Cisco Wireless

How Does Google ChomeCast Work?

1. (Services Discovery Request)

- @ chrome .
S ST —

2. (Response with IP address of service)

« ChromeCastDeployment Guide:

— http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-
6/chromecastDG76/ChromecastDG76.html

1 /
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http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-6/chromecastDG76/ChromecastDG76.html
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Summary
Managing the BYOD Evolution

EI.E

I%eenég'rﬁst'g Q"%?/d Securely On-Board Slmpllfled Bonjour
Network Enforoanmms the Device Operations

»
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
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IEEE 802.1X with Change of Authorisation (CoA)R

Layer 2 Point-to-Point Layer 3 Link
. EAP over LAN . . RADIUS o
Supplicant (EAPOL) Authenticator < »  Auth Server
< RADIUS CoA-Request
[VSA: subscriber: reauthenticate]
Change of
Authorisation SETTIE o Ack'
/ < EAPoL Request Identity \
RADIUS Access Request '
[AVP: EAP-Response: Alice]
Re-Authentication EAP-Request: PEAP < FALUE mossseC ikl Mgl
< [AVP: EAP-Request PEAP] Challenge-
EAP-Response: PEAP " .." “ Request
RADIUS Access Reguest ' :  Exchanges
[AVP: EAP-Response: PEAP] : Possible

z /
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Enable CoA — AAA Override

1

Allow AAA
Override to
Permit ISE to
Modify User
Access

Permissions
(CoA)

BRKEWN-2020

R e S NN

1Y

For your
reference

_ General | Security | Qos | Policy-Mapping | Advanced

Allow AAA Override o Enabled

Enabled

Coverage Hole Detection

Enable Session Timeout 4 1800
Session Timeout (secs)

Timeout Value (secs)

Maximum Allowed Clients 0
8

Static IP Tunneling 1% _|Enabled
Wi-Fi Direct Clients Policy | Disabled |

Maximum Allowed Clients 200
Per AP Radio

Clear HotSpot

Aironet IE @Enabled

Diagnostic Channel _ |Enabled

Override Interface ACL  IPv4 | None  +| 1IPv6 | None %
Layer2 Acl [ None *

P2P Blocking Action | Disabled  *|

Client Exclusion 2 Enabled 60

DHCP
DHCP Server L Override
DHCP Addr. Assignment | Required
OEAP
Split Tunnel (Printers) || Enabled

Management Frame Protection (MFP)

MFP Client Protection # | Optional |

DTIM Period (in beacon intervals)

802.11a/n (1 -255) 1
802.11b/g/n (1 - 255) 1

Load Balancing and Band Select

NAC State | Radius NAC *

Allow AAA
Override to

Permit ISE to

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Cisco Public

redirect client
to a specific
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For your

Converged Access BYOD Config

Change Of Authorisation (CoA)

WLAN
WLARN > Edit

General Security

s

| DHCP

Allow AAA Override
Coverage Hole Detection

DHCP Server override ]
Session Timeout (secs) D

DHCP Address Assignment required O

(0 = Session never expires)

Aironet IE DHCP Option 82 O
Diagnostic Channel [ DHCP Option 82 Format None | =
P2P Blocking Action Disabled = DHCP Option 82 Ascii Mode ]

Client Exclusion DHCP Option 82 Rid Mode L
Timeout Value(secs) ‘ 60 | NAC

Max Allowed Client D

NAC State

Network Access Control

1 /
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Cisco Wireless LAN Controller ACLs B oo

Layer 3-4 Filtering at Line-rate

* ACLs provide L3-L4 policy and can be applied per interface or per user.
* Cisco 2500, 5508 and WiSM2 implement hardware, line-rate ACLSs.

Destination

1
! 1
: Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction :
1
: . 0.0.0.0 S 10.10.10.10 ! :
y Permit Any Any Any Any  Inbound 1
1 0.0.0.0 255.255.255.255 :
1
i 10.10.10.10  / 0.0.0.0 / i
: Permit Any Any Any Any Qutbound
1
! 1

255.255.255.255  0.0.0.0

Implicit Deny All at the End Cisco{fV€a/

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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URL Redirection =

- Example: TCP Traffic Flow for Login Page

User opens browser TCP port 80 SYN e
- SYN-ACK
ACK -
HTTP GET http://www.google.com -
- Redirect: HTTP Login Page
Username, Password -
HTTP GET http://www.google.com
Google = -
| O] o
<€ A
WLC sy
Host

z /
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Cisco Wireless User-Based QoS Capabilities B oo

Allowing Per-User and Per-Devices Limiting of the Maximum QoS Level

4 WMM Queue gl For the contractor user, the

————— e AAA server returned QoS-
AAA server returned P Silver so even packets

QoS-Platinum so packets : : marked with DSCP EF are
marked with DSCP EF are : : confined to the Best Effort

allowed to enter the WMM Queue.
Voice Queue. : .

For the Employee user, the

Employee —
P-— 4 Platinum QoS

il

Call Manager

[LIMITES DE VELOCIDADES|

AUTOMOVEIS CAMINHOES

| | Point
QoS Tagged Packets ‘ 3m9 oin

BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rights rese rve d —crsssrbmome -~ Cisco {"/c:
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FlexConnect and AAA Override EQri?érye"n%%

Mame IPad

i
1 Description
! Access Type ACCESS_ACCEPT
I Radius:Tunnel-Private-Group-ID 504(1:504)

: Radius:Tunnel-Medium-Type 802(1:6)

1 Radius: Tunnel-Type VLAN(1:13)

(@peneral | Security | Qos | Advanced |

Allow AAA Override # Enabled
[ General | Local Authentication | Tmage Upsrade | VLAN-ACL mapeing |
1 1
——————— e e e e e 1
f'lnterfi_ice.G'|gab'|tEthernet0/3? i VLAN ACL Manpi i
i description AP_1142 i apPPIng k
! switchport access vlan 100 Pl venw o] Create Sub-Interface on
! switchport trunk encaﬁsulatwn dotlq I 1 tnoress Act ( Fexcomnect y FlexConnect AP and Set the
1 SW'IltChPOFt trunk [ Egress ACL | FlexConnect sl ACL th VLAN
I switchport trunk allowed vlan 100,502-504 W — on the
| switchport mode trunk__________________ 1!
VA | ]
N 1 Vlan H »
for 1 _ld Ingress ACL Egress ACL L { Vc/
BRKEWN-2020 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public Loc :___5_04__l_":";A:A_-{:’iﬁ:E;AfL__:!:":E _____________________ ISCO l ’
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Steps for Integrating the Controller and ISE B o

1. Configure WLAN for 802.1x Authentication

» Configure RADIUS Server on Controller
» Setup WLAN for AAA Override, Profilingand RADIUS NAC

2. Configure ISE Profiling

« Enable profiling sensors

3. Setup Access Restrictions

» Configure ACLs to filter and control network access.

1 /
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Configuring ISE as the Authentication Server B

and Accounting Server o

I Security RADIUS Authentication Servers > New < Back Apply |
e
: b General Server Index (Priority) 3 -
| = raDws Server IP Address 10.10.10.10
1 Authentication
1 Accounting Shared Secret Format ASCII -
Fallback

Sharad Sacrat sssnenee

Enable “RFC 3576” for

Support Change Of (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Authorisation

Password Policles v atd Enabled =

1812

» Local EAP "Enabled -

Support for RFC 3576

} Priority Order Server T|meoul= 1
........................... RADIUS Accounting Servers = ' i
- 1 g Add to Accounting Servers ]
i to Receive Session i
.. . .- 1
i MAC Delimiter | Hyphen ] Statistics !
1
1 1
i Network Server Admin i
I User Index Server Address Port IPSec Status H
i 1 10.10.10.10 1313 Disabled Enabled i
[ =
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public CISCO-(IWI
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For your

Configuring the WLAN for Secure Connectivity B oo

Enabling Secure Authentication and Encryption with WPA2-Enterprise

N
cisco

MONITOR  WILANs CONTROLLER WIRELESS  SECURT i

WLANs > Edit 'Corporate X' WPA2 Security with AES
Encryption

» Advanced  Layer2 | Layer3 | AAAServers |

Layer 2 Security 2 M":Z“;:"P.”g T Assign Radius Server per
iltering?
WLAN

Fast Transition

Fast Transition [ | Layer 2 T Layer 3 ] AAA Servers |
Protected Management Frame
PMF ‘Disabled Select AAA servers below to override use of default servers g
WPA+WPA2 Parameters Radius Servers
WPA Policy Radius Server Overwrite interface | |Enabled
WPAZ Policy Authentication ServdP Accounting Servers
WPAZ Encryption aes  [Clrwae Enahled Enablad
Authentication Key Management Server 1 IP:10.10.10.10, Port; 1812 w  IP:10,10.10.10, Porti1813 «
802.1X Enable Server 2 Mone ~ Mone -
Crrume 22 Bl P Y

’ /
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Setting the WLAN QoS Level for Override B e

Using WMM, the QoS Level is Based on the Marking of the Packet.

CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MAMNAGEMENT
WLANs WLANSs > Edit 'Corporate X'
¥ WLANs General T Security ] QoS r Policy-Mapping T Advanced
WLANS

B Advancer Quality of Service (Qos] Platinum (woice) - ths ACIES A? AN
Application Visibility Enabled pper Imit, or
e — Ceiling for the
Netflow Monitor none w WLAN S QOS

Configuration

« If WMM is set to Allowed, the Quality of Service configuration serves as a limit for the
entire SSID.

« Ensure all controller uplinks, media servers and Access Points have proper Quality of
Service trust commands in 10S. i /
Cisco{l Vt’.

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Configuring the WLAN for ISE Identity-based B

Networking Cont'd

( General T Security T QoS T Policy-Mapping ] Advanced |

2

RHCP

Allaw ABA Owerride Enabled

A”OW AAA E Detection Enabled
o ion Tirmeout [ 1800
Override to =

Session Timeout (secs)

DHCP Server Override

Enable RADIUS

DHCP Addr. Assignment R 3

Permit ISEto KEEEEE Venatled NAC to allow 1
Modify User [ ISE to use S—— Enable Radius
Override Interface ACL  IPvd None Chanae of R Ena . o
ACCGSS P2P Blocking Action Disabled hd g . anagement Frame Protection ( Cllent PrOfIIIng
Permissions  [FNENEE. —_— Authorisation. to Send DHCP
nabie Timeout Value (3 MFP Client Protection ¥ Optiona and HTTP

Maxirmum Allowed

. 0 BTIM Period (in beacon intervals .
Clients © attributes to
Static IP Tunneling £2 [Clenabled 802.11a/n (1 - 255) 1 ISE.
Wi-Fi Direct Clients Dicabled v g02.11bdg/n (1 - 2557 1
Policy
. NAC
Maximum Allowed 200
Clients Per &P Radio MAC State  Radius NAC W
Radius Client Profiling
DHCP Profiling
HTTP Profiling {’
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco "/c'
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Configuring the Controller ACL B oo

. l ol I I Save Configuration  Ping Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit

- AAR

This ACL will be referenced by name by the
ISE to restrict the user.

General
» RADIUS

Authentication Access List Name ACL-Web-Redirect
Accounting

Fallback Deny Counters o
P TACACS+

LDAP Destination

1l
I
1
I
(]
1
1
1
1
1
1
1
General H
1

1

1

1

1

1

1

1

Local Net Users Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits :
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

MAL Filtering
Disabled Clients 0.0.0.0 10.10.10.10
il Permit [/ /

User Login Policies
AP Policies Lt
Password Policies 10.10.10.10
2 Permit [
b Local EAP 255.255,255.255  0.0.0

b Priority Order
b Certificate

Any Any Any Any Inbound 0 n

Any  Outbound 0O [~

Use the ISE server’s IP address to allow only
Access Control Lists traffIC tO that Slte

CPU Access Control Lists
FlexConnect ACLs

e o o o e e e e

T‘.
BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO l‘/cl
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ISE Device Profiling Capabilities B oo

Over 200 Built-in Device Policies, Defined Hierarchically by Vendor

* [ Profiling Policies gl A
: Smart Phones

|+4] Android
Profiler Policy

hd |u_-§] Apple-Device
Ii‘;] Apple-MacBook
4] Apple-iDevice

L
* Name |ADDIe-iPdd | Description

Policy Enabled @ M | nl m Um

|£] Apple-iPad
B * Minimum Certainty Factor | 20 WE -
I Apple-Phone akalis Confidence for a
[4] Apple-iPod Exception Action | NONE N
|v_"'j] Applera-Devios * Network Scan (NMAP) Action | NONE -] M atch
) Create Matching Identity Group

* |44 Aruba-Device
L4 |f§] Avaya-Device

® Use Hierarchy
* Parent Policy | Apple-Device v

|+4) BlackBerry
b Iu_-g] Samsung-Device Rules
|v_“ﬂ SonyPS3 If Condition | Apple-iPadRule2Check2 L6 | Then | Cl'tainty A

Multiple
Rules to Establish

[+4] Symbian0S-Device
[+4] vMWare-Device
* [+4] Workstation
|+4] FreeBSD-Workstation
L4 |f§] Linux-Workstation
* |+4] Madintosh-Workstation |

Confidence Level

551fCﬂmfiﬁ°"| (Apple-IPadRule1Check1_AND_Apple-MacBdbk...
L Microsoft-Workstation 1

|4] OpenBSD-Workstation |

1 y /
L 215 s | iscollVe
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Configuring ISE Profiling Sensors B o

» NETFLOW

 Profiling relies on a multitude of “sensors” to
assess the client’s device type.

¥ DHCP

Interface | GigabitEthernet 0 -]

Port| 67 |

Description | DHCP |

 Profiling can always be achieved through a span
port, more efficient profiling is achieved through
sensors which selectively forward attributes.

* For DHCP Profiling:

— Option A: Use v7.2 MR1 code to send DHCP attributes
in RADIUS accounting messages.

— Option B: Use Cisco I0S “ip helper” addressed to ISE
on switches adjacent to the WLC.

* For HTTP Profiling:

— Use the Web-Authentication redirectto getthe HTTP
user agent.

¥ DHCPSPAN

¥ HTTP

Description | HTTP |

» RADIUS

¥ Network Scan (NMAF)

Description | NMAP |

Manual Scan Subnet | |
| RunScan | Cancel Scan

r
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
! Interface | GigabitEthernet 0 -]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
: Click to see latest scan results
1
1
1
1
-

z /
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Authentication Policy Sets on ISE ot your

reference

7 Home  Operations | ¥  Policy | ¥  GuestAccess|¥  Administration | ¥

Posture Client Provisioning |5 TrustSec &, Policy Elements
Policy Sets ) . " .
- — Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
( Search policy names & descriptions. O | For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
%, [h, l @ @,{, l x l @ Status Name Description Authentication Compound Condition Details X
. Wireless_802_1x For Wireless dotix Name Wireless_802.1X
D Summary of Policies
. . Conditions
Alist of all your policies » Authentication Policy
u Global Exceptions Radius:Service-Type EQUALS Framed AND
Rul tire deol t Radius:NAS-Port-Type EQUALS Wireless - IEEE
ules across entire deploymen » Authorization Policy 802.11
cisco_live_policy
for cisco live only Save peset
Wireless_802_1x_Milan [“oK
For Wireless dot1x for AP in Milan
Wireless_802_1x
For Wireless dot1x

’ /
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Steps for Configuring Device Provisioning B

1. Configure Integration with External CA Server

« Define SCEP URL and certificates.
« Example — Active Directory, CA Server or Internal DB.

2. Define Supplicant Provisioning Profile

« Define what security and EAP type is deployed to end
devices.

z /
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Configuring SCEP Integration on the ISE B o

« The ISE Must Point to the SCEP Server and Have a Valid Certificate Signed by the CA

S Lt e

= o= Configure the SCEP URL Pointing
e to the Microsoft Windows 2008
Server or other CA

g — — 1
4 System @ Identity Management BE Metwork Resources Ig‘ ‘Web Portal Management

Deployment Licensing Certificates Logging Maintenance Admin Access Settings

( SEP Certificate Authority Certificates > Windows-2008-CA
Certificate Operations N N
- Edit Certificate
@ Local Certificates
SEP Certificate Authority

o Certificate Signing Requests

@ Certificate Authority Certificates * Name | Windows-2008-CA

@ SCEP CA Profiles ription \

& OCSP Services * URL https://172.20.226.200/ certsrv/mscep [ mscep.dil

Certificate Authority 'WIN2008-MSCEP-RA

| M Microsoft Active Directory Certificate Services -

1
1
- o Welcome

corpdemo-AD-CA

[ e e e e e e e e e

' “p

1
I Use this Web site to request a certificate for your Web browser, e-mail client, or : Re q ueSt a Ce rtlflcate for the I S E
I other program. By using a certificate, you can verify your identity to people you |
I communicate with over the Web, sign and encrypt messages, and, depending 1 fro m the CA Se rver
: upon the type of certificate you request, perform other security tasks. :
1
1 You can also use this Web site to download a certificate authority (CA) : I
1 certificate, certificate chain, or certificate revocation list (CRL), or to view the H I Certificate Issued 1
I status of a pending request. 1 : :
1 1 The certificate you requested was issued to you

1
I For more information about Active Directory Certificate Services, see Active 1 1 :
§ Directory Certificate Services Documentation. : 1 ©DER encoded or € Base 64 encoded 1

1 Download certificat 1 »

BRKEWN-2020 L _ —_— e = = mm P Ui Lom=mm—m——m—m===m======= WISCO ’
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Configuring Certificates on the ISE B o

* Certificates are Used for HTTPS and EAP Connections

mim
€CISCO Identity Services Engine

fa Home Operations ¥ Policy ¥ Administration v

———————— =
=%o Gyatem | &L Identity Management  [BB Network Resources |24 wWeb Portal Managemen 1

The Web Server Certificate Can Be The
Same, or Different than the EAP/RADIUS
Certificate

Deployment Licensing Certificates Logging Maintenance Admin Access Seftings

Certificate Operations

o Local Certificates

@ Certificate Signing Requests /et dbadd | @Bgort | X Delete

n_- Certificate Authority Certificates D Friendly Name « | Protog Issued To Issued By

& SCEP CA Profiles (] Default self-signed server certificate ise.corpdemo. net ise.corpdemo.net

@ OCSP Services [ ise.corpdemo.net#Go Daddy Secure Certification A... HTTPS ise.corpdemo. net Go Daddy Secure Certif...
O ise.corpdemo.net# corpdemo-AD-CA#00002 EAP ise.corpdemo.net corpdemo-AD-CA

|
1
|
1
|
1
|
1
1
1
1
1
I
1
1
:
: i Local Certificates
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Use the Certificate from Your CA
Server for EAP Authentication

1 /
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Configuring the Web-Authentication Redirect ACL &, =z

« The ACL is Used in HTTP Profiling as Wellas Posture and Client Provisioning.

Save Configuration Pin Logout Refresh
afafn ve Config Bing  Logout R

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

| Security Access Control Lists > Edit
1

¥ Priority Order

B Slortificenn Use the ISE server’s IP address to allow only
¥ Access Control Lists traffic to that site.

Access Control Lists
CPU Access Control Lists

FlexConnect ACLs

1 . .
| v AAA This ACL will be referenced by name by the
1 General General o
|+ RADIUS ISE to restrict the user.
1 Authentication Access List Name ACL-Web-Redirect
: Accounting
1 Fallback Deny Counters ]
: » TACACS+
: LDAP Destination
1 Local Net Users Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
1 MAC Filtering 0.0.0.0
1 . . 0.0,
Disabled Clients
: User Login Policies 1 Permit [ i Any Any Any Any Inbound 0 ﬂ
' ap policies it
1 Password Policies 10.10.10.10
: 2 Permit [ Any  Outbound O [~
1 » Local EAP 255.2
1
1
1
1
1
1
1
1
1
1
1
1
[ =

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO "WI
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Authorisation Profile

M
cisco

{3 Home Operations v

|2} Authentication

|®) Authorization

Identity Services Engine

Policy +

Administration ¥

|5 Profiling

ise admin  Logout mm:

T —
|, Posture | Client Provisioning |=) Security Group Access &, Policy Elements.

» [ Authentication
~ [ Autharization
» [ Authorization Profiles
&z BYOD_CP
(2 Blacklist_Access
@ Cisco_IP_Phones
@ DenyAccess
@ PermitAccess
*» [ Downloadable ACLs
* [ Inline Posture Node Profiles
» 5 Profiling
» [ Posture
» [ Client Provisioning
» [ Secunity Group Access

Dictionaries ~ Conditions | Results

Results

( )
E-=EE &

XEEx)

b N SN
Defining the Supplicant Provisioning ‘

For your
reference

Authorization Profile

*Name [ gyop cp |

Description | client|Provisioning

* Access Type | ACCESS_ACCEPT - Source IP/Mask
0.0.0.0 !
¥ Common Tasks 0.0.0.0
(") DACL Name 10.10.10.10 !
255.255.255.255
) VLAN

|| Vioice Domain Permission

@ Web Authentication Supplicant Provisioning ~ ACL [ ACL_WEBAUTH_REDIRECT

() Auto Smart Port

[ Filter-ID

¥ Advanced Attributes Settings

i |Select an item

¥ Attributes Details Redlrect Portal
Access Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect-acl=ACL_WEBAUTH_REE
cisco-av-palr = url-redirect=https://ip:port/guestportal/gateway?se : alues D

T e

€) Help

BRIV ZUZ 0 = = = =& 201D IS CU- i T TS e eS8/ Mg M S TESe [y e = = =S SCO P Ople = = = = = = = = m = — -

Aarms @ 0 5 0@ 0 | = Notifications (0)

82

Configure Redirect ACL On WLC

Destination
IP/Mask
10.10.10.10 !
255.255.255.255
0.0.0.0 /
0.0.0.0

Protocol Source Port Dest Port DSCP Direction

Any Any Any  Inbound

Any Any Any  Outbound

Choose “Supplicant Provisioning” for the

Cisco Il VC’!
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Apple Captive Network Assistant (CNA) B

* Priorto i0S7, AppleiOS and current Mac OS X attemptto discover public
Internet access using a crafted URL:

— http://www.apple.com/library/test/success. html

« Captive Portal Bypass feature added inWLC 7.2
— config network web-auth captive-bypass enable

« Startingin i0S7, multipledomains are tested to verify Internet access

* Solution:;
— ISE 1.2 Patch 2
— WLC 7.4.121.0 or 7.6.100.0

z /
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Android Device Provisioning B

Initial Connection CA-Server

Using PEAP
Redirection to Android
Marketplace to Install
Provisioning Utility
Provisioning using
Cisco Wi-Fi Setup
Assistant

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO ?lv ’
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Steps for Bonjour Configuration B o

Bonjour Profile

» Steps to configure mDNS profile
» Steps to Apply the mMDNS profile per interface.

Location specific Bonjour Service

« Steps to enable location specific services on
controller

Remote VLAN bonjour Service

« Steps to discover bonjour service on remote VLAN
by enabling mDNS AP

z /
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Bonjour Gateway Services Filter

Controller

v v w

v v v w

v

General
Inventory

Interfaces

Interface Groups

Multicast

Network Routes

Redundancy

Internal DHCP Server

Mobility Management

Ports
NTP
CDP
PMIPv6
IPv6

mDNS

General

Profiles

Domain Mames

Advanced

WY

mDNS

Global Configuration

i
cisco

ITROLLER

R

For your
Q reference

HELP

mDNS Global Snoopin V| -
pina Controller mDNS Profile > Edit
Query Interval (10-120) 15
General Frofile Name Corporate-Employees
Master Services Databas Inventory p——
) Interfaces
Select Service Mone - Service Count 12
Interface Groups
Query Status . Mo. of Interfaces Attached 1
Multicast
Add Network Routes MNo. of Interface Groups Attached o]
» Redundancy Mo, of Wlans Attached
Service Name Service String Q
AR _afpovertep _tep local ! Internal DHCP Server ) )
AirPrint-FDL _pdl-datastream._tcp.local [# ¥ Mobility Management Services List
LirPrint-Spool _printer._tcp.local [ Ports Service Name AFP
AirPrint-inp _ipp._tcp.local. [ b NTP
ArTunes _raop._tap.local. [ » COP Add
Airplay-Mac _appletv-v2._tep.local. [ .
b PMIPVG Service Name
Airplay-ios _airplay._tep local. E n
AFP
AppleRemoteDeskton _net-assistant._udp.local. [ b IPVE n
AirPrint-POL
AppleTyY-Remote _touch-able._tep.local, ¥ « mDNS e
HTTE _http._tcp local [ General AIrPrint-Spool 2
Scanner _scanner._tcp.local. [ [P)r’oﬁles M AirPrint-ipp
omain Names ArTunes a
b Advanced Airplay-Mac a
Ajrplav-i0s [~ ]
b r
es can . lvc
- Gisco Public Cisco ’
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Applying the Bonjour Gateway Profile B o

WLAN VLAN

WLANSs > Edit 'AppTest-Cisco' Interfaces > Edit

| General | Security . Qos | Policy-Mapping | Advanced |

mDNS General Information
mMBNS Snooping Enabled Interface Name contractor
mOMNS Profle  Corporate-Employess =
mDNS
mOMNS Profile Contractors A

Controlling Bonjour Gateway Profile per Interface

z /
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Bonjour: Steps Configuring LSS service from CLIE

1. Once the basic bonjour gateway setup is configured the LSS can be enabled by
accessing the WLC CLI, LSS is disabled by default on the WLC

Cilsco Controller) »>show mdns service Suninary

umber of Zervices. .. ... .o i i e i e 7
Zervice-Name L33 Origin o 3P
AirPrint o all 1
AirTunes HNo Al11 Z
AppleTV Mo A1l 2
HP_Photosmart_ Printer 1 o All u}
HP_ Photosmart Printer 2 Mo all 1
Printer o All u}
Scanner Mo A1l u]

ipp._tep.local.
raop._tcp.local.

airplay. tep.local.
universal. sub. ipp. tcp.local.
cups. sub. ipp. top.local.
printer._tcp.local.

Scanner. teop.local.

2. Configure LSS services from CLI:

(WLC) >config mdns service Iss <enable / disable> <service_name/all>

rCisco Controller) >config mdns service lss enable all

Cisco Controller) >show mdns service sWmosry

Hurmber of Services

Aervice-Name
LirPrint
LirTunes
AppleTV

Printer
Adcanner

BRKEWN-2020

L33 origin No 3P
Tes A1l
Tes A1l

HF Photosmart_Printer 1
HP Photoswart Printer 2

A1l

Tes A1l
Tes All
Tes A1l
Tes A1l

ipp._top.local.

raop. tcop.local.
airplay._tcp.local.

universal. sub._ipp._tcp.local.
cups. sub. _ipp._tep.local.
rrinter. top.local.

Scanner. top.local.

Cisco [f V&/
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1. Configure switch port for mDNS-AP in trunk mode or Access Mode

interface GigakitEthernetl/0/17
switchport trunk encapsulation dotlg
switchport trunk native wlan 70
switchport trunk allowed wlan 70,71
switchport mode trunk

2. Configure mDNS-AP Trunk Mode or Access Mode:

(WLC)> config mdns ap enable/disable <APName/all> vlan <vlan-id>
(WLC) >config mdns ap vlan add/delete <vlanid> <AP Name>
(WLC)> config mdns ap enable/disable <APName/all> - no VLAN Config in Access Mode

(Cisco Controller) »config wdns ap enable APEO73.5csa.030b wlan 71 {Ciseo Controller] »config wdns sp wlan add 71 APE073.S5cas.030b

RFecquested state iz already set on the AP,
[Cisco Controller) »show mdhs ap SUnmary

[Cizco Controller) »>show mdns ap Suaosry

Munber of mDNS APS. .. v ve it s s e nas 1
flurabber of wDNS APS. ..ot i s e it ii e e s an e ns 1
AP Name Ethernet MAC Nunber of Vlans VianIden iers
AP Name Ethernet MAC MNurber of Vlans VianIdey---------————--—--- —————— - - R —————
LF o073 .5caa.030b g0:73:5caa:03:0b 1 0 PE073 . 5caa. 030k 60:73:5ciaa:03:00 2 70,71
L
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Bonjour Policy Configuration .

1. Enable mDNS policy on the controller from GUI or CLI

CISCO i OR TROLLER
Controller mDNS
General
Inventory Global Configuration
Interfaces
Interface Groups mDNE Glabal Snooping
Multicast mDNS Policy 2
b Metwork Routes Query Interval (10-120) {rnins}
» Redundancy
(Cisco Controller) rconfig mdns policy 2 » Internal DHCP Server Master Services Database
; . . » Mobility Management Select Service MNone Ve
di=ahle Ensble / Dizable wDNI access policy.
. . Ports Query Status
enahle Enshle / Disable wDN3I access policy.
. . . b NTP LSS Status
service-group Configures wDNS service-group.
¥ CDP arigin ALL
. . . F PMIPvG
[Cisco Controller) [roconfig wdns policy Enablel add
F IPvE
» mDNS Query LSS
Service Name Serwice String Status Status Origin
General
Profiles AirTunes _raop._tcp local. O [~ ]
Domain Names airpla _airplay._tep local, F __ALL ~ &
mONE Browser
mDNS Policies HP Photosmart Printer 1 _universal,_sub._ipp._top local, [ [ -]

. J
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Bonjour Policy Configuration

2. Create mDNS Service Group

(Cisco Controller) rconfig mdns policy service-group create ?

<gerviee-group-name> Enter a wDHN3 service-group hate. *"——‘

(Cisco Controller) |sconfig mdns policy service-group create I

BRKEWN-2020 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Ccisco
Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Network Routes
Redundancy

Internal DHCP Server

v v v v

Mobility Management
Ports

NTP

CDP

PMIPvE

IPv6

14 v v v -

mDNS
General
Profiles
Domain Mames

MOMITOR TROLLER

mMDNS Service Groups |

mDNS Service Group Name

ATY-studentl
AT -teacher

Guest Serice

default-rndns-palicy

R

For your
Q reference

WIRELESS GEMEMT

Description Origin

apple services for Studentl WLC [~}
Apple TV services for teachers WL B
Services for Guests WLC [~}
Default Access Policy created by Wl WLC B

92

CiscollVT/



P P CUNEEAREE N\ |\ e R IR

Bonjour Policy Configuration B o

3. Configure Service Instancesin the mDNS group, and role

alaln
cISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY — Mga COMMA LOCATION TYPE
. . AP Sroup
Controller mDN$S Service Groups > Edit LOCATION AP Marne
. . &P Location
General {Location value "Any = oo check]
T, mDNS Service Group Name  ATV-teacher
Interfaces ) )
Service Instance List g LOCATION-TYPE LOCATION
Interface Groups
Multicast MAC ADDRESS AP Group fny -]
» Network Routes NAME Apple TV 2 _Add | AP Group Any a
» Redundancy LOCATION TYPE *_— .
AP Location same ﬂ
» Internal DHCP Server LOCATION Other v |any *— |
» Mobility Management (Location value 'Any' means no policy check on location attribute will be performed.) &P Mame F\PS?DD_TME_|EI|3 ﬂ
Ports MAC ADDRESS NAME LOCATION-TYPE LOCATION
b NTP 00:1d:e0:08:18:b7 Reflector AF Group ANy [~}
b CDP 10:40:f3:25:d1:b6 apple TW1 AP Group any [~ LOCATION EOther e E
» PMIPVO | 10:40:F3 ef:06:f0 apple TV 2 AP Group any [~ ] . .
; (Location value ‘any Conference-Room or
b IPvE b0:ed:92:568:75 a3 Printer AP Group Any [~} Demo-lab
* mDNS Irst-
General Policy /Rule (Policy is enforced if any of the below conditions is met) MAC ADDRESS Q;SE:JELIU-UFTDDI’
Profiles | 00:1d:e0:08:18:67 | default-group
Comain Mames Role Mames teacher]
mOMNE Browser ,—l
mDMNE Policies User Names » /
b Advanced . ‘Vc
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