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What To Expect...

Best

Practice

Many Hidden
(“For Your Reference”)
&

Animated Slides

For Your Reference
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Agenda

Review: UCS Fundamentals
Building Blocks & Connectivity
Stateless, Policy Driven by Design

UCS Manager Architecture — Underneath
the Hood

UCS Notifications
Finding the Needle in the Haystack with

UCSM

Scaling UCS Management with UCS Central
Role
Getting Started — Domain Registration
Use-cases

What's New / Next?
Managing Stand-alone C-Series

Automating Configuration Tasks w/UCS
PowerTool

Cisco [l Vt’./
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Review:
UCS Building Blocks and Connectivity




Cisco UCS Central
Multi - UCS Manager

Cisco UCS Manager
Embedded Element Manager, GUl and CLI

Cisco UCS Fabric Interconnects

SNMP, Syslog, SMTP, SMASH, CLP,
CIM XML, Smart Call Home

Cisco UCS I/O & FEX Modules

Cisco UCS Blade Server Chassis

Cisco UCS Blade and Rack Servers

(Cut through interfaces to Cisco IMC)
Serial over LAN, KVM, IPMI

Cisco UCS 1I/O Adapters

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Unified Computing System (UCS)

Single Point of Management

Unified Fabric

otateless Servers with Virtualised Adapters

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Unified Computing System Manager

 Embeddeddevice manager for family of UCS components
* Deepest possible abstraction of hardware and connectivity
» Efficientat scale: Same effort for 1 or N servers, Blade or Rack

Cisco (lVf/
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Review:
UCS Stateless, Policy Driven by Design
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UCS Service Profiles

Policies, Templates

NIC MACs

HBA WWNs

Server UUID

VLAN Assignments

VLAN Tagging

FC Fabrics Assignments

FC Boot Parameters

Number of yNICs

Boot order

PXE settings

IPMI Settings

Number of vHBAs

QoS

Gl Home Service Profile
Template Association

Org & Sub Org Association

Server Pool Association

Statistic Thresholds

BIOS scrub actions

Disk scrub actions

BIOS firmware

Adapter firmware

BMC firmware

RAID settings :
Advanced NIC settings \ it
Sorial over LAN settings . ;
BIOS Settings

éisco (l V&/
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UCS Pools, Role Based Access, Example

A M

WWPN Address POWWMENN Address Pools

Server Network Storage
Administrator Administrator Administrator
4 Cisco UCS Manager )

\E | i e Cisco((.l/fé
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UCS Policies, Role Based Access, Examples
4 R

Cisco UCS Manager

Server Network Storage
Administrator Administrator Administrator
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UCS Device Management, Role Based Access

Associition

Server Pools UUID Pools MAC Address Pools WWPN Address Pools WWNN Aeﬁrgéi)F(fWL
. ’ - = ' = S ——
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Stateless Computing, Benefits

 Server identity no longer tied to physical
server hardware

— Profiles provide identity
— Seamless server mobility
— Stateless components

* Boot over network (LAN or SAN)

— Bootorder and boot devices are part of the
pre-defined logical server profile

— On-board disks can be used fortemp, swap,

Chassis-1/Blade-1 ]

etc.
* LAN and SAN Connectivity
— #0f NIC’s No infrastructure changes needed , ‘
— #of HBA’s when moving a Service Profile chassisaBiaden

Cisco (l Vfr/
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“Underneath the Hood"
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The Foundation

* Model Driven Framework  UCS Reference Guide
— Everything is an object — ISBN-10: 1587141930
« Component — http://www.amazon.com/dp/1587141930
* Events
* Faults

— Management Information Tree (MIT)
* Maintains object relationships
« Lifecycle of objects

 Architectural Components .
— Server Array Manager (SAM) aka: gy"if;’,,‘,’;'[,'g-'gfompuﬁng
UCSM e s g
— Data Management Engine (DME) o
— Application Gateways (AG) § o §
— Managed Endpoints S ] .
Cisco(l Ve,
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Programmatic Infrastructure

« Comprehensive XML API, standards-based interfaces
 Bi-Directional access to physical & logical internals

¢Direct

UCS CLI

Customer

¢ UCS GUI t 31 Party

Broad 3rd party integration support
Faster custom integration for customer use cases
Consistent data and views across ALL interfaces

Cisco (l Vfrl
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Architecture of UCS Manager

Data Management Engine (DME)
“Traffic Cop” of the entire UCS Domain

2 1) — Entry point of XML API

Events ! : HTTP(S) — Owner of UCS XML Database
fxmml} : {xml} +  Physical Inventory (FI's, IOM's, FEX's, Servers w/components, Chassis)
X 1 Logical Configuration (Service Profiles, Connectivity Templates, Pools,

Policies)

— Manages configuration, inventory, health of all end points

— Manages and monitors FSM task sequence execution handled
o - by AG’s
10

Application Gateways (AG)
— “Worker Bee” for a particular type of endpoint in UCS Domain
— Monitors health and state of endpoints in UCS Domain

— Configures endpoints to desired state configuration as defined
by input from DME as the UCS XML Database mutates
Executes stimulifor FSM tasks on end point
Reports back to DME the ongoing status of task success or failure

Cisco [l Vfrl
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The Core of UCS Manager

SNMP-based NMS Syslog Server

*I

4 4 il
A |= | A A I:
Events:l Polls : Events Events :I HTTP(S)
isnvp g1 snvp I {Syslog {xml} |: {xml}
Traps} !v GET} !Messages} !v
UCSM CLI XML API

FI-A (10.10.5.1) FI-A (10.10.5.2)
Snmpd / Sy slogd Snmpd / Sy slogd

lﬂl ng]lﬁugl ciscolive!
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The Core of UCS Manager

SNMP-based NMS Syslog Server

VNG ta
Events:l Polls : Events
{SNMP |I {SNMP I {Syslog
Traps} !v GET}

I Messages}
]

RN

Associate SP

2 |
1
Events:

1

{xml}

I
I

I HTTP(S)
L i)

42 FI-A(10.10.5.1)
Snmpd / Sy slogd

FI-A (10.10.5.2)
Snmpd / Sy slogd

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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The Core of UCS Manager — _wwo

SNMP-based NMS Syslog Server

* 1
VNG 3PN VN
Events:l Polls : Events Events :I HTTP(S)
isnvp g1 snvp I {Syslog {xml} |: {xml}
Traps} !v GET} !Messages} |v

UCSM CLI

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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UCS Notifications:
Finding The Needle In The Haystack
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Definition #1 : UCS Events

BRKCOM-2017

Object managed by UCSM
— Immutable

Examples:
— Server power on
— Turn off locator LED

Causes
— Non-persistent condition

Persistence
— None

* Properties
— Affected Object
— Description
— Cause
— User
— Code
Fault Summary

(X) \ A A

13 e 15 42

Equipment' Serversl L.ﬁ.Nl S.ﬁ.Nl Y | Adrnin |

Filter: Faulks, Events and fodit Log

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

[El- s Faulks, Events and Audit Log

Cisco Public 23

" e

G B Mew -

@ Options

== T Faulks, Events and Audit Log * 7, Eve

Events I

Q Filter | = Export Q;,, Print

Affected object

sys rack-unit-1/locator-led

sysfrack-unit-1/locator-led

E419499(

sysfrack-unit-1/locator-led E419499(
syafFack-unit-2 flocator-led E419499(
vzt ack-nimik-2 larakar-led Fd19499r

Cisco (l Vf/
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UCS Event Examples

Enable Locator LED

e g s e

Caode jun] Cal -‘ Created at

g FIoT Crar T LSy TR )

PS C:\> Get-UcsEvent -Code E4194990

Drescription

95317 [9439850  |ransition  |2013-04- . [inkernal [FSM:STAGE:REMOTE-ERROR]: Result: end-point-unavailable Code: unsp

95524 [9439851  |transition  |2013-04-15T09... |internal [FSM:STAGE:STALE-FAIL]: Configuring external user access(FSM-STAGE:

95524 (9439852 |transition  |2013-04-15T709... inkernal [FaM:STAGE:REMOTE-ERROR]: Result: end-paint-unavailable Code: unsp

95795  [9439833  |transition  |2013-04-15T09... inkernal [Far:BEGIMN]: IOM affline(FaM:sam: dme:EquipmentToCardMuxOffling)

95795 9439834 lransition  [2013-04-15T09., . linkernal [FaM:STAGEEMNDT: (FSM-STAGE: samidme: Euu|DmentIOCardMuxOFFI|ne b

05706 (34308 midm

DET0E (04308 bment

95795  |o4305 Lo i ed to inactive(FSM:sam:dme:EquipmentLocatorLedSetLocator! ?

95795 3 line:b

9579 94398 o 1d : 9439976

95796 94395 User: internal m:dm . .
95796 m Code: E4194990 Lment Ind N State—tranSltlon
96207 94395 Severity : info

95317 (94398 B H . .

95317 94396 AGE Trig : special

95317 94398 unsp TxId : 17452229

95951  [94398 OEr .

T = User : internal

56386 (34398 [ Dn : event-1log/9439976
o4 _paoon izl Rn : 9439976

o5ged @ 1I | LI unsp

95795 (94398 ] Ucs : RCDN-UCSO01

95795 (94395 O Apply cancel | Help | fineit

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 24
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Definition #2 : UCS Fault

* Object managed by UCSM * Properties
— Mutable — Severity
— Includes operational state — Last transition
— Affected Object
- Causes — Description
— Instance of failure in UCS D P
— Alarm Threshold -
— Type

* Persistence
— Remain until resolved AND cleared
— Controlled by collection policy

— # of Occurrences
— Original Severity
— Previous Severity
— Highest Severity

Cisco (l Vf/
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UCS Fault Example

Thermal Error

PS C:\> Get-UcsFault -Code F0411 | ft

Ack Cause Code Created Descr LastTransition

no thermal-problem 0411 2013-04-15T12:1... Thermal conditi... critical 9443872 2013-04-15T14:
ciscollVL,
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Clearing and Acknowledging Faults

HE £ Mew - | [ Cptions (i) Pending ctivities | [@] Exit

. . V A
® R eq u I S IteS fo r R e m OVaI ? &7 17 i Q‘E Equipment * & Chassis * & Chassis 1 ¥ e Servers * o Server 1
", . Generall Invantory' Wirtual Machinesl Installed Firmwarel SEL Logs' VIF Paths | Faulks I Events' FSM| Statistics| Temperaturesl Powar]
— Resolve Fault Condition (Clear)

Equipment | servers | Lan | Sam | vh | Adm

&, Fiter | = Export |5 Print | Hide FaultDetals (Shows — Al M@ F TP FA VA F O F® ¥ 1D C:h

Filter: Al -
Severity | Code jin] Affected object| Cause | Last Tra... © Description
—_— AC knOWIed g e Fault B F37614 (9453936 |sys/chassis-1... [new-link [2013-04-15T... TCA: processorEnvStats kemperaturedvg, recovered above

Eﬁ Equipment v F37e14  |9453834 |svs/chassis-1... [newlink [2013-04-15T.., [TCA: processorEnvStats kemperaturefivg = 63000000, raised above 62,

E}%JJ Chasls lv FO181 (9453877 |sys/chassis-1... |equipm... [2013-04-15T.., Local disk 1 on server 1)1 operability: inoperable, Reason: Firmware Dete

=g Cha:zl:sl FO461  |3170702 |sys/chassis-1... log-cap...[2012-10-29T... Log capacity on Management Controller on server 111 is very-low
* Removal Methods
B Fsus

[Ehae Servers

— Manual

— Automated with Policy
* Global Fault Policy

— Scripted

4

0 cricical N7 major /N minor £ warnlng'.-i-- \nfo@ condltlon clearad o flapplng{E soaklngﬂl SUPF

« Other Factors
e DEMVEr 1
5 ¥ Properties
- pp SErVEr 3 : )
— R ete ntl 0 n I nte rVaI s SETvEr 4 Severity: Cleared Affected n.h]EEt: sys/chassis-1/blade-1/board/cpu-1
i SEVEr S o<t Trealitny TG G ST Description: TCA: processorEnvStats temperaturefivg, recovered above
- - g SEIVEN B 1D 9453938 Type: &
— Flap p I ng/s O akl ng I nte rval e SErvEr 7 Cause; new-link Created at: 2
[l Chassis 3 [ACt;“"’ Code: F37614 Humber of Occurrences: 2
=159 Rack-Mounks i Acknowledge Fault Original severity! Minor
% FEX Previous severity: Minor Highest severity: &

-2 Servers

Cisco (lVf:
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Flapping/Soaking Interval

a Cisco Unified Computing System Manager - RCDN-UCS01

* Time between fault raised Fa"'gm"“f* = P A {e @ o | Bosn | @ © | Ao
and CO nd Itlon C I eared »» T Faults, Events and Audit Log * ™, Settings

15 L&) 13 38

Global Fault Policy | TFTF Core Exparter | Fault Suppression Policies

Flapping Interval (Seconds): IlEI

Equipmentl Serversl L.ﬁ.NI S.D.NI w1 | Admin |

* Prevents excessive

Filter: Faults, Events and Audit Log -

notifications —
= Flappl ng” -7 Faults, Events and Audit Log Action an Acknowledgement: Delete On Clear

‘i ”? :A coens Clear Action: | Retain " Delete ‘
— e.g. “interface down T Everts

" fudit Logs Clear Interval:
. T Swslog
® User DEfI nable @ Core Files dd:bh:mm:ss |DEI:E|D:2E|:D|:|

----- TechSuppart Files

[ I At Length of Time to Retain Cleared Faults
— Admin > Settings > Global Seting w

H Retention Interwval: |("' Faisiss Qb othe
Fault Policy

ddihhimm:ss IDD:DD:DI:UD

Cisco (lVf/
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Fault Lifecycle

Condition Occurs
| (Active State)

Yes

Flapping

: during . Fault
F37614 374791 syafchassis-1/blade-1/board. .. ; :
Yes Alleviated?

SEvE.., e ID Affected object /
F3 Q374320 sysfchassis-1/blade-1/board. .. Reoccurrence

Flapping/Soaking
Interval?

No
Soaking

|5u-m Code D Affected object |
- Reoccurrence
fﬂ?ﬁlﬂ- e rachl ﬂﬂthmlfﬂﬁd&-ﬂbﬂadm during Retention
lkd Fave1s 9374666 sys/chassis-1 blade-1/board... Interval?

Cisco Il Vf/
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Fault Suppression

Faults maintainedin UCSM General I Inventory | Wirtual Machines | Installed Firm

What's Su ppressed? ~Fault Summary

— SNMP Traps 9 v & A
0 0 0 0

— Call Home Notifications
) «| Suppression Skatus: 5.4’ Aikive
Duration

— Fixed time interval .
— Manually Stopped
— Schedule

Policies

— Pre-defined in UCSM
* Admin > Faults, Events... > Settings > Fault Suppression Policies

Cisco (l Vf/
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Fault Suppression — Demo

BRKCOM-2017

Select Device:
— Chassis
— IOM
— Server
— Service Profile
— Organisation

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

=

= Eé Equipment:

=} =) Chassis
Fans

B r=us

Blapl

(=% Rack-Mounts
o Fex

[ Servers

Cisco Public

S Chassis 1 |

Servers

g SErVEr 2

Server 4

T Adapters

g DEFVEL B
:
) Chassis 2 |
S Chassi 5

23 Fabric Interconnects

35

IO Modules

=

e . B2 Mew -

B E‘E Equipment * S Chassis * S Chassis 1 * o Servers b o Server 5

DOJtiDns | (7] ﬂ | ‘Pendlng Ackivities | gxit

Inventary [ wirtual Machines [ Installed Firmware [ SEL Logs [ WIF Paths [ Faulks [ Ewents [ Fsm [ Statistics [ Tempe

v A A

Status Details

Cisco (‘ V&/
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UCS Fault SNMP Traps

* cucsFaultActiveNotif

— Sentwhen a faultis active, or when any of the fault attributes change
» Severity changes, number of occurrences changes...

* cucsFaultClearNotif
— Sentwhen a fault is cleared

 Trap Variable Bindings help to identify the nature and cause of the
problem

Cisco (l Vf/

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



P 4P CENEEREEEE N\ |\ U L S
UCS Fault SNMP Trap VarBinds

+ Fault Instance ID (Table INDEX): A unique integer identifying the fault

« Affected Object DN: The distinguished name ofthe MO that has this fault
+ Affected Object OID: The OID of the MO that has this fault

« Creation Time: the time when the fault object was created

+ Last Modification: the time when any of the attributes below were modified

* Code: A code providing specificinformation about the nature of the fault
— 1400 faultcodes: board pow er error, link dow n, fan module identity...

* Type: The type of the fault (broad categorisation)
— 9 fault types: environmental, management, equipment...

* Cause: A probable cause of the fault
— 241 fault probable causes: firmw are upgrade problem, equipment offline, pow er problem...

« Severity: The severity of the fault
— 6 fault severities: minor, major, critical, clear...

e Occurrence: the number of time this fault has occurred since it was created

» Description: a humanreadable string providing more information about the fault, including possiblymore information about the probable cause

Cisco (l Vfrl
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UCS Manager Fault Types

Type Description

fsm UCSM was executing a Finite State Machine (FSM) and the FSM failed to
complete successfully, or UCSM is retrying one of the FSM stages

equipment UCSM has detected a physical component is inoperable, such as component
health problems, equipment missing or unidentified

Server UCSM is unable to complete a server task. For example, it is unable to
associate a Service Profile to a blade, or a blade server has diagnostic
failures

configuration | UCSM was unable to successfully configure a component

environmental UCSM has detected an environmental issue, such as power problems,
thermal problems, voltage problems, or loss of CMOS settings

management UCSM has detected a serious management issue, such as failing to start
critical services, failing to elect the primary switch, detecting that a
management service has become unresponsive, or detecting software
version incompatibilities

connectivity UCSM has detected a connectivity issue to one of its components

network UCSM has detected a network link failure
operational UCSM has detected an operational issue, such as alog datastore reaching
its maximum capacity, being unable to transfer files, or being unable to /
discover components . ('
D ciscollVl)

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



UCS Errors and System Messages

 UCS Faults and Error

afa]n

Messag eS Refe rence GU|de cISCO Products & Services Support How to Buy Training & Events

e UCS FaUItS SpreadSheet Cisco Unified Computing System
— Fault Codes Error and System Messages
* Not all user Threshold Codes
H HOME
InC|Uded SUPPORT Some links below may open a new browser window ( E’T Jto display the
— Call Home PRODUCT SUPPORT DR Choose Topic v
° Diagnostic SERVERS - UNIFIED COMPUTIMG
ucs 2.x
. CISCO UNIFIED COMPUTIMNG SYSTEM
° EnVII’OI‘lmental - N B - Cisco UCS Faults and Error Messages Reference Guide, Release 2. 203} New
TROUBLESHOOT AND ALERTS Cisco UCS Faultz and Error Messages Reference Guide, Release 2.1(3) New
PY GO to- Error and System Messages Cisco UCS Faults and Error Messages Reference, Release 2.0
- Field Notices Cizco UCS Faults Spreadsheet, Release 2.0
— http://www.cisco.com/en/US/pr Troubleshooting Guides ucs 1.x
Troubleshooting TechHotes Cizco UCS Faults and Error Messages Reference
oducts/ps10477/products_syst )
N N Related Documentation
em_message quides list.html Cisco UCS Wanager Confiquration Guides

Cisco (l Vfrl
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Fault Reference Guide

e http://mwww.cisco.com/c/en/us/td/docs/unified computing/ucs/
ts/faults/reference/2-2/UCSFaultsErrorsRef 2-2.pdf

fltMemoryUnitDisabled
Fault Code:F0844

Message
DIMM [location] on server [chassisld]/[slotld] operState: [operState|DIMM [location] on
operaState: [operState]

Explanation
This fault is raised when the server BIOS disables a DIMM. The BIOS could disable a DIMM
reasons, including incorrect location of the DIMM or incompatible speed.

Recommended Action

If you see this fault, refer to the Cisco UCS B-Series Troubleshooting Guide for informatio mey;
resolve the DIMM issues. 17 V‘I’/S:;:,',"fad.,

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 41
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Error Message Decoder

» http://www.cisco.com/cdi-
bin/Support/Errordecoder/index.cai

* Limited info for UCS

ager: start [FSM: STAGE : REMOTE -
ERROR]: Scheduling UCS manager
update (FSM-

STAGE :sam:dme :MgmtControllerUpdateUC

SManager:start)

er [FSM:FAILED] :

sfsmRmtErrMgmtControllerUpdateUCSMan

$fsmFailMgmtControllerUpdateUCSManag

O e NN

Worldwide [change] Logged In | Accot

Products & Services Support How to Buy Training & Events Partners

CiIsco

Tools & Resources

Error Message Decoder

HOME Select Software: | Unified Computing System [=] Hel
SUPPORT

Paste Error Message: |%[FSM | n

TOOLS & RESOURCES Ta

Error Message Decoder suggest related documents within results E

Pu

Ou

1 (=] cis

1. $fsmFaillaafpUpdateEp : [FSM:FAILED]: sam:dme:RAaaEpUpdateEp

Mone set.

Recommended Action: Copy the message exactly as it appears on the console or in the
system log. Research and attempt to resolve the issue using the tools and utilities provided
at http:/fwww.cisco.comftac. Also refer to the Release Motes for Cisco UCS Manager and
the Cisco UCS Troubleshooting Guide. If you cannot resolve the issue, execute the show
tech-support command and contact Cisco Technical Support.

Related documents- No specific documents apply to this error message.

? 2FamFaillaabeaimmdarafealm = TFSM-FLTTFMI -

sam:dme:MgmtControllerUpdateUCSManag

er

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved.
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Management of Multiple UCS Systems - Review

Management of One UCS “Domain”

Single Management Focal Point

Settings:
- Pools
: - Policies . . .
UCS Admin - profiles | (UCS Manager )(running in Fabric Interconnects)
_ - VLANs l

- VSANs

Many physical servers — Up to 160 (blade or rack-mount)

1 “manager” for entire UCS “Domain” or “pod” or “system” or “instance”

Cisco Il Vf/
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Management of Multiple UCS Systems - Review

Settings: 1
- Pools CISCO UCS Central
Policies

UCS Admin & —>

- Profiles UCS Central will Simplify & Enhance
- zgg: Your Multi-UCS Management

Melbourne

: ico(( V&/

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 46
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Role of UCS
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UCS Central: High-level Logical View

. - S
UCS Admin a ;

View

UCS Information Dashboard
UCS Configuration Tool
UCS Object Repository
UCS Workload Manager

Melbourne

Information:

- Faults
- Events

- Statistics

Information:

- Faults

- - Events

'. - Inventory
- Statistics

Information:

- Faults

- Events

- Inventory
- Statistics

BRKCOM-2017
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Information:
- Faults
- Events
- Inventory
- Statistics

Information:

g - Faults

- Events
- Inventory
- Statistics

Sydney

Information:
- Faults

~ - Inventory

- Statistics




UCS Central: High-level Logical View

Domain Settings:

Authentication
UCS Admin Date/Time
Moni toring
Configure Firmware

Backup/Restore
And more..

1. UCS Information Dashboard
2. UCS Configuration Tool
3. UCS Object Repository
4. UCS Workload Manager

Melbourne
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UCS Central: ngh -level Logical View

1. UCS Information Dashboard
2. UCS Configuration Tool
3. UCS Object Repository
4. UCS Workload Manager

UCS Admin 8 : UCS Central

Define
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UCS Central: High-level Logical View

1. UCS Information Dashboard
2. UCS Configuration Tool
3. UCS Object Repository
4. UCS Workload Manager

Define .
) Place UCS Central

g Control
Profile Profile Profile Profile
(Workload) (Workload) (Workload) (Workload)

UCS Admin |29

Melbourne
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UCS Central: What Is 1t?
What Does It Look Like?
l".l'l.l
cisco UCS Central

« External, VM-based management appliance

 Download as .OVA or .ISO from cisco.com

* Architecture:

XML API

|

UCS Mananer 1

UCS Mananar
A UICS Mananar
«-" UCS Mananer y

UCS Manager N

DB Storage

Cisco (l pr/
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Intro: UCS Central Capabilities

High-level Summary

Four Main Global Capabillities: ST
1. UCS Information pashbgard cisco UCS Central
2. UCS Domain Configuration Tool
3. UCS Object Repository
4. UCS Workload Manager

= \\/hatis it not?

';'-_'_'ﬁﬁ'-' '-'-' " "-' '
Cisco((l/&/
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Enabling My UCS Domain

* UCS Central cannot manage a UCS Domain until it is “registered” with UCS Central

* Registration initiated by UCS Domain admin

» Cisco Unified Computing System Manager - UCSPE-25
Q@  owe-| woes Register With UCS Central

= E’E all v E Comrnunication Marn:

Providers [ F5M [ Fault

=
=28 Al

--;& Faults, Events and Audit Log
-- ﬂ User Management
‘F Key Management
EI E Cormmunication Management

by Call Hame
Cammunicakion Zervices

DMS Management

Lyt T ErlaE= T o U LSS T

:
|
|

Management Interfaces
N = ||/ Central
E Stats Management

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 56
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What Happens During Domain Registration

Shared Secret & Certificate exchange

Initial Inventory: Hardware, Fault Counts, Local Objects (IDs, profiles, policies)

Policy & Profile map definition established—-> Dependencies

Initial feature exchange between UCSM and UCS Central

Globalised Domain admin settings are resolved (if necessary) - Warning!

Registration process may be automated — XML API

Note: Requires UCSM 2.1+

Cisco (l V&/
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Domain Registration - Challenges

* Number1 Issue = Time Synchronisation
« UCSM and UCS Central time must be identical

 Use NTP time source for

— UCS Domain _
_ UCS Central Specify NTP Source

UCS Manager UCS Central

Fault Summary 4 .
@ V A A [O"Fmr@seoo] Wi ucs Centra
o a 1 1

>3 @ Time Zone Managemnent

UCS Domains Fault

= General | Events N —
Equipment | Servers | LAMN | SAN | W Adm""l »rs | Network | Storag

Actions Properties

Add MTP Server

Filter: | Time Zone Managernent - Filter: [AII

Time Zone: :Am ica/Mew_ork (Eastern Time)

= |

& Tech Support Files

Time Zone: Americalew York
&8 Users and Authentication [amsticaiiey: Yor

& Tine Zone Management NTP Servers

Filter | = B:port == Print
=

& Fitter (aff) Add NTP Server

Mame
(& NTP Server 195.18.128.1

pool.ntp.org

Cisco (( V&/
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Domain Registration with UCS Central

Common Questions

1. Does UCS Central “take over” my domain as soon as it is registered?
— No - Registration “enables” UCS Central, but does not “empower” UCS Central
— UCS Manager admin may enable policy specific control of Domain-wide settings

2. Can UCS Central make changes to a Domain upon Registration?
— Technically, yes (but not by default) — Domain Group “auto-registration policies”

Cisco (l Vf/
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Usmg UCS Central
Changing UCS Management Paradigm




UCS Central Use-Cases

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs /1D Pools
— Policies
—  Service Profiles & Templates
—  Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf/
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UCS Central Use-Cases

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs /1D Pools
— Policies
—  Service Profiles & Templates
—  Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf/
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UCS Central Use-Case: Domain Configuration

Globally Defined — Domain-wide Infrastructure Policies

| Equipment | Servers | LaN | san | vm | Admin |

- ]

» (@) Images

<™NB Communication Management

¥ ﬂ Backup and Import A s
o Kl UCS System %= Communication Services
... 3 \UCS Central System DMS Management

] Management Interfaces
v £38 Domain Groups [ ucs central

v--¢%4 Domain Group root - stats Management
: . ' &8 Time Zone M t
g8 Backup/Export Policy me FONE Tanagemen
p = Firmware Management

Capability Catalog
# Management Extension
- & Maintenance

é‘E License Management

Cisco [l Vfrl
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UCS Central — Global Configuration Policies

UCS Centra

Policy Manager

Each UCS Manager becomes the policy recipient and resolver

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 64
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Controlling the Configuration
UCS Central Domain Groups

_ UCS Central _ ,
UCSM 1

A —
Domain

Group 3

* Domain Group (DG) is arbitrary grouping of UCS domains

* Domains can be a part of only one DG at a time
 Policies defined in the DG are in effectfor all domains in the DG

« Domains can move between DGs —

+ DG to DG move fordomain can be disruptive depending on new policies UCSM 7

« Domain can auto-join DG based on qualification policies at registration /
Cisco(l %4,
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Using UCS Central Domain Groups — Opt In / Out

Example: Time Zone Management
UCS Manager = UCS Central Menu

Time Zone Policy:
US Central

Al Glabal

__ucsm2 |

Time Zone Policy:
US Eastern

Time Zone Policy:
US Pacific

UCS Central does not take control - Control is given Cisco(fo/

BRKCOM-2017 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 66 6
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UCS Central Domain and Sub Domain Groups

« Domain Groups can have up | W

to 5 levels of sub domains

Sub Domain
Sub Domain

NEW Group

« Subdomainshave R— YORK DALLAS
hierarchical relationship with Domain Group
their parent - -

ASIA-PACIFIC LOS
ANGELES

« Easyto manage policy
exceptions while administering
large number of UCS domains

Cisco [l Vf/ﬁ
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Global Configuration Settings in Sub Domains

US

Domain Group:

Date & Time: NTP Sub domain groups inherit plropertle“s from E)are.nt.domaln(s)
DNS Easy way to manage exceptions to “master” policies

Remote Access Exceptions get defined at the sub-domain level

SNMP
Debug Settings Any domain in the sub-domain has all parent properties
CallHome +

Authentication (LDAP, Radius, TACACS) the local policies defined at the sub-domain level
Equipment Power and SEL policies

Firmware

Sub Domain Group: New York

NEW YORK

—

Sub Domain Group:Los Angeles

Date & Time: Time zone US Pacific

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 68

LOS ANGELES

Sub Domain Group: Dallas
7 Date & Time: T zone us Cencal f DALLAS

Cisco (l Vf/ﬁ
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Global Configuration Policies - Standardisation

UCS Domain 1

Global Admin Policies in a Domain Group

/Date & Time: NTP, Time zone \

.t
.t
.t
.t
.t
.t
.t
.t
.t
.t
et .
.t
e |
DNS e
)
.t
.t
.t
.t
.t
.t
.t
.t
.t
.t
.t
.t

Remote Access
SNM P

UC Dom ai‘n 2

Debug Settings *: ............
Call Home B

Authentication (LDAP, Radius, TACACS) e, MMMy,
Equipment Power and SEL policies

. vy ; 2
Firmware ey, Ol s o —
"u...y e,.,’ . == 5= = = e =

e, dl/)

UCS Domain 3

* Admin Policies are defined at the domain group
* Any domain that is a member of the DG inherits policies

Question: Are policies always inherited?

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 69
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Domain-wide Global Configuration Policies Demo

Administrative Configuration— Domain-wide Global Configuration Policies

« Domain Groups
— Explore / Create
— Membership

« AdminPolicies
— Create
— Use

« UCS Manager Policy Resolution Control

— Opt In / Out
— Observe UCS Manager “effective settings”

Cisco (l V&/
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Other Domain-wide Global Configuration Policies

'élulsltl:lc;' UECS Central

Defines how member domains are backed up

Domains | Servers | Metwork | Storage | Operation: .
(both full-state & config-all)
Filter: [AII |v
» (@) Images
- [+ JEECTR Ele [ulgt Defines capability catalog in use for member domains (opt-in)

v % Domain Groups

3 Domain Group root

. ZE Backup/Export Palicy & . . . . .
e Defines host firmware bundles available for Local Service Profiles only
. B Capability Catalog

. - B Host Firmware

g Infastructure Fimmware <€ Defines infrastructure firmware bundle in use member domains (opt-in)

b & Maintenance

- & Operational Polities
» (&4 Schedules

- £ Domain Group AP.C Defines maintenance policies available for Infrastructure
£33 Domain Group Amaricas and Local Service Profiles

b8 Domain Group EMEAR
25 License Management

Cisco (l Vfr/
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Global Configuration Policies — Firmware Management

Automated Cisco.com

Firmware versions
list downloads
from Cisco.com

.

Firmware Auto Instal

A’ UCs Central

UCS Central Firmware Library Global Firmware Policies

Cisco (l Vf/m
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UCS Central Use-Cases

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs/ 1D Pools
— Policies
—  Service Profiles & Templates
—  Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf/
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UCS Central Use-Case: Object Repository

Global ID & ID Pool Management

ucs,

Global Pool

67:6c:6£:62:61:6c:69:64
68:70:73:75:63:6b:73:21
75:75:69:64:72:6£:63:6b
22:6d:61:63:69:64:21:22
27:77:77:6e:66:75:6e:27

Pool;

67:72:6£:77:75:63:73:21
62:75:79:75:63:73:21:21

Pool,

66:63:6£:65:62:61:62:79

ID usage from 75:63:73:72:6£:63:6b:73

Both local and global pools
67:6c:6£:62:61:6c:69:64
68:70:73:75:63:6b:73:21
75:75:69:64:72:6£:63: 6b

Pool;

76:69:63:70:6£:77:65:72
73:76:63:70:72:6£:66:6C

75:63:73:6d:63: 6£:6F: 6C CiSCOI(Vgll

* Centralised sourcing of IDs from global pools
* Real-time ID usage summaries
* Avoids ID conflicts among UCS domains

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 80



UCS Central Use-Cases

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs /1D Pools
— Policies
—  Service Profiles & Templates
—  Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf/
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UCS Central Use-Cases — Object Repository

Global Policy Usage Scenarios

“Policies” usedin two ways:
1. Domain Configuration Settings — Domain Admin “opts-in” to globally-defined Domain-wide Policy
2. Server Settings — Global Policy “Object”’ chosen from UCS Central Repository (database)

ture .
\nfrastruc nas
server Se"
A\\

Maint Boot T Armwars T +eshold
Settings Settings Se’  BIOS ings
Settings

Global
Configuration
Settings

Permission Granted Chosen at Resource

Cisco (l Vf/
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UCS Central Use-Cases — Object Repository

Global Resource Policy Object Ownership— Example

[ UCS Central J N

Global Policies
Owned By UCS Central

Global Policies:

Modify Policy

Local / “Domain” Policies
Owned By UCSM

{ UCS Domain J-\

Service Profile

----------------------------

Local Boot Policy

-----------------------------------------------------------------------------
L

, Local Boot Policy
Local BIOS Policy Local BIOS Policy Local BIOS Policy /
AN /

Global Policy Changes are Inherited Cisco(('/fr/

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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UCS Central Use-Cases — Object Repository

Global Policy Usage Scenarios: BIOS Policies

Storage | Network | ISCSI wNICs | Boot Order
FC Zones Policies | Server Details | CIMC Sessions | F5M I VIF Paths I Faults Events
Policies

BIOS Policy

BIOS Policy: |Select (Default policy used by defa... =

Create BIOS Policy

Domain Policies
BIOS Policy Inst{SRIOV

UCSM admin selects, either: N

- Local (Domain) Policy — 3 | Ucs Manager
= Glo bal POllcy IPMI Access Protie Folcy

Power Control Policy

Scrub Pelicy

Serial over LAN Policy

Stats Policy

Cisco (l V&/
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Where Does a Global Policy Live?

Shadow-Object Creation - Example

UCS Central

S,
e\e‘e(\o .
> Policies

[ UCS Domain ]

ervice Profile . r
— iy BIOS: =) SRIOV BV,
T84 eference = Read-only (copy
- BIOS Policy: 4 Az )
B ' *'3 ESX Shadow Object
i _— : Reference i
Power Control Policy: | chicago 3! Power Control: E chicago
o : : Reference
- Boot Policy: | Boot Policy PXE-First i ]
\ y 4 —> Boot: & Boot Policy PXE-First

Cisco (l Vfrl
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Where Does a Global Policy Live?
Shadow-Object Modification - Example

UCS Central

Service Profile
BIOS Policy
Updated

[ UCS Domain ]

Policies
Blos: 5} SRIOV Object Receives

Ref =
eference )l.i!,g ESX “Update” Event

From UCS Central

Service Profile

ESX

- BIOS Policy

- Power Control Policy | chicago

N\

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 96

Power Control: E chicago

Boot Policy

Boot Policy PXE-First

Boot:  'E) Boot Policy PXE-First

Cisco (l Vfrl
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Where Does a Global Policy Live?

Shadow-Object De-reference - Example

" E— UCS Central

[ UCS Domain ]

Policies
,
= Reference R'nQ")g SRIOV Global Policy
- BIOS Policy | SRIOV = Esx De-referenced &
. _ Deleted
- Power Control Policy | chicago Power Control: E l::himgn
§ - Boot Policy | Boot Policy PXE-First

Boot:  'E) Boot Policy PXE-First

Cisco (l pr/
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Controlling Server Settings with Global Policies Demo

Controlling Server Settings with Global Policies

* Create & Use Global Policies
— Maintenance Policies
— BIOS Policies
— Others

» Change Global Policy
» Dereference Global Policy

Cisco (l Vfrl
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UCS Central Use-Cases

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs /1D Pools
— Policies
— Service Profiles & Templates
—  Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf/
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Workload Mobility

Requires: Common/ Global Resources

Why—- Common/ Global Resources?
F1Simplification > One “Source of Truth” vs. Many Disjoint Resources
¥1Enforceability = Admin Policies can be Prescribed for Standardisation
¥l Consistency - Same Experience in all UCS Domains

— Portability - Requires all of the above....

Cisco (l V&/
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Analogy: Local Traffic Rules = Local Traffic Policies

* Two specific regions
— Mainland China — RH driving
— Hong Kong — LH driving

* Independent ecosystems
- No problem

¢ Vehicle moves from Mainland
China to Hong Kong?

- Problem

* Need: Common “Driving” Policy
- U.S. toffrom Canada

/
1 i -flipper-bridg e-melds-left-side-dri vers-right-sid e-dri ver: and vwwy, [1SES| SANZAIR m cisco(lvt
’
1
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Workload Mobility

The “vehicle” for workload mobility is a Global Service Profile

cisco UCS Central

Domains |, Servers | Network | Storage | Operations Management | Statistics | LogsandFaults | Administration | Import
Filter: [AII Ivl = Servers P = Global Service Profiles P % root )
v <> Servers rhelt Actions: | Select Action
v -;::, root
; — Status
m Change Service Profile Association =& Unassign SP =) -} Shutdown Server S, Re!
: »- =5 rhel2
- =5 rhel3 Overall Status: T ok
==
»- 55 teld Association
»-~ =5 rhel5
;=P§ rhel6 Associate State: T associated
Associated Server:  compute/sys-1008/chassis-1/blade-1
» =5 rhel7
,...=j§ rhelg UCS Domain:  ucs2
Sub-Organizations
b ":" = Assignment
» qg Global Service Profile Templates

Cisco (l Vfr/

BRKCOM-2017 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 103



s Ay . 0 L AR VIS SR
Global Service Profiles

UCS Central
( Global ID Pool ] 1. Create SP-A
Global Policy 2. Create SP-B
3. Associate SP-A
Global Service 4. Associate SP-B
ITYIPRICE Al 3 Service Profile A Service Profile B . :
on UGS Central ——— 5. Move SP-B to Domain 2
4 UCS Domain 1 4 UCS Domain 2 A
Server : Server ] Server i
\ \ J Cisco(l V&/
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Global Server Pools

Custom Mem > 96000MB Chas/Slot = 2/8
Server 1/1/1 Server 2/1/4 Server 1/2/8
Server 1/2/4 Server 3/2/4 Server 2/2/8
Server 3/4/6 Server 4/3/6 Server 3/2/8
Server 4/5/8 Server 4/5/8 Server 4/2/8

BRKCOM-2017 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 106 106
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Global Service Profile Templates

Global Service Profile Templates may:

Global Service Profile Template
HR-Apps

| Network: HR-VLAN

» Leverage “Global Server Pools”
« Be “Updating” or “Initial”

Network QoS: High
BIOS: Version 1.03
Boot Order: SAN, LAN UCS Domain 1

Global Service Profile

Boot Order: S/

Global Service Profile
HR-App2

Global Service Profile

BRKCOM-2017 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 107
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How Does a Global Service Profile Look in UCSM?

A Cisco Unified Computing Systern Manager - ucs
Fault Summary

® VvV A A

- a |
= |

= w Servers
EI u,t,, Service Profiles

"

(€ NEW'||3g5hms |@ ﬂ|&Pending.i

|>> s Servers ¢ T Service Profiles ¢ li:t‘ root » 55 Se

Virtual Machines | FCZones | Policies |
Storage |

=- ,f:!, root
Global Service Profile — - €SER
- £, Sub-Organizations oL
EI - Service Profile Templates [ Status Details
= 4%, root k
- £, Sub-Organizations
- & Polides Desired Power State: & Up
- 8%, root AssocState: 1 Associated

ES Adapter Policies
- ) BIOS Defaults
EI E’E BICS Policies

i & srIOv
Global Policy mesem)

Assigned State: & Assigned

Note: The "Desired Power State” is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details” Tab

- global-hyperthr
l '} Boot Polides

l ‘& Host Firmware Packages
----- =} IPMI Access Profiles

_l ‘& Local Disk Config Policies

i Y T U
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UCS Central Use-Cases

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs /1D Pools
— Policies
—  Service Profiles & Templates
— Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf/
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Connectivity Templates
Review: Provisioning VLANs without UCS Central

{ VLANS J

Chicago Datacentre : iNAME=PROD, ID=1101 |

Cisco [l Vf/l
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Connectivity Templates
Review: Provisioning VLANs without UCS Central

( VLANS )
NAME=PROD, ID=1201
A

AME=DE\ D= \

New York Datacentre

F

BRKCOM-2017 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 111 111



Site Specific Settings
UCS Central VLAN ID Aliasing

VLAN Alias bob

VLAN Alias bob

VLAN Alias bob VLAN Alias bob

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 112
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Provisioning VLANs with UCS Central
Using VLAN ID Aliasing Across Two Sites (Exam ple)

Move GSP to

Server in Global Service Profile v 55“ \
New York DG . ¥ LANCloud
VNIC Settlngs 5L -PROD ‘F a Common VLAMNS
v =l etho L 11012 —~< = VLAN GL-PROD (1101) >
-l GL-PROD L ﬁ Domain Group Mew_York
v -l eth . v S LAN
. w-¢_) LAN Cloud

\ =il GL-PROD ‘

¥--=] Common VLANs
<= VLAN GL-PROD (1201

VLANSs
PROD, ID=1101
DEV, ID=1151
QUAL, ID=1161

VLANSs
PROD, 1D=1201
DEV, ID=1251
QUAL, ID=1261




UCS Central Use-Cases

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs /1D Pools
— Policies
—  Service Profiles & Templates
—  Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf/

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 115



————

Worklgad Mobflity Demas

e - -
S —$39858 0008 TRRIRRNARE) PN}

-

Cisco (l V&/



P/ 4 NIRRT N\ | 4\ S R O UL e NN
Workload Mobility Demo

W orkload Mobility & Global Server Pools

* Create Global Service Profile
— Use Global Policies & Global Pools
— Associate with any server

* Create Global Service Profile Template (time permitting)
— Associate with Global Server Pool
— Create Global Service Profiles from Global Service Profile Template

» Migrate Global Service Profile from one Domain to another Domain

Cisco (l Vf/
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UCS Central Use-Cases - Review

1. Information Dashboard
— Inventory
— Faults/Logs
—  Statistics

2. Domain Configuration
— Domain Admin Settings/Enforcement

3. Object Repository
— IDs /1D Pools
— Policies
—  Service Profiles & Templates
—  Connectivity Templates

4. Workload Manager
—  Service Profile Usage & Placement

Cisco (lVf:/
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What’s Next?

These Features are Expected in the very near Future — No Timeline Commitments

« Enhanceduser interface — HTML5 Support
* Improved SDK and scripting support— PowerTool beta
» Support for new hardware
* Feature Enhancements, including:
» Scriptable vMedia Support (shipping today with 1.2(1e) patch)
» Scheduled UCSM & UCS Central Backup Times

» Domain Specific ID pools for Global Service Profiles
» Additional Hypervisor Support

Oé ’8 *  Your feedback drives features
Q { \ Q » Use http://communities.cisco.com/ucs
- (@)
Lo~

« Be vocal, be heard!!

Cisco (( V&/
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The Core of C-Series IMC s s

LA

SNMP-based NMS Syslog Server

=i

4 4 il
g N Al
Events 1 Polls | Events Events | 1 HTTP(S)
snve b snve I (Syslog {xml} |: {xml}
Traps} !v GET} !Messages}

XML API

Faults
Inventory

Fault Engine Sensor Data

Config

I Storage Controller l CPU Memory
*

PCI Adaptors PSU

<4

A\ Cisco UCS C-Series Server J

Cisco [l Vfrl
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The Core of C-Series IMC

SNMP-based NMS Syslog Server

4 4 I
NG PN N
Events:l Polls : Events Events=
snve b snve I (Syslog xml} |
Traps} !v GET}

SNMP

I
I

1 HTTP(S)
P xmi)

I Messages}

Syslog

XML API

Faults

Inventory
Sensor Data

Config

C
I
\%
C

Storage Controller CPU Memory ‘

Faulted
e rans 71\
4 + Y

Disk Disk Disk Disk PCI Adaptors PSU

L

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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IMC Supervisor Features and Capabilities

IMC Supervisor enables:

« Hardware Health Status (Monitoring)

Platform Hardware Inventory

Platform Management with vk VM Launcher

Firmware Inventory + Management

Call Home (E-mail Alerting — Critical Faults)

Platform Grouping & Tagging

Group Discovery

Cisco (l Vf/
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Monitoring Data

Presentedin List & Graphical views

admin @ | Logout | Cisco

"C'I‘s'c“o" Cisco IMC Supervisor Aboc || ke

Fault Data is available:

Policies ¥ Administration ¥ Favorites
Inventory and Fault Status for Rack Groups
=] Summary || Rack Servers || Faults || More Reparts [~
T—. -——= = Globall
B, Default Group
& Building 22 Faults [w)|| server Heaith Firmware Versions
& Building =18 33.3% (3) ]
B E-Series
HORIRY SN - litered by Group
—7.6% (1) ' L L
111 : .
11.4% (1) — °
: = Dashboard View Available
B cotesl [ vsior [ warnings [ tiror ||| [ Good [ Moderate Faui
‘ : Il
nin 1 "’
= = e Cisco IMC Supervisor admin @ | LogOut | Cisco | About | Help
.
R Policies ¥ Administration ¥ Favorites
] .
§ 2 B i Inventory and Fault Status for Rack Groups
: . . . I I . Summary || Rack Servers || Faults || More Reports ‘T
o
Els0s-MiKs C22MIS  CaaMIS  Cazem3 v &\ Rack Groups B Refresh [ Favorite
CaeMss  CamiL caa0M3S B oetaunc
efault Group —
Faults
B vossl | I B Building =2 &8 5
& suiding =18 Server 1P | [ Host Name DN | severity Description Cause Code Created
r— 172.22.249.52 | Unknown sys/rack-unit-1/ A major P1_THERMTRIP: thermal-probler FO174 Thu Jan 1 00:02:18 1970
& c-series 172.22.249.52 | Unknown sys/rack-unit-1/ A major P1_PROCHOT: P thermal-problerr FO174 Thu Jan 1 00:02:18 1870
& suilding AMS-5 172.22.248.52 | Unknown sys/rack-unit-1/ /. warning  Storage controlli equipment-inope F1003 Fri Jan 2 06:07:02 1870
10.29.131.151 | ucs-c24-m3 | sys/rack-unit-1/ minor Storage Raid Ba equipment-degr: F0S97 1970-01-21T23:10:27
10.20.131.151 | ucs-c24-m3 | sys/rack-unit-1/ warning | Storage Virtual [ equipment-degri F1008 1970-01-21T23:10:23
10.29.131.107 | ucs-c22-m3 | sys/rack-unit-1/ @ info SEL_FULLNESS: log-capacity ~ FO461 2014-10-27T23:26:09
10.29.131.101 | C420-FCH1649Y sys/rack-unit-1/ [ info SEL FULLNESS: log-capacity — FO462 Sun Oct 26 03:14:01 2014
10.29.131.101 | C420-FCH1649Y sys/rack-unit-1/ fg info SEL_FULLNESS: log-capacity ~ FO461 Sun Oct 26 03:14:01 2014

BRKCOM-2017

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Platform Inventory

Cisco IMC Supervisor

* Platform Information (Summary) 28

Administration v

Favorites

admin €| Log Out Cisco About Help

— Processors

Inventory and Fault Status for Building #2 > Rack Server (CIMC_10_29_131_101)

summary | CPUs || Memory [[ psus [| pcI Adapters [[ vic Adapters [| Network Adapters || Storage Adapters [| Fauts || cisco e

Log || System Event Lag [| TPm [ Fault History [[» ]~

— Memory

8 —0o——1FH

NIC Properties
NIC Mode

NIC Redundancy
MAC Address

Shared_lom
active-active
E0:2F:6D:AD:B7:18

1Pv4 Properties
Enable IPv4

Use DHCF

Obtain DNS Server Addresse
1P Address

Subnet Mask

Gateway

Preferred DNS Server
Alternate DNS Server

K]
Enabled
Disabled
Disabled
10.29.131.101
255.255.255.0
10.29.131.1
0.0.0.0
0.0.0.0

Memory

Memary Speed

Total Memory

Available Memory
Redundant Memory
Memary RAS possible
Memary configuration
Failed Memory

Ignored Memory
Number of ignored DIMMS
Number of failed DIMMS
DIMM blacklisting

=

1066 MHz

196608 MB
196608 MB

Health

Fans

Locator LED

Overall Server Status
Power State

Fower Supplies
Temperature

Overall Storage Status
Gverall DIMM Status

K]

off
Severe Fault
on

Good
Good

— Power Supplies crcsns
— PCI Adaptors (Including VIC) e e
— Network Adapters I
— Storage Adapters s -
— Trusted Platform Module .
o Logs =) “
— Fault Log
— Cisco IMC Log
— System Event Log
BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Manage and Control System

Perform Platform Management Tasks including:

Ilc||l,r:él‘;' Cisco IMC Supervisor admin @ | Log Out Cisco | About | Help

* LaunchvkKVM
T T
Inventory and Fault Status for Building #2
]

summary || Rack server. [+
L4 F OWer On v 3 Rack Groups @u Refresh ([ Favoritell &} Power ON Power OFF  § Shut Down & Hard Reset {8 Power Cycle & KVM Console {8 Launch GUI  #F Locator LED @ Setlabel (8] View Details I @|

& Default Group — —
&\ Building 22 @ \3/
h Building £18 Product Nami l Product ID ‘Hust Name Power S ‘Uveral\ Serve ‘ 1P Address ‘usar Label ‘ Description ‘F\rmware ver ‘Invamorv Ste J Tag
[ P Owe r‘ Off Y UCS C240 M35 UCSC-C24N-MIE  F24NECHNa” ian  Gand 10.29.131.109 Cisco C240 M3 2.0(3d) SUCCESS Region(AMS),Lab(S1C02),Model(C240)
E-Serles ucs czamiL  ucsc-cz]  Copy Cell Value 10.29.131.107 Cisco C22M3 | 2.0(3d) SUCCESS Region(AMS),Lab(S1C02),Model(C22)
A Building AMs-5 UCS C24 M35  UCSC-C - — Fault | 10.29.131.151 Cisco C24 M3 | 2.0(3d) SUCCESS Region(AMS),Lab{S1C02),Model(C 24),05(LINUX)
UCS C22 M35 UCSC-C o 10.29.131.137 Ciscoc2a M3 2.0(3d) SUCCESS Region(AMS),Lab(SIC02),Model(C22)
UCS C420 M3 UCSC-C Power OFF te Fault | 10.29.131.101 Cisco €420 M3 | 1.5(7a) SUCCESS O5(LINUX),Lab(51C02),Region(AMS),Model(C420)
* Shut Down
Hard Reset
Power Cycle
KVM Console
* Power Cycle
I Locator LED
Set Label
View Details
* Launch WebUI
Add Tags
Delete Tags
Settings...
 Enable LED Sz,
About Adobe Flash Player 15.0.0.189...
« Set Label
P >
Total 5 items

Cisco (l Vfr
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E-Mails can be configuredto send

Call Home E-Mall Alertmg whenthere is a critical fault on
managed system

admin o | Log Out Cisco LLN Help

nluilie Cisco IMC Supervisor

Policies w Administration w Favorites

Inventory and Fault Status for Building #2 > Rack Server (CIMC_10_29_131_101)
Summary ” CPUs ” Memory ” PSUs ” PCI Adapters ” VIC Adapters ” Metwork Adapters ” Storage Adapters H Faults ” Cisco IMC Log ” System Event Log ” TPM ” Fault History ” Tech Support

'@A Refresh [ Favorite

Code Created

DN Description
FO397 Sun Mov 30 05:39:53 2014 performance-problem

sys/rack-unit-1/fan-module-1-1/fan-1 | FAN1_SPEED: Fan speed for fan-1 is lower non recoverable : Check the air intake to the server
Fo462 Sun Oct 26 03:14:01 2014 log-capacity

Faults

< A critical

i info f sys/rack-unit-1/mgmi

SEL_FULLMESS: System Event log is Full; Clear the log

_ B

Critical Faults occured in the IMC Supervisor server 10.29.131.180
Affected 1. Critical Fault
Recorded

-unit-1/mgmt/log-SEL-0

Subject:

Server IP Host name Severity Code Cause Description Created

FANI1_SPEED:
Fan speed for fan-1 Sun Nowv

C420- . performance- is lower non 30 unit-1/fan- . . pu .
1029131101 pepygagyopp ifical FO39T 0 tem recoverable : Check  05:39:53 module-1- 2. E-Ma” NOtIflcatIOn
2014

the air intake to the
SErver

Sent

Cisco (l Vfrl
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Firmware Updates

Manage firmware across systems
* Download Firmware with CiscoID (C220 M3/C240 M3)
» Use existing (CIFS/NFS) repositories

« Update 1+ systems concurrently (Using HUU)

Step 1: Identify Image

Step 2: SelectImage

Upgrade Firmware

Download Firmware
Select Profile
Download Option | Lecal HTTP Serve - |
User Mame (cisco.com) |username
Password (cisco.com) |:' R #*

[ enable Proxy Configuration

[] Enable Proxy Authentication

Platform Cc220 v |
Available Image [ ucs-c220-huu-2.0.3d-1.is0(2.0(3d)1) | - | *

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved.

Step 3: Select System(s)
Select
I?I @
|:||Product MNami Product ID Power State IP Address Description Firmware Ver | Rack Group
|:| UCS C220 M35 | C220-FCH1705V 4 on 172,22.251.50 1.5(4d)
|:| UCS C220 M35 | C220-FCH1535V i) on 172.22.251.70 2.0{1)
|:| UCS C220 M35 | C220-FCH1746Y &J on 172.22.251.66 2.0{1b)
|:| UCS C220 M35 | C220-FCH1713V ) on 172,22.251.54 2.0{1b)

[ Select I[ Cancel ]

Cisco Public

Cisco (l V&/
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Grouping and Tagging

Systemscan be grouped & tagged for easy sorting and identification
— Groups: Sorted using left navigation menu
— Tags are metadata labels that can be applied across groups

lélllslclloh Cisco IMC Supewisor admin ° | Log Out Cisco About Help

Policies w Administration ¥ Favorites

Inventory and Fault Status for Building #2

|§_'J | sSummary || Rack Servers || Faults || More Reports F
v ql Rack Groups '@ Refresh ] Favorite
{L Default Group — —
q} —— Rack Servers @ @ @ |% |
{l Building £18 Product Nami | Product ID |H05t N |P0wer 5| Overall Serve IP Address Description Firmware Inventory Ste Tag
] UCS C240 M3S  UCSC-C240-M35 | C240-FCt () on Good 10.29.131.109 | Cisco C240 M3 | 2.0(3d) SUCCESS Region(AMS),Lab(51C02),Model(C 240)
& e-series UCS C22 M3L  UCSC-C22-M3L ucs-c22-r () on Good 10.29.131.107 | Cisco C22 M3 | 2.0(3d) SUCCESS Region(AMS),Lab(S1C02),Model(C22)
&, Building AMs-5 UCS C24 M3S | UCSC-C24-M3S ues-c24-r @ on Moderate Fault | 10.28.131.151 | Cisco C24 M3 | 2.0(3d) SUCCESS Region(&MS),Lab(S1C02),Madel(C24),05(LINUX)
UCS C22 M35  UCSC-C22-M35 ucs-c22-r (J on Good 10.29.131.137 | Cisco C22 M3 | 2.0(3d) SUCCESS Region(AMS),Lab(51C02),Madel(C22)
UCS C420 M3 | UCSC-C420-M3 C420-FCt () on Moderate Fault = 10.29.131.101 | Cisco C420 M3 | 1.5(7a) SUCCESS OS(LINUX),Lab(51C02),Region(AMS),Model(C420)

Groups: Primary sorting mechanism Tags: User defined Metadata that
can be assignedby system ol
Cisco["/&
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Discovery Configuration Criteria

Select Profile Building #2 !

Managed System Discovery

Starting IP |1D.29.131.lﬂl |*
Example: 12.0.0.X

Ending 1P [10.25.131.165 |+
Example: 12.0.0.X+1 or X+1 (Mote: Ensure there are no leading or trailing spaces)

Systemscan be discovered: / e e
— By Individual System _ A= ST = w—| E
_ By Dlscovery Proflle Discovery Configuration Criteria

- IP Range

* Subnet
® Comma Separated I|St Search Criteria

Selectrofie [Shewz__7]

Profile Name | |#

IP Address Range

° CSV flle Starting IP Subnet Mask Range |#

IP Address CSV File

- Dlscovery prOfIIeS Can be re- Ending IP IP Address List |#
run at any tlme Example: 12.0.0.X4+1or X+1 (Note: Ensure there are no leading or trailing spaces)

[ use credential Palicy

User Name | #
Password | |+

Protocol [https [~ |

Part [443 |+

Submit l’ Close l

Cisco (l V&/
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Automatlng Conflguratlon Tasks with UCS
PowerTool




o g CUNEEARREE N\ |\ e

Programmatic Infrastructure

« Comprehensive XML API, standards-based interfaces
 Bi-Directional access to physical & logical internals

¢Direct

UCS CLI

Customer

¢ UCS GUI i 31 Party

Broad 3rd party integration support
Faster custom integration for customer use cases
Consistent data and views across ALL interfaces

Cisco (l Vfrl
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Cisco UCS PowerTool

Programmatic control over UCS hardware

 Architected for Flexibility and coverage

*  PowerShell Wrapper
— Cmdletdefinition and structure
— Get-help support

* .NET UCS Namespace Library
— XML API call construction
— Class Definition
— Validation

Cisco UCS
PowerTool Module

. PowerSheII Design

In-line get-help support
+ Full Pipelining support UCS .NET Namespace
* Fully classed object definition
« All legal’ verbs

* .NET Namespace provides commonbase UCS XML API
for all Microsoft focused integration

» Targeted to support full manageability of
UCS across multiple releases

Cisco (l pr/
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Cisco UCS PowerTool for UCS Manager

* Chassis - Service Profiles - Config. Operations
— Hardware — Power Supply / Fan — Policies (Firmware, Boot Order, — Pools (WWN, UUID, MAC, IP)
Modules / 10 Modules vNIC / vHBA config, Storage, _ Policy creation, manipulation
_ i isti IPMI, SoL, BIOS) . ’ : :
Environmental statistical data deletion, and consumption
(Power, cooling, network) — Pools (WWN, UUID, MAC, IP) _ VNIC / vHBA Templates
— Config and Hardware Faults — Configuration Faults — Service profile template creation,
. — Launch UCS KVWM for SP cloning, deletion, and consumption
¢ Fabrlc Interconnect . Simp!istic s_ervicg p_rofile
— Hardware — Power Supp|y/ Fan ® Servers Crea“.on (W|th a limited S_Cope of
Modules / Network Expansion _ Hardware - CPU, Memory, what is avallablg to configure)
Modules Adaptors, CIMC * Expert SP creation (use
— Power / cooling / network/ _ Power Operations variabilised XML w/ c'onflg file)
environmental statistical data Power / cooling / network — Compare Manaa%eddObjeg:ts
- across orgs and/or domains
— Network Elements (VLAN, /environmental statistical data g .
VSAN, QoS, Port Profiles) — Sync Managed Objects across
— Hardware Faults orgs and/or domains

— Config and Hardware Faults

Cisco (lVf/

BRKCOM-2017 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 138



Getting Started: ConvertTo-UcsCmdlet

* The best way to discover usage of PowerTool cmdlets and usage

» Usage: Option #1
* Launch UCS GUI & Login

e C:\> ConvertTo-UcsCmdlet

« Usage: Option #2
e C:\> Connect-Ucs 1.2.3.4
* C:\> Start-UcsGuiSession -LogAllXml

e C:\> ConvertTo-UcsCmdlet

« Usage: Option #3
* Create a ‘config-all XML backup from UCS Manager

* C:\> ConvertTo-UcsCmdlet -UcsBackup -LiteralPath backup.xml -OutputPath output.psl

Cisco (l Vfrl
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UCS Platform Emulator (UCSPE)

http://communities.cisco.com/ucspe Cisco UCS Manager - 2.2(1b)

* No UCS Hardware Needed for API
Integration Development

 Full featured emulator for the UCS Manager

* Installs as a Virtual Machine

* Provides complete support for all XML API calls

* Object Browser to peruse the UCSM model

* Import & replicate existing live UCS Manager
physical inventory

» Share saved physical inventories among UCS
Platform Emulators

« Drag-n-drop hardware builder to create custom
physical inventory

BRKCOM-2017 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public 140
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Call to Action

Visitthe W orld of Solutions for
— Cisco Campus

— Walk in Labs

— Technical Solution Clinics

Meet the Engineer— Available Wednesday afternoon

Lunch time Table Topics

DevNet zone related labs and sessions

Recommended Reading: for reading material and further resources for this
session, please visit www.pearson-books.com/CLMilan2015

Cisco (l V&/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Cisco (lVf/
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