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Cisco Unified Computing System (UCS)

Logical Building Blocks

e I T T ey Hardware/Software Abstraction (Service Profiles) Cisco{l l/c/




UCS Components

Fabric Interconnect

Heartbeat link (No Data)
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UCS Components

LAN MGM SAN

Fabric Interconnect

T i — - Heartbeat link (No Data)

|O Module ;
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UCS Components

B8 ) B8 ) =&
LAN MGM SAN

o

Fabric Interconnect

4 KR lanes to each half
width blade slot

Heartbeat link (No Data)

IO Module
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UCS Components

. B8 ) B8 ) B8
LAN MGM SAN
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Fabric Interconnect 4 KR lanes to each half
width blade slot

Heartbeat link (No Data)

|O Module
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UCS Components
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Heartbeat link (No Data)

UCS Blade
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UCS 6248 Hardware Diagram
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Cisco UCS 6200 Series Fabric Interconnects

. Product Features and Specs UCS 6248UP UCS 6296UP
Flexibility
Switch Fabric Throughput 960 Gbps 1.92 Thps
» Switch Footprint 1RU 2RU
Scalablhty 1 Gigabit Ethernet Port Density 48 96
10 Gigabit Ethernet Port Density 48 96
Multi- 8G Native FC Port Density 48 96
purpose Port-to-Port Latency 2.0us 2.0us
Active # of VLANs 2000 2000

»
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UCS Mini: 6324 Fabric Interconnect

B
UesS Y +
e
IO Modules
6248 or 6296 Fabric
UCS 5108 Chassis Fabric Interconnects
Supports existing and future blades
UCS Mini

o T s |

6324 Fabric Interconnect

UCS 5108 Chassis
Supports existing and future blades

»
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TAC Tip: Carmel ASIC Port Mapping

BRKCOM-2003

UCSB-2-A(nxos)# show hardware internal carmel all-ports

Carmel Port Info:

name | log|car|mac|flag|adm|opr|m:s:1|ipt|fab|xcar|xpt|if_index|diag|ucVer
xgbl/1 |@| |@ | |@ p|b7 |en |up |@:0:T|@ |92 |0 |0 |1a000000|pass| 0.00
xgbl/2 |1 |@ | |1 p|b7 |en |up |1:1:f|1 |88 |©@ |@ |1a001000|pass| 0.00
xgbl/3 |2 1@ | |2 p|b7 |en |up |2:2:f|2 |93 |© |0 |1a002000|pass| 0.00
xgbl/4 3] |@ | |3 p|b7 |en |up |3:3:f|3 |89 |0 |0 |1a003000|pass| 0.00
xgbl/5 |4] |@ | |4 —|b7 |dis|dn |4:4:T|4 |90 |0 |0 |1a004000|pass| 0.00
xgbl/6 |5 @ | |5 -|b7 |dis|dn |5:5:f|5 |94 |© |0 |1a005000|pass| 0.00
xgb1l/7 |6| @ | |6 —|b7 |dis|dn |6:6:f|6 |95 |© |0 |1a006000|pass| 0.00
xgb1/8 [7] |@ | |7 -|b7 |dis|dn [7:7:f|7 |91 |@ |0 |1a007000|pass| 0.00
xgbl/9 |8 |1 |@ —-|b7 |dis|dn |@:0:f|0 |80 |0 |0 |1a008000|pass| 0.00
xgh1/1019 |1 |1 -|b7 |dis|dn |1:1:f|1 |87 |© |0 |1a00900@|pass| 0.00
xgb1l/11]1@ |1 |2 -|b7 |dis|dn |2:2:f|2 |81 |@ |0 |1a00a00@|pass| 0.00
xgb1/12|11 |1 |3 -|b7 |dis|dn |3:3:f|3 |86 |© |0 |1a00@b0oad|pass| 0.00
xgb1/13]12 |1 |4 -|b7 |dis|dn |4:4:f|4 |82 |© |0 |1a00c000@|pass| 0.00
xgb1/14|13 |1 |5 —-|b7 |dis|dn |5:5:f|5 |85 |@ |0 |1a00d00e@|pass| 0.00
xgbl/15|14 |1 |6 —|b7 |dis|dn |6:6:f|6 |83 |@ |0 |1a00e000@|pass| 0.00
xgb1l/16|15 |1 |7 -|b7 |dis|dn |7:7:f|7 |84 |© |0 |1a00f000@|pass| 0.00

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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“Californian Octopus”
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UCS Fabric Topologies

Chassis Bandwidth Options

i | Al | i
EcETEeE | TETETEEE|
2x 1 Link 2x 2 Link 2x 4 Link i 2x 8 Link i
20 Gbps per Chassis 40 Gbps per Chassis 80 Gbps per Chassis : 160 Gbps per Chassis
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UCS 2200 IO Module (FEX)

* UCS-IOM-2204XP * UCS-IOM-2208XP

* 40G to the Network * 80G to the Network
* 160G to the Hosts « 320G to the Hosts
— 2x10G Half width slot — 4x10G Half width slot
— 4x10G Full width slot — 8x10G Full width slot

’ /
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220x-XP Architecture

Fabric Ports to FI

Feature 2204-XP 2208-XP

Chassis . ASIC Woodside Woodside
Management Woodside ASIC
Controller j

Host Ports

(HIF) 16 32

Chassis
Signals

Internal backplane ports to blades

Latency ~ 500ns ~ 500ns
No Local Switching— ever!

Traffic goes up to FI

BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved.
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NIF/HIF Interfaces
* Output from “show fex detail” of the NXOS shell

Fabric interface state:
Pol1153 - Interface Up. State: Active
Eth1/4 - Interface Up. State: Active \ FI ports connecting
Fex Port State Fabric Port to the FEX
Eth1l/1/1 Down P0o1153
Backplane ports Eth1l/1/2 Down None
server 1/3 \ Eth1/1/4 Down P01153
Hp Eoﬁgg Link between the FI
p 0
Eth1/1/7  Up P01153 T a%?cLC)twelesi)r(ver
Eth1/1/8 Down None . .
Eth1/1/9  Up P01153 will be using
Eth1/1/1@ Down None
Ethl/1/11 Up P01153
Eth1/1/12 Up P0o1153
Eth1/1/13 Up P01153
Eth1/1/14 Down None
Ethl/1/15  Up Pol153 Additional interface?
_Eth1/1/16 Down None . 7
Eth1/1/17  Up P01153 _ { : /
BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘Vc’
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UCS Internal Block Diagram

UCS 6248

UCS 6248

Fabric 16x SFP+ 16x SFP+ 16x SFP+ 16x SFP+
Interconnects
IO Modules 2208XP 2208XP
L ML ML L ML ML
Midplane | Ly I
Adapter

Server Blade

UCS Blade Chassis

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Cisco (f Vt’./



P/ 4 NIRRT N\ | 4\ S AN IR~
CLI Block Diagram

* Output from “show platform software woodside sts” of the IOM

(FINAL POSITION TBD) Uplink #: 1 2 3 4 5 6 7 8
Link status: [ N |
b oo b ot
SFP: [$1CS10SIIS10L 10 1L 1L 1

it B e s s
I N N NN NN N N |
I I I I I I I I |
|0 1 2 3 4 5 6 7|
| |
| NI (0-7) |
T et
I
T e et et 3
| I I |
e et Bt aE A et E S PP PP S R
| HI (0-7) I HI (8-15) I HI (16-23) ] HI (24-31) |
I [ ([ 11 |
| H H H HHHHUHE||HHHEHEHHEHEHEUBE||HHHEHHEHEHEHIEH||HHHHEHHHEHIHE H,|
lT I I 1 1 I I I|]]I I I I I I I I]|]I I I I I I I I|] ]I I I I I I I I| Etﬂll/l’!!l
|0 1 2 3 45 6 7|18 911 111 1] ]1 11 12 2 2 2]1]2 2 2 2 2 2 3 3|
| 1 01 2 3 4 5|6 7 8 9 01 2 3|45 6 7 8 9 0 1]
e aatet S B s st S e Mt st S S e e e Y

A 1 I A 1 A A I I A A I A A I A Y A A L1010 10101010101 1010101010 10101
B et S e e i r maet S S e S et S e B S A e el bt R EP R S

- - - - - - - - - | Port # from the
1 1 1 1 1 1 1 9 8 7 6 5 4 3 2 { H
6 5 4 3 2 1 0 FEX Port
\_\_/_/ \_\_/_/ \_\_/ / \N_\_/_/ \_\_/_/ \_\_/ 1/ \_\_/ / \N_\_/_1/
blade8 blade7 bladeé6 blade5 blade4 blade3 blade2 bladel { I’ ’
&
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CLI Command

* Output from “show platform software woodside rate” of the IOM

fex-1# sh platform software woodside rate
Bt et I it e B e Fom ettt - - +-——+
| Port || Tx Packets | Tx Rate | Tx Bit || Rx Packets | Rx Rate | Rx Bit |Avg Pkt |Avg Pkt| |
I I |  (pkts/s) | Rate I | (pkts/s) | Rate I (Tx) | (Rx) |Err|
e o s e e o o 4o - +-——+
| 0-BI ] 25 | 5 | 5.04Kbps || 14 | 2 | 3.09Kbps | 106 | 118 | |
| 0-CI ] 65 | 13 | 20.20Kbps || 49 | 9 | 25.44Kbps | 174 | 304 | |
| 0-NI3 || 2 | 0 | 3.48Kbps || 63 | 12 | 12.98Kbps | 1072 | 108 | |
| 0-NI2 || 35 | 7 | 12.05Kbps || 6 | 1] 2.75Kbps | 195 | 267 | |
| O-NI1 || 3| 0 | 3.69Kbps || 14 | 2 | 4.22Kbps | 750 | 168 | |
| 0O-NIO || 17 | 3| 6.86Kbps || 20 | 4 | 12.38Kbps | 232 | 367 | |
Blade 1 < | FO-HI31| || 7| 1] 8.00Kbps || 1] 0 | 768.00 bps | 695 | 464 | |
| 1]0-HI30/]]| 5 | 1] 1.28Kbps || 1] 0 | 200.00 bps | 141 | 106 | |
| 0-HI23 || 5 | 1] 1.22Kbps || 1] 0 | 352.00 bps | 133 | 200 | |
| 0-HI19 || 13 | 2 | 2.48Kbps || 1] 0 | 1.19Kbps | 929 | 728 | |
| 0-HI11 || 3| 0 | 560.00 bps || 1| 0 | 128.00 bps | 98 | 64 | |
| 0-HI7 || 4 | 0 | 616.00 bps || 1] 0 | 560.00 bps | 77 | 332 | |
e e e e L LR e o o o - +--—+
live!
BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘Vc’
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Chassis Connectivity Policy

160 Gb (Discrete Mode) 160 Gb (Port Channel Mode)

5100 to 2208 «  B200to 2208 I /
BRKCOM-2003 © 2010 visvu anurun |La||||l§t€al.:lrl:\lll FElll%l%Pclecu. CISLU UL P Cisco lvc'
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|O Module HIF to NIF Pinning

2208XP —1 Link

HIF13-16

HIF17-20 e HIFL7-20

HIF21-24 . HIF21-24

) HIF25-28

HIF25-28 s

- HIF29-32

HIF29-32 |3

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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|O Module HIF to NIF Pinning

2208XP — 2 Links

HIF13-16

HIF17-20

HIF21-24

HIF29-32 |55

»r
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|O Module HIF to NIF Pinning

2208XP — 4 Links

e HIF13-16

HIF13-16

HIF17-20 Gt HIFL7-20

HIF21-24 e HIF21-24

= HiFs-28

HIF25-28 s

HIF29-32 & g HIF29-32
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|O Module HIF to NIF Pinning

2208XP — 8 Links

.= E

s

| HIF9-12

HIF13-16 : HIF13-16

HIF17-20

S HIF17-20

HIF21-24

HIF25-28

HIF29-32 |55

’ /
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CLI Mapping

FEX Level command

Interface Level command

* Qutput from “show fex detail” of the  QOutput from “show interface

NXOS shell

ethernet <mod/port>fex-intf

Fex Port
Eth3/1/1
Eth3/1/2
Eth3/1/3
Eth3/1/4
Eth3/1/5
Eth3/1/6
Eth3/1/7
Eth3/1/8
Eth3/1/9

<output truncated>

Fabric interface state:
Ethl/9 - Interface Up. State: Active
Ethl/10 - Interface Up. State: Active
Ethl/11 - Interface Up. State: Active
Ethl/12 - Interface Up. State: Active

State
Up

Up
Down
Up

Up
Down
Down
Down

Up

<output truncated>

Fabric Port
Ethl/9
Ethl/10
Ethl/11
Ethl/12
Ethl/9

None

Ethl/11
Ethl/12
Ethl/12

Fabric FEX
Interface Interfaces
Ethl/9 Eth3/1/1 Eth3/1/5

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved.
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|IOM Link Failure Scenario

Link Failure

BRKCOM-2003

HIF5-8

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

HIF9-12

\\\\\\

.

HIF13-16

. HIF13-16

HIF17-20

HIF17-20

HIF21-24

HIF25-28

|HIF25-28

" HIF20-32 g

Cisco Public 30

HIF29-32

NIF3
NIF4

T
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|IOM Link Failure Scenario

1 /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl



P P CENEEAREE N\ |\ e

|IOM Link Failure Scenario

BRKCOM-2003

g
Nla

HIF1-4

HIF5-8

HIF9-12

HIF13-16

HIF17-20

HIF21-24

HIF25-28

! HIF29-32 |

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Increased Bandwidth Access to Blades

4 links, Discrete - Today 8 links, Discrete Up to 8 links, Port-channel
slot 1 slot 1
slot 2 Fabric sot2 Fabric Fabric
slot 4 Interconnect sprd Interconnect Interconnect
sots
slot 8 slot 8
 Available bandwidth per * Available bandwidth per * Available bandwidth per
blade — 10Gb blade — 20Gb blade — up to 160Gb
- Statically pinned to - Statically pinned to - Statically pinned to Port-
individual fabric links individual fabric links channel
* Deterministic Path * Deterministic Path * Increased and shared
bandwidth
* Guaranteed 10Gb to
each blade » Higher Availability

z /
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Port-channel Pinning

* No slot based pinning

* No invalid link count for NIF ports (no “powerof 2” rule)

HIFs
VIC 1200/1300 adaptor with 2200-1I0M
DCE links in Port-Channel Y~
Pinned [ 3 NIF
toPo _.--T
Gen-1 adaptor with .—”/’
single 10G link HIE

z /
BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Cisco Virtual Interface Cards (VIC)
2"d Gen

- M81KR, P81E « 1240, 1280, 12xx « 1340, 1380
+ 128 PCle devices « 256 PCle Device « Dual 8x PCle Gen 3
* Dual 10Gb .

Dual 40Gb (4 x 10Gb)
16x PCle Gen 2

Native 40Gb Support
VXLAN & NVGRE

vel
BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public RO C E CISCO {‘ch
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UCS Cisco 1200/1300 VIC Adapter

UCS 2208 IOM UCS 2208 IOM

é“zgz’

——_——

UCS 1200/1300 VIC
j I I

256 PCle devices

.......

ST - P

7

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. mimnymorsosiveu.  wiow ¢ uw CISCO((
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VIC 1240/1340 Plus Port Expander Card

» Base option supports dual 2x10Gb

* Option to enable all port of ASIC
(Sereno)

* Fits in the Mezzanine slot of B200
M3/M4

» Port Expander has no PCle presence

* ltis a “passive connector” device

| vl /
\ N A el [

/ cisco

A
LA

B 1 2 8l.@ 25541

e

1 /
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Connectivity IOM to Adapter

2208 1OM 2208 IOM = Implicit Port-channel between VIC 1200/1300
4%-.—‘? é‘-}‘z and UCS 2200 I0M
} = 7-Tuple Flow based hash, 10 Gbps per flow
—— _Side = AvVNICis activeon side AorB
7 ,,4——"0691 00/1300 VI
VM Flows

1. 10 Gb FTP traffic

1 /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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VIC 1240/1340 to IOM Connectivity

MLOM only

Fabric
Interconnects

IO Modules

Midplane

Adapter

Server Blade

BRKCOM-2003

2208XP

2208XP

%% . I

» Dual 2x10 Gb port-channelfrom VIC 1240/1340to
220810 Modules

UCS Blade Chassis

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public
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VIC 1240/1340 to IOM Connectivity

Fabric
Interconnects
IO Modules
Midplane Port Channe
Adapter = Port Expander Passive

» [Increase BWto 80Gbps
» Dual 4x10Gbps Port-channel

Server Blade

UCS Blade Chassis CiSCO((‘/cI/

BRKCOM-2003 © 20
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What Does The OS See?

ed Computing System Manager - Hardy-the-new

BRKCOM-2003

~Fault 5 1at
aul Sn' ¥ v A Q B New - | [ cotions | @ © Pending Activities | [B] Ext 5o
4 7 4 2F e Servers fE,E Service Profiles * .r°:!a root * .r°:!a Sub-Crganizations * ﬂi:la cpaggen * fEService Profile B200-M3-YIC1240_PE » =] wNIC
Equipment | Servers I L.C\Nl SANl \-'Ml Admin] General I whIC Interfacesl Statisticsl Faultsl Events]
Filker: Al = Fault Summary Properties —
A= S V A A s
L] u] u] o]
Elesp Servers . MAC Address: |D0:25:65:99:00:07
B B Loca e Comectionzstotus ] '
E| ‘551 | Metwork Connection Details
. i@eneral | | T
Metwark Connection Details: pHEpEREEN NG
& Connection Property | Walue Enable Failowver
f IPw4 Connectivity: Mo Internet access Connection-specific ON...  ucslab.cizco. com
IPv6 Connectivity: o Internet access | D escription Cisco YIC Ethernet Interface #2
Media State: Enabled £ Phyzical Address 00-25-85-99-00-06 -
Duration: 1 day 2210054 DHCP Enabled ‘es -1{host-eth-2
S O IPvd Address 1592168.66.100
A LS IPv4 Subnet Mask 255 2652550
Details, .. | Leasze Obtained Tuesday, September 04, 2012 71512 At
Leage Expires Wednesday, September 12, 2012 720010
P4 Default Gateway
. IPwd DHCP Server 192 168.66.1
Activity IPv4 DNS Server 192.166.66.254
— IPvd WINS Server
— | — j
See L"’ RecelEd MetBl0S over TopipEn..  Yes
e Link-local |PvE Address feB: 81 2729414507 2602513 I »
Bytes: 2,496,676 I 1,859,456 IPvE Default Gateway =
IPvE DNS Server s | Resek Yalues |
4 I - -
'&? Properties | '&F Disable | Diagnose | Pl | | _;I
0 Logged in as . 2012-09-06T12:11

Close |

42
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VIC 1x40 & 1x80 to IOM Connectivity

Fabric
Interconnects
IO Modules 2208XP 2208XP
[T M [T MM
Midplane | BE L
Adapter | 1340 VIC | VIC1380 |
= Adapter Redundancy

» Split vNIC across adapters
= 4 2x10 Gb Port-channels

Server Blade

UCS Blade Chassis _ { Ve /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. Allrightsreserved. Cisco Public clsco ‘ ’
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Full Width Blade to IOM Connectivity

Fabric
Interconnects

IO Modules

Midplane

= Total BW is 160G
» Four 40G port-channels

Adapter

Server Blade

UCS Blade Chassis CiSCO((‘/cI/

BRKCOM-2003 © 20
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B DR\

UCS Mini: Fabric to Server Connectivity

ToLANA

- Same server-side connectivity
as the 2204XP IOM

[0 10GbpsSFP+

[ 40GbpsasFp

Active 10G KR lane (on backplane)
Passive 10G KR lane (on backplane)

= 20G per half width blade

ToLANB

iﬁ lﬁ 2 3
3 = 3 8
[ [l
Port Expander for VIC 1240 Adapter
VIC 1240

L|JPCIE x16

QPI Link

L|JPCIE x16

CPU2

BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Topology Designs For Maximum Bandwidth

UCS 6248UP

UCS 6248UP

* Shared IOM uplink
bandwidth of 80Gbps
* vNIC Burst up to 10Gbh

* Shared IOM uplink
bandwidth of 10Gbps
* VvNIC Burst up to 10Gbps

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

UCS 6248UP UCS 6248UP

v

* Dedicated IOM uplink
bandwidth of 10Gbps
* vNIC Burst up to 10Gbps

* Shared IOM uplink
bandwidth of 80Gbps

Cisco [l Vt’./
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—abric Interconnect VIF Calculation

UPC g UPC UPC UPC g UPC UPC

—

{
3

IOM-A . . . = I1Om-B

2208 XP ) o 2208 XP 2208 XP 2208 XP
= Recommended = Not recommended
g h/laxtimise number of available VIFsto the = Minimal number of VIFs to the host
oS

z /
BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI







Cisco UCS: Infrastructure Virtualisation

Switchport Virtualisation (vEth, vFC)

Fabric Interconnect

Cable Virtualisation (VNTag)
< DCB Ethernet

. Individual

Ethernets

—w‘

<+ |ndividual

Blade or Rack

Storage
(iISCSI, NFS, FC)

Service Profile

» #Adapters CPU
- Identity (MAC/WWN) MEM
« Firmware /O < PCle >

. Settings

Server Abstraction

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Abstracting the Logical Architecture

Physical

6200-A

Switch

Eth 1/1

Adapter

Blade

t

es. All rightor

Logical

6200-A

Y Dynamic, Rapid

Provisioning
v’ State abstraction

v' Location
Independence

v Blade or Rack

Physical Cable

Virtual Cable
(VN-Tag)

Cisco {f Vt’/
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Fabric Extension (FEX) Concept

Virtualising the Network Port

Legacy multi-tier_architecture FEX architecture

& M a e Switch port extended over
T o ) .
= . — ,

Fabric Extender

4
V4
(4
/

Logical Switch

:l\

H
\
M
\
M
\
H
\!

________________________

’ /
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Fabric Extender Evolution

(- =)
% I « Cisco VN-TAG is the pre-
standard to IEEE 802.1BR

Netw ork Port Extension

Administrator

* The 802.1BR Architecture
provides the ability to extend
the bridge (switch) interface to
J downstream devices

Many applications
require
multiple interfaces

»
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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VN-TAG

FEX architecture
a T

LAN

e

-

Switch

destination virtual interface

I source virtual interface
1 1

’ /
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Fabric Extender Evolution — Virtual Interfaces

i (
Netw ork
Administrator

/)

* 802.1BR associates the Logical
Interface (LIF) to a Virtual
Interface (VIF)

Adapter FEX { , /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco "/c'



VN-Tag at the Adapter (Mezz Card) Level

BRKCOM-2003

©201

SV IO, SR

internal log
ate of 1if
il uplink 0 or 1, =:primary,
id for thi:

wnic 1

wnic

wnic 3

lapter 15151 (mcp):

(0 O
v
| Oy A

“\\‘.‘.

Cisco

live!
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Fault Summary

S 4 A aH

> 6 4 Sa = g SErvers o Service Profiles &% rook &% Sub-Crganizations _u:-_ cpaggen * .- Service Profile iSCSI-WiNZKSR2 = 79

W X

@ Mews | Sptions Exit

General | Storage || Metwork | iSCSI vMNICs | Book QOrder | Wirtual Machines || Paolicies | Serwver Details | FSM | VIE PathleauIts Events
Equipment SBFVEVSIL»QN San | wM || Admin

— - |+ (= | € Filker | = Export | g Print
Marne Adapte... FEX Hos...  FEX Metwo... FI Serve... w... FI Uplink. Lirn... Sta.. .

=B ==l Path 1 111 leftz leftz B/1/18
=g Eervers ha —l Virtual Circuit 1060 el B/PortChannel 2 Up
== Service Profiles —l virkual Circuit 1066 wHEAL B/Portchannel 77 Up
e (testing vaphere 5) —illl ¥irkual Circuit 1079 e0  BjPortChannel2  Up
& Sub-Crganizations =il virtual Circuit 9258 unpinned Up

“=-&% PreProduction =-=ill Path 1 zjz right /2 right/z af117
& & Sub-Organizations —il Wirkual Circuit 1065 vHEAD &fPortChannel 86 Up
= epe =il virtual Circuit 1078 el AafPortChannel 1 Up
+ =il virtual Circuit 9257 unpinned Up

2 10.48.58.84 - PulTY
=)=l vNICs H: w—E (1 h wifs
—-—il vMIC =0

—illl Metwork backbone
==l vMIC el
Metwork ISCSI-B2
= .,“:'. Sub-Organizations

= &%, Ciscolive

+ «SphereS-iSCSI_Root
.,":"., Sub-Organizations
= Service Profile Templakes

= &% roob

+ _n:-_ Sub-Crganizations
Folicies
= _-:=_ rook
Adapter Policies
BIOS Defaults
BIOS Folicies
Boot Policies
Host Firmware Packages
IPMI Access Profiles
Local Disk Config Policies
Maintenance Policies bl

e S e

T4 Logaged in as cpaggen@10.48.58,. 84

»
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Fabric Extender Evolution (VM-FEX)

% - Each VM assigned dedicated
NIC on ESXihosts PCIE bus

Aok » Hypervisor arbitrates mapping
VN-TAG/IEEE 802.18R" between VM and PCI vNIC
FEX « Each VM gets a dedicated
== switch port on the Fabric
S —
Interconnect

VN-TAG/IEEE 802.1BR

VM network

\ managed by
Server

administrator

gacy Adapter FEX VM-FEX ] {, ‘/c /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO l ’



Fabric Failover
End Host Mode (only)

UCS Fabric
Interconnects

Chassis

BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Fabric provides NIC failover capabilities
chosen when defining a service profile

Traditionally done using NIC bonding
driver in the OS

Provides failover for both unicast and
multicast traffic

Works forany OS on
bare metal and hypervisors

ucCs-

VIF:

6200-A /chassis/server/adapter/host-eth-if # show vif

D Fabric ID Transport Tag Status Oper State
1201 A Ether 0 Allocated Active
1202 B Ether 0 Allocated Passive

Cisco Il chf
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Ethernet Fabric Forwarding Mode of Operations

—

LAN
== == )

EENEEEEEEEEREREE
EENEEEEEEEEEEEE
- Switchmode: User configurable * End-host mode (EHM): Default mode

_ - i — No spanning-tree protocol (STP)
Fabric Interconnects behave like * Active/Active for all links and VLANSs

regular ethernet switches _ Port definitions

— STP parameters are lock _ — Policy based forwarding
— VLAN/Mac based forwarding « No unknown unicast forwarding

»
BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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End Host Mode

=1 LAN; « Completely transparentto the

Spanning |
1
Tree I network
& — Presents itself as a bunch of hosts to
D / the network

MAC * No STP — simplifies upstream
Learning connectivity

FI A

: VLAN 10 : MAC « All uplinks ports are forwarding —
. i I
Fabric A ; \ Learning never blocked
SW|tch|ng

VNIC 0

Server 1

Cisco Public Cisco {(‘/cl/
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End Host Mode

e

LAN * MAC/VLAN plus policy based
— cerver 2 forwarding
Uplink Ports D @ — Server pinned to uplink ports
Deja-Vu RPE o .
O * Policiesto prevent packetlooping
= AR — déja vu check
@ - RPF

Ehl VLAN 10 : — No uplink to uplink forwarding
VERTE Y . No Unkowm Unicas

S 2 ,
SIVEL i isco Public Cisco [‘Vcl/
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End Host Mode

I

LAN - Broadcasttraffic for a VLANis
B g pinned on exactly one uplink port (or
ik @)1 L port-channel)i.e., it is dropped when
Ports per VLAN received on other uplinks

« Server to server multicasttrafficis
locally switched

 RPF and déja vu check also applies
for multicast traffic

Cisco [f ch/
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« Fabric Interconnectbehaves like a
normal L2 switch

* Rapid-STP+ to prevent loops
— STP parameters are not configurable

« Server VNIC traffic follows STP
forwarding states

— Use VPCto get around blocked ports

* VTP is not supported

* MAC address learning on both
uplinks and server links

Cisco [f ch/

64






P/ 4 AR N\ |\ g e AN IR,
End Host Mode - Dynamic Pinning

« UCSM manages the vEth pinning to
the uplink

« UCSM will periodically vEth
distribution and redistribute the
VEths across the uplinks

LAN

""" Pinning

--------------

i VLAN %0 i Switching

Cisco {f Vt’./

L] L

. H

L] L]

. H

L] L
ﬁ Zoﬁhts re
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End Host Mode — Individual Uplinks

Dynamic Re-pinning of failed uplinks

A ! Sub-sgco -pi 42 Pinning

W e

gl Switching

) VLAN 10
Fabric A | P
v'All uplinks forwarding for all VLANs
v'GARP aided upstream convergence

L2
Switching
v'No STP

1
1
1
I
1
1 :
. . | -
v'Sub-second re-pinning | VAC A ESX HOST 1
1
1
I

v'No server NIC disruption

z /
BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Pubm CISCO l‘/cl
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End Host Mode — Port Channel Uplinks

Recommended: Port Channel Uplinks l_ No disruption

No GARPs
needed

F-A 7

| —

@ Pinning

¥ Switching

VLAN 1
Fabric A | U

v'"More Bandwidth per Uplink

v'Per flow uplink diversity

L2
Switching I
v'No Server NIC disruption

I

|

|

|

|

|
v'Fewer GARPs needed : ESX HOST 1
v'Faster bi-directional convergence I
v'Fewer moving parts |

RECOMMENDED ,
SRy 0D Caco anaio e lates. Allrightsreserved.  Cisco Public CiSCOIchII
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End Host Mode — Static Pinning

"Vl:;\'ﬁ'i'o'""
H

Server 1

Pinning

Switching

69

Administrator Pinning Definition

VEth Interfaces Uplink
vEth 1 Blue
vEth 2 Blue
VvEth 3 Purple

Administer controls the vEth pinning
Deterministic traffic flow

Pinning configurati_on Is done under the
LAN tab -> LAN Pin groups and
assigned under the VNIC

No re-pinning with in the same FI

Static and dynamic pinning can co-

exist
Cisco {f Vt’/
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Which uplink is the servers’ vEth pinned to?

TME-UCS6100-A(nxos)# sh pinning border-interfaces

____________________ +_________+________________________________________
Border Interface Status SIFs

____________________ +_________+________________________________________
Pol Active Vethl1093 Vethl1094 Vethl099

Po2 Active sup-eth2 Vethl103

Ethl/6 Down

Ethl/7 Down

Ethl/8 Down

Total Interfaces : 5

1 /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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IGMP Querier?

* Three Options:
1. Upstream IGMP Querier / PIM Router
2. Fabric Interconnect IGMP Querier
3. IGMP Snooping disabled

'MP_\"EGE Wi o [0
Eile Edit Miew Go Capture Analyze Statistics Telephony Tools Internals  Help

Filter: | igmp Expression.. Clear Apply Save
o, Time Source =« Destination Protocol  Info
1 21:21:47.698870 192.168.1.2 224.0.0.1 IGMPWZ2  Membership query, general
6 21:22:07.231083 152.168.1.2 225.1.1.3 IGMPWZ  Membership cuery, specific for group 225.1.1.3
# Frame 1: &0 hytes on wire (480 bits), 60 bytes captured (480 bits)
# Ethernet II, src: D-Link_10:26:11 (00:1b:11:10:26:110, Dst: IPvdmcast_00:00:01 ¢(01:00:5e:00:00:01)
# Internet Protocol wersion 4, Src: 152.168.1.2 (192.168.1.2), Dst: 224.0.0.1 (224.0.0.1)
= Internet Group Management Protoco]

[IGMP version: 2]
Type: Membership query €0x11)

Max Response Time: 10.0 sec (0x&64)
Header checksum: Oxee%h [correct]
Multicast address: 0.0.0.0 (0.0.0.0)

z /
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UCS Multicast

s i IGMP Querier / PIM Router
s

1. IGMP Querier

UCSB-2-A(nxos)# show ip igmp snooping vlan 511

i IGMP Snooping information for vlan 511
Uplmk Broadcast 3. IGMP Report IGMP snooping enabled
Ports

Optimised Multicast Flood (OMF) disabled
IGMP querier present, address: 10.67.87.2, version: 3, i/f Ethl/2
Querier interval: 125 secs
Querier last member query interval: 1 secs
Querier robustness: 2
Switch-querier disabled
‘! IGMPv3 Explicit tracking enabled
IGMPv2 Fast leave disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression disabled
Link Local Groups suppression enabled
Router port detection using PIM Hellos, IGMP Queries
Number of router-ports: 1
Number of groups: @
VLAN vPC function disabled

Active ports:
VN|C 0 Ethl/1 Eth1/2 Veth32769 Veth32771
Veth32772  Veth32773 Veth32774 Vethl1315

Listener
per VLAN

‘VvEth 1

FI

2. IGMP Report

EEEEEEEEEEEE
EEEEEEEEEEEEE

Server 2

z /
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G-pinned?

UCSB-2-A(nxos)# show ip igmp internal info global | grep "Vlan 511"
Vlan 511: G-pinned if - curr: Ethl/2; prev: Ethl/1
Vlan 511: Flood-pinned if - curr: Ethl/2; prev: Ethl/1
UCSB-2-A(nxos)#

z /
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UCS Multicast

UCSB-2-A(nxos)# show ip igmp snooping vlan 511
IGMP Snooping information for vlan 511

IGMP snooping enabled

Optimised Multicast Flood (OMF) disabled

Uplink IGMP querier present, address: 1.1.1.1, version: 3
Ports Broadcast Querier interval: 125 secs

Listener Querier last member query interval: 1 secs

per VLAN Querier robustness: 2

FI
IGMP Querier

i_\_(Et.h 1:

Switch-querier enabled, address 1.1.1.1, currently running
IGMPv3 Explicit tracking enabled
IGMPv2 Fast leave disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression disabled
Link Local Groups suppression enabled
Router port detection using PIM Hellos, IGMP Queries
Number of router-ports: 1
Number of groups: @
VLAN vPC function disabled
Active ports:
Ethl/1 Ethl/2 Veth32769 Veth32771

Veth32772 Veth32773 Veth32774 Veth1315
VNIC 0 L et s

1. IGMP Querier

2. IGMP Report

Server 2

»
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R e oSNNS

UCS Multicast Configuration (2.1+)

t| Servers i saM | wm | Admin

Al

Filter | = Export |E3 Print

Mame IGMP Snooping State

IGMP Snooping Querier Stake

IGMP Snooping Querier IPv4 Address

) Mo_snooping Disabled Disabled 0.0.0.0
'".%\‘T‘;f:;hol  Palcies | S 1GMP_cuerier Enabled Enabled 5.25.25.25
0 default Enabled Disabled 0.0.0.0

o roct]

=) Default wNIC Behavior

ES Dynamic »NIC Connection Policies
= Flow Control Policies

E0 LAN Connectivity Policies

- E Mo_Snooping
o B defaule

Servers i SAN [ W [ Admin

Al A

— TR
- =] YLAM DMZ-193 (199) [ |

-~ =] WLAN PrivLAMIEOL (1601}
- =] WLAN Pvlan1 701 (17013
- =] YLAM ¥LAN-183 (183)
=] VLAR YLAN-890 (890)
-~ =] YLAR ¥LAN-901 (301}
- =] VLAM YLAN13 (19)

ol 0w

[ I

BRKCOM-2003

Cisco Public

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Org Permissions | VLAN Group Membershia | Fauks | everes|

Cisco [l chl
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UCS & Microsoft Network Load Balancing (NLB)

* Unicast Mode
— Ethernet Switching mode only | Cluster IP Addresses | Cluster Parameters | Port Rues |

— Nexus 1000v (no mac auto-static-learn) Cuuster I corfiguretion
IP address: 14.17.124.40 v
* Multicast Mode Subnet mask: [255 255 255 0 |
Full Intemet name: |chrisb2-ib |
 IGMP Multicast Network address: (03f-0e-117c-28 |

- ReqUIreS Igmp querler Cluster operation mode
() Unicast
(®) Multicast

() IGMP mutticast

’ /
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UCS Congestion Management

Fault Summary =
1 0 3 New - | [ options | & O e
© Vv & 4 =
10 18 B s “"' Lt Goud i QoS System Clss
| aorer seers [ sa [ | o
S
=3 LAN.

=) LaN Coud
& Fabrc A

Save Changes || Roset Vaues

8 Classes: 1 FCoE, 1 best effort, 4 user-definable, 8 Classes: 2 reserved for control

1 /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO [lWl
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UCS QoS — Marking / Classification

» Cisco Un

Equipment | Servers

m

I+ = |

- & Policies

7 Appliances

) LAN Cloud

= Link Profile

& Threshold Policies

57 UDLD Link Policy

5 Default vNIC Behavior
g Dvnaric wMIC Connection Palicies
& Flow Control Policies

E LACP Policies

B LAM Connectivity Policies
E Link Pratacal Policy

& Multicast Policies

& Netwark Control Policies
- 5 QoS Palicies

| s

----- &5 Q03 Policy bestEFort1MB

=}

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

e . EX Mew -

=5 & Policies * ‘f:t‘ root * &) 00S Policies + B QOS Policy Jumbo_Gold

[& Options | 9 0 | A\ Pending fctivities

Events | FSM

=nak set > -

=nat set >
=nak set>

Domain Policies
Jurmbio

bestEFort1ME

Cisco [l Vf!




Pause!

UCS 6200

. Congestion —>

I‘ FRa lTraffic Network to Hos
oy

Fabric Extender NIF — To Farbic Interconnect PFC Pause$

(N
Ld
>

Redwood PFC or
ASIC 802.3x
Pause

AAANAN AN

HIF — To Blades

y

]

. PFC or 802.3%

VVVVVYY

\ 2
I—I I—”—"—‘ — ‘Congesﬁon

&
&

p—

Traffic Host to
Netwark

’ /
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Priority Flow Control

Classical Ethernet Pause vs. Data Centre Ethernet PFC Pause

|EEE 802.3X PAUSE PFC

01:80:C2:00:00:01

01:80:C2:00:00:01

Station MAC
Address

0x8808 0x8808
0x0001 ) 0x0101
Time il Class-Enable Vector - 0x00
Time (Class 0)

Time (Class 1

Time (Class 2

Time (Class 3

Station MAC
Address

MSB

E{7], E[6]... E[0]

E[N]1={0, 1}
0: Ignore Class N
1: Pause Class N

Pad

42 Bytes Time (Class 5

Time (Class 6

)
)
)
Time (Class 4)
)
)
)

Time (Class 7

Pad
28 Bytes

BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Prierty FElow Control

Transmit Queues Receive Buffers

Ethernet Link

TTIodd 111
TR 1T o

Illiﬂlraa Thras ]
1T TITE] \E/'_gt“t .
TTTIEL] TITEETIN .o

| Six Bl six

L1 [Sevei
L] ] Eibhd

| ] [ sdvEm
HRE Eight

* Enables lossless Fabrics foreach class of service
*PAUSE sentper virtual lane when buffers limitexceeded

Cisco Il Vt’/
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PFC Pause: What does it look like?

BRKCOM-2003

b~ ~

7 Xgig TraceWfiew - E:\SRs-6314831695519-N5548-FCoF-pause\NEWBAYFCOEART19242014 tgp
}Fila Edit iew Histogram Tools Options Help

© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

Few HEEEE & 02 00 | /[arPos Bl
& & |-~ v | vA-: » e [ [AIPotcos ]
Icon I Elnnkmﬂl M 55 NS _US_ns (RI Detta Timq Part I Side A I Side B I Prcrtncl SumeTiary
10 FR, 00:43 811_419_191 GE Porli1,2,2) Ether Frame MPCP  PFC,
10 FR, 00:48 812_582_759 1163568 GE Port(1,2,2) Ether Frame MPCP  PFC; Pause(3) = 3355
10 FR 0048 812_597 276 14518 GE Pori(1 2,20 Ether Frame MPCP  PFC,
10 FR 00:43312_631_584 34307 GEPort(1,2,2) Ether Frame MPCP  PFC; Pause(3) = 3355
10 FR. O0:486812_B69_B56 38072 OF Port(1,2.2) Ether Frame MPCP  PFC
10 FR 0305 036_023_501 13353145 GE Pori(1,2,2) Ether Frame MPCP  PFC, Pause(3) = 3355,
10 FR, 0305036 _056_281 27480 GEPori(1,2,2) Ether Frame  MPCP PFC;
10FR 0305057 _508_252 1451970 GE Pori(1 2,29 Ether Frame MPCP  PEC, Pause(3) = 3355,
10 FR, 0305037 _529_299 21.047 GEPort(1,2,2) Ether Frame MPCP PP
10 FR 09:0M 7582_356_116 M826.817 GEPort(1,2,2) Ether Frame MPCP  PFC; Pause(3) = 3355,
10 FR, 0901752 _383_969 27853 GEPori(1,22) Ether Frame MPCP  PFC,
10 FR, 0901787 _323_224 4939256 GE Pori(1,2,2) Ether Frame MPCP  PFC; Pause(3) = 3355,
10FR 0901 787_353_466 30243 GEPori(1 229 Ether Frame MPCP  PFC,
1Il;FR_ 09:01 787 _396_379 42913 GEPort(1,2,2) Ether Frame MPCP  PFC, Pause(3) = 3355,
10 FR 0901 787 _#18_569 22190 GEPori(1,2,2) Ether Frame MPCP P
10 FR 02.01789_124 301 1708332 GE Pori(1 2,2) Ether Frame MPCP  PFC, Pause(3) = 3355,
10 FR 09:01 789_141_844  16.943 GE Port(1,2,2) Ether Frame MPCP  PFC;
RLGLON 0902420 490 064 F1348.220 | GEFortd 220 || Ether Frame | MPCP | PFC Pause(3)=3355 |
1Il;FR_ 0902420 529 256 E. GE Port(1,2,2) Ether Frame MPCP  PFC;
10 FR, 09.02420_563_369 34113 GEPort(1,2,2) Ether Frame MPCP  PFC; Pause(3) = 3355;
10FR, 0902420_597_774 34405 OF Pori(1 2,.2) Ether Frame MPCP  PF
10 FR, 09:02420_631_894 34120 OEPort(1,2,2) Ether Frame MPCP  PFC; Pause(3) = 3355
10 FR. 0902470 B66_319 34425 OFPort(1,2.2) Ether Frame MPCP  PFi
10 FR, 0902420 700_434 34115 GEPori(1,2,2) Ether Frame MPCP  PFC; Pause(3) = 3355
10 FR, 09.02420_734_971 34538 GE Pori(1,2,2) Ether Frame MPCP  PFC;
< | A Quick Find/Filter/Hide for EventV/
" Find & Fiter T Hide
= Link Control (DLC) = -
z estination = [EEE Stel 802.3x Full Duplex PAUSE operation _Fiter|[Fiei ] [EtherTip
s owrce = Cisco Systems:63:F0:00
HE herType = 0OxE&308 IEEE 802 .3x Pause Frame
o E| Multipoint Control Protocol (MPCP)
i AC Cortrol Opcode = 0x0101 PFC
g riority_ensble_wector = 0xO0DFF
= =0
—] =0
=0
= 3355 us
=0

Cisco Il Vt’.
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UCS QoS Identifying Congestion

UCSB-2-B(nxos) # show interface priority-flow-control

Port Mode Oper (VL bmap) RxPPP TxPPP

Ethernetl/1 Auto Off 0 0
Ethernetl/2 Auto Off 0 0
Ethernetl/3 Auto Off 39648 3597850
Ethernetl/4 Auto Off 46784 4069738
Ethernetl/5 Auto Off 0 0

fex-1# show platform software woodside loss

o e e
| | | (| | |
| | | [ | frm_to |
| | |Port Extra | | e bt bt |
| | RMON | Drop |S| SS Loss Counters | COS | XOFF |
| B et o o B ettt | S mmmm e e e
| Port | Tx Pause | Rx Pause | Errors | Counters |x| RX SS | Tx SS | SS Total |0 |1 |2 |3 |4 |5 |6 |7 |0 |1
o o o o - o ot Fo Fom B s s st A e
| 0- NI1| 0| 32 0| 010]| 0| 0] of o O O O} O] O} O] Ol O] Ol
- e o B Fomm Fom B st e e it e
| 0-HI19| 26 0| 0] 010] 0] 0| o 0l 0| O] O] Ol Ol O] O] o0l O
o o Fom ot Fo—m Fom B e e s e i it ¥
fex-1#
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SAN “End Host™ NPV Mode

N-Port Virtualisation Forwarding

.
.
S .
. **
LR

.
.
.
‘‘‘‘
. 2y
. .
. .
P 2y
ot -
.
Py

Server 1 Server 2
VSAN 1 VSAN 1
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SAN “End Host” NPV Mode

N-Port Virtualisation Forwarding with MDS, Nexus 5000

F_Port

Trunk

Server 1 Server 2
AVASTAY NI VSAN 2

’ /
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SAN FC Switch Mode

Direct Attach FC & FCoE Storage to UCS
FCoE

6100:A..EC Switch.....
:vVFC1l : : vFC2 :

Server 2
VSAN 2

1 /
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Multi-Hop FCoE

FooE STORAGE

- Supports MDS, N5K & N7K ==

* “Unified Uplink™ port type FCoE

» Flin ENM Switching Mode wosnsinr - g MDSINSKITK
— VNP port type )4_ _>\

» Fl in FC Switching Mode ==

— VE port type

UCS B-Series

»
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Unified Appliance Ports
Direct attach FCoE, iISCSI, NFS & CIFS storage

Storage

Unified Appliance
Port

UCS B-Series , /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {l‘/c!
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FCoE with Adapter FEX

VFC interface boundto 802.1BR/VN-Tag virtual ethernetinterface

vicX vfcX

<>
l er— / Binding
— FCO ————— FCL}

0S

’ /
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Recommended Topology for Upstream Connectivity

. Forwarding Layer 2 links

Fabric Interconnect A Fabric Interconnect B

........ ol
BRKCOM-2003 © 2015 Cisco and/orits affiliates. Alwlirights reserved. Cisco Public ' CISCO {l‘/cl
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Layer 2 Disjoint Topology

« A VNIC can only participatein one
L2 network upstream

» Both dynamic and static pinning
methods are supported

1 /
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Inter-Fabric Traffic Example

=\/NIC 0 on Fabric A =]}

“UNIC 1 on Fabric B = VM1 to VM4:

on rabric 1) Leaves Fabric A

2 Switchin i
=M1 Pinned to VNICO J 2) tssst‘r’;';‘i;‘ed
=\VM4 Pinned to VNIC1 / \ 3) Enters Fabric B
=\VM1 on VLAN 10 s PARE
=\VVM4 on VLAN ><
VNIC 1 VNIC O VNIC
ESX HOST1 7 ESX HOST 2

= =

BRKCOM-2003 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO“ ‘ t'
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UCS & ACI Fabric

1. FI sends CDP/LLDP to leaf, CDP
to ESXIi blade.

2. ESXiblade & leaf send discovery
data to vCenter & APIC

3.  APICreceives discovery data
from vCenter

4.  APIC downloads policy on all
leafs providing path to the ESXi
blade

»
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BRKCOM-2003






P 4 AR N\ |\ U
Native 40 Gigabit Ethernet

10 Gb Encoding

40 Gb Encoding =4 x 10 Gb

S PCStane ) PCStanet 8 1

DTYTVR oy bt (¢T " ? /-- > ”..‘ . '\:.ZV‘ILVU‘;:.“:. e o e A
s EENEEEEE  Seee Pryscel Cooeg MRIBE RN ouee-00
Y -Robin b0) L > e 4
sl 'q : oneld e e et
L T 73 PCSlame3 PCStae3 7 3 . 1)
\
\
“
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VIC 1300 VXLAN & NVGRE Offload

Hardware based TCP segmentation & checksum verification

* Overlay encap/decap performed by hypervisors:
— Increases CPU utilisation
— Decrease network throughput

* Inner & outer packet hardware processing:
— TCP segmentation
— TCP/UDP checksum
— IP checksum

1 /
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl



S Ay . 0 L AN VSR 0 S AL
VXLAN Performance Test

2 X ESXi5.5 GA, VMware DVS

UCS B200 M3, VIC 1380

Fl 6248, I0M 2208

VM guest OS: RHELG6.4 64 bit, 1GB RAM, 1vCPU

UnicastiPerf test betweentwo VMs
— iperf —s, iperf —c 17.1.1.1, TCP window size 23.2 KB

Locally switch path on Fl

z /
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VXLAN Offload Performance - CPU
VXLAN stateless offloads

PU UTIL {
E UTIL{

PO UTIL
E UTIL{

1
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VXLAN Offload Performance - Throughput
VXLAN stateless offloads disabled

[admin@netflow-traffic Desktopl$ iperf -c 17.1.1.1 -i 5

Client connecting to 17.1.1.1, TCP port 5001

TCP window size: 23.2 KByte (default)

[ 3] local 17.1.1.2 port 56913 connected with 17.1.1.1 port 5001
[ ID] Interval Transfer Bandwidth

[ 3] ©.0- 5.0 sec 2.40 GBytes 4.12 Gbits/sec

[ :

[

3] 5.0-10.0 sec 2.42 GBytes 4. C
_31 0.0-10.0 sec 4.82 GBytesC 4.14 Gbits/sec ]

VXLAN stateless offloads enabled

[admin@netflow-traffic Desktopls iperf -c 17.1.1.1 -i 5

Client connecting to 17.1.1.1, TCP port 506001

TCP window size: 23.2 KByte (default)

[ 3] local 17.1.1.2 port 56652 connected with 17.1.1.1 port 5001
[ ID] Interval Transfer Bandwidth

[ 3] ©.6- 5.0 sec 3.54 GBytes 6.09 Gbits/sec

[

[

3] 5.0-10.0 sec 3.59 GBytes 6. its/sec
3] ©.0-10.0 sec 7.14 GByte .13 Gbits/se

»
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Fault Summary @ ) GiNew~ [HOprions @ @ [ Pending Activities | [B] Exit |

& >> <. Servers *+ 5 Policies * &3 root * &3 Sub-Organizations * &% Vishnu-Org * &5 Adapter Policies *

General -F_vents

Actions Properties

=) Media Policies
» 55 vNIC/vHBA Placement Policies
¥ % Sub-Organizations
v ﬁ Vishnu-Org
v £ Adapter Policies
55 Eth Adapter Policy 24-vNIC
55 Eth Adapter Policy Junk
5 Eth Adapter Policy MV-VxLAN
5 Eth Adapter Policy NoVxLAN
5 Eth Adapter Policy Scale—VxLAN
s
555 Eth Adapter Policy VXLAN-A
5 Eth Adapter Policy VXLAN-B
55 Eth Adapter Policy Vishnu-VxLAN
55 BIOS Policies
» 5 Boot Policies
5 Host Firmware Packages
S5 IPMI Access Profiles
57 KVM Management Policies
5 Local Disk Config Policies
» 5 Maintenance Policies
55 mar Firmware P.
=5 Power Control Policies.
55 Scrub Policies
5 serial over LAN Policies
5 server Pool Policies
» 5 server Pool Policy Qualifications

() Disabled (s) Enabled ‘
Receive Checksum Offload: ‘ () Disabled (=) Enabled }
() Disabled (=) Enabled ‘
TCP Large Receive Offload: () Disabled (=) Enabled |
(=) Disabled ( ) Enabled ‘
Accelerated Receive Flow Steering: () Disabled ( ) Enabled ‘

Network Virtualization using Generic Routing Encapsulation: ‘ (=) Disabled s 2 Enabled J

Virtual Extensible LAN: () Disabled Ie Enabled ‘ I

Transmit Checksum Offload:

TCP Segmentation Offload:

v

Receive Side Scaling (RSS):

v

v

Failback Timeout (Seconds): ' 5 [0-600]

Interrupt Mode: (=) MSI X (  MSI () IN Tx \

Interrupt Coalescing Type: (®) Min (  Idle

v

r
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VIC 1300 RoCE Support

Remote Direct Memory Access over Converged Ethernet (RoCE)

» Accessremote node’s memoryw/o CPU interruption
* Lowerlatency, better CPU use
» "ROCE does for InfiniBand what FCoE did for Fibre Channel™

* Scott Lowe - http://blog.scottlowe.org/2010/04/20/am-i-understanding-roce-correctly

z /
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RoOCE vs InfiniBand Protocol Stack

Standard Ethernet

applications written over
RoCE Based Sockets API

Applications written Socket applications
over IB Transport Layer

WA (S/D/Q)

1 /
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RoOCE vs InfiniBand Packet Format

-c [
g LRH BTH+ L
a.g ‘ (L2 Hdr) - (L4 Hdr) || InfiniBand Payload ICRC | VCRC
No
Changes
g BTH+ »
2 --| (L4 Hdr) | InfiniBand Payload | ICRC i
Cisco[lvc!
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Microsoft SMB Direct (SMB over RMDA)

¢ Initial use case for ROCE is Microsoft
Windows 2012 SMB Direct 3.0

BRKCOM-2003

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

SMB Client SMB Server

Application

SMB

SMB Client
Server

Network w/ Network w/
RDMA RDMA
support support

NTFS
SCSI

R-NIC R-NIC

Jose Barreto, Tech Ed, 2013,
http://channel9.msdn.com/Events/TechEd/NorthAmerica/2013/
B335#fhid=

Cisco Public CiSCOWCVcII
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IPv6 Management Support

« UCS FI management can be configuredwith IPv6 address
— IPv6 capable external services (i.e., NTP, SSH, TACACs, HTTP/HTTPs, etc)

Management Interfaces Montorng Pakey |

| Equipment | servers | Lan | san |
all -

= |

=-EE Al
[ 7 Faults, Events and Audit Log
[ (2 User Management
- P Key Management

EI E Communication Management

gt Call Home ‘
(- Communication Services

Management Interfaces

E]--E Stats Management

(54| Time Zone Management
=il Capability Catalog

‘ Management Extension
E]--E’E License Management

1 /
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Inband Management for CIMC

» Separate server management (CIMC) traffic from UCSM
— Designating servers’ CIMC into different groups

* Higher bandwidth
— 10G vs 1G &

Data Traffic

Inband Mgmt
Traffic

Out-of-band uplink port
) 4 /
. ® S Sl _— Vlans 500-600
N, epd . o} = 6200

Vlans 100-150
""""""" Fabric B
\ mmmmmmmm

Chassis 1 | Chassis 20

ﬁ ﬂ
M
_!_1—

L CNA - CNA CNA

B200M3 B400M3

{ ’
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Faster and Better: Link Layer Enhancements

 Uplink ports only

* Faster link failure detection with UDLD

— Layer 2 protocolthat runs on top of the physical layer to help detect mis-wiring and uni-
directional communication

— UDLD Interval 7-90 seconds, with a detection time of 3x the interval

* LACP (pertain to uplinks only)

— Choices between different timers, slow (30 sec) or fast (1 sec). Default is slow.
Provides very fast failure detection

— Enable suspend-individual link. Default is disable
« Match settings of the LAN Switch

»
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PVLAN Enhancements

* Promiscuous on Appliance Port

« Community Support
* PVLAN trunking on the vNIC (extend PVLAN to the virtual switches)

—

Regular VLAN
1
1 lsol
Comm-1
Comm-2

Cisco [l Vt’./

BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

113



S A . b L AN VSRS GSeEN 00 AR

Netflow+
* Improve workload visibility
— Capacity planning
— Security [
— Troubleshooting Define Policies L UCS Manager ]
Analyzer
BRKCOM-2003 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {l‘/cl/
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Other Sessions

« BRKCOM-1001 - UCS Fundamentals

« BRKCOM-2015- Cisco UCS Network Performance Optimisation and Best Practices for
VMware

« BRKCOM-2017 - UCS Systems Management Deep Dive with UCS Foundational Software
« BRKCOM-2601 - Hyper-Converged Computing

« BRKCOM-2602 - Next Generation Computing Architectures for Cloud Scale Applications

« BRKCOM-2640 - UCS C-Series Deployment Options, Best Practice and UCSM Integration
« BRKCOM-3002 - UCS Performance Troubleshooting

* BRKVIR-2044 - Multi-Hypervisor Networking - Compare and Contrast

»
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
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