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Cisco Nexus 9300

J
Application Policy Infrastructure Controller Cisco Nexus 9500
(APIC)

[}

Kl

Nexus 7000 Nexus 5000 Nexus 2000 / FEX Nexus 1000 Router Load Balancer Firewall
E = 2 O =~
]
:. — _ .: VMware Microsoft’%i\/"‘
Storage  Virtual Machine vCenter Uqggnsriégk System Center , /
Cisco(l Vfr
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Agenda

» Application Centric
Infrastructure (ACI) Overview

» ACI Adoptionand Migration
Strategies

— Network Centric
— Hybrid Approach
— Application Centric

1 /
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Nexus 9000 Series

Network Ops Driven, Switch
Automation

User Driven, Policy Based Fabric
Automation

Per-Box Open, Flexible, & Choice Policy Controller,

Programmability ____of Programmabmty Centralised Fal.b.ric
: : Programmability

&, python"

" 1/10/40/100GE
Common Platform

Cisco (l V&/
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ACI Overview

—————"

- - .

WEB WEB  WEB

A “External -
Network L

Application

Virtualisation
Networking

Physical

Policy Driven
Merchant+

HYPERVIS OR HYPERVISOR
ve!
M M M ﬂ e [ ciscollVZ,
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Migration Paths to ACI

Current DC ACI Integration
* New environments
» Service Chaining
* Dey, Test

Infrastructure

ACI Migration
* Business drivers
» Security, Compliance, TCO,
Programmability, Operations etc.

Cisco (l Vfr/
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ACI Migration Methodology

Integration

Deployment Migration

Design and deploy SRMMEEING AT Migrate workloads to

new ACI POD _your current use new ACI POD
infrastructure

L y

Cisco (l Vfrl
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ACI Fabric Initialisation

______________________________________________

ACI Fabric supports discovery, boot, inventory
and systems maintenance processes via the APIC

« Fabric Discovery and Addressing:

Fabric Discovery is through LLDP and is done automatically and
progresses as administrator registers the switches to join the
fabric. Once a switch is registered, its LLDP neighbours are
now visible for the admin to approve for them to join the fabric.

« Commissioning, Decommissioning, Image
Management

* Lifecycle management of switches

 Topology validation through wiring diagram and
systems checks

o i o o
T —————————

Cisco (l Vf/
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ACIl Forwarding Model

/

VRF_Context_One

Tenant

Bridge Domain One

EPG_1 EPG N

Bridge Domain One

EPG1A EPGNA

Bridge Domain N

EPG_Legacy

\

BRKACI-2601
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Cisco Public

« ATenant is referred to by one or more
VRFs/Contexts

* A Context/VRF is referred to by one or more
Bridge Domains (BD)

» Bridge Domains identify properties influencing

forwarding behaviour. One or more subnets,
ARP handling, Multicast etc.

» A collection of end-points form an end-point
group(EPG). EPG associates to a BD.

« EndPoint Groups Identified by:
* Physical or Virtual Switch ports, VLAN ID, VNID
* Future - NVGRE (VSID), DNS hostname, IP address

Cisco (l pr/
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L3 Sub-Interfaces...Key Concept to Understand

Interface vlanlO
ip address 10.1.1.1/24

Interface vlanlO
ip address 10.1.1.2/24

|
Interface el/1

switchport mode trunk

Interface el/1
switchport trunk allowed vlan 10

switchport mode trunk

switchport trunk allowed vlan 10
L2 802.1Q

Nexus 9KA

Nexus 9KB

L3 802.1Q

Interface e1/2.10

ip 10.1.2.1/30
encapsulation dotlg 10

Interface e1/2.10
ip 10.1.2.2/30
encapsulation dotlg 10

= When configuring L3 Sub-interfaces on a Nexus Switch, The 802.1Q tag is local to the interface and has no relevance to a
VLAN with same number on the same switch
= Eventhough L3 subinterface uses 802.1Q, the 802.1q tag determines the IP L3 interface and not the L2 vian

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved
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L3 Sub-Interfaces...Key Concept to Understand

In the following valid topology, N9KA L3 sub-interface is treating 802.Q as just a tag to identify the L3 IP interface, while on
the N9KB side, the tags correspond to the L2 VLANS.

Interface e€1/1.10

ip 10.1.1.1/24 Nexus 9KA

encapsulation dotlg 10
|

Interface e1/1.20

ip 20.1.1.1/24 L3 802.1Q

encapsulation dotlg 20

Vlan 10

name 12 vlan 10
|
Vlan 20

name 12 vlan 20
L2 802.1Q |

Interface el/1
switchport mode trunk

NeXUS 9KB switchport trunk allowed vlan 10,20

Cisco (l V&/
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EPG ldentification Example

ACI Fabric Leaf

Bridge Domain 100
10.1.1.1/24

* VLANSs outside the ACI
vian101 viantos Fabric, mapto EPGs
inside the fabric

« EPGsthenmaptoaBD
where the gateway
addressesare defined

vlan104 * Policies are appliedto
let the VMs

\ communicate

vian103 | \/Mm31.... VM40

vlan101

vlan102

VM1.......VM10

VM11....VM20 VM21....VM30 cisco((Vf:/

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 13
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Cisco ACI Hypervisor Integration — VMWare DVS

Application Network Profile

5 '
—  » “EPGAPP EPG
Create Application Policy oI

APP PROFILE

‘_
APIC Admin >
4
9 ACI
L 5 Fabric
Push Policy {
1 .
-..>
Cisco APIC and : 4 Learn location of ESX
VMw are vCenter Initial Automatically Map Host through LLDP
Handshake | EpG To Port Groups
2  Create VDS _
v L
;

4

* 7 Create Port
—> ) Groups
v
» Attachkyperviso --ﬂ --ﬂ
VI/Server Admin Instantiate VMs, to VDS vmwore vmwore
Assignio Port Groups | @ CWyeervisoR j
R e (Ve
14
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ACI Policy Model

Contracts define what an EPG exposes to
other EPGs and how

EPG MGMT

Contracts are reusable for
[ EEE “Ei J multiple EPGs and EPGs can
inherit multiple contracts

Cisco (l pr/
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ACI Policy Model — What is a Contract

filter action

— —

identifier to which  identifies actions to
actiorfftentl be be appdaon

Allowsto specifyrules and policies on

_ _ _ applied
groups of physical or virtual end-points Permit
without understanding of specific L4 port ranges Q03
. ‘g . TCP options Log. :
identifiers and regardless of physical Redirect to Services ...

location.

filter action
defined bi-directionally in the “provider” centric way

vl
Cisco [l %4,
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Agenda

 Application Centric
Infrastructure (ACI) Overview

« ACI Adoptionand Migration
Strategies

— Network Centric
— Hybrid Approach
— Application Centric

1 /
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Leverage Known
APPLICATIONS

Constructs (decoupled
from Network) HYBRID: Leverage BOTH ‘.

APPLICATIONS &
N ETWO R K I N G OPERATIONS DESIGN

Centric Constructs k”j

= |

Leverage Known
NETWORKING
CO nStI’UCtS . OPERATIONS DESIGN /-

-

New ACI Fabric Operational Model

ACI Fabric

Cisco (l Vfrl

18







S B s TN !‘.ﬁ?ﬁ_‘
Network Centric Deployment Example

1 VRF + 1 VLAN

Classic mode shown here for Reference

VRF Blue

’ *Routing
*VLAN 10
*HSRP
*Access List
*QoS etc.

VLAN 10

v.q?

BRKACI-2601

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

o
:]
Blue Tenant
and Context V___.._ ;
— > Policies

Bridge Domain Blue_lv'ﬁ.
S\ Exchange

-v@mal EPG
-9 | :

____________________________

'Access or Virtua
1 Switch

_____________________________

Tag could be VLANID

or VNID

10/10.10.1/24
EPG blue 1

R

ACI Fabric

@ Routes (Blue)

‘ﬁj

1.1.1.0/30
1.1.1.12/30

2
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oyment Example

Network Centric Dep
1 VRF + 2 VLANs — Option 1

Classic mode shown here for Reference

VLAN 10
(10.10.10.0/24)

VLAN 11
(10.10.11.0/24)

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

BD Blue_1

> (10.10.10.1/24) (10.10.11.1/24)

EPG EPG
blue_2

Access or Virtual
itch

Tag 2101 Tag 2102 |

21

1.1.1.0/30

2y

= 4

ACI Fabric

:; s
External EPG

Cisco (l V&/

21



o CANREARRE N | 3 e L
Network Centric Deployment Example
1 VRF + 2 VLANs — FW is the Def. GW

Classic mode shown here for Reference ACI Fabric

Blue Tenant
and Context

BD Blue_1

= <
i EPG

VLAN 10
10.10.10.0/24

VLAN 11 |E e [
(10.10.11.0/24)

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 22
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Network Centric Configuration

i Quick Start
B 2% Tenant Cisco Networking - Bridge Domains

= I Application Profiles
=

B & ErG-as-vLAN

= I ~pplication EPGs
(® EPG epg-vian100
(S EPG epg-vian200

Wi T anant Cisco

IoY Static Bindings (Leaves)

L4-L7 Service Param
- . [ Quick Start
(== A Networking Tenant Cisco
I Bridge Domains Application Profiles |O"i|
B == bd-vlan100 & EPG-as-VLAN
il DHCP Relay Label = B Application EPGs
[ L4-L7 Service Pat B ® EPG epg-vian100 ~ NODE ENCAP DEPLOYMENT IMMEDIACY MODE
= i Subnets i Contracts MNode-101 {leafl) vian-100 lazy regular
— Il Static Bindings (Paths)
— hdﬂ;:{-j‘;- 100.1/2 B Static Bindings (Leaves) Node-102 (leaf2) vian-100 lazy reqular
I Static EndPoint
BN &= bd-vian201 8 Subnets
- Private Networks Il Comains (VMs and Bare-Metals)
M External Bridged Netwo @ Management IP Address Pools
i External Routed Networ| I L4-L7 Service Parameters
E= i Protocol Policies EE(® EPG epg-vian200
{8 Security Policies EE® EPG epg-vian201 1

[ Troubleshoot Policies
[ Monitoring Policies
I L4-L7 Services

[ L4-L7 Service Parameters Cisco [(VCI/

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 23
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Configuring ACI Forwarding

= Unicast Routing: Enable both L3 and L2 Forwarding (IP or MAC address). Enabled by default.
= L2 Unknown Unicast: forwarding method for unknown layer 2 destinations. The method can be

flood or proxy (default)

= ARP Flooding: Specifies whether ARP flooding is enabled. If flooding is disabled, unicast routing
will be performed on the target IP address. Can be on or off (default)

'CREATE BRIDGE DOMAIN

Specify Bndge Domain for the Network

Name: | BD-10
Description: | Bridge Doman 10

Network: | s=

Ee

Farvwarding: | Custam
L2 Unknown Unicast: & Fload

ARP Floading: [7] Enabled
Unicast Routing: (¥ Enabled
Config BD MAC Address: [

= |

@ Hardware Proxy

BRKACI-2601

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public

'CREATE BRIDGE DOMAIN

Specify Bndge Domain for the Network

Name: |BD-10
Description: | Bridge Doman 10

Netwaork: | s=

Farwarding: | Custom
L2 Unknown Unicast: @ Foad

ARP Flooding: [¥] Enable
Linicast Routing: [Z] Enable

Config BD MAC Address: [

wr

W

(2 Hardweare Proxy

24

Cisco (l Vfr
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Network Centric Deployment Example

1 VRF + 2 VLANSs — Option 2

; 1. Policies arebased on EPG ACl Fabric
Classic mode shown here for Reference 2. Forwarding is based on BD attributes

What if different policies between two
groups mandated separate VLANSs in
Classic Networks.

Blue Tenant
and C_q_n_t_ext R

BB Blue 1
10.10.10.1/23 S
External EPG

VLAN 10
10.10.10.0/24

VLAN 11
(10.10.11.0/24)

25 Cisco (l V&/
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Network Centric Deployment Example

1 VRF + 2 VLANs — Option 3

Classic mode shown here for Reference

Hardware based directed ARP forwarding ACl FabriC

What if two VLANs was only due to
ARP broadcast concerns.

o
@ Blue Tenant
S and Context_ b= .
i T e X Exchange,
— T
~ A 010 10 Blue)
v 'S 1 D
Y ik .
o
""""""""""""""" 8 O X7 g
i Classic Access i 2 \&‘b < :
: 1 H * oe
1 — . ¢
VLAN 10 | ag 210 g Y % |o

(10.10.10.0/24) |

VLAN 11
(10.10.11.0/24)

Cisco (l Vfr/
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ACl as a Layer 2 Fabric

(L2Context, BD200, EPG200), No IP Def. GW, No Contracts

Vlan-200 Maps to EPG200

200.1.1.11/24 200.1.1.12/24

VMOne_on_EPG200 VMTwo_on_EPG200
on Hostl DVS on Host2 DVS

Cisco [l Vf/
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Extending Current Infrastructure with Layer 2 ACI Fabric

Internet WAN / DCI

vPC/STP based Current
Infrastructure

- -

Cisco (l Vfrl
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Layer 2 Fabric STP Containment

+ Tenant(TraditionalDC)-> Context(CtxtForL2VLANs)->BridgeDomain(BD202)>EP G(EP G202, EPG1202)
+ If Context is in enforced mode, Contracts are needed to communicate between EPG202 and 1202 even though they are on
same Subnet.

TraditionalDC(Tenant)

== CtxtForL2VLANs (Context)
BD202 : No IP Addr

EPG1202 EPG 202 (or L2 Out)

VLAN 502 VLAN 102 VLAN 202

vswitchl

v PC SVI202

N7K2 |

STP BPDUs from the N7Ks are limited to
VMGne on EreLe0s MTwe on EPGL202 EPG202 and does not unnecessarily roo;l

Host2 DVS into the fabric and EPG1202. 1
o Cisco[l Vfr

202.1.1.11/24 202.1.1.12/24

BRKACI-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public 30
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Layer 2 ACI Fabric with External GW

Internet WAN / DCI
L3 — | ==
@ - = = = =0 KN

L2

N4

ACI L2 Fabric

Spine

Integrated L4-L7 Services l

i Virtual
Physical & Virtua ),

BRKACI-2601

Vel
ciscollVZ,
© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public 31



P g S ENEEAREEE N\ |\ e i L G

ACI as L2 Fabric — With Services

LB Context 1 (Routed Mode)

No contract necessary for
host to LB communication

EPG Web EPG App

Web Server

App Server

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved.

Firewall Context 1
(Routed Mode)

ASR 9000

ad NVIA

OSPF /iBGP /
Static

-
e

.
:
’
P/
’
’

.
.
\
'-. OSPF /iBG
.
.

EPG
FW_Out
BD LB_out

ACI Fabric

Bridge Domain Settings (all BDs):
¢ ARP Flooding: enabled

Unicast Routing: disabled

L2 Unknown Unicast: flood

DB Server

Cisco Public 32
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Layer 2 ACI Fabric

RN

(BD One, EPG One), No IP Def. GW, No Contracts

(BD 3500, EPG 3500), No IP Def. GW, No Contracts

* How?
* 1 BD and 1EPG per Current Infrastructure VLAN
» Also available is BD in legacy mode which
preserves VLAN resourcesto allow for 3500 BDs
per Leaf.

* Benefits:
» Network Operations, Network Automation
« Any VLAN, Any Workload, Any Where

« Who are deploying ? » Network Capacity and Bandwidth

« Customers who want to slowly introduce ACI
* NFV or Virtual Overlay Use Case

Cisco [l Vfrl
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ACIl as a Layer 3 Fabric

“=="|CixtForL3VLANSs (CGntext)
SubnetOne (BD) Def GW 210.1.1.1
ZoneOne (EPG)

VLAN 234 VXLAN 8814592 VLAN 2100

vswitchl AVS vswitchl
ESX Host 1 ESX Host 2

210.1.1.12/24
210.1.1.13/24

210.1.1.11/24

VMTwo_on_ZoneOne

VMThree_on_ZoneOne

VMOne_on_ZoneOne Cisco {(VCI/

BRKACI-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public 35
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Multi-Tenancy with Services

ACI Fabric

RegularSoda (BD) == DietSoda (BD)
EPGAppOne EPGAppOne

External
Stateful Firewall

3.3.2.11/2 33.2.12/24 4.4.2.11/24 4.4.212/24
VMOne_on_ VMOne_on_
RegSodaAppOne AT 0T DietSodaAppOne VMTwo_on_

RegSodaAppOne DietSodaAppOne
Tenant DietSoda

Cisco (l Vf/

BRKACI-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public 36
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Multi-Tenancy: Shared External Routes Example

Internet Routes
1.1.1.0,2.220

OSPF and iBGP Over VLAN 300

ACI Fabric: TenantCommon

PubForRegularSoda (BD) . == . PubForDietSoda (BD)
EPGWebOne SharedContext (Context) EPGWebOne

VXLAN VXLAN

4.4.4.11/24
3.3.3.11/24 23312004 24 N 4.4.4.12124
VMOne_on_ . VMQne_on_ VMTwo_on
RegSodaWebOne Regg(;:jv;(\b:g(_)ne DietSodawebOne DietSodawebOne
Tenant DietSoda '/

Cisco " V&/
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Layer 3 ACI Fabric

RN

(BD One, EPG One), IP Def. GW, Optional Contracts

(BD Two, EPG Two), IP Def. GW, Optional Contracts

(BD 1750, EPG 1750), IP Def.GW, Optional Contracts

* How?
« 1 BD and 1EPG per Current Infrastructure VLAN

+ Fabric as default gateway with or without policy
enforcement.

* Who are deploying ?
« Customers who want basic L3 ACI Features, and
adopt ACI Fabric as a single DC switching system

BRKACI-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public 38

* Benefits:
» Pervasive Gateway, Directed ARP and other

features
» Network Operations, Network Automation
« Any VLAN, Any Workload, Any Where
* Network Capacity and Bandwidth

Cisco [l Vfrl
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Network Centric Migration Example

VRF + 2 VLANS

Layer 3 Routing
Static, OSPF, BGP

Migration

=)

Layer 2 vPC Trunk

Blue Tenant
and Context ‘==

10.10.10.0/24
VLAN 11
(10.10.11.0/24)

101

\/,.q 11 b v,q ,'.-"

BRKACI-2601

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

\v4
STP compatibility with Classic Network
VLAN 10 maps to BD Blue_1
VLAN 11 maps to BD Blue_2

Classic Devices are still the Default Gateway
Equally applicable to L4-7 services (FW/LB)

in the Classic Network
Hooding enabled on ACI BDs during
migration

Once migration completed, insert needed
services and move Default Gateway ACI BDs

Cisco Public 40

szamanf

Integrated L| d

Physical & Virtual

________________________________

Tag could be VLANID or VNID.

Cisco (l V&/
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ACI Integration and Migration

WAN Edge
Layer

FC FC
SAN A SAN B

a MDS 9500 G
Core Layer .;'E. SAN 7\\14?
(LAN & SAN) “¥ Director ZyS

‘ Nexus 7000
10 GE Aggr A‘ =
g i on L
Layer - - - -

Nexus 7000
10 GE Core

\/ Network
Services

Access Layer
SAN Edge

10G/40G to ACI —
- =l = Layer 3 —
----- o M ' A Layer2-1GE 77777
: =i = | 5 | ; T e 2N Layer 2 - 10GE —
i : o AVEE= o2 " ] 106E DCB
........ i oG 101 oL 8 | i } [ 10 GE FCOE/DCB ===
9 el i Nere 4000 4/8 Gb FC —_—
FIP-Snoop. FEX
Catalyst 6500 Nexus 5500 10GE CBS 31xx Nexus 7000 Nexus 5500 FCoE UCS FCoE Nexus 3000  [BMBlade  HP Blade
End-of-Row Nexus 2248 Blade switch End-of-Row Nexus 2232 Top-of-Rack Center C-class [ »
End-of-Row Top-of-Rack - lW
1 GbE Server Access & 4/8Gb FC via dual HBA (SAN A // SAN B) 10Gb DCB / FCoE Server Access or 10 GbE Server Access & 4/8Gb FC via dual HBA (SAN A // SAN B) C|SCO ’
BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 41
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ACI Integration and Migration

WAN Edge
Layer

FC FC
SANA SANB,

Nexus 7000
10 GE Core

w MDS 9500
Core Layer - & SAN
(LAN & SAN) {1 Director

o . Default Gatew ay moves to ACI Leaf layer
i » EPG = VLAN/ Subnet (initial step)

Aggregation
& Services
Layer

* Host/FEX can migrateto Leaf (overtime)

Network
Services

Access Layer
SAN Edge

Migration Path

..... m 10G/40G to ACI

B
=
= E Layer 3 ——
N S, LW Layer 2 - 1GE Sz
"""""""" = T o0 Layer 2 - 10GE m—
.......... Nexus
Nexus 5500 10GE 7 Nexus 5500 FCoE - o Sneop  FEX 10 GE DCB
Catalyst 6500 exus CBS 31xx N 7000 exus o UCS FCoE Nexus 3000 IBM Blade HP Blade
End-ofRon Nexus 2248 Blade swich EnctatRow Nexus 2232 TopotRack  Conter  Ciolss 10 GE FCOE/DCB s /
End-of-Row Top-of-Rack »
—
1 GbE Server Access & 4/8Gb FC via dual HBA (SAN A // SAN B) 10Gb DCB/ FCoE Server Access or 10 GbE Server Access & 4/8Gb FC via dual HBA (SAN A // SAN B) 4/8 Gb FC cisco lW’

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 42






P/ 4 S EREEARREE N\ | g e L ERRER——,——
Nexus 9000 Standalone to ACI Mode Migration non vPC

L2 and L3 Connectivity
Aggregation .l

Load ACI software ! ' Load ACI software

Access

— T e -
Active g Standby Standb Active

Standalone Mode Nexus 9000 ACI Fabric

vISCO (( V&/

BRKACI-26U1 © 2015 Cisco and/or 1tsarfiliates. All rightsreserved. Cisco Public 44
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Nexus 9000 Standalone to ACI Mode Migration: vPC

L2 and L3 Connectivity

ACI Fabric

Standalone Mode Nexus 9000

Cisco (l V&/

BRKACI-2601 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public 45



Agenda

 Application Centric
Infrastructure (ACI) Overview

» ACI Adoptionand Migration
Strategies

— Network Centric
— Hybrid Approach
— Application Centric

1 /
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Deployment Exam

Classic mode shown here for Reference

-

e
External
Network

-

VLAN 11
(10.10.11.0/24

AppThl;ee’s

BRKACI-2601

IR,

nle — Hybrid Approach

- —
External APPONE'S APPONE S
- Network B
FEFE B F B
Blue Tenant
and Contegg_:____—__ —
BD Blue 2 POlICIGS A
10.10.11.1/22 ___.-‘vd '
BD Blue 1 EXChange

EPG 11 ’ EPG

,m?rtﬁm .One-web
N D it
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ACI Migration for Hybrid Approach

Exchange
Routes (Blue)

Blue Tenant
and Context

Classic L2 Extension.

+ STP compatibility with Classic Network

* VLAN 10 maps to BD Blue_1

* VLAN 11 maps to BD Blue_2

+ Classic Devices are still the Default
Gateway

+ Hooding enabled on ACI BDs during
migration

» Equally applicable to L4-7 services
(FWILB) in the Classic Network

+ Once migration completed, insert

AppThr'ee’s .
WebServer needed services and move Default

Gateway ACI BDs
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Virtual Environment Migration Example

7 s\~ /:
ACI Fabric

Iz

Cisco AVS

Nl vMotion / Cold Migraton Cisco[lVC’p/
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ACI Virtual Migration Assistant

Muccentemd] |
[ vshield S

» User and Workflow driven
|« Multiple scenarios
e+ vSwitch - ACI
*DVS > ACI
*Nlkv > ACI
* Any Combination - ACI

N : ‘/
Cisco Advanced Services

vl
Cisco [l %4,
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Agenda

« Application Centric
Infrastructure (ACI)
Overview

« ACI Adoption and Migration
Strategies

— Network Centric
— Hybrid Approach
— Application Centric

1 /
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Application Centric Migration
Building the Application Profile — an Example

Oracle Internet Expenses

CORACLE Expense Reports Clogs Vnow  Preferences Discnostcs

Expenses

pense Reports | Expenses Preferences | Projects and Tasks

Authorization Preferences

(Cancel) (Agehv)
Authorization
Preferences Expenses Entry Delegations Expenses Entry Permissions
The people in thes kst can enter expense mepons for You can enter expense reports for the
you. They can also view all of your previously people in this ksl You can also view all of
subrmitted expense reparts, thigir presously submilted sxpense
Hame Remove repons
{ Hame Remove
I = f Mo results found.
Add Another Fow
(Cancal) (g0 )
Expenses | Close Window | Preferences | Diagnosiics
Copryright (o) 2006, Crach. A1 righls reserved. _
) Privacy Slabamant

Sbug Ehiz Page

Cisco [l Vfrl
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Application Centric Migration

Building the Application Profile — an Example

¢ Other 4

SingleSignOn
et ®
I eee

&

Fin-Web EPG

XD - s~ £ eee

> > >

Intranet EPG
@ Border Leaf

Active
Directory

Oracle Applications Home Page

- Main Menu

Personalize

# [ Global View and Respond Notifications
# [ US Internet Expenses User
& LI s 1P iProcurement User

Cisco (l pr/
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Application Centric Migration

Building the Application Profile —an Example

SingleSignOn

s
eee

e

Fin-Web EPG

eee

Intranet EPG ' *®

@ Border Leaf

aaaaaa Applications Home Page

e Expenses EPG
e O O

e < I

AMERICAN
EXPRESS

Extranet EPG
@ Border Leaf

Cisco (l pr/
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ACIl Deployments for Known Application Profiles

Internet WAN / DCI

ACI POD for Greenfield or well
understood applications

_ _ / ACI Introduction\
A T

Leaf

I Integrated L4-L7 Services I
A j‘l ySLal & Mual— > 4

Cisco (l V&/
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ACIl Approach to Applications

Traditional Web Tier Application Tier Database Tier
Data Centre
A A A

DISEHE)T T Y Y

Load Balancing Load Balancing

ACI
Approach

LB
Application l
Profile 2 LB
!
LB

- )
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Operational Challenges

Lack of
Confidence in
Existing
Information

No Endpoint Q Q g
Details

Endpoint Classification Application Grouping

Classify .
.
Group

¥
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Application Profiling Methodology

Application Dependency Analysis

Network and Server Data Correlation,
Application Fingerprinting, Customer Input

Network Discovery

SN

Collectand Analyse

Device Configurations, Protocols, Traffic

Server Discovery

Servers, Processes, Network Statistics

’ /
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Proposal for IExpenses

User 1 Financial
Access oo Web Portal

Provider

01161 116E50(

Presentation_ID © 2014 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Authentication
(Single Sign On)

Business
Intelligence

Cisco ll Va/



Advanced Services: Application Profiling for ACI

« Comprehensive application dependencies
» Multiple application network policies

 Application, compute, network, and storage
mapping
« Automate physical and virtual migration

» L r

1 r

o, WEo. A

HYPERVISOR HYPERVISOR U

A A A
WWW WW'Ww WW W = WW'W o WW'W

Ny LS oy == o

(Sl vinware

U HYPERVISOR

Cisco Advanced Services
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ACI Migration Summary

ACl designed from the ground-up to be Application Centric

Flexible and customisableto fit your business needs

A phased approach: Grow, Integrate, Migrate

Solution flexible to be Network Centric, Application Centric or a Hybrid approach

Thank You!!

BRKACI-2601 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public 62

Cisco (l V&/



e Ay . 0 L AN VRS 0
Call to Action

Visitthe World of Solutions for

— Cisco Campus — Data Centre, ACI Booths with Advanced Services Tools Demo
— Walk in Labs

— Technical Solution Clinics

Follow-up Breakout Sessions

— BRKACI-2333 - Intermediate - Application Centric Networking Troubleshooting 101 - Install & Implementation of ACI
— BRKACI-3344 - Advanced - Application Centric Networking Troubleshooting 201 — Day 2 Operations

Meet the Engineer

Lunchtime Table Topics

DevNet zone related labs and sessions

Recommended Reading: for reading material and further resources for this
session, please visit www.pearson-books.com/CLMilan2015 o (l'I/L’I
ISCO ’
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Cisco (lVf/
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