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* URI diallingin Unified CM

 ILS/Global Dial Plan Replication in Unified CM

* Routing SIP requests in Unified CM

« Key concepts of recommended +E.164 dial plan design
* Directory lookupsin Jabber for Windows

» Topologies for Inter-Cluster ILS/GDPR Routing

* GDPR Applications

* ExpressWay for B2B
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z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'



-

) - P
i Ul - 3
==

1% e n

L L
URI Dialling




S A . A L AR VSN GneEml 0 TR e TSSO
SIP URI

What Is It?

* SIP URIs identify communications resources

» general form: sip:user:password@host:port;uri-parameters?headers
* user is optional, but Cisco UCM does not support URIs w/o user

* uri-parameters and headers are optional

« password not recommended

* host: fqdn, ipv4 or ipv6; Cisco UCM does not support ipv6

* user is case sensitive, host is case insensitive (per RFC 3261)™
Jkrohn@cisco.com != jkrohn@cisco.com

- 7 bit ASClI only

« example: sip:jkrohn@cisco.com:5060

’ ’ : : “In Cisco UCM 9.1 this behaviour is configurable

BRKUCC-2008 LISINSEI 615 2RHS i HOSL e dP O o pubic Cisco ((Vcl/
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URI Routing/Dialling

 Why
— Native dialling method in SIP based video equipment
— Extend support for SIP video endpoints registered with Cisco UCM
— Unambiguous dialling from directories

— better integration with other call controls where URI dialling is the native dialling habit
(e.g. VCS)

— Enables easier B2B video call routing

 Limitations
— URIs can not be used forPSTN calls (as long as there’s no mapping to E.164)
— Limited endpoint support (+E.164/numbers might still be the native format)

z /
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URI Dialling

The Concept

* In Cisco UCM all endpoints will stillhave a DN
* Alpha URI can be associated with DN on any device (not only SIP)

* Phones always registervia the DN (do not necessarily even know that there is
an associated alpha URI)

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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URIs and Directory Numbers

.
» Upto 5 URIs can be configured per DN e 3¢ ovee s st

Status

» Enduser’sdirectory URIs are assigned to @ vy
directory numbers based on enduser's primary v mmson

User Status Active LDAP Synchronized User

extension; partition “Directory URI" (cannotbe | %

PIN

changed/deleted) e

Last name * Krohn
Middle name

« other URIs can be in any partition; no need to et —
have them in the same partition as the DN e e BRI

Mail ID jkrohn@home.org
Directory Number Configuration

Manager User ID
Directory k iati
S Delete C Reset A Col Add M
[ s x e opy ‘E‘l eset  / AgplyCorfig o 0 Primary Extension | +4961007739764 in DN D1 |
r Status
@ Status: Ready rDirec RIs

- Directory Number Information / T Partition Advertise Globally via ILS  Edit/Remove
__ﬁ—}l jkrohn@home.org Directory URI | ™ Edit End User

| Directory Number® |\ 4951007739764

Route Partition | DN O < None > s I =
Description Add Row
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public C
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URIs and DNs

Primary URI
* One URI associatedwith DN is marked the primary URI

» Auto-generated URI based on user’'s primary extension will always be the

y URIs
Advertise
Primary URI Globally via ILS Edit/Remove
] jkrohn@home.org Directory URL ™ Edit End User
jkrohn@9971.fra.home.org DN ™ =
Add Row

* If no auto-generated URI exists one of the other URIs can be marked “primary”

* Primary URI will be used as URI identity for calls from/to this line

Directory URIs

Primary

Add Row

URI
jkrohn@9971.fra,home. org

jkrohn@home.org

DN

DN

Advertise
Globally via ILS

o
o

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Alpha URI vs. Number

How to Differentiate Betweena Numberand an Alpha URI

* Dialled “numbers” can contain: +, 0-9, *, A-
D lBSau xnaua Copy %'R:al & Aoply Config c% Add New

. . . @ Status: Ready
[ S I P Profl Ie nOW has b Dlal St rl ng @ All SIP devices using this profile must be restarted before any changes will take affect.

Interpretation” setting -stp rofie

Name™

SMEnenQSIG
Description SMEnenQSIG
1 Default MTP Telephony Event Payload Type*
* relevant for calls from endpoints and trunks e s
Early Offer for G.Clear Calls | Disabled B
SDP Session-level Bandwidth Modifier for Early Offer and Re-invites* | TIAS and AS »6-]
* R d d User-Agent and Server header information*® |_Send Unified CM Version Information as User-Ager '+
® Default : O- 9 y and + ( eCO m me n e Accept Audio Codec Preferences in Received Offer* |_Default =)

Dial String Interpretation*

ane number consists of characters 0-9, *, #, an '+

[ Redirect by Application Always treat all dial strings as URI addresses

° ReCO m me nd at io n: use un_ ambi g UO us al p ha e Phone number consists of characters 0-9, A-D, *, #, and + (others treated as URI addresses)

Phone number consists of characters 0-9, *, #, and + (others treated as URI addresses)

UR I ] Outgoing T.38 INVITE include audio mline

* “user=phone” tag in request URI forces
treatment as numeric URI

z /
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Calling URIs

URIs can be calledif the URIs’

partitionis member of calling CSS User dials

{ \‘?’j “+4961007739764” DN

CSSs can contain DN and URI ISR 100 130 ea
partitions

\+4961007739123

partitions can contain DNs and URIs

CSS/patrtitionlogic for URIs is
identical to DN logic ' Directory URI

jkrohn@cisco.com

alice@cisco.com

BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public



Independent Call Routing

CSSs Partitions

\+4961007739764

DN format

 This translation pattern might also have calling party transformations Cisco{(Vc:/

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
12
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Independent Call Routing

Diallinga Number
CSSs Partitions

calling
“9764

1
\+4961007739123 :
1

* Intra-site diallingis a two-step process (normalise and route)

* Normalisation translation pattern mightimpose calling party transformations (in

addition to called party transformations . [
BRKUCC-2008 ©2015Ciscoand/oritsafgales.AI¥ghtsreserved. Cisco Public ) Cisco "/c'/
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Independent Call Routing

Diallingan Alpha URI
CSSs Partitions

calling
“‘Ikrohn@cisco.com”

\+4961007739123

« Calling a URI takes a different path
* URI routing does not have the conceptof translation patterns; no equivalence to block patterns

* Only option for calling party transformation is the outbound calls calling party transformation CSS rn /
sr<Galling endpeint.orcalling.endpoints device pool 1 Ciscoll VC’:

4
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Building CoS for URIs

Calling Search

* Default “Directory URI” partition will Calling Spaces Partitions
have ALL auto-generateduser based Search | _
Space auto-generated Directory URI
URIs Assigned ﬁ
) . . to IP Phone :
- No way to differentiate differentuser Based on |
groups based on auto-generated user P°[Cy : R

w
based URIs . -

- If different user groups are required m |
you need to explicitly provision the / -
URIs in user group specific partitions ¥
and create appropriate CSSes !

Directory URIs

Primary URI Partition Edit/Remove
jkrohn@home.org Directory URI Edit End User

jkrohn@home.org | Engineering ) =D

(Add Row )

z /
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|dentities

In CUCM alpha URIs are assignedto DNs

DNs are the “primary” identity

devices register using DNs

DN or alpha URI? Whatis the “correct” identity to be presented during calls?
— mainly depends on the capabilities of devices involved in the call

“Blended Identity”: combination of DN and alpha URI

CUCM can build missing piece:
— DN - alpha URI: look at primary URI configured on DN
— alpha URI - DN: search for DN that has the alpha URI as primary URI

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘Wl
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Blending Identity

URI diallingto URI enabled phone

e
alice@cisco.com jkrohn@cisco.com

+4961007739123 1) Dial jkrohn® or jkrohn@ciscgcomz) rohn i bha URI +4961007739764
= jkrohn is an alpha !

3) blend DN for calling party:
+4961007739123 - “alice@cisco.com”

4) look up “lkrohn@cisco.com” in DA

5) blend called party:
jkrohn@cisco.com - +4961007739764

6) INVITE w/ RPID
<sip:alice@cisco.com;x-cisco-number: +4961007739123>

7) RINGING

8) blend alerting II§

+4961007739764 > jkrohn@cisco.com
7) 180 RINGING w/ RPID

<si£:jkrohn@cisco.com :X-Ccisco-number: +4961007739764>

lif domainis missing CUCMwill add OTLD configured in CUCM enterprise parameters . {{’Vc/
Cisco ’

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Blending Identity

URI diallingto non URI enabled phone

9971

I L
«

] B8

- v,

. I
jkrohn@cisco.com

. . : : h < I
alice@cisco.com - - +4961007739764

+4961007739123 1) Dial jkrohn® or jkrohn@ciscgcom

2) jkrohn is an alpha URI!

3) blend DN for calling party:
+4961007739123 > “alice@cisco.com”
4) look up “lkrohn@cisco.com” in DA

5) blend called party:

jkrohn@cisco.com - +4961007739764
6) INVITE w/ RPID
<sip:+4961007739123@ip_of cucm>

>
< 7) RINGING

8) blend alerting ID:

+4961007739764 > jkrohn@cisco.com
7) 180 RINGING w/ RPID
<siE:jkrohn@cisco.com;x-cisco-number: +4961007739764>

lif domainis missing CUCMwill add OTLD configured in CUCM enterprise parameters . {’V /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘ c'
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Blended Identity Delivery

* RPID carries both: alpha URI and number
— Remote-Party-ID:<sip:jkrohn@cisco.com;x-cisco-number=+4961007739764>

* Headers affected:
— Remote-Party-ID, Diversion, P-Asserted-ID (trunk only), P-Preferred-ldentity (trunk
only).

* Trunk setting to define what should be sent as identity on trunks
(calling/connectedID)

bound Calls

Called Party Transformation CSS < None >

™ Use Device Pool Called Party Transformation CSS
Calling Party Transformation CSS < None >

@ Use Device Pool Calling Party Transformation CSS

Calling Party Selection* Originator
Calling Line ID Presentation*® Default
Calling Name Presentation * Default ¢

Calling and Connected Party Info Format* | Deliver URI and DN in connected party, if available * |

| Redirecting Diversion Header Delivery - Deliver DN only in connected party
Deliver URI only in connected party, if available

Redirecting Party Transformation CSS Deliver URI and DN in connected party, if available

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Blended Identity Delivery for Registered Phones

 Blendedidentity on trunk only sent if URI and DN provisioned and trunk is
configured appropriately:

Trunk calling and connectedparty format
DN and URI provisioned Only DN provisioned

Deliver DN only DN DN
Deliver URI only URI DN
Deliver URI and DN URI and DN DN
live!
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘Vc’
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Blended Identity Delivery on SME

Blended DN only Numeric

Blended URI only URI

Blended URI and DN URI and DN

URI * URI (no incoming x-cisco-

number tag available)

Numeric only * Numeric
» Basicallyincoming RPID is sent on unchanged.
« Exception:incomingblended ID available and outgoing trunk forces DN or URI

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Blended Identity Delivery to Endpoints

« CUCM tries to only deliver alpha identity to endpoints that support this

» Alpha URI identity problematic on endpoints that don’t support URI dialling:
— no call-back
— “strange” display

 This can happen when CUCM only has alpha ID for a given callleg
— Originating system only sent alpha ID (VCS registered endpoint)
— Numeric ID blocked on transit (“URI only” on trunk)

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [{‘/60
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Blended ID in Complex Topologies

» Always send blended ID (as long as receiving side supports blended D)

* If receiving side does not supportblended ID (VCS) use “DN only” or “URI only”
to set the preferred ID method

1 "%~ ! URIoOnN =
ST =
A

CUCM 9.0 or above CUCM prior to 9.0

z /
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Multicluster URI Routing

sfo.cisco.com
1 nyc.cisco.com >

* Host part of URIs
might identify home cluster

* Reachability established
through SIP route patterns for
host parts

* Requires hierarchical URI
scheme

jkrohn@fra.cisco.com

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl

25



P 4 NSRRI N\ |\ e L . N
Multicluster URI Routing

sfo.cisco.com
1 nyc.cisco.com >

1~ &y~ ] p—
%-
— — - _I bob@cisco.com
* Host part of URIs

might identify home cluster

* Reachability established
through SIP route patterns for

host parts
* Requires hierarchical URI
scheme
«  What if URI scheme is flat? jkrohn@cisco.com

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI
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Multicluster URI Routing

V/ o —

alice@cisco.com I_ —

* Host part of URIs
might identify home cluster

* Reachability established
through SIP route patterns for
host parts

* Requires hierarchical URI
scheme

«  What if URI scheme is flat? jkrohn@cisco.com

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Intercluster Lookup Service (ILS)

Fundamental idea

i Ty M Ny oln. M
- Need mechanism that - Fel e A
— allows propagation of individual alpha URIs between
@

call controls
— binds alpha URI with attribute that allows routing to i%;
URI’s home cluster ' 39
* ILS Ly

jkrohn@cisco.com

— each call control replicates it's alpha URIs to it’s neighbours
— each call control also announces “SIP route string” together with the alpha URIs

— “SIP route string” can be routed based on SIP route patterns - intercluster routing of
alpha URIs not based on URISs’ host part, but on SIP route string

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [‘Ve’
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ILS Learning

Learned fromILS Learned fromILS

bob@cisco.com - nyc.route alice@cisco.com = sfo.route
jkrohn@cisco.com -> fra.route ¢ sfo.route jkrohn@cisco.com - fra.route
//‘ ’ I : nyc.route > | ]I I/
S&Ad =4
i —] -
. . I J :
alice@cisco.com —_ -— —_— bob@cisco.com

routestring: sfo.route routestring: nyc.route
» Call controls establish ILS
Exchange

| Learned fromILS

* URI information flooded S omls___
Each call control creates table with | ponistsoarom's meote
URIs and associated SIP route string = /r_out_estring; fra.route

« SIP route strings routed by SIP
route patterns

jkrohn@cisco.com

z /
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Routing Alpha URI Using ILS Information

Learned fromILS

bob@cisco.com = nyc.route <«-- — = =1 3) ILS Lookup leads to routestring “fra.route”
jkrohn@cisco.com - fra.route

1) Alice calls jkrohn@cisco.com

ILS

routestring: sfgrgute
7’

2) not routeable using Alice’s CSS (not a local URI) ¢

4) call gets routed using SIP route pattern “fra.route”

SIP route pattern can point to
route lists starting with CUCM 9.0

7.

5) jkrohn@cisco.com is routeable using the trunk’s CSS (is a local URI) y’ jkrohn@cisco.com

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Inter-cluster URI Routing Recap

identifiers

(SIP route string) ..

BRKUCC-2008

Bob@sisco.com 5 Aye.
lkmn@ m»fr 1 -(

| 1) Alice calls jkrohn@cisco.com }-- -)@\4

alice@cisco.com

routestring: sfg,rﬁule

s
| 2) not routeable using Alice’s CSS (not a local URI) 1’

| 4) call gets routed using SIP route pattern “fra.route” k

SIP route pattern can point to
route lists starting with CUCM 9.0

URIs (especially flat URIs) can not be used as “addresses”; they only are

Introduce a location attribute (SIP route string)
Bind set of identifiers (URIs) to a commonlocation attribute (SIP route string)

Indirect routing: route identifiers (URIS) according to learned location attribute

—— -| 3) ILS Lookup leads to routestring “fra.route” ‘

ILS
<
) Exchange
ANG
4
d
4

r
1%,
routestring: fra.route
’i'
.r TE

5) jkrohn@cisco.com is routeable using the trunk's CSS (is a local URI) P jkrohn@cisco.com

Cisco [f ch/

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

31



GDPR Concept

Split identity of (E.164) numbers
— ldentifier: non-wildcarded number identifies a callable endpoint
— Address: number/pattern used to identify the location (typically prefix based)

Global Dial Plan Replicaton (GDPR) allows to route numeric destinations based on locaton
attribute (SIP route string)

Reachability information associated with SIP route string (locationinformation)
— Arbitrary topology of SIP trunks,
— arbitrary SIP route string address space structure

Think of splitting location from identity for +E.164 numbers
— Location of +E.164 identifier now determined based on SIP route strings (locators)
— “LISP”for +E.164 ©

* DN is the key identity (address) in Communications Manager { [
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CiSCO ‘Vc’
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GDPR Concept

* New per DN attributes:
— +E.164 alternate number and/or Enterprise alternate number (one can be assigned as PSTN fallback number)
— Defined using a mask
— Can be put into local partition (to implement alternate dialling habit)
— Can be advertised via ILS

* Advertised patterns
— +E.164 or enterprise number pattern
— PSTN failover: use pattern directly (+E.164) or strip/prefix instruction

« Differentiated partitions for learned numbers and patterns

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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GDPR Learning and Routing

Global Learned E.164 Numbers Global Learned E.164 Numbers
+4961007739003 - nyc.route +4961007739001 - sfo.route
+4961007739002 - fra.route E sfo.route +4961007739002 - fra.route

nyc.route

+4961007739003

+4961007739001

routestring: sfo.route

 Call controls establish ILS Exchange

Global Learned E 164 Numbers
+4961007739001 - sfo.route

| |+4961007739003 > nyc.route
estring: fra.route

* GDPR information flooded
Each call control puts learned patterns/numbers LS
in respective partitions and associated them with rou
learned SIP route string

*
—

» SIP route strings routed by SIP route patterns
+4961007739002

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Routing Call to Remote Number Using ILS Information

lobal L E 164 . -
ST 50003 5 1y rante 2) Match on learned numeric +E.164 pattern in

+4961007739002 > fraroute <€ digit analysis leads to SIP route string “fra.route”

I £
1) Alice calls +4961007739002 [= = = % |

+4961007739001 :

routestring: sfo.route

ILS

3) call gets routed using SIP route pattern “fra.route” *

b d
4) +4961007739002 is routeable using the trunk’s CSS (is a local DN) y’ +4961007739002 R /
BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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ILS Networking, URI Learning and Routing

Components of end-to-end ., ciscocom | SR

ILS networking

I jkrohn@cisco.com

dialling/routing 8196000 | Py 1349530
— ILS networki ng route Sttr ing: G DPR propag ation ;oute sttring:
H nye-route ronn@cisco.com. ra.route ra.route
— GDPR propag ation f)le)ott:@cé:.plsco.com, 84?36?5)?))(())2)Engc.routé))
— SIP trunk
SIP Trunk
— SIP route pattern route: frarovte e () <€ route: nyc.route

SIP connectivity is foundation for call routing based on SIP route patterns

ILS networking is foundation for exchange or GDPR reachability information

GDPR propagation/exchange is enabled independent of ILS networking

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [‘W’
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GDPR Number Types

» “Enterprise Alternate Number”: Enterprise specific dialling habit (abbreviated on-
net dialling, e.g. 8-496-9764)

“+E.164 Alternate Number”: +E.164 number (e.g. +4961007739764)
“Enterprise Pattern”: Wildcarded Enterprise specific dialling habit (e.g. 8-496-

9IXXX)
« “+E.164 Patterns”: Wildcarded +E.164 (e.g. +4961007739XXX)
£ L7
- Example:
DN 9764 (not recommended, but ...) ores 978
+E.164 Alternate +4961007739764
Enterprise Alternate: 84969764 Site ESC.
+E.164 range +49 6100 773 9XXX
Enterprise Pattern; 84969XXX Enterprise range: 84969XXX

+E.164 Pattern: +4961007739XXX R /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CiSCO {‘Vel
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GDPR Information Exchange

 Single Catalog per ILS cluster can contain:

— Per DN GDPR information
* Up to 5 URI aliases
« Enterprise alternate number (abbreviated inter-site dialling)
« +E.164 alternate number
« PSTN failover number (for numeric and URI dialling)

— DN independent GDPR information
* Enterprise pattern (abbreviated inter-site dialling): summary per DID range
* +E.164 pattern: summary per DID range

» Additional catalogs: imported GDPR catalogs
— Individual SIP route string per imported catalog
— Advertised into GDPR by cluster the catalog is imported on
— Use case: “proxy” for systems not supporting GDPR/ILS

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'
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Advertising Patterns vs. Individual Alternate Numbers

All advertised numbersand patterns are added | putamer iz = __ i

+14085551001 onNetRemote Learned Number/Pattern =%

to digit analysis on the receiving cluster ey T

™ us.route

+14085551338 onNetRemote Learned Number/Pattern ®z
™8 us.route

Only advertising summaries (patterns) reduces TR s e Lemed WmerRen g,

+14085551564 onNetRemote Learned Number/Pattern 7z
™8 us.route

the numbers of entries to be considered on the Tr Sl  aitethomos Leemed MamberPam T
receiving Side .;:: +14085551720 onNetRemote Learned Number/Pattern ®;

TTE
™™ us.route

+14085551805 onNetRemote Learned Number/Pattern ®z
™8 us.route

+14085551920 onNetRemote Learned Number/Pattern  =ns
™ ys.route

Individual numbers need to be advertised if aogsseions  onvetamste Lesned Pt 5

+19195553001 onNetRemote Learned Number/Pattern e

numbers can’t be summarised (e.g. one DN Gf SR e LomeoNmeraen %o

™A us.route

from range moved to different cluster) e e

Find Route
. Plan where | Partition : | begins with  + |onnet

... or local on/off-net decisionis S T
absolutely required! o T = =

+12125551XXX onNetRemote Learned Number/Pattern il us.route

— Othe rW|Se Ca" to unaSS|gned D N |n + E . 164 -;;; +14075557XXX onNetRemote  Learned Number/Pattern  #1z
range m I g ht be Sent tO remote Cluster O nly :iif +14085551XXX onNetRemote Learned Number/Pattern :iii e routa

+19195553XXX onNetRemote  Learned Number/Pattern ™ us.route

to be bIOCked there ';;; +19725558XXX onNetRemote Learned Number/Pattern
sreuccbanouldntcreally.be.a.prablem) e, ruic

Lk
M3 us.route
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To Add or not to Add to Local Partition

Dialling Enterprise Alternate Numbers
CSSs Partitions Route Lists Route Groups

Either add a translation
pattern per site locally or add
Enterprise Alternate Number
per DN

UStoE164

‘ PSTNInternational

USPSTNNational
|

Cisco [l Vt’./

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
40




S Ay’ .  h . L AN VISR 00 aaE L . B
To Add or not to Add to Local Partition

« Adding individual Enterprise Alternate
Numbers adds complexity to dial plan.

CSSs Partitions Route Lists Route Groups
-------- e e 1 150 T o 0 ) v v g A 5 G e e e v
1 1
1
1

* Individual Enterprise Alternate Numbe

only required if summarisation is not — : Either add a transiation
. pattern per site locally or add
po S S| b Ie _ i EnteDr?\lrise Alternate Number
\ per
¢ Summary and individual remote
advertisements can coexist
— Individual remote number will always
override local summary; best match still s
applies! '
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CiSCO (‘Vc'/
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GDPR in an Enterprise Dial Plan

Diallinglearned numbers

- Up to three intercluster dialling habits to reach CSSs Partitions
remote DN:
— Enterprise (8+7) based on enterprise alternate/pattern
— +E.164 based on +E.164 alternate/pattern C
— URI

* Assuming that CoS does not depend on dialling
habit all remote patterns can be put into single partition

OnNetRemOte onNetRemote
. 3 All pa_tterns/numbers
* ILS learned URIs are reachable from any device (, but the SIP route erns for SIProUte Stings
patterns potentially are not) > !

* onNetRemote added to all CSSes with CoS “On-net”

« Also make sure to add SIP route pattern matching on SIP route strings to onNetRemote

partitions _ (V [
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘ c'
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Imported Global Dial Plan Catalogues

* In addition to local numbers, patterns and URIs a GDPR cluster can also
advertise imported catalogues

Use case: “Proxy” for systems not participatingin ILS/GDPR

BAT File forma T pater’ or ut
— PatternType,PSTNFailover,Pattern < Pattern (potentially wildcarded) or URI
— pattern,0:,+49615012 e.example.org
— pattern,0:,+494012345@de.example:
— uri,+49510012345,bob@de.example.org

For type “uri” has to be a fully qualified
PSTN failover number (+E.164
recommended).

) For type “pattern” is a toPSTN
Patterns and URIs are advertised to remote clusters instruction (digits to strip, *7", digits to

prefix).

Patterns added to local partition for +E.164 patterns

URIs added equivalent to URIs learned from remote clusters

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘Wl
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SIP Request Routing Flowchart

Does whole URI Does whole URI Does RHS
. no match one in the | o ) no match a no
Is LHS numeric? e cSS and URI ) match one in > SIP Route —_—) Block call
ILS?
table? Pattern?
yes yes l yes lyes
No h
Route using SIP Route based on
Route/block route patterns RHS
based on Offer call based on routing
existing numeric string provided
rules by ILS
(see next slide)
Note:
Assume only alice@cisco.com is in URI table, Fallback for a|pha-UR|S not
1) alice@CUCM IP address will not route. . I
2) alice@CFQDN will not route local and not found in ILS!
e.g. default routing

user @ example.org
A R
left-hand-side (LHS) right-hand-side (RHS) -
BRKUCC-2008 ©2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {‘Vcl
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Numeric S

Is RHS the
IP address of a
cluster member?

yes

Analyse LHS

Route or block

P Request Routing Flowchart
Does RHS Does RHS Match RHS
—_) match e match - against
CFQDN? OTLD? SIP Route Pattern
yes yes A
< Does LHS no

l

Route or block

BRKUCC-2008

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

find a match?

lyes

Offer call

Cisco Public

46

“numeric” pattern actually
routed based on RHS and not
based on numeric dial plan
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Clusterwide Domain Configuration

Clusterwide Domain Configuration

 OTLD: Organization Top Level Domain home.org
— Sing|e domain Cluster Fully Qualified Domain Name | oy;cm-eu.home.org
- CFQDN:

— one or more names separated by spaces
— Max 255 chars
— Allows wildcards; e.g. *.eu-cluster.home.org

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
47
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Always Set CFQDN and OTLD

Clusterwide Domain Configuration

Organization Top Level Domain home.org

Cluster Fully Qualified Domain Name cucm-eu.home.org

« Set OTLD to match single(!) corporate domain name

» Make sure to set the CFQDN to match host names of all cluster nodes
— DNS naming structure might help
— e.g.: *.cucmeu.home.org for pub.cucmeu.home.org, sub1.cucmeu.home.org, ...

« Keep in mind that fallback routing based on RHS is implemented for:
— Alpha URIs not found locally
— Numeric URIs with RHS = OTLD not found in numeric lookup

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'
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Fully Qualified Domain Name in SIP Requests

« Always set “Use Fully Qualified Domain Name in SIP Requests”in SIP profile
Of a” SIP trunks and endpoints involved: # Use Fully Qualified Domain Name in SIP Requests

« CUCM willrelay an alphanumeric hosthame of a callerto the called endpoint
as a part of the SIP header information. This enables the called endpointto
return the call using the received or missed call list

« Mainly important for numeric IDs, but in mixed environments where numeric
and alpha URIs exist, it's importantto always have FQDNs in SIP requests for
all calls

* For endpoints registered with CUCM the FQDN in SIP requests will be set to
the OTLD configuredin the enterprise parameters

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘Vc’
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R

Use Fully Qualified Domain Name in SIP Requests

Example

Route call cross-cluster

>
+=>
=K

)
>
4

<
N

INVITE bob@cisco.com
RPID: sip:alice@cisco.com

<€

180 Ringing

RPID: sip:bob@cisco.com
(“Fully Qualified...” turned on)
_Or_

180 Ringing

RPID: sip:bob@10.10.10.1
(“Fully Qualified...” turned off)

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

INVITE bob@cisco.com
RPID: sip:alice@cisco.com
(“Fully Qualified...” turned on)
_Or_

INVITE bob@cisco.com
RPID: sip:alice@10.10.10.1
(“Fully Qualified...” turned off)

<€

>

I

++)
AV

180 Ringing
RPID: sip:bob@cisco.com

50
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RHS of Numeric URIs on SIP Trunks

Numeric Dialling

-SIP Information

Dagti

_| Destination Address is an SRV
Destination Address
1* 192.168.10.74

&y | Route Pattern:. o
OTLD:home. og - 1234, matched 162.168.10.74

- *.org

INVITE sip:1234@192.168.10.74:5060
To:<sip:1234@192.168.10.74>

« CUCM builds RHS of requestand To: URI for numeric destinations based on
configured SIP trunk destination

« Constructing RHS of To: and request URI makes perfect sense in pure numeric
diallingenvironmentwhere no concept of a URI host portion exists on the user

side _ {’VL’
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘ [
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RHS of Numeric URIs on SIP Trunks

RHS of numeric URI matches OTLD, numeric match

-SIP Information

D,
_| Destination Address is an SRV
Destination Address
— 1

Z_ & - 1* 192.168.10.74 I - - 'I
V5 =y " : I
1234@home_org | 1 _I Route Pattern: | By |
oTLD:home.org = 1234, matched 192.168.10.74

- *.org

INVITE sip:1234@192.168.10.74:5060
To:<sip:1234@192.168.10.74>

* CUCM still builds RHS of request and To: URI for numeric destinations based on configured SIP trunk
destination

* Numeric destination matched against numeric dial plan (OTLD match) and matches against configured
route pattern

* When routed through a numeric route pattern RHS of To: and request URI are rewritten
» “use FQDN in SIP requests” setting on SIP trunk has no impact; only applied to calllng/connected,

BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘WI
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RHS of Numeric URIs on SIP Trunks

RHS of numeric URI matches OTLD, no numeric match

-SIP Information

Y - - 1 |> 1% 192.163.10.7:“&““”“dm’ 1= -1

45 ! ” | |
ZOOO@home_org | 1 _I Route Pattern: | By |
OTLD:home.org = 1234 192.168.10.74

- *.org, matched
INVITE sip:2000@home.org:5060

To: <sip:2000@192.168.10.74>
« CUCM maintains original request URI but still rewrites RHS of To: URI based on configured SIP trunk
destination

* Numeric destination matched against numeric dial plan (OTLD match), but no numeric match found
 Fallback to routing based on SIP route patterns

* RHS of To: URI not critical for routing (routing based on request URI), but possibly problematic if remote
entities evaluate the To: URI for some reason

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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RHS of Numeric URIs on SIP Trunks

RHS of numeric URI does not match OTLD

-SIP Information

D,
_| Destination Address is an SRV
Destination Address
— — 1

Z_ & 1* 192.168.10.74 I - - 'I

I/ =13 " : I
1234@examp|e org 1 I Route Pattern: | Sy |
OTLD:home.o og > 1234 192.168.10.74

- *.org, matched
INVITE sip:1234@example.org
To:<sip:1234@192.168.10.74>

+ CUCM maintains original request URI but still rewrites RHS of To: URI based on configured SIP trunk
destination

* RHS of request URI does not match OTLD; hence only routed based on SIP route patterns

* RHS of To: URI not critical for routing (routing based on request URI), but possibly problematic if
remote entities evaluate the To: URI for some reason

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI
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RHS of Numeric URIs on SIP Trunks

Summary

* For “numeric” destinations the RHS of the To: URI is always(!) rewritten
* RHS of request URI is only rewritten, if session is routed by match on numeric pattern

* Keep in mind that some “numeric” URIs are actually not routed “numerically”

— For these cases CSCtr30922 changes the behaviour so that the To: URI is identical to request URI
(check defectfor integrated release, currently only 10.x and 9.1(2) ES)

Is RHS the o Does RHS I Does RHS
IP address ofa =} match match
cluster member? CFQDN? OTLD?
lyes yes yes
v
Does LHS
Analvze/LHS find a match?
l yes
A 4
Route or block Offer call
BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

N

Match RHS
against =t—> Route or block
SIP Route Pattern

A

- I\

“numeric” pattern actually
routed based on RHS and not
based on numeric dial plan

Cisco [f ch/
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Reference Dial Plan

Key Characteristics

* Deploy +E.164 addresses (DNs)
— Non-DIDs, hunt pilots, pick-up, .... use addresses equivalent to intended dialling habit

+E.164 Core routing

Separate dialling habits from call routing

Dialling normalisation using translation patterns with CSS inheritance

Globalised Caller ID everywhere (globalise on ingress, localise on egress)

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [‘Ve’
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+E.164 DNs and Non-DIDs (1)

* Non-DIDs for

— Lobby phones
— Services (call park, call pick-up, VM pilot, ...)

- +E.164 DNs for “regular” phones provide
— Unique address (by definition)
— One on-net dialling habit for free (+E.164 dialling)
— Correct globalised caller ID for all call-flows originating from internal endpoints

 “pseudo” +E.164 DNs (e.g. +0....) don’t have any of the above

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'
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+E.164 DNs and Non-DIDs (2)

Better: start with the question “how do | want my users dial these destinations?”

... And add the appropriate patterns as addresses directly

Local:
— site specific partion with site-unique patterns (e.g. 6 XXX)
— caution with exposing non-DID inter-site (e.g. 6XXX might overlap with intra-site dialling in other site)

Global
— global partition with unique DNs
— need to come up with enterprise specifc numbering scheme (e.g. 8-<site code>-XXXX)

On egress (specifically gateways) make sure to filter non-DID caller IDs
— For example map to main trunk number

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘Ve'
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Reference +E.164 Dial Plan (10.x)

With CSS inheritance

CSSs Partitions Route Lists Route Groups

All dialling normalisation is CoS
un-specific!

All normalisation patterns can be
| re-used

1
1
1
1
1
: UStoE164
1
1
1
1
1

Routing is CoS specific. ———————
Site specificity only on site ‘USPSTNNationaI

\ A
specific CoS (like “local”) . e ——— .- {’ /
BRKUCC-2008 © 2015 Cisco andor its affiliates. Al ightsresd Cisco "/c'
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GDPR in an Enterprise Dial Plan

Diallinglearned numbers

- Up to three intercluster dialling habits to reach CSSs Partitions
remote DN:
— Enterprise (8+7) based on enterprise alternate/pattern
— +E.164 based on +E.164 alternate/pattern C
— URI

* Assuming that CoS does not depend on dialling
habit all remote patterns can be put into single partition

OnNetRemOte onNetRemote
. r. All pgtterns/numbers
* ILS learned URIs are reachable from any device (, but the SIP route i
patterns potentially are not) > !

* onNetRemote added to all CSSes with CoS “On-net”

« Also make sure to add SIP route pattern matching on SIP route strings to onNetRemote

partitions _ (V [
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO ‘ c'
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ldentities Provided to Jabber by UCM

* INVITE sentto Jabberincludes multiple forms of callerID

— Pre-transformation number: globalised number before applying remote number calling
party transforms

— Post-transformation number: localised numbers after applying remote number calling
party transfroms

— URI: URI only if URI is available/provisioned for remote caller

* Without URIs provisioned:
From: "Eleanor Petty" <sip:00014085551001Qhome.org>;tag=24627~139097fa-73¢c8-40e2-baa2-
ecel27d568a0-33244131

Remote-Party-ID: "Eleanor Petty" <sip:00014085551001Q@home.org;
x-cisco-callback-number=+14085551001>;party=calling;screen=yes;privacy=off

« With URIs provisioned:
From: <sip:epettylhome.org>;tag=33806~139097fa-73c8-40e2-baa2-ecel27d568a0-33244152

Remote-Party-ID: <sip:epetty@home.org;x-cisco-number=00014085551001;
x-cisco-callback-number=+14085551001>;party=calling;screen=yes;privacy=off

Cisco {f nyl
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ldentities used by Jabber for Lookup

* No URI provided:
— Search for pre-transformation number in telephoneNumber attribute

— Search for pre-transformation number in mobile, homePhone, otherTelephone

* URI provided:
— Search for post-transformation number in telephoneNumber attribute

— Search for post-transformation number in mobile, homePhone, otherTelephone
— Search for URI in mail attribute

Cisco [f pr/
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Directory Lookup

Fixed Length, No way to configure length O to matchany length

r Directory Lookup Dial Rule Information

Name* 1000_12 I
Description

Number Begins With 000

Number of Digits* 12

Total Digits to be Removed* '3

Prefix With Pattern + Error: The number of digits to be removed is bigger than
the total number of the digits.

r Directory Lookup Dial Rule Priority

Name Number Begi N .L. of Total Digits to be Prefix With Up Down lLJ
With Digits Removed Pattern
000 12 000 12 3 + Lo
000 13 000 13 3 + A v
000 14 000 14 3 + A v
000 15 000 15 3 + A v
000 16 000 16 3 + L
000 17 000 17 3 + Lo
000 18 000 18 3 + AV

1 /
BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/c!
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Directory Lookup Rules

Summary

 Directory Lookup Rules problems:
— Assume fixed length
— Configuration of Lookup Rules with variable length (len = 0) is not supported
— Multiple rules with varying lengths have to be configured for each transform

— Directory Lookup Rules can not be used to globalise numbers if overlapping localised
representations exists (how to globalise 1001 if we have 1XXX dialling in two different

sites)

* To be safe: avoid directorylookup rules

Cisco [f V&/
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Recommendations

* Make sure to have plain globalised +E.164 numbersin directories
— No delimiters +1-408-555-1234
— No conditional trunk access codes: +44 (0)208 ....
— Just plan +E.164 numbers

* To avoid lookup inconsistencies when URIs are provisioned:
— Don't localise calling party number on Jabber
— External calls from unknown parties are displayed as +E.164 in that case

» Avoid directory lookup rules

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘Ve'
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ILS Networking

Call Controls participating in ILS network form a hub & spoke topology

Each Call Control is hub or spoke

all hubs are full-mesh

largest diameter is three hops

max. 10 hubs with max. 10 spokes each

Cisco [f ch/
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GDPR Information Propagation

« Each call control keeps local copy of all GDPR catalogs advertised by all other entities in the network

» Each call control periodically pulls in all changes of all GDPR catalogs from GDPR neighbours (interval
1-1440 minutes)

* GDPR catalog updates propagate through the network hop-by-hop (remember: maximum diameter is
three hops)

|
|
2nd sync interval I
|

L

J -
isco and/or its affiliates. All rightsreserved. Cisco Public CISCO {‘ch
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ILS Networking, GDPR Learning and Routing

« Components of end-to-end ,.eciscocon | LN

ILS networking

I jkrohn@cisco.com

d|a| li ng/ro Utl ng 84969XXX | :‘: - :H: | B4953XXX
- I LS netwo I‘kl ng route Stt”ng G D P R D o Daq atl on ;oute sttring:
H nye-route ronn@cisco.com. ra.route ra.route
— GDPR propagation i’ﬁog@%sco.com, BAOGO0N (nyo route)
- SlPtrunk SIP Trunk
— SIP route pattern route: fra.route % — @ route: nyc.route

» SIP connectivity is foundation for call routing based on SIP route patterns
* ILS networking is foundation for exchange or GDPR reachability information

* GDPR propagation/exchange is enabled independent of ILS networking

»
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [‘W’
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Example Global Topology using SME
SIP Trunking

Europe Asia

global
aggregation
regional
clusters

-------
B A NG
‘

I -
]
HKG

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Example Global Topology using SME
SIP Trunking

International routing based Asia
on country codes lﬁ"
L I

us SM \'\

global Leaf clusters route all off-

aggregation cluster traffic to SME .
————————————— 4 No direct trunks between —_———

regional regional clusters (only SME
clusters knows all regional routes)

I
I
I
o e I o
w0 T !

SJC RTP : PAR FRA : TKY BGL
B | 3
I ! I !
I I

_ _ »r
BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'
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Example Global Topology using SME
Adding ILS for GDPR dialling (following SIP trunk topology)
Us : Europe : Asia

Us SMER | | AR Asia SME
us.route asia.route

g |O bal I b " v |
- I = : f I
aggregation EU SME
ggreg | eu.route |
. | I
regional ! |
clusters I I
. I L | I — N, | -
A gy 1 ey
sSJC RTP I PAR FRA | T TKY BGL
Sjc_us'route rtp.us.route | par.eu.route fra.eu.route | tky.aS|a.rOUte bgl.aSia.rOUte
(s Yy |
B | z% | ]
| I L=
DFW AMS
dfw.us.route I ams.eu.route I hkg.asia. route
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘Vc’
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Example Global Topology using SME

Adding ILS for GDPR dialling (following SIP trunk topology)

: Europe : Asia
P - | full mesh between hubs | R i SME
us.route asia.route
global . '
: ! !
aggregaﬂo_n - eurouwe |
. | |
regional I I
clusters I I
R I I o
s, . ' )
SJC RT I PAR FRA | T TKY BGL
Sjc_us_route rtp.us.route | par.eu.route fra.eu.route | tky.aSIa.route bgl.asia.route
[ Yy |
DFW : . : I
dfw.us.route hierarchical SIP route strings | hkg.asia. route
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {lvc'
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Example Global Topology using SME

Adding SIP route patterns
: Europe I Asia

* asia.route | | *.us.route

"B Asia SME

US SV !
us.route asia.route
global |
. |
aggregation o l’% : l’é
______ e = S S — U UL R — -Q —
. / & 5 | | / . 23 o)
regional & 5 I , - B >
O c T 2 o
clusters 2 5 I I & = =
. I I =
o) ' ' o)
SJC RT I p FRA | O TK BGL
sjc.us.route rtp.us.route | par.eu.route fra.eu.route | tky.asia.route bgl.asia.route
I b | I -1
Y | Y | |
I L I LS
DFW AMS - HKG
dfw.us.route I ams.eu.route I hkg.asia.route , /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CiSCO {‘ch
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Example Global Topology using SME

Adding SIP route patterns

summary SIP route pattern _
between aggregation SMES . Asla

| *.us.route

US SMHEY

Asia SME
us.route asia.route
global fully qualified SIP route
' attern to leaf clusters
aggregation o l’% P
"."I"S'E Y /A | B N U
(] =
regiona S 2 ' = “Default” route from leaf
clusters “ ® : E clusters to regional SME
h |
I g =) '
SJIC RT I paR ® FRA | " TKY BGL
Sjc_us'route rtp.us.route | par.eu.route fra.eu.route | tky.aS|a.rOUte bgl.aSia.rOUte
L=
DFW | AMS :
dfw.us.route I ams.eu.route I hkg.asia. route

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved.
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ILS/SIP Topology Equivalency

Two topology layers:
— SIP trunks/SIP route pattern
— ILS topology

In the example both topology layers are equivalent

This does not necessarily has to be the case!

ILS topology has to follow some restrictions that don’t apply for SIP topology (full
mesh of hubs)

SIP topology might be dictated by geographic +E.164 summarisation which
does not applyto ILS

z /
BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘Ve'
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Example Global Topology using SME

Alternative ILS Topology (single hub)

hkg.asia.route

dfw.us.route ams.eu.route

_ : Europe I Asia
* asia.route | | *.us.route -
i | |
US SME I I Asia SME
us.route U asia.route
le
global l : | l
aggregatiofl o |vg ! 2|Va\ &
ST STEN\\G =71 N\~ g’g. Yd;—-_ 2
regional /¥$ | 5 o 2 % 3
| > 2 = 5 % i
clusters [ : | 3 8 :
o) - E ! )
sJC / I FRA | T BGL
sjc.us.route rtp.us.route | par.eu.route fra.eu.route | tky.asia.route bgl.asia.route
, I logden I o Wy
I I— I I ::-';"?:-; I
DFW : AMS : HKG

z /
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Example Global Topology using SME

Alternative ILS Topology (single hub)

_ : Europe I Asia
* asia.route | | *.us.route -
! Single hub 1 |
US SME I I Asia SME
us.route U asia.route
le
global |
. l l
aggregation / l’% : 2|Va\ ¢
—————— Fred\e----- <~/ e
: < 7 S 728 Q.. -
regional & 5 o ¥ B ® >
O = E T e 2 o
clusters 2 = o X S % =
@ *
) ! 2 , 21 )
SJC / I PAR FRA TP BGL
sjc.us.route rtp.us.route | par.eu.route -” fra.eu.route y.asla.route bgl.asia.route
I S 7 My
DFV\}%‘ | SIP topology and SIP route 'HKG
dfw.us.route | pattern stay the same hkg.asia.route

BRKUCC-2008

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Local On-Net/Off-Net w/ GDPR

Learned E.164 pattern:
+14085556 XXX (east.route)
+12125557XXX (east.route)

SIP route string: west.route

E.164 pattern:
+14085551 XXX
+19195557 XXX

SIP route string: ‘east/route

E.164 pattern:
+14085556 XXX
+1.21.25557XXX

+1 212 555 6001
+1 408 555 1XXX +1 919 555 7XXX +1 404 555 6XXX +1 212 555 7XXX

z /
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Local On-Net/Off-Net w/ GDPR

SIP. route-string: east.route

Ei164;pattern: < (east.route)
+14085556XXX (2ast.route)
+12125557XXX

Learned E.164 pattern:
+14085556 XXX (east.route)
+12125557XXX (east.route)

SIP route string: west.route

E.164 pattern:
+14085551 XXX
+19195557 XXX

SIP route string: east.route

E.164 pattern:
+14085556 XXX

+1 212 555 6001
+1 408 555 1XXX +1 919 555 7XXX +1 404 555 6XXX +1 212 555 7XXX

»
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Local On-Net/Off-Net w/ GDPR

Learned E.164 pattern:
+14085556 XXX (east.route)
+12125557XXX (east.route)
+14085551 XXX (west.route)
1= -1 +19195557XXX (west.route)

Learned E.164 pattern:
+14085556 XXX (east.route)
+12125557XXX (east.route)

SIP route string: west.route

E.164 pattern:
+14085551XXX
+19195557XXX

SIP route string: east.route

E.164 pattern:
+14085556 XXX
— - 112125557 XXX

+1 212 555 6001
+1 408 555 1XXX +1 919 555 7XXX

+1 404 555 6XXX +1 212 555 7XXX

z /
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_h-

Local On-Net/Off-Net w/ GDPR

Learned E.164 pattern:
+14085556 XXX (east.route)
+12125557XXX (east.route)

SIP route string: west.route

E.164 pattern:
+14085551XXX
+19195557XXX

+1 408 555 1XXX +1 919 555 7XXX

BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

SIP route string: west.route

E.164 pattern:
+14085551LXXX
+191°95557XXX

ast.route)
/estroute)
/estroute)

IR

Learned E.164 pattern:
+14085551 XXX (west.route)
+19195557XXX (west.route)

SIP route string: east.route

E.164 pattern:
+14085556 XXX

+1 212 555 6001

+1 404 555 6XXX

+1 212 555 7XXX

Cisco (f Vt’./
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Local On-Net/Off-Net w/ GDPR

Learned E.164 pattern:

+14085556 XXX (east.route)
+12125557XXX (east.route)
+14085551 XXX (west.route)
+19195557XXX (westroute)

Learned E.164 pattern:
+14085551 XXX (west.route)
+19195557XXX (west.route)

Learned E.164 pattern:
+14085556 XXX (east.route)
+12125557XXX (east.route)

SIP route string: east.route

E.164 pattern:
+14085556 XXX

SIP route string: west.route

E.164 pattern:
+14085551 XXX
+19195557 XXX

+1212 555 7001

+1 212 555 6001
+1 408 555 1XXX +1 919 555 7XXX +1 404 555 6XXX +1 212 555 7XXX

z /
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| ocal On-Net/Off-Net w/ GDPR
e Pt

— = =P +12125557XXX (east.route)
+14085551 XXX (west.route)
+19195557XXX (westroute)

Digit analysis and route lookup is hop-by-hop

Learned E.164 pattern:
+14085551 XXX (west.route)
+19195557XXX (west.route)

Learned E.164 pattern:
+14085556 XXX (east.route)
+12125557XXX (east.route)

SIP route string: east.route

E.164 pattern:
+14085556 XXX

SIP route string: west.route

E.164 pattern:
+14085551 XXX
+19195557 XXX

+1212 555 7001

+1 212 555 6001
+1 408 555 1XXX +1 919 555 7XXX +1 404 555 6XXX +1 212 555 7XXX

z /
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PSTN Failover for URI Dialled Calls with GDPR

“‘bob@example.org”

GDPR learned: CAC or SIP P
bob@example.org (east.route) trunk failure [@
Alternate: +4961007739764 >
li le. Yy bob@example.org
alice@example.org - .-”, |- +4961007739764
I %l-lj;’ Alternate (+E.164)
| eastroute > & west.route I-I"’ LA
mf I

* GDPR provides PSTN alternate number for learned URIs

« If primary call fails (CAC failure or SIP trunk failure) reroute to PSTN using
PSTN alternate numberand AAR CSS of calling device

z /
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Dialling an Imported Pattern

» User portion of imported pattern is added to numeric digit analyis
* Host portion is automatically appended on routed call

« Enablestransformation of numericdialling to URI format required by
destination call control

\:_

Dials “+496150123456” | &N

= INVITE .. To: <sip:+496150123456@de.example.org>

I' example.org.route >

Full URI as in the CSV.
Communications Manager
automatically transforms from
numeric to full URI!

Imported for example.org
routestring:example.

Dialed number Catalog’s SIP route string Next hop UCM will route this
matches numeric matched against SIP invite only based on RHS
portion of imported route patterns (assuming no match on CFQDN
pattern Call routed to SIP trunk and OLTLD)

BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO “V [
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Numeric Inter-Domain Dialling

_ OTLD:example.org
OTLD:home.org +4931001234XXX

* Problem: for a given +E.164 when dialled numerically the appropriate RHS has
to be inserted into To: and request URI to make sure that B2B connectivity can
be established solely based on host piece routing

« Example: whendialling+4931001234001 the request and To: URI should have
“‘example.org” as RHS

 Solutionbased on GDPR imported patterns

»
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Numeric Inter Domain Dialling (the solution)

OTLD:example.org

: OTLD:home. org INVITE sip:+4931001234001 @example.org +4931001234XXX

PatternType,PSTNFailover,Pattern To: <sip:+4931001234001 @example.org>
Pattern,®:,+4931001234XXX@example.org

Route Plan Report (1 -1 of 1) Rows per Page| 50 * |

Find | All Patterns and URIs * | Route Plan Report where | Pattern or URL = | begins with  + | +4931001234 Find
| Select iten or enter search text =+ |
O Pattern or URT Partition Type Route Detail
+4931001234XXX @ example.org onNetRemote Learned Number/Pattern aina us.route

 Dialled numeric destination matches numeric portion (LHS) of patternin

iImported GDPR catalog

» Outgoing INVITE has RHS of requestand To: URI set to RHS of patternin
imported GDPR catalog

» Benefit: edge component can route solely based on RHS (host portion) of URIs
even for numeric destinations { [
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L .
Business-to-Business Call Scenarios

Format SRV records for SIP and H.323 (RFC 2782)

IR,

_Sip._tcp.example.com 86400 IN SRV 10 60 5060 Xw ay.example.com
Name of the Zroto_col and ‘l’
. omain name
service (TCP, UDP...) DNS Class.
Always “IN”
[_)NS Time-To-Live: how much Priority: Lowest priority
time the server caches the means “preferred”. If
record before it flushes the connection fails ciient
cache fallback to the higher priority
record
\ 4
Weight: for records with
same
Priority, it is used for S
load-balancing Port: TCP or UDP port for
the service
Targed: hostname or
, o , _ , IP Address for the host
BRKUCC-2008 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public Providing the service
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SerVI Ce D I Scovery Smallbox _sips._tcp.example.com. 86400 IN SRV 10 60 5061 bigbox.example.com.

_sips._tcp.example.com. 86400 IN SRV 10 40 5061 smallbox.example.com.
_sips._tcp.example.com. 86400 IN SRV 20 0 5061 backupbox.example.com.

Backupbox & .
© Bigbox 1060

Smallbox 10 40 4 R
409% . Backupbox 200 j : N%
| 'Domain.Name System

=

kew

Bigbox 60%

Dial:
luca@example.com

O,

s

Cisco Il VC’!

il

1ma
0, Eo0
€ tam
;= M

BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
94



P/ 4 S UNEERERREE N\ |\ e i B R S
SerVI Ce D I Scovery Smallbox _sips._tcp.example.com. 86400 IN SRV 10 60 5060 bigbox.example.com.

_sips._tcp.example.com. 86400 IN SRV 10 40 5060 smallbox.example.com.
_sips._tcp.example.com. 86400 IN SRV 20 0 5060 backupbox.example.com.

——

Backl]pbox

'Domain.Name System

). .
. Bigbox 1060 Dial:

~ Smallbox 1040 - luca@example.com
" Backupbox 20 0 ‘I i

<
o
Nt
¢
\

Cisco Il VC’!
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Business-to-Business Call Scenarios
Format SRV records for SIP and H.323 (RFC 2782)

« SIP
— _sips._tcp.<fully.qualified.domain> 5061
— _sip._tcp.<fully.qualified.domain> 5060
— _sip._udp.<fully.qualified.domain> 5060

* H.323
— _h323lIs._udp.<fully.qualified.domain> 1719 - RAS
— h323cs._tcp.<fully.qualified.domain> 1720 - Call Signalling

« Example
— _service._protocol.<f.g.dn>. TTL Priority Weight Port Target Host
— _SsIps._tcp.company.com. 8640020 5 5061 expe.company.com
— h323Is._udp.company.com. 8640020 5 1719 expe.company.com

»
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Expressway Firewall Traversal Basics

Enterprise Network DMZ Outside Network

CM -

1. Expressway-E isthe traversal server installed in DMZ. Expressway-C is the traversal client installed inside the
enterprise network.

Internet

Expressway-C  Firewall Expressway-E  Firewall

----- Signalling
Media

2. Expressway-C initiates traversal connections outbound through the firewall to specific ports on Expressway-E with
secure login credentials.

3. Once the connection has been established, Expressway-C sends keep-alive packets to Expressway-E to maintain the
connection

4. When Expressway-E receives an incoming call, it issues an incoming call request to Expressway-C.
5. Expressway-C then routes the call to Unified CM to reach the called user or endpoint

[ 4
. The call is established and media traverses the firewall securely over an existing traversal connection Ci {l‘/c
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Single Edge

BRKUCC-2008 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

B2B Call Flow @; R

Expressway-C

Forward SIP Invite to companyB.com .
using IP“addressreceived via DNS . VCS-E

Expressway-E Sends SIP 200 OK

Calls
X.y@companyB.com

Internet

a.b@companyA.com

COMPANY A
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References

* Cisco Collaboration Solutions Design Guidance:

— Cisco Collaboration Systems 10.x Solution Reference Network
Designs (SRND)

— Cisco Preferred Architecture for Enterprise Collaboration CVD

« BRKUCC-3000, Advanced Dial Plan Design for Unified
Communications Networks (2015 Milan)

* ... and other BRKUCC-3000 sessions from earlier Cisco Live
events
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
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