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Session Abstract

Embrace Cloud Web Security with your Cisco Network

= Cisco Cloud Web Security enables any organisation with Cisco ASA, Cisco
AnyConnect, WSA or ISR devices to deploy a premium cloud-based web
security solution that protects their network from threats and provides the tools
to control productivity, while providing administrators with centralised
configuration and granular reporting capabilities for their web usage

= This breakout session will give a technical overview and live demo of the
deployment options available for integration to the cloud from various Cisco
network devices, followed by a Q&A session

= The target audience is security administrators and architects dealing with
today’s increasing Web Security challenges
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You can leverage Cloud Web Security today with
your existing Cisco asset

This session will focus on a number of ways that Cisco’s
Cloud Web Security can be deployed with ease, all
through existing Cisco infrastructure... or even without!

Cisco (f'l/f:/
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‘Introduction & Today’s Agenda
Security Without Compromise Live Demos
What is CWS? * ASA Connector
The Threat Landscape » ScanCenter Policies

Data Flow and Statistics * Reporting
Cloud Proxy Architecture User Simulation

Deploying CWS with Your Cisco
Infrastructure

« ASA
* |ISR-G2
 WSA Connector
* AnyConnect
Direct to Cloud

Managing CWS

* Centralised Management
* Web 2.0 Control
* Best of Class Reporting
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For Your Reference...

-

= Additional information for your reference
can be found on slides with this icon

= Presentation with footnotes available on
www.tinyurl.com/embracethecloud

For Your
Reference

/
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http://www.tinyurl.com/embracethecloud

Security Without Compromise

What is CWS?

The Threat Landscape
Data Flow and Statistics
Cloud Proxy Architecture

Deploying CWS with Your Cisco
Infrastructure

ASA

ISR-G2

WSA Connector
AnyConnect
Direct to Cloud
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 Whatis CWS?

Real-time
scanning of
all inbound

and outbound
HTTP/S web
content

BRKSEC-2695

A Cloud Based Premium Service

Robust, fast,
scalable and
reliable global
datacenter
infrastructure

Flexible
deployment
options via
Cisco attach
model and

direct to cloud

Full support
for roaming
users

© 2014 Cisco and/or its affiliates. All rights reserved.

Centrally
managed
granular web
filtering
policies, with
web 2.0
visibility and
ole]plife]]

Cisco Public

Close to real-
time reporting
with cloud
retention, as
part of the
standard
offering
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Multi-Layer Zera Hour Protection -

URL, at time Web content, at time of response Outbound

of request 'i control

Script PDF
Scanlet Scanlet 0 0
Yes

Malware
Blocked

Web
Reputation
Service

Multiple
AV )
Scanners

PNG
Scanlet

Exe
Scanlet Scanlet

Bad Known Deep Content Structural Content | Virtualized Script
Reputation Malware Analysis Investigation Emulation

Blocked Blocked Cisco {f'l/&/
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SIO - Securlty Intelllgence Operations
SIO receives feeds from Outbreak Intelligence

24x7x365 40+ $100M+ 600+ 80+
OPERATIONS LANGUAGES SPENTIN DYNAMIC RESEARCH ENGINEERS, TECHNICIANS PH.D.S, CCIE
AND DEVELOPMENT AND RESEARCHERS CISSP, MSCE

Cisco SIO

0010010 10010111001 10 sww ..

Email Devices

Visibility

Information

1.6M
GLOBAL SENSORS WORLDWIDE EMAIL TRAFFIC 3to 5 200+
MINUTE UPDATES PARAMETERS TRACKED
75TB 13B
DATA RECEIVED PER DAY WEB REQUESTS 5,500+ 70+

IPS SIGNATURES PRODUCED PUBLICATIONS PRODUCED

150M+ 1
- scolive!
DEPLOYED ENDPOINTS RULES PER DAY Clsco ‘Ve’
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Outbreak Intelligence™ Vs. Signature Detection -

Daily Blocks, 2013 (Source: Cisco Cloud Web Security)
100% -

80% -
60% -
40% -
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1-Jan-13 1-Feb-13 1-Mar-13 1-Apr-13 1-May-13 1-Jun-13 1-Jul-13 1-Aug-13 1-Sep-13 1-Oct-13 1-Nov-13 1-Dec-13

u Signature & Outbreak Intelligence™

= This chart shows the day to day rate of Ol detected threats vs. standard
antivirus signatures.

= In 2013, 22% of Web malware was blocked by Cisco Outbreak , _ .
Intelligence before signature detection became available “Signature = Outbreak Intelligence

= Qutbreak Intelligence provides early detection of new threats based on
heuristic analysis of behavioural characteristics and machine learning Cisco ("/f/
’
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Zbot Daily Blocks, 2013 (Source: Cisco Cloud Web Security)
100% (webmail)
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1l gl downloader CryptoLocker
compromises  {(Al ransomware

80%
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Attacks targeting Nll Energy & Oil

RS KRR ll | S

U090 LTI
.l gl

1-Jan-13 1-Feb-13  1-Mar-13 1-Apr-13 1-May-13 1-Jun-13 1-Jul-13 1-Aug-13 1-Sep-13 1-Oct-13 1-Nov-13 1-Dec-13
u Signature & Outbreak Intelligence™

= This chart shows the day to day rate of Ol detected threats vs. standard
antivirus signatures.

= |n 2013, 22% of Web malware was blocked by Cisco Outbreak

Intelligence before signature detection became available “Signature = Outbreak Intelligence™
= Qutbreak Intelligence provides early detection of new threats based on
heuristic analysis of behavioural characteristics and machine learning Cisco {"/f/
’
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Vertical Risk: Web Malware Encounters, 2013

Vertical risk is calculated by factoring the median
block rate for all companies across all industry
sectors, then calculating the median block rate in
each specific sector

A score above 100 signifies a higher than median
rate of Web malware encounters, a score below
100 signifies a lower than median rate of Web
malware encounters

As seen in the chart, companies in the Electronics,
Pharmaceutical, and Agriculture/Mining industries
had the highest rate of Web malware encounters
during 2013

The Agriculture/Mining industry had one of the
lowest encounter rates (back in 2008/2009),
however, as scarcities in precious metals have
worsened and food shortages have occurred as a
result of weather disasters, this industry has
increasingly come under more attacks

= Source: Cisco Cloud Web Security

Accounting
Agriculture & Mining 1
Automotive
Aviation
Banking & Finance
Charities & NGO
Clubs & Organizations
Education
Electronics |
Energy, Oil, and Gas 1
Engineering & Construction
Entertainment
Food & Beverage
Government
Healthcare
Heating, Plumbing, & A/C
IT & Telecommunications
Industrial |

Insurance
Legal_
Manufacturing 1
Media & Publishing |
Pharmaceutical & Chemical |
Professional Services
Real Estate & Land Mgmt |
Retail & Wholesale |
Transportation & Shipping |
Travel & Leisure |

Utilities
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Java Malware Encounters by Region, 2013

0% 20% 40% 60% 80%  100%

= While timely patching is a critical Africa L
component of good security posture, o
legacy tools and other dependencies may A
preclude updating to the latest versions Australia

= An analysis of useragents reveals Java &

. . Canada s
exploits by version: |
= 68% Java 1.6 Europe &
= 21% Java 1.7 Latin America
= 11% other Java R
Scandinavia

United Kingdom

United States [

mJavalb wJaval6 @Javal.7 uOther
= Source: Cisco Cloud Web Security Cisco(h/el
’
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Global Data. Centr’elFootprint}

Multiple proxies within
each Data Centre PR
Lod 1 N

V"
o

@ Multiple data centres

@ SP managed data centre ,
Cisco (M,’,/
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Some Basic Data Centre Statistics

= 5,587,585,952 (5.6B) Requests in a typical business day *

= 197,607,002 (197.6M) Blocks in a typical business day (45.7M malware blocks) *
= 28 GB/s Traffic at peak *

= 136,116,611,072 (136B) Requests per month **

= 4,936,880,628 (4.9B) Blocks per month (1.3B malware blocks) **

= As a comparison: Google processes 3.3B requests/day ***

= 7.4 M rows of data processed per minute for reporting data

* 28 October 2013
**  Measured throughout October 2013

***  Average daily data, based on 100B requests/month,
as published on Wikipedia

Cisco (fo’/
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= Each logical Proxy
consists of:

— Active/Passive Firewalls

— Active/Passive Load
Balancers

— Application Switches
— Distribution Switches

— 2 X Chassis of 16 Blades
each (32 Total)

BRKSEC-2695

T60

Cisco (M’/
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Next Gen Cloud InfrastructureTo morrow .'

Built from the ground up to deliver the next gen Cloud delivered Security Services

Higher throughput over existing

Convergence infrastructure

Q Auto-Configuration detects best tower

Intelligence Independently assigned egress IPs

E@} Ability to deploy new services without

disruptions

Automation

@ a VM infrastructure on scalable Cisco UCS hardware > /

\.04 Multi-Service Capable + Capacity for product evolution Cisco("/f;
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AdditionalBroxyNotes. I

= 1 incoming port (8080) + 443 on some towers for Secure Mobility clients
= Qutgoing proxy IP is different from the incoming IP

= Allowed outgoing ports:

— HTTP traffic is only allowed on ports 80, 81, 70, 84, 210, 280, 488, 591, 777,
and 1025 - 65535

— HTTPS traffic is only allowed on ports 443, 444, 563, 4005, and 8443
— FTP traffic is only allowed on port 21

= |CMP protocols are not allowed for security reasons

Cisco ((Vf;/
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CWS Data Flow

Client CWSs Proxy

GET request (+ CWS headers)

>

Requested Host

Does the host have a good reputation?
Is this a valid web request? (not outbound malware)

3. Isthe user allowed to visit this host at this time?

GET request allowed (CWS headers removed)

HTTP response

4. Content is scanned fordfeats |«

HTTP response

Logging of all request
and response events

Unencrypted data in CWS headers:
ScanSafeAgentVersion=AP-ISR-15.1(2)T;time=2010-04-29T17:09:59Z;
X-Scansafe-License=12345678912345678912345678912345;cxn=1027;X-Client-
IP=20.1.1.2;X-Authenticated-User=c2|2YQ==;X-Authenticated-Groups=SVQ=;

71! Follow TCP Stream

M=l E3

rStream Content

IGET HITPA1, 1

-Scansafe: 2
FAF4FEESDZ1DEZ262421BRID914 750C1 2357 A1C2637BEACTESFFT501A651A0]1 BCY3FFIAT325C4 SCFBYE7EFLA
ICOCAFL0891E4F14 SF20C04D003CDIC4 COBADSFSES

-scansafe-pata:

24344 BCLC7AAEQESS YELIF4CO7 7OBCFF2EE686582 A4 F161aFad A0l 68E4 EBEFEZ A BEAAAALEL 7 BAA 14 06T 248
OF204 0BF76541EC2EGY G3E5F230FD38AL5A32A23371E3B94 53D8FC4 5218328032 570AB4FDDO208C44 200546
BULFCA3Z11346F4C2 288DABCEIFER4 87 77 7CA30BDABERT OCCYBAGEZ U462 FCDIOD12ELS5BEE4FCODSACTOE3EA

G873 2A0007EICOG0ASCETECLAGE

HOST: www.goog e, com

User-agent: mMozilla/ss.0 Cwindows WT 6.1; wowdd; rv:l6.0) Gecko/20100101 Firefoxs16.0
lcceptt text/html,application/xhtml+xm],application/xm1;q=0.9,%/*;g=0.8
lnCCept-Language: en-uUs,en;g=0. 35

lnccapt-Encoding: gzip, deflate

Iconnection: keep-alive




IPv6 Host

PHASE 2

plalalind 1.

Cisco Device

IPv6 Host

Timestamp -

22-01-2013 15:
22-01-2013 15:
22-01-2013 15:
22-01-2013 15:
22-01-2013 15:
22-01-2013 1%
22-01-2013 15
22-01-2013 1%
22-01-2013 15:

14:48
14:49
14:49
14:52
15:10
1510
1510
1514
15:14

Cisco Device

Rule Action Host

allowy vbb.softhank.jp

allow vbb.softhank.jp

allowy vbb.softhank. jp

allow maps.gongleapis.com
allow p.Evpekit. net

allow v worldipyelaunch.org
allow v worldipyalaunch.org
allowy ipwelaunch, ripe. net

allow vy worldipyalaunch.org

Internal IP

2a00:9600:0:182F::
2a00:9600:0:182f
2a00:9600:0:182F::
Za00:9600:0: 152F
Za00:9600:0: 152F
zal0:9e00:0:182f
zal0:9600:0:182F::
zal0:9e00:0:182F
2a00:9600:0: 152F

CWS Proxy

CWS Proxy

Destination IP
dza%:d348::
dza%:d348::
dza%:d348::
adcZ:435F::
Sdb3:dcld::
So7arFfz
So7arFfz
dezei 1104
ScraifrfEn

Requested Host

BRKSEC-2695
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Req

uested Host

Internal IPv6

IPv4
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Deploying CWS with Your Cisco
Infrastructure

ASA

ISR-G2

WSA Connector
AnyConnect
Direct to Cloud

Cisco (f'l/&/
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Key Con S.idefatibhs_for,:Dep,qlcj'ying_wébl Sec u,rity'." . |

User
Authorisation

Traffic | Roaming
Redirection Support

Cisco {f'l/&/
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Redirectingtothe Cloud =

= All browser traffic through HTTP and HTTPS needs to be redirected
to cloud proxies

= You can do this in various ways

Y i Traffic -~

redirection

= =

No Cisco

isco device ;
¢ device

Cisco ((Vf:/
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Cisco Cloud Attach Model -

Use your existing Cisco asset to leverage CWS

I I
I I
I I
] O |
WSA AnyConnect ¢ WSA :
Connector Web Security [ Connéctor ]
| 1 -
|
[ Cisco Device ’ - ‘ No Cisco Device ]
|
Attach Based : Direct to Cloud
[ |

Cisco (f'l/f;/
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‘ASA Co n"necjtorf) -
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ASA Connector - Main Features

= The ASA Connector is available from v9.0, and runs on all ASA models
= Can be used for transparent deployment in HQ and branch offices

= Single and Multiple Context Modes are supported for HTTP and HTTPS
traffic

No need for special license on ASA (K8 - K9 free upgrade)
User authorisation provided from AD via IDFW
Automated fail-over to secondary data centre

No need to install software on dedicated hardware, or make any browser
changesl/install a client on end users’ machines

= CWS licensing on a per-user basis, so not tied to number of devices

Cisco (('V&/
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CWS Connectoron ASA

Transparent redirection to the cloud with Identity

All web traffic from
Headquarters and Branch
Cisco Cloud office is scanned in the cloud

@ /: '\;

AAA

F

@

traffic whitelisted

L D Headquarters and Sameams”

oooBo
ooooo
ooooo
oooono
ooooao

Headquarters Branch Office Cisco {"/&/
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| Pack_’etFIbW_ NS |

Client CWS Proxy Google.com

2. GET http://google.com
1. GET http://google.com (+ CWS headers with Username & Us)er groups)

192.168.1.100/2000 > 74.125.224.97 161.170.224.20 > 72.3.246.115/8080
3. GET http://google.com

(CWS headers removed)

4. HTTP response

6. HTTP response <5. HTTP response

192.168.1.100/2000 & 74.125.224.97 161.170.224.20 < 72.3.246.115/8080

Cisco ((Vf:/
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Authentlcatlon Process on ASA

IDFW process works with off-box Context Directory Agent (CDA)

= ASA performs a “transparent” auth process via IDFW and CDA

— The CDA (off-box) communicates with Domain Controllers for user login information
and forwards this to ASA

— CDA reads from the DC'’s security event log file for details of user, domain, source IP
address and source port

— Web-Portal and VPN users also supported (VPN ASA reports back to CDA)
— Local groups are defined on ASA, ASA pulls AD group information directly from DC

— User and group information is included in CWS headers as they are added to the
outbound GET requests

Cisco (M’/
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ASA Authentication

3. IP-User database =] 2. Logged in users and
is downloaded to their IP addresses are
ASA upon ASA polled or read on-
boot Context demand by CDA

Directory

1. Local groups Agent (CDA)
are defined on

ASA

4. AD groups are imported via LDAP query

DC
5. Local groups and imported

AD groups are consolidated

6. User and group information is added to CWS headers for any registered IP addresses
7. Non-registered IP addresses will be tagged with ‘default’ user and group details
8. As additional users log in, CDA polls DC for changes, and updates ASA

1 /
Cisco (( %4
BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘ASA Co n"he_cjtor'-;i._ -

Configuration, diagnostics, troubleshooting

Cisco (f'l/f:/
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‘ASA Connector Proxy and Llcense Conflguratlon

= The ASA Connector is configured via simple configuration steps in the ASDM utility...

’ ration > Device > ScanSafe Web Seou
ﬁ(moAsnn 7.0 for ASA - 172.16.1

File View ools Wizards Window Configure ScanSafe Web Security servers and icense parameters
S R et to configure Web content scanning, filtering, mabvare protection services and retrieving reparts.
@ Home 03,3 Configuration U Mo
Primary Server
g IP Address Domain Name: |Dfux'r32.scansafa.ner
’ Add m 3 g HTTP Port: IEDED
Find: | Go
5 ) 172.16.1.100 - B S
IP Address f[Domain Name: Iprux','laﬁg_sl:msafz.n!t

& e

Crg*'eﬂ; ( ) o HTTP Port: [sos0
1] rout admin g

O
Device Management o 2
2 Reftry Counter: |5
+- 88 Device Administration
{-’a Activation Key License Key: I’“’"““"’“"
sis] ARP Confimcensekey: [P

23 Boot Image/{Configuration
2y Console Timeout
+- & High Availability and Scalabilit
+- ¢ System Time

A cud web Socurey sk e Poly R
{Z] Smart Call-Home ~| HEdt Jfoeet= | + x, By
K| | ] dh  Add Service Policy Rule... {* Global - applies to all interfaces

%  Add Management Service Policy Rule. .. Source Policy Name: IQ|DE&JJC cy ~

& Device Management - i

+

‘L':%l Context Management

Description; |Scar|Saf& policy applies to all interfaces|

[~ Drop and log unsupported IPvE to IPv6 traffic

— Cisco ((Vf:/
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ASA Connector Configuration - Enabling CWS

= Cloud Web Security is enabled in the Security Context

= Cisco ASDM 7.0 for ASA - 172.16.1

File View Tools Wizards Window
Device List o B X
@ add i Delete ﬁ Connect

Find: Go
) 172.16.1.100 il

= Contexts
{2} routed (admin) =l
Context Management a 3
i~ Interfaces
i fﬂ Security Contexts
i [Af] Resource Class
L[5 EtherChannel

é% Context Management

BRKSEC-2695

100 | System

e 1 Edit Context

itorng | u Saie G Security Context: routed (This s the admin context.)

rations Conl [ Interface Allocation

Falover setup interfaces cannot be alocated to security eontexts,
Create, edit o delete st

igabitEthernetd/1
fransp Transpai GiEhesmet

Interface Hiased Name

Visbie Add |

[ [0lx]

< |l
C1sco

===
o

0

Add
Edt
Change Frenl Mode

Mo Edit |
Managementifi Mo
Delets | Delete
Cloud Web Securiby: [+ Enable License: I

Description: I

o |

Cancel

Help

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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‘Configuring a Class Map
= Class maps are defined for sending traffic to CWS
Example for HTTP traffic:

@& Cisco ASDM 7.0 for ASA - 172.16.1. | et @oce | # ¥ | % BB -
Fle View Tools Wizards Window % Add Service Policy Rule... wcﬂassﬁmhu
o _ : 48 Add Management Service Policy Rule... o .
@ Home El' Configuration @ Man . -~ (v Global - applies to al Interfaces
Device List g B X in Insert After, Pollcy Name: [gobal poly "]
& Add ﬁ Delete ﬁ Connect ~ Description:  [ScanSafe policy applies to all interfaces]

[~ Drop and log unsupported IPvé to IPvé traffic

Find: Go
EI - 172.16.1.100 ﬂ Action: & liaicH Do not match ‘

. sem I

-] Contexts _ o - .
; routed {admin) j
User: | = 3 S

{ & Add Service Policy Rule Wizard - Traffic Classification Criteria

g f Seauity Group: |
(+ Create a new traffic dass: [S5_HTTP_TRAF_CLASS
Destination Criteria
Q, Service Policy Rules Destination:  [any4 [: Description (optional): |S-canSaFe Traffic Class to match HTTP traffic,
i‘ AAA Pules Secuity Group: | ~ Traffic Match Criteria
~2* Filter Rules Service: [ttt B I™ Default Inspection Traffic

| A [ Source and Destination IP Address (uses ACL)

} Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Configuring a Class Map, Cont. -

B Add Service Policy Rule Wizard - Rule Actions @& Add ScanSafe Inspect Map
Select a ScanSafe inspect map for fine control over inspection.
Protacal Inspection | Intrusion Preventiu:unl Conneckior Name | = ISS— P_IMAP
Description: IScanSafe Inspect Map for HTTP traffic

[~ CTIQBE
I configure. .. Parameters | Inspections |
[~ DCERPC Configure. ..
I~ ons COTfiaurEs: Defauit User and Group
[~ EsmTP Configure,.,. Default User: [noname

Default Group: [nogroup

Protocol
ScanSafe Traffic Action Port: { Mone (& KTTE ~

+ Fai Close ( Fai Open

=l Global; Policy: global_palicy

inspection_default (B Match & any4 @ any4 Q, default-inspec... @, Inspect DMS Map preset_dns_map
€ Inspect ESMTP
{14 more inspect actions)

- - B3 Match | %8 any4 b any http -  Ins anSafe Map 55 HTTP. TMAP, fai-cios

Cisco ((Vf:/
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‘User Authorisation with ASA Connector =
= The ASA Connector communicates via IDFW with CDA for user
and group membership information from the company’s AD

Ci ASDM 7.0 for ASA - 172.16.
Py r——
Vi ;
= f,,?o : ares o Define User or User Group to be associated with the ScanSafe Class Map.
@mme;@%w;ﬁml['jm Name |
Device List g 8 X
® i Qon Fcomt
Find: I Go I Domain: [<EVT =] Manage... |
=l 172.16.1.100 .
System User Groups
&= (g Contexts Find: [sales Find| Clear|
&6 routed (admin) L‘
ScanSafe Configuration
Firewall o &/ Define User or User Group to be associated with the ScanSafe Class Map.
___-‘
P Access Rules Name I
£9 NAT Rules SEVT\lsales
Q Service pO'ICY Rules SEW“'HHQ
gl AAA Rules
222 Filter Rules
(£ Public Servers _ _
_uag URL Filtering Servers Type in a user group name(e.g. user, cisco\\user1)
& Threat Detection [SEVT\isales
8] i e
3
&§ Identity by TrustSec oK I Cancel Help ( , /
ciscollVZ,
BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

39



-Whltellstlng Trafflc from Redlrectlon to CWS

= Define FQDN Network Objects for URLs that should be exceptloned and
set them in the Service Access Policy to not match

Recommended for hosts such as software updates, AV signatures, etc.

Add Network Object x|
Name: |down|oads.ironpolt.com
3 Fi =
e JFaon Cisco ASDM 7.0 for ASA - 192.168.21
e erson: SRRV RO TN File View Tools Wizards Window Help
FQDN: downloads.i t.
9 I e Home Oc?, Configuration Monmonng' Q Save GReﬁ'esh osad< \) Forward ‘) Help
o ) i
Description: |IronPort download site
[ Firewall =J"Y Configuration > Firewall > Service Policy Rules
]
& -
'g ! g :;fre;zizles % Add I EfEdt ffocet: | ¢+ & | $ Ba @ -| QFind [YDiagram M Packet Trace
L) 3
- S [sNService Policy Rules Traffic Classification
o ﬁ :ﬁ: R;'TS Name # | Enabled Match Source Destination Service I
“& Filter Rules
B Global; Policy: global_policy
oK | Cancel Help @ Public Servers p— :
YEL | RL Filtering Servers peciongdec: (8 Match @ any @ any Q default-nspec...
- ﬂ Threat Detection
{2 Identity Options .
Idenﬁtz byp TrustSec cws-http 1 v Ej Donotmatch & any4 & Updates.ironport.com ¢ ip
® @ Objects 2 v Ej Donotmatch & any4 &} ironport_downloads 1P 0p
-, Unified Communications 3 ¥V  @Donotmatch @ any4 @@ InternalNetwork 1/ 0p
& @Advanced I @ ssss CY 8255 @ B
5 vV C®yMatch @ any4 @ any4 @ http

Cisco ((Vf;/
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Verifying Cloud Connectivity from ASA via ASDM

Packet Type: " ICMP v TCP

= Use the Ping Tool in o
ASDM IP Address or Hostname: Joroxy .scansafe.net Port: l8080—

Performed with a 3 way S
handshake (SYN Inetace optonals [ousce |
IP Address (optional): I
requeSt) Port: (¢ Random port (" Starting port: l
Repeat{optional): | Timeout(optional): l
Ping Cutput: -
ype escape sequence to abort,
o source specified. Pivngfromndenhtynt:rface
Serﬂ'ngSTCPSYNveqmsth[,, 1 _1 port 8080
from .~ _ 7, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 171/174/186 ms

.9 0 S ; 724 E 0 B54E > http-alt [SvM] Seq=0 win=32 :
139 78 109853000 _F.244.115 10.49.216.110 TCP a0 http-alt » 8348 [SYN, ACK] Seg=0 ACk =1 W'In 5840 LEH 0 Mss= 1380
140 78.110002000 10.49.216.110 R 244, 0005 TCP 60 8548 » http-alt [ACK] Seq=l Ack=l win=327&68 Len=0
141 7E.110048000 10.458.216.110 _ F.244.115 TCP 460 8548 » http-alt [FIN, PSH, ACK] Seq=l Ack=1 win=32758 Len=0 ‘
142 7. 275612000 - LS 10.458.216.110 TCP a0 http-alt » 8548 [FIN, ACK] Seg=l Ack=2 wWin=5840 Len=0
143 78.275730000 10.4%,216.110 T 77,244,115 TCP 60 8548 > http-alt [acKk] Seg=2 Ack=2 win=32748 Len=0

Cisco ((Vf:/
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~ Veri fying Cloud Connectl VltyfromASA V|a CL | o

= To verify connectivity to the CWS proxy, issue the command:

show scansafe server

= If the proxy is accessible, REACHABLE will be seen:

ciscoasa (configq)

Primary: proxy444.scansafe.net (172.37.44.15)
Backup: proxy555.scansafe.net (80.204.15.88)

= If there is no connectivity, UNREACHABLE will be seen

Primary: proxy444.scansafe.net (NOT RESOLVED)

12 secs, tried to connect 0 times

Backup: proxy555.scansafe.net (NOT RESOLVED) kUNREACHABLEﬂ for last
12 secs, tried to connect 0 times

BRKSEC-2695

© 2014 Cisco and/or its affiliates. All rights reserved.

#show scansafe serverl

(REACHABLE) *

(UNREACHABLE)

Cisco Public

for last
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% Cisco ASDM 7.0 for ASA - 172.16.

File View Tools Wizards Window

@ Home ;o% Cunﬁgu.nﬂon‘D Mot

Device List o B X
@ Add [J Delete & Connect

Find: I Go
=l 172.16.1.100 .
System

= Ea Contexts

5 outcd (odmin) IS

Firewall o #/
See————

P Access Rules
£59 NAT Rules
Q Service Policy Rules
gl AAA Rules

222 Fiter Rules

(£ Public Servers

Y% URL Filtering Servers
-@) Threat Detection
Oo Identity Options

verifying identity Configuration

= Dedicated tool in ASDM for testing AD connectivity and user lookup

[V Enable Lser Identity
Domains

Domain | AD Server Group | Disable Rules When Server Is Down

&‘ Identity by TrustSec

BRKSEC-2695

F® Test AD Server E3

To test the selected AD server, enter 3 username and
optionally & password.

AD Server Group: SEVT-AD

AD Server: I'.lt'l. 10.140.100 = I

" Authorization + Authentication

Username: Ihl
Password: Ir

o |_oms |_ v |

© 2014 Cisco and/or its affiliates. All rights‘reserved: Cisco Public
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i Cisco ASDM 7.0 for ASA - 172.16.

File View Tools Wizards Window
. ==

@) rome 0% Configuation| [ Mo
Device List o &/ X
@ Add [ Delete & Connect

Find: I Ge
= ) 172.16.1.100 N
System

= @ Contexts

5 outed (admn) IS

Firewall o ?

=

P4 Access Rules
£9 NAT Rudes
Q Service Policy Rules
o AAA Rules
222 Filter Rules
£ Public Servers
V2L URL Filtering Servers
a Threat Detection
(.)0 Identity Options

!a_’ Identity by TrustSec

SEC-2695

© 201

~ Verifying AD AgentCO”n ecti Vlty 0 Lo

= Dedicated tool in ASDM for testing connectivity with CDA / AD Agent

Active Directory Agent
Agent Group: [sevT-aD-aGNT v | Manage... | ’
Hello Timer: | 30 seconds | 5 refries

®

Test results for Active Directory Agent group SEVT-AD-AGNT.

Primary: Successful

Secondary: Mot configured.

Cisco (('Vf:/
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| SessmnFIowsandStatIStICSASDM

= To see the total number of redirected sessions as well as white-listed sessions
(bypassed the connector, going directly to the Internet), use the
show scansafe statistics command:

ciscoasa(config)kshow scansafe statistics
Current HTTP sessions : 12

Current HTTPS sessions : 0

Total HTTP Sessions : 102

Total HTTPS Sessions : 0

Total Fail HTTP sessions : 0

Total Fail HTTPS sessions : 0

Total Bytes In : 6532 Bytes

Total Bytes Out : 66622 Bytes

HTTP session Connect Latency in ms (min/max/avg) : 0/0/0
HTTPS session Connect Latency in ms(min/max/avg) : 0/0/0

Cisco (('Vf:/
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= Various commands can also be run in ASDM

% Cisco ASDM 7.0 for ASA - 172.16.1,

File View Tools Wizards Window

@ Home fﬂ% Cunﬁuuaﬁunl D Mon

Device List g 8 x
% Add [] Delete § Connect

=g 172.16.1.100 -
) System

@ routed (admin) l]
Properties o B/

% Cisco ASDM 7.0 for ASA - 172.16.1.100 | active context:

Command Line Interface...
Show Commands Ignored by ASDM on Device

Session Flows a \d StatlsucsCLI . e

@& Command Line Interface B3

Type a command to be sent directly to the device. For command help, type a command followed by a question
mark. For commands that would prompt for confirmation, add an appropriate noconfirm option as parameter to
the command and send it to the device. To make the changes permanent, use the File > Save Running
Configuration to Flash menu option to save the configuration to flash.

Command

* SingleLine (" Multiple Line [V Enable context sensitive help (7)

show scansafe statistics LI

Response:
Result of the command: "show scansafe statistics"

Current HTTP sessions : 1

Current HTTPS sessions : O

Total HTTP Sessions : 263

Total HTTPS Sessions : O

Total Fail HTTP sessions : O

Total Fail HTTPS sessions : O

Total Bytes In : 15739070 Bytes

Total Bytes Out : 395576 Bytes

HTTP session Connect Latency in ms(min/max/avg) : 3/15/3
HTTPS session Connect Latency in ms{min/max/avg) : 0/0/0

Clear Response

Close Help |

Cisco Public
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Checking Connections Redirected by a Policy

= show service-policy inspect scansafe shows the number of connections
redirected or whitelisted by a particular policy:

Global policy:
Service-policy: global policy
Class-map: inspection default
Interface inside:
Service-policy: scansafe-pmap
Class-map: scansafe-cmap
Inspect: scansafe p-scansafe fail-open, packet 0, drop O,
reset-drop 0, v6-fail-close 0
Number of whitelisted connections: 0
Number of connections allowed without scansafe inspection
because of "fail-open" config: 0
Number of connections dropped because of "fail-close" config: 0
Number of HTTP connections inspected: 0
Number of HTTPS connections inspected: 0
Number of HTTP connections dropped because of errors: 0
Number of HTTPS connections dropped because of errors: 0

Cisco (M’/
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General Tro ub Ies-hc'_),(jtihﬁjg who ami o - |

= To determine if users or groups are reaching the CWS proxy properly, browse to
hitp://whoami.scansafe.net on a browser

= If CWS is working, details of the user, group, and account will be seen, as obtained

from the CWS proxy:

Q(Q")‘ @ http://whoamis O v B ¢ X

& scansafe.net

P
K e

authUserName: 10.55.93.138
authenticated: true
companyName: Internal UX PM
countryCode: EU
externallp: 64.103.25.233
groupNames:

- King John
internallp: 10.55.93.138
logicalTowerNumber: 434
staticGroupNames:

- King John
userName: 10.55.93.138

BRKSEC-2695
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http://whoami.scansafe.net/

General Troubleshooting - Policy Trace

Open a browser on a client that

IS connected via Cloud Web
Security

Enter the URL
http://policytrace.scansafe.net

A page will be displayed
prompting you to enter a URL

In the URL box, enter the URL
for which you want to run a
policy trace then click Go

The policy actions that are
applied to the user for that
website will be displayed

Identified user '<user name>' from IP address <IP address>
as part of company '<organization>'

User belongs to groups [<list of groups>]

Site categorized as '<category>'

Evaluating # HTTPS rules. HTTPS rule '<rule name>' matches
Using certificate '<certificate name>' to decrypt
Evaluating # rules after reading request headers
Evaluating rule '<rule name>'. Deferring evaluation of rule
'<rule name>'

Headers missing. Skipping quota evaluation

The website reputation is <level>

Evaluating # rules after reading response headers
Evaluating rule '<rule name>'

Deferring evaluation of rule '<rule name>'

Evaluating # rules after reading the first part of the
response body

Evaluating rule '<rule name>'

Taking allow action because of category '<rule name>'

Found virus named '<virus name>'

Blocking connection because of a virus named '<virus name>'

Cisco " V&'
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* ASA Sizing with CWS

Small Office and Branch Office

ASA Platform 5505 5510 5512-X 5515-X
Maximum
CWS Users 25 75 2,000 3,000

Internet Edge

ASA Platform 5520 5525-X 5540 5545-X 5550 5555-X
Maximum
CWS Users 300 4,000 1,000 5,000 2,000 6,000

Enterprise Data Centre

ASA Platform 5585-X SSP10 5585-X SSP20 5585-X SSP30 5585-X SSP40
Maximum
CWS Users 7,500 7,500 7,500 7,500

Cisco ((Vf:/
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ISR G2 Connector

Cisco ((Vf:/

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



1SR G2 Connector - Main Features

= The Connector is available in IOS (universal) images
with the K9 security feature set (SEC) licenses

= Supported on 880, 890, 19xx, 29xx & 39xx/E ISR G2 platforms

= Supports re-direction of HTTP/HTTPS internet traffic directly to the cloud
securely without having to backhaul to the corporate network

= User authorisation through AAA service on ISR
= Automated fail-over to secondary data centre

= No need to install software on dedicated hardware, or make any browser
changes/install AnyConnect on end users’ machines

= CWS licensing on a per-user basis, so not tied to number of devices

Cisco (('V&/
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Break out Directly to the Internet from Branches -
Cloud Redirection for Web Integrated into the ISRG2 Routers

- Cisco Cloud > @

Secure Local
Internet Access

Internet
%Cisoo 0S Firewall
Local
Head Office

Wired Security Zone

Cisco {f'l/f;/
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‘Packet Flow

ISR GZ

ISR G2

Client

192.168.1.100 192.168.1.1

1. GET http://google.com

>

192.168.1.100/2000 > 74.125.224.97

6. HTTP response
<2

CWS Proxy

161.170.244.20 72.3.246.115

2. GET http://google.com
(+ CWS headers with Username & User groups)

192.168.1.100/2000 <
74.125.224.97

BRKSEC-2695

© 2014 Cisco and/or its affiliates. All rights reserved.

3. GET http://google.com

161.170.224.20 > 72.3.246.115/8080 (CWS headers removed)

Google.com
74.125.224.97

4. HTTP response

5. HTTP response

161.170.224.20 < 72.3.246.115/8080

Cisco Public
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Packet Flow Example - NTLM Authentication

i ISR
Client HTTP Get Request LDAP
>
| www.google.com
< 302 Page moved (VIP 1.1.1.1 configured)
| VIP/login.html? redirect-url=www.google.com |
HTTP Get
>
401 Challenge
<€
HTTP Get (NTLM Type 1 MSG, NTLM_NEGOTIATE
> NTLM Type 1 MSG
>
< Authentication Result: Accept
User data stored and added to header
Get request forwarded to CWS proxy
€ Auth Failed. 401 unauthorized, Failure Count ++ ( Authentication Result: Reject

| Re-auth, until failure count >= Max login attempts

é) Session moved to Service-Deny state

| Traffic is dropped in the Data Path

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved.
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Configuration, diagnostics, troubleshooting

Cisco ((Vf:/
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ISR G2 Configuration via CLI - Redirection Example

= The redirection steps are performed simply via CLI using the
parameter-map type content-scan global command:

routertParameter map type content-scan globa{]

server scansafe primary name proxyXX.scansafe.net port http 8080 https 8080
server scansafe secondary name proxyYY.scansafe.net port http 8080 https 8080
license 0 1234567890ABCDEFGHIJKLMNOPQRST

source interface GigabitEthernet0/0

timeout server 30

user-group ciscogroup username ciscouser

server scansafe on-failure block-all

= Use the content-scan out command to enable content scanning on the outbound interface:

routerf#interface GigabitEthernet0/0
content-scan out

Cisco (f'l/f:/
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ISR G2 Configuration - Authorisation Example (NTLM)

= Authorisation is performed via the built-in aaa services via a few CLI commands:

router#aaa new-model

aaa group server ldap ScanSafe
server ss

exit
router#ldap server ss

ipv4 10.10.137.199

transport port 3268

bind authenticate root-dn CN=ldap,CN=Users,DC=lab,DC=com password Pa$S$word
base-dn CN=Users,DC=isrvlab,DC=com
authentication bind-first
search-filter user-object-type top

= Then the aaa services are defined, an IP admission rule is defined, and it is applied to
the internal facing interface

Cisco (M’/
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ISR G2 Configuration - Whitelisting Example

= Whitelisting (exceptions from sending to CWS) can be based on
hosts or user agents:

routerﬂparameter-map type regex 888
pattern www.888.com ]

exit

content-scan whitelistingj
whitelist header host regex 888

= Any requests to hosts that match those listed in the pattern will be whitelisted,
and sent directly to the internet

= This is useful (and recommended) for software update hosts, or specific user
agents within the organisation

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Diagnostics - Verifying ISR Connectivity to Cloud -

The first step is to verify connectivity to the CWS proxy

This is tested by issuing the command:
show content-scan summary

If connectivity is established with the proxy, Up should be seen in parenthesis:

router#

show content-scan summary

Primary: 172.75.240.15 | (Up)
Secondary: 87.223.142.99
Interfaces: GigabitEthernet0/0

The proxy currently in use will be marked with a *

If there is no connectivity to the proxy, Down will be seen

BRKSEC-2695
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Testing Telnet to the Cloud Proxy:from the ISR -
= You can also Telnet to the IP address of the proxy on port 8080:

= An Open message means you have connectivity to the proxy:

! Connectivity between ISR G2 and ScanSafe Tower
routerftelnet 172.75.240.15 8080

Trying 172.75.240.15, 8080 ... Open

If there is no connectivity, the telnet will time out and disconnect:

! No connectivity between ISR G2 and ScanSafe Tower
routerf#ftelnet 172.75.240.15 8080

Trying 172.75.240.15, 8080
% Connection timed out; remote host not responding]

Cisco (('Vf;/
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Checking Session Flows

router#show content-scan statistics

Current HTTP sessions: 49
Current HTTPS sessions: 2
Total HTTP sessions: 1486
Total HTTPS sessions: 406
White-listed sessions: 0

Time of last reset: never

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved.

= To see the total number of redirected sessions as well as white-listed
sessions (bypassed the connector, going directly to the Internet), use the
show content-scan statistics command:

Cisco Public
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Details:
Max Concurrent Active Sessions: 55
Connection Rate in last minute:
Redirected
HTTP: |64
HTTPS{ 2
White-listed
IP-Based: O
User/User-group: 0
Header-Based: 0

= The active number of redirected HTTP and HTTPS sessions indicates successful
redirection to the cloud proxy

Cisco (('Vf:/
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Active Sessions Currently Redirected to the Cloud

= To see individual active sessions that are redirected to the cloud proxy, use the show
content-scan session active command:

router#show content-scan session active
Protocol Source Destination Bytes Time

HTTP 10.32.251.117:52790 157.166.226.25:80 (8896:26025 ) 00:00:12

URI: www.cnn.com
Username/usergroup (s) : ciscouser/ ciscogroup

URIs are only shown for HTTP requests, not HTTPS requests
This command may result in numerous entries if many users are connected and
actively browsing. It may be beneficial to filter results by URI, username/usergroup or

IP address

Cisco (('Vf:/
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Checking Entries, Co nnectlo ns, HTT P/S Requests'

= The show content-scan statistics memory-usage command may be run at the

request of Cisco TAC engineers in case of troubleshooting

router#show content-scan statistics memory-usage

Chunk Name Size (bytes) Chunks in use
Content-Scan entry 4128 23
Content-Scan Connection 904 23
User-Group 84 23
HTTP Request 7464 0
HTTPS Request 6964 0
HTTPS SSL 512 0
Buffer Packet 24 0

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved.
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Troubleshooting - Checkln g if any Fai Ied Requests -

= The show content-scan statistics failures command is useful to run in cases where
pages aren’t loading, or loading very slowly

= This won't tell you the reason why there are failed requests, but will indicate a
problem that can later be diagnosed by TAC

router#show content-scan statistics failures
Reset during proxy Mode:
HTTPS reconnect failures:
Buffer enqueue failures:
Buffer length exceeded:
Particle coalesce failures:
L4F failures:

Lookup failures:

Memory failures:

Tower unreachable:

Resets sent:

oo NoNeNoNoNoNoNoNe

Cisco (('Vf:/
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_ Testing Users’ Authentication Status

= |f a user authentication fails more than the maximum allowed login
attempts, the user is put in a service-denied state until a configurable

watch-list timer has expired (default = 30 minutes)
= To see the status of a user, type show ip admission cache

= Authenticated user:

router#show ip admission cache

Authentication Proxy Cache
Client Name cisco, Client IP 10.10.10.4, Port 59400,

timeout 1440, Time Remaining 1440, state|ESTAB

Cisco (('Vf;/
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Testing Users’ Authentication Status, Cont.

= A user who has been put in the service-denied state after too many incorrect
login attempts:

router#show ip admission cache

Authentication Proxy Cache
Client Name guest, Client IP 10.10.10.4, Port 59527,
timeout 1440, Time Remaining 2, state|SERVICE DENIED

= An admin can then clear the watch-list entry manually by issuing
clear ip admission watch-list [* | ip address] to allow the user to re-authenticate

Cisco (('V&/
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Impl e‘m.ehtati"on,a"t’\'_/ar’it):US VenueTypeS o

= |ISR-G2 integration is useful for retail & commercial enterprises who provide Wifi access
to customers, guests and casual users, preventing inappropriate content and risk of
malware on their assets

= Hotels = Retailers = Guest Access
= Airports
= Cafés

» Restaurants

Cisco ((Vf:/
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~ ISR-G2 Sizing with CWS

Model \ 3945E | 3925E| 3945| 3925\ 2951| 2021| 2011| 2901| 1941| 1921
Authentication

Authentlcatlon

Web Proxy
Authentication

HTTP Basic
Authentication

NTLM
Authentication

5,000

1,200

1,200

1,200

BRKSEC-2695

5,000

1,200

1,200

1,200

1,200

1,200 900 600

1,200 900 600

1,200 900 600

© 2014 Cisco and/or its affiliates. All rights reserved.

500

500

500

500 350
500 350
500 350

Cisco Public

350 300 120
350 300 120

350 300 120
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WSA Connector

Embracing the Strength of the Cloud with Local Features

Cisco (f'l/f;/
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WSA Connector - Main Features =

= The Connector is available in AsyncOS ver. 8

= Dedicated Connector configuration via Configuration Wizard
= Supported on S-Series x70 and x80, and WSAVv platforms

= Automated fail-over to secondary cloud proxy

= User authorisation through existing WSA mechanism

= CWS licensing on a per-user basis, not per WSA devices

= Common use cases:
— Connector can be run in a virtual environment when no Cisco appliances available
— Useful for customers looking for a mix of cloud security with appliance-based features
— Existing WSA in place, and want to move to CWS to also support roaming users in single policy

Cisco (M’/
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'WSA Connector

Combine centralised cloud advantages with local features

WSA Connector

Redirection to CWS
Primary/Backup proxy failover
Company, group, and user
details in encrypted headers
Fail-open/fail-closed
mechanism

Cisco Cloud

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved.

WSA Local Features
= Transparent authentication
via on-box NTLM v2
= Transparent or explicit proxy
= Local caching support
= Off-box DLP integration
Appliance based

Cisco (f'l/f;/
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WSA Connec or.'D'e';_fi' it ions .

stlralie  Cisco IronPort S650

cisco Web Security Appliance

2. Network 3. Review

Cloud Web Security Proxy Servers: .7

Server Address
roxy1731.scansafe.net
|p'oxv193.scansafe.'xe(

ved Security Proxy servers 1s

Failure Handling: | Specfy how to handle requests If all specified Cloud Web
@ Connect directly

~  Drop requests

Cloud Web Secunty Authonzation Scheme: ~  Authorize transaction based on 1P address

Send authorization key information with transaction

Authorization Key: [1B6FDF: “09AD48

[ «Prev | Cancel | IZ:@I

Cisco (f'l/f:/
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Model User Range
S170 | < 1,500

S370 1,500 — 5,999

= Coming soon... Additional sizing

— Connector on new X80 platforms
— Connector on WSAVv (virtual) platforms

Cisco (f'l/f:/
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‘Roami n,g".Usé'rs'-'.'._ o

Secure Mobility with AnyConnect Web Security

Cisco {f'l/f;/

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



AnyConnect Web Securlty I\/Ialn Features

BRKSEC-2695

Full support for Windows (XP, Vista, 7, 8) and Mac OS X (10.5, 10.6,
10.7, 10.8) - 32 and 64 bit versions

Support for all WWAN (3G modem) network interfaces

User and group details supported for granular policies and reporting
Control of direct access to native IPv6 websites (e.g. IPv6.Google.com)
Lockdown to prevent local Admin users from altering the service

Hosted configuration to allow the organisation to make changes to their
AnyConnect profile and push it to all their roaming clients

Can be pushed to clients from ASA via ASDM policy settings
Licenses for roaming users included when ordering through Cisco GPL

Cisco ((Vf;/
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‘What is AnyConnect Web Security? -
= Web Security is one of the components of Cisco’s AnyConnect VPN client

= Web Security is an additional layer within Any Connect, that works with the
driver, alongside the other existing features

KDF
) ven: Driver

S Web

Security
0 Network:
é Conni ected(l?l 69.42,143) Dart etC
| ‘@Q :::I (USWestCoast) Web Security
Cisco(f Vf;/
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What Does Web Security Do?

= Intercepts and redirects the user’s external web traffic to the cloud proxies

= Automatic peering to the closest data centre for best performance

= Traffic is SSL encrypted for improved security over public networks
= Works with Full or Split Tunnel VPN clients

VPN
Traffic

BRKSEC-2695

. i Cisco Cloud ‘ )

SSL Tunnel

Internet Traffic

= Transparent Redirection
= Exception Handling

= Authentication

= Peering

Cisco ((Vf:/
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= Web Security can be used as part of Cisco’s AnyConnect VPN client,
or in standalone mode with any other VPN client

"_3) Cisco AnyConnect Secure Mobility Client M
- /

) veN:
= Ready to connect.

SETETYS -

Network:
Connected {171.69.42,143)

Wired % v

Web Security:
Enabled {US West Coast)

- o Web Security:
Enabled (UK)

Cisco ((Vf:/
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AnyConnect Web Security

Configuration and Deployment

I: = The admin uses Profile Editor to create the profile which is then obfuscated
and deployed together with the AnyConnect client

@I = The client is installed manually on Windows and OS-X clients, or deployed to
W= users from an ASA upon VPN connection (defined in ASDM)

e = The obfuscated profile resides on the client machine:
p, ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Web Security
(\f‘-\, /opt/cisco/anyconnect/websecurity

| = When installed ‘locked down’, the Cisco AnyConnect Secure Mobility Agent
@ service cannot be stopped, even by local admins

7 = On OS-X, the acwebsecagent process cannot be killed
= The agent can be stopped via command line with an admin password

Cisco ((Vf;/
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Creating t he tPr‘o,'fi'I’e; Prox| es

= All available global proxies are listed here for the client to use
= A default proxy should be selected

E;:,. AnyConnect Profile Editor - Web Secuni
File Help
| -
\ Scanning Proxy
Profile: Untitled
Preferences
& Authentication Scanning Proxy list is currently up-to-date,
- Advanced

Scanning Proxy Host Name Plain Port SSL Port Display /Hide Displa:
UK 80.254.158.219 8080 443 Display - I
Germany 46.255.40.98 3080 443 Display E =

I France 30.254.150.66 3080 443 Display = Display Al
Denmark 30,254, 154,95 3080 443 Display

{ Switzerland 30.254.155.66 3080 443 Display
South Africa 196,26,220.66 3080 443 Display i

i Kl |" BT o - S G
Default Scanning Proxy
(UK >
Traffic Listen Port
80 Delete
8080
3128

4| m
»
I M (( VL’/
- -
Cisco ’
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for certain traffic

= Host, Proxy, and Static exceptions are configured for bypassing the Web Security agent

BRKSEC-2695

Exceptions
Profile: Untitled

Host Exceptions

liveupdate. symantecliveupdate.com Delete
windowsupdate, microsoft.com
*.msg.yahoo.com

Proxy Exceptions
Static Exceptions
10.0.0.0/8 - Delete
127.0.0.0/8
169,254.0.0/16 =
172.16.0.0f12
0 Hep

© 2014 Cisco and/or its affiliates. All rights reserved.
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Creating t h e tPr‘o.'fi'l'e;_ Preferen ces

= General settings such as hosted configuration, proxy selection behaviour,
and TND (Trusted Network Detection)

BRKSEC-2695

[ s AnyConnect Profile Editor - b Security |

File Help

|| Web Security
53 Scanning Proxy

Legi Advanced

Preferences
Profile: Untitled

Enable Cloud-Hosted Configuration
|:| Automatic Scanning Proxy Selection

[] Order Scanning Proxies by Response Time

Advanced Response Time Settings

Enable Test Interval: s hour(s)

Test Inactivity Timeout (min.)
Trusted Metwork Detection

[7] Enable Trusted Network Detection
Mew Trusted Server at https:[f<server >[: <port>]

https:/f

Certificate hash:

*=* change requires WebSecurity service restart -

User Controllable

0 5| minute(s)

A

mn

© 2014 Cisco and/or its affiliates. All rights reserved.
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Creating the Profile - Authentication =~ = Lﬁ'ﬁ
= Company or Group Key, Admin password for disengaging, domain and machine
information

[ v AnyConnect Profile Editor - Web

Authentication
Profile: Untitled

() Custom matching and reporting for machines not joined to domains
Computer Name

Custom Groups (optional)

i
— scolive!
ﬁ’ CISCO ’
BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Creating the Profile - Advanced -

= Advanced values and debug levels should be changed only if instructed to do so

by CWS Technical Support (TAC) representatives

BRKSEC-2695

[ v AnyConnect Profile Editor - Web

Advanced

- Seanning Proxy Profile: Untitled

KDF Listen Port 5001
Service Communication Port 5003
Connection Timeout (sec.) 1=
DNS Cache Failure Lookup
Forward Timeout {millis.) 3000 Forward Fail TTL (sec.) 300

Debug Settings

Debug Level () Verbose @ Default () Custom 00000107
Connection Failure Policy Fail Open -
When a captive portal is detected Fail Open

** change reguires WebSecurity service restart

m

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Hosted Configuration

Dynamic updates to AnyConnect configuration

= Hosted configuration allows the admin to make changes to the AnyConnect
configuration and automatically push it to all roaming clients

— The configuration files are hosted in the CWS cloud

— This is especially useful in cases of roaming users who may not connect back to the
corporate network for long periods of time

— The client periodically searches for an updated config with the same license key

— Multiple files, and versions of each file can be saved

r Information

Jonny test file
B225 (Group) :

BRKSEC-2695
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- AnyC_':o‘n'riec:tt GUI :

Giving users some level of control

= The admin can optionally give the user the ability to select proxies

@ Cisco AnyConnect Secure Mobility Clim

il AnyConneet SecUre Mobilty Client

Web Security

Settings | Statistics I Message History

Status Overview

VPN

Current Scanning Proxy: UK

Web Security >

[7] Automatic Scanning Proxy Selection
Germany [

France
Denmark

Switzerland E
South Africa

Brazil

}Canada East Coast

‘Canada West Coast

|US West Coast

US East Coast

US Midwest 2|

Collect diagnostic information for
all installed components.

L =

800 AnyConnect Preferences

0

Web Security

] Automatic Scanning Proxy Selection

Iﬁ Order Proxies by Response Time

Current Scanning Proxy: | UK

BRKSEC-2695
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[ESEE =

Taaln
cisco

Status Overview

Web Security

VPN

Web Security

Callect diagnestic information for
=l installed companents.

Settings | Statistics | Message History \

Message History

[Sun Dec 16 2
[Sun Dec 16 2

:03 2012] Enabled
3 2012] Enabled (UK}

jon Dec 17 21:35:56 2012] Enabled
lon Dec 17 21:35:56 2012] Enabled (UK)

26 2013] Enabled
26 2013] Enabled (UK)

35 2013] Enabled
35 2013] Enabled (UK)

312013] Enabled

312013] Enabled
312013] Enabled (UK)

Web Security Statistics

lon Dec 17 08:29: 18 2012] Service unavailable.

7:40 2012] Service unavailable.

07 2013] Service unavailable.

28 2013] Service unavailable.

312013] Waiting to contact the VWeb Security server,

[Thu Jan 10 23:39:02 2013] Service unavailable.

@ Event Viewer (Local)

> [ Custom Views
5 \Wind L Level Date and Time
> L Windows Legs

a [ Applications and Services Logs 18/02/2011 10:04:21
:—| Cisco AnyConnect Diagnostics and Report 18/02/2011 10:04:21

il i 18/02/2011 10:04:21

& Cisco AnyConnect Web Security Module 18/02/2011 10:04:21
CiveErem 18/02/2011 10:04:21

,
Fl

i Hardware Events

.

Source EventID TaskC
256 (1)
256 (1)
256 (1)
256 (1)
256 (1)

Internet Explorer
p

Event 256, acwebsecagent

General | Details

] Key Management Service
& Lenove-Lenava Patch Utility/Admin

Media Center

> ] Microsoft

TRACE | Thread 3960 | UserInfo : Logged-in user (ID : jonnoble Domain : (

opendirectoryd.log.5
opendirectoryd.og.6

Scanning Proxy Information

Selection Mode:
Current Proxy:
Last Proxy Switch:

Service Information

License Key Valid Filtered:

Status: Enabled Bypassed {hest or proxyl:
Enabled Since: FriAug 12 17:18:54 Bypassed (LAN):

Detact an LAN- Disabled

On LAN: N{A

US West Coast
Fri Aug 12 17:18:55

Active Connections

Maznual Filtered:
Bypassed [LAN):

Total Connections

Bypassed (hast or proxy):

opendirectoryd.log.7
opendirectoryd.iog.8
opendirectoryd.log.9

> pe
o » ppp
0 > sa
o secure.log
» uucp
2 weekly.out
o windowserver.log
[v] windowserver_last.log

acOBwebsecurity.log

opt/cisco/anyconnect/bin/plugins/libvpnipsec.dylib
lookup

Aug 18 14:30:50 .- ~... -mac acvpnui[312]:
ProfileMgr.cpp Line: 148 Loaded profiles:
CiscoAnyConnectAlpha. xml

Expected in: dynamic

Function: loadProfiles File:
/opt/cisco/anyconnect/profile/

mac Cisco AnyConnect Secure Mobility Client[312]:

. 2n-mac acvpnagent [63]: Function:
SetAnyConnectGUIKeepAlive File: Utility/LoginUtils.cpp Line:
failure: No such file or directory

Aug 18 14:31:24 <n3: 1-mac acvpnagent(63]:

380 remove()

Function:

OnMasterAppDeregistrationWithDepot File: MainThread.cpp Line: 3728 Invoked
CloginUtils:

Function: :SetAnyConnectGUIKeepAlive Return Code: -28180466
LOGINUTILS_ERROR_REMOVE

j1ac authexec[390]:

bin/SetUIDTool
Aug 18 14:33:01 -mac acvpnagent [63]:
Client Agent stopped, version 3.0.4110 beta
Aug 18 14:33: £ ¢ y-mac Uninstall AnyConnect([385): - [NSWindow
setheds\)lsplay ]: unrecognized selector sent to instance 0x4141ed
Aug 18 14:33:02 .......a-mac Uninstall AnyConnect[385]:
exception ‘—[NSwmﬂnu setNeedsDisplay:]: unrecognized selector sent to
instance 0x4141e0' that raised during firing of timer with target 0x415260
and selector 'verify_uninstall'

(=)

Size: 24.5 M8 (Showing last 16.8 M8)

executing /opt/cisco/anyconnect/

+++ NSTimer ignoring

] Microsoft Office Alerts config file..
eoe | system.log
i Q- anyconnect »

Hide Log List Move Clear Display Reload Ignore S Inspector Filter

opendirectoryd.log.2 Utility/Win/HModuleMgr.cpp Line: 149 Invoked Function: dlopen Return Code: ©

i X (0x00000000) Description: dlopen(/opt/cisco/anyconnect/bin/plugins/
opendirectoryd.log.3 libvpnipsec.dylib, 1): Symbol not found:
opendirectoryd.log.4 __ZN8CEnunMapI14SessionInfoKeyE21sm_uiAcquisitionCountE  Referenced from: /

Cisco AnyConnect Secure Mobility

BRKSEC-2695
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AnyConnect Web Security Debugging

= A DART Package can be created for more advanced debugging scenarios

= All Web Security components should be selected when running the DART

wizard

= The DART bundle contains the WebSecurity event log, install and upgrade
logs, ipconfig data, route data, and network interfaces data

e
Cisco DART 3.0.0611

= ("Cisco DART 3.00611 (o]

Log File Selection

the files that you don't want to be induded.

co AnyConnect Secure Mobility Client
neral Information

co AnyConnect Posture Module

WebSecurity install logs
WebSecurity dump files
Security application logs

. —— Y  JJJ2
Check the log flles that you want to be induded in the bundle and uncheck
es

co AnyConnect Network Access Manager

Check the diagnostic information that you want to be induded in the bundle
and uncheck the information that you don't want to be induded.

i--[V|System Information

$ [¥IRoute Information
[V]1nterface Configuration

..[7]Ping Test

Restore Default Restore Default

BRKSEC-2695

&

Cisco (f'l/f:/
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‘Direct to Cl o'ud"O'hpt,ii(') nSNO Ci SCO Devi_é‘es f '

Authentication options

Redirection options

Cisco (f'l/f:/
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‘No Cisco Device? No Problem! - .

= When no Cisco device is available, web traffic can still be redirected to the
cloud through one of these methods:
— WSA Connector on a virtual environment (full connector features + auth)

— Browser proxy settings/hosted proxy auto configuration (PAC) for browser redirection

— Traffic forwarding on any other perimeter device that supports forwarding of web
traffic via port 8080, failover between two proxies, and exception handling

e

WSAv Connector Hosted PAC Traffic forwarding

Cisco (f'l/f;/
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‘Cookie-Based Authentication

= EasylD and SAML are cookie-based client-less authentication methods

= |[f a cookie is already present, the authenticated user is recognised, and
the policy is applied

= |f there is no cookie present, a redirect request is sent and the
authentication process commences

= Each time a user visits another domain, the cookie gets duplicated so
the user doesn’t have to authenticate again

= Cookies are session based or persistent and remain as long as the
browser is open, or haven’t expired

= Perform authentication only, so traffic still needs to be redirected

= Can be used with a Cisco device configured for redirection only

Cisco (M’/
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‘EasyID - Cookie-based Authentication =~

= EasyID is a cookie-based authentication method that authorises from the
cloud, therefore does not require anything to be installed on the network

= Specific firewall ports need to be opened to allow requests from specific IP
addresses (from the CWS infrastructure), to perform a secure LDAP request

= EasyID is supported on any platform, on any browser that accepts cookies

= EasylD supports the LDAP protocol with standard and secure LDAP
authorisation to various LDAP servers such as:

— MS AD
— Novell it .
— OpenDJ e i’;@

Username:
u n Password:
Heip text goas her

| —

Cisco (M’/
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1 <€ » User Information - over HTTPS
2 User Information - LDAPS
3 <€ > Internet request (Browsing)

Cisco Cloud

Cisco {f'l/&/
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'SAML - Cookie-based Authentication =~

= CWS uses the SAML technology to identify and authenticate users when browsing
HTTP and HTTPS sites

= The cloud hosted Service Provider (SP) communicates with a customer managed
Identity Provider (IdP) via browser redirections and hidden forms containing SAML
messages to authenticate users

= The whole process is performed using the SAML 2.0 protocol, which is all via browser
redirects, so therefore does not require the opening of any firewall ports, or any
access to an internal LDAP server

= This solution is useful to any organisation already
using an IdP for Single Sign On (SSO) purposes

= Supported SAML IdP’s:
— ADFS
— Pingfederate

Cisco (M’/
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Authenticating Users with SAML
il CUsomer Sl ----ek----- - — =

= o m -

Browser Identity Provider (IdP) CWS Prox Service Provider (SP Requested Host
HTTP to Web Site Y (5F)

N

[ ]
|
Browser re-requests ariginal site !
|

U Policy applied

!
[ |
! |
[ |
- - : l | |
] Authentication rule/already authenticated? I
. Not Authenticated I No ruld / Authenticafed J
< 1 | I I |
Proxy redirects browser to SP I | - I I |
| I -
I I I
< SP requests SAML Auth request | ' | : I
|
Browser redirects to IdP with SAML Aluth requestI | | |
|
_User challenged l I |
< I | [
User authenticates I I I | I
- | | | |
_|dP verifies credentials with LDAP, aldds group irffo [ I |
N !
|
Browser forwards SAML response tp SP J : I |
“] |
_ SP redirects to original Site | | |
A |
I I
| I I
I |

)4

97



Deployment Summary & Feature Guide

| ASA Connector | ISR Connector | WSA Connector | Explicit Proxy AnyConnect
Cloud Web Security features supported whilst using any platform
HTTPS Inspection (MITM) 1 All platforms
\Web Filtering Exceptions All platforms
URL Categorization All platforms
Application Visibility and Control feature All platforms
URL Dynamic Classification All platforms
Customizable Notifications All platforms
Outbreak Intelligence (Zero Day Malware) All platforms
Outbound Content Control All platforms
Redirection Capabilities
Supported user redirection method Transparent Transparent / Explicit WCCP / Explicit Explicit Transparent
How devices authenticate to cloud License Key 2 License Key 2 License Key 2 Egress IP License Key 2
Failover is determined by lost connection not slow connection. Connection to the towers Available in version 3.1
is checked at regular interval and failover to another tower occurs on the platform if when configured with Detect]
[Tower Failover 3 tower does not return a response Via proxy PAC file Closest Tower (DCT)
SSL Tunnelling 4 No No No No Yes (default)
IP,IP Ranges, URL Host (with | IP/CIDR, FQDN, URL (with | IP,IP Ranges, URL Host (with
\Whitelisting (Exceptions) > options IP, IP Ranges wildcard), User Agent wildcard), User Agent wildcard), User Agent IP, IP Ranges, Host
Authentication Details
Mechanism IDFW ISR AAA Services LDAP, NTLM, CDA N/A GP result API - Windows
Additional options EasyID / SAML EasyID / SAML EasyID / SAML EasylD / SAML EasyID / SAML
Transparent Yes Yes Yes (NTLM, CDA) No Yes
Supported browsers IE, FF, Safari, Chrome IE, FF, Chrome IE, FF, Chrome N/A IE, FF, Safari, Chrome
Supported Operating Systems Windows / OS X Windows Windows N/A Windows / OS X
Non transparent Yes Yes Yes Yes No
Supported browsers All All All All N/A
Supported Operating Systems Windows / OS X / i0S devices|Windows / OS X / iOS devices |Windows / OS X / iOS devices|Windows / OS X / iOS devices N/A
NTLM (v1,v2),LDAP, NTLM (v1,v2),LDAP,
Supported protocols Kerberos, TACACS, Radius TACACS, Radius NTLM, Basic (LDAP) LDAP NTLM - Windows API
Version that supports CWS Integration 9.0 above ISR G2 15.3(3)M1 10S (CA) 8.X N/A 3.0 above

To



Deploying CWS with Your Cisco Managing CWS
Infrastructure

* Centralised Management
ASA * Web 2.0 Control

ISR-G2 * Best of Class Reporting
WSA Connector

AnyConnect
Direct to Cloud
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Managing Today’s Web with CWS

URL database covering
over 50M sites worldwide

Real-time dynamic
categorisation for
unknown URLSs

BRKSEC-2695

and Control

Deep application control for
social networking, file
sharing, games, IM,
webmail, media, and more

© 2014 Cisco and/or its affiliates. All rights reserved.

Business intelligence tool
provides best of class
reporting from the cloud

Full flexibility for analysis of
web usage and
investigations

Cisco (f'l/f:/
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URL Filtering

A blended approach to categorisation

Unclassified hosts are passed through a dynamic categorisation engine in attempt to

provide a real-time categorisation

Intelligent regex and keyword matching of the URL itself to provide categorisation
Proactive review of IP addresses in pre-identified IP CIDR ranges to determine a

categorisation

Manual categorisation and recat process of customers’ traffic by multilingual team
SearchAhead utility analyses users’ search engine results and provides real-time

feedback on categorisation and policy outcome if clicked

€ Poker - Wikipedia. the free encyclopedia

Poker is a family of card games invalving betting and individualistic play whereby the
winner is determined by the ranks and combinations of their cards, some of ..
en.wikipedia.org/wiki/Poker

[ x) Sky Poker - Play Online Poker and Free Poker - £10 ...

For free poker join Sky Poker! Get £10 absolutely free and enter into our £10,000 new
player freeroll. Play online poker and compete with players at every level ...
skypoker.com

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved.

Powered by SearchAhead ]

Poker - Wikipedia, the free encyclopedia
hitp:ifen.wikipedia. org/wiki'Poker

Powered by SearchAhead x °F

Sky Poker - Play Online Poker and Free Poker - £10

hitp:/tw wowr skypoker.com/poker/sky_lobby

Site Content: Gambling Cisco (('Ve’/
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Maintaining control over today’s web applications

a = Granular control over families of web applications
= Individual settings for access levels and control over activities

©)

e,

— Allow access to Dropbox, but control uploading or downloading activities

_ AVC - Application Visibility & Control

Y

EQ@ E:

— Block access to certain Facebook Apps such as Games and Sport, but allow access to

Business and Education

— Control activities such as posting, tagging, uploading

= Smart dynamic signatures identify web applications by their behaviour, so any new
applications will always be matched (not dependent on recognising URL'S)

= Powered by Cisco’s Security Applications (SecApps) team, providing AVC cross- Q

platform signatures

<

BRKSEC-2695

P | select the activity for Facebook to fiter

[7] Attachment Download
[] Attachment Upload
[F] Facebock Video Chat
[ tnstall

[ Post

[1ag

[] Upload

© 2014 Cisco and/or its affiliates. All rights reserved.
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Web Intelligence Reporting

= Business Intelligence meets Web Reporting
— Ultimate flexibility in reporting criteria: 100+ different attributes for each web request
— Single location in the cloud for all data; availability within 3 minutes
— Multiple output types, detailed reports, time trending, automated scheduling

= Analysis of Web Usage
— Complete visibility into web and applications usage, bandwidth, browse time
— Visibility into Web 2.0 activities
— User audit reporting

= Enhanced Risk & Resource Management
— Understand potential exposure to threats and inappropriate content
— Obtain visibility into how valuable resources are being utilised
— Enable control over business costs

BRKSEC-2695 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reports

Complete
control over all
filters

ScanSafe Inc - 185 Berry Street, Suite 4700 - San Francisco, C& 94107
Tel: +1 415 692 2000 - Fax: +1 415 536 5349 - Email: support@scansafe .com Tel: +44 (0) 207 034 9400 - Fax: +44 (0) 207 034 9301 - Email: support@scansafe.com

Simple Yet Gtran.u'l ar 'Ré pOr-:t.i'Ah}g“

Search 4 Time Analysis Detailed Search

[ Europe/London Z|

Time: period Last 24 hours vl

Filters:

d Remove Activate Deactivate
All None

[~ » Cateqgory in list [enline shopping //’_’//[Report & filter on

Eou — th to 80 different
User contains | skuar

attributes

Yiew |first 1) x| Category sorted by Bandwid (descending)

Sort results

Select volume
of results

ScanSafe EMEA - Qube, 30 Whitfield Street, London W1T 4EZ, United Kingdom

@ ScanSafe 2009
A

| Contact Us ‘ Privacy Policy [ Disclaimer

v

BRKSEC-2695
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> i R AR

Flexible Report Output - Grid

3 Search Time Analysis Detailed Search

'IVEuvope/Londc;n Z,
Last 24 hours ]

Filters: Add in 2nd
Add Remove Activate Deactivate |eVe| deta”

All None
-
[~ » Cateqo st [ cinemajtv, music

view [first 10 =] Host sorted by Hit

and their [first5 =] User sorted by Hits

What were the Top 10 Sites by Hits for Media Sites?

Sort based on
columnyvalue

w [50 =] rows per page 1
W Host | User Bandwidth (Bytes) Browse Time (Min) Byfés Received Bytes Sent

Totals for Host 1,082,270,016 506 1,082,270,016 0 21,744
www.pep.ph 6,126,048 1 6,126,048 0 144
S hOW or L winnt://demol; 6,126,048 1 6,126,048 0 144
www.mp3.es 2,947,968 1 2,947,968 0 144
hide report L. winnt://demolbrian.roberts ! 0 144
www.rhapsody.com 1 [] 144
columns :
www.kraftfoods.com 2,102,472 1 2,102,472 0 108

—" L. winnt: f/demo\daniel.flynn 2,102,472 1 2,102, 0
www.webfetti.com 669,456 1 669,456 o 108
L 669,456 1 ,456 o 108

Cisco ((pr
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Sis

Flexible Report()utput P - Chart i

For each 'Category’, show the Bandwidth (Bytes) (dick to change)

Bandwidth (Bytes) by Category

Rotate and slice
pie segments

computers and internet,

search engines and portals, 145,015,252

Cisco (('V&/
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Time Analysis Trending

Search 4 Time Analysis  + Detaled Search
[EuropefLondon |

Time d Custom ;[
20-10-2009 [21 =1:[15 =] To: [25-10-2009 () [21 =]:[15 =1

Filters:

Add Remove Activate Deactivate

elect: Al None
B Multiple
report filters

view [first5 =] Cateqory sorted by Hits (descending

VieW usage For each 'Category', show the
over time Hits by Hour

User defined time period

Cisco ((Vf:/
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LA . 3 A

User Audit -,-DriliDci_:Whvlpn a User’s Activities

Sessionsend if no
browsing activity for
5 minutes or more

Basic non-technical
information shown only

Session Host Category Rule Action First Seen Last Seen Browse Time (Min)

68 Sessions - Total duration 879 minutes

17-01-2012 10:15

17-01-2012 S

Session 1 - Total duration 1 minute 17-01-2012 10:15

Session 2 - Total duration 4 minutes _ 17-01-2012 10:26

Session 4 - Total duration 1 minute

Session 5 - Total duration 11 minutes

wn

wn

Cisco ((Vf;/
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Loss of Productlwty is also a Vlrus

How much time and bandwidth is belg wasted on Wb 2. O masmgle day |

# of Facebook tags and
posts: 15,561.

At ~10 seconds a
tag/post, that’s over 43
hours/day or almost 2

days just tagging or
posting things!

(and that’s only the non-
encrypted traffic seen!)

BRKSEC-2695

Bytes on Youtube
video playback:

7,548,554,900,112,

or6.87 TB

PANDORA

Bytes on Pandora:
1,877,303,700,680,

orl.7TB

© 2014 Cisco and/or its affiliates. All rights reserved.

Total bytes for the day:
170,950,961,023,926
or 155.5TB

These statistics were
measured over the course
of one day on 2 December

2013
Cisco (('V&/
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Live Demos

ASA Connector

ScanCenter Policies

Reporting

User Simulation r

A

Deploying CWS with Your Cisco
Infrastructure

JANSYAN

ISR-G2

WSA Connector
AnyConnect
Direct to Cloud

Cisco (f'l/&/
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‘Summary - Fitting your Business Needs

Security Without Compromise Live Demos

All users, better security
Zero hour protection
Acceptable use policy
Web 2.0 control

 Try for yourself...

Deploying CWS with Your Cisco
Infrastructure

Managing CWS

« Centralised management

« Comprehensive reporting

* No need to manage at
branches

« Granular policies and reports

 Leverage of existing
infrastructure

» Multiple options

* Fewer parts, one vendor

» Simple deployment

v/
Cisco (f'l/&/
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Final Thought
Try it yourself...

. ) ' "|sc erz:ugol\::‘orl‘vlien .,zw“‘: /;p;;‘.”:.‘;‘&.
= Free evaluations available | " i _"“ .

Description

= 45 days o d

Add VPN Connection... Account

= Up to 250 users

Delete VPN

Cisco (('V&/
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For |V|0'l,'e".I'nf(')rmafi(‘)ni s

Additional Resources

= This session’s presentation with footnotes:
www.tinyurl.com/embracethecloud

= CWS documentation and support on Cisco CCO:
http://www.cisco.com/en/US/products/ps11720/prod literature.html

= Security sessions on Partner Communities pages:
https://communities.cisco.com/docs/DOC-30977

= CWS Case Studies:
http://www.cisco.com/en/US/products/ps11720/prod case studies list.html

Cisco (f'l/f:/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com
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