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~
“The whole art of war consists of guessing at

what is on the other side of the hill.”
Arthur Wellesley, 15t Duke of Wellington

/
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Evolution of Cyber Conflict

Manual Attacks (19s0s) >
War Dialing, Phone Phreaking ...
Mechanised Attacks (198s) ‘ Mechanised Defences

Google, RSA ...

’ Manual Defences

Talented Human / Mechanised Targeted

| Attackers (2009 Human/Mechanised
DIY Human / Mechanised Intelligence Driven
Attackers (2011) Human Defenders

Cyrptocurrency Ransoms, Store-bought

Credentials ... Cisco ((‘/61/
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Sis

Ex A Cyberattack From China: TimesCast: Chinese hackers infiltrated The New York Times's computer systems, getting

passwords for its reporters and others.

By NICOLE PERLROTH

Published: January 30, 2013 | i@ 391 Comments

SAN FRANCISCO — For the last four months, Chinese hackers have
persistently attacked The New York Times, infiltrating its computer

systems and getting passwords for its reporters and other employees.

After surreptitiously tracking the

REEERILFH intruders to study their movements

Ej rFacesook
W TWITTER

3§ coocLE+
8 save

E-MAIL

http://www.nytimes.com/2013/01/31/technology/chinese-hackers-infiltrate-new-york-times-computers.html

BRKSEC-2073

Readers SHaTed TheT TRougEAtS Security experts have expelled the PR

on this article. R dk h f B

Read All Comments (391) » attackers and kept them from BERRIIS
breaking back in. AT

© 2014 Cisco and/or its affiliates. All rights reserved.
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Understanding
the
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[ Introduction

Design and
Deployment
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Working with
NetFlow

Running Queries
and Investigations

Organising the data ——

Summary j
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‘About the'Speaker
Matthew Robertson
= Security Technical Marketing Engineer

= 15 year at Lancope

= 5% years at Cisco
— Development and Technical Marketing

= Focused on advanced threat detection

= | am Canadian!
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Thinking Beyond the P erimeter .. -

/
Modern threats are consistently
bypassing the security perimeter
as they redraw the map

-

Cisco (('V&/
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| ‘Hiding InplalnS|ght e

[ Polar Bear W

—
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Signals Intelligence

Traffic Analysis:
* Deduce information from
communication patterns

Cisco (fv&/
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‘NetFlow

por-t 1024 po-rt. 80
Start Time Interfac SrcIP |Src Dest IP Dest Proto |Pkts Bytes [TCP Flags
Port Port Sent Sent
10:20:12.221 ethO/l 10.2.2.2 1024 10.1.1.1 1025 SYN,ACK,PSH
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 SYN,ACK,FIN

Cisco (M’/

BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



NetFlow = Visibility

[A single NetFlow Record provides a wealth of information ]

BRKSEC-2073

192.168.20.6

tcp flags: (0)UWAN
interface output: Gi0/1.20
counter bytes: 1482

counter packets:

23

timestamp first: 12:33:53.358
timestamp last: 12:33:53.370
ip dscp: 0x00

ip ttl min: 127
ip ttl max: 127
application name:

© 2014 Cisco and/or its affiliates.

nbar secure-http

All rights reserved.
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Understanding
the
Landscape

[ Introduction Introduction to

NetFlow

Design and

Flow Export
a2 Deployment
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BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



NetFiow Deployment Archisiure

- Management/Reporting Layer:
- « Run queries on flow data
smc O » Centralise management and reporting
Flow Collection Layer:
» Collection, storage and analysis of flow records

. (Flow Exporting Layer:
S « Enables telemetry export

é@’@ \\ As close to the traffic source as possible

4
NetFlow

Cisco (('Vf:/
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‘Considerati ,(',)i ns: FlowExpOr t mgLay er o

. NetFlow support

. Which version of NetFlow to use
. How to configure/what to measure
. Where in the network to enable NetFlow export

© 2014 Cisco and/or its affiliates. All rights reserved
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[ Hardware ‘J%
Supported

BRKSEC-2073
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Versions of NetFlow

Major Advantage Limits/Weaknesses

V5

V9

Flexible NetFlow (FNF)

IP Flow Information Export
(IPFIX) AKA NetFlow V10

NSEL (ASA only)

Defines 18 exported fields
Simple and compact format
Most commonly used format

Template-based

IPv6 flows transported in IPv4 packets
MPLS and BGP nexthop supported
Defines 104 fields, including L2 fields
Reports flow direction

Template-based flow format (built on V9
protocol)

Supports flow monitors (discrete caches)
Supports selectable key fields and IPv6
Supports NBAR data fields

Standardised — RFC 5101, 5102, 6313
Supports variable length fields, NBAR2
Can export flows via IPv4 and IPv6 packets

Built on NetFlow v9 protocol
State-based flow logging (context)
Pre and Post NAT reporting

IPv4 only
Fixed fields, fixed length fields only
Single flow cache

IPv6 flows transported in IPv4 packets
Fixed length fields only

Uses more memory

Slower performance

Single flow cache

Less common
Requires more sophisticated platform to produce
Requires more sophisticated system to consume

Even less common
Only supported on a few Cisco platforms

Missing many standard fields
Limited support by collectors

Cisco (M’/
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Configuring Flexible NetFlow =
1. Configure the Exporter |

Router (config)# flow exporter my-exporter - ""**ceee.,, (" .
|1 Best Practice:
Router (config-flow-exporter) # destination 1.1.1.1 include all v5 fields
2. Configure the Flow Record \ g
Router (config)# flow record my-record \/
Router (config-flow-record) # match ipv4 destination address = "°‘-., .
Router (config-flow-record) # match ipv4 source address A
Router (config-flow-record) # collect counter bytes
3. Configure the Flow Monitor R
Router (confiqg) # f£low monitor my-monitor eenenn. aeet L
Router (config-flow-monitor) # exporter my-exporter A'
Router (config-flow-monitor) # record my-record )

4. Apply to an .
H@Ifa€@onfig) # interface s3/0 o

Router (config-if)# ip flow monitor my-monitor input




[Each network layer offers unique NetFlow capabilities}

(o
Access Distribution Edge
& Core

£===2 a—
(@9) —
Catalyst®
3560/3750-X : @
Catalyst® 4500
S
_—

Sm—

Catalyst® 4500 %

Catalyst® 6500

- o

Cisco (('Vf;/
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NetFlow Deployment

ﬁccess: \

» New network edge
B » Detect threats as the enter the network
» Detect threats inside the switch
—— + east-west
3560/3750-X . Layer 2 traffic
— » Fewer false positives
@Q » Higher-granular visibility
(=) + ldentify the endpoint
Catalyst® 4500
+ collect MAC Address /

Cisco (('Vf:/
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‘Catalyst 3650.-'X,'3'750-«X' FIOW ?Ri'e‘.'C,Q,rjd - e

",
" For Your

' Reference

flow record CYBER_3KX_FLOW_RECORD match datalink mac source-
address

match datalink mac destination-address

match datalink mac source-vlan-id

match ipv4 tos

match ipv4 ttl

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port collect interface input snmp collect
interface output snmp collect counter bytes collect counter packets collect
timestamp sys-uptime first

collect timestamp sys-uptime last

Cisco ((Vf;/
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‘Catalyst 4500FI0WRecord '

. " For Your

flow record CYBER_4K_FLOW_RECORD Reference
match ipv4 tos

match ipv4 protocol

match ipv4 source address match ipv4 destination address
match transport source-port

match transport destination-port

collect ipv4 dscp

collect ipv4 ttl minimum

collect ipv4 ttl maximum

collect transport tcp flags

collect interface output

collect counter bytes

collect counter packets

collect timestamp sys-uptime first

collect timestamp sys-uptime last

Cisco ((V&/
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NetFlow Deployment - Converged Access

Converged Access: \
* NetFlow for the first time on Wireless
 Visibility in BYOD environments
« Consistent configuration for wired and wireless
» Single flow monitor can be applied to wired
ports and SSID
« Natively available in the UADP ASIC
« Can monitor East-West and North-South flows

\ « 48k flows on the 48 port model /

Cisco (('Vf:/
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NetFlow Deployment

Distribution
& Core

S
—

%

Catalyst® 4500

i}

#,

Catalyst® 6500

Gstribution & Core:

—

Traditional deployment

* Minimal recommended deployment
Enable at critical points/bottle necks
Typically done on a Layer 3 boundary
Detect threats internal to the VLAN

* When deployed on an SVI interface

Detect threats as they traverse the internal
network

« Move between subnets

4

Cisco (M’/
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Catalyst 6500 (Sup 2T) Flow Record

For Your

! Reference
flow record CYBER_6K_FLOW_RECORD
match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

match interface input

collect transport tcp flags

collect interface output

collect counter bytes

collect counter packets

collect timestamp sys-uptime first

collect timestamp sys-uptime last

Cisco ((V&/
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NetFlow Deployment

-

Edge:

» Detect threats as they enter and leave the
network

« Monitor communication between branches

« Gain context from edge devices
* Application - NBAR
 Events & User-ID - NSEL

~

)

Cisco (('Vf:/
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I flow record CYBER_ISR_RECORD For Your
match ipv4 tos Reference
match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

match interface input

collect routing next-hop address ipv4

collect ipv4 dscp

collect ipv4 ttl minimum

collect ipv4 ttl maximum

collect transport tcp flags

collect interface output

collect counter bytes

collect counter packets

collect timestamp sys-uptime first

collect timestamp sys-uptime last Enable NBAR

collect application name

Cisco ((V&/
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ASA NSEL Configuration

BRKSEC-2073

",
For Your

, Reference

flow-export destination management <ip-address> 2055
|

policy-map global policy
class class-default

flow-export event-type all destination <ip-address>
!
flow-export template timeout-rate 2

logging flow-export syslogs disable
!

Cisco (f'l/f;/

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Flow Monitor Configuration

!
flow monitor CYBER_MONITOR record CYBER_RECORD
exporter CYBER_EXPORTER

cache timeout active 60
cache timeout inactive 15

Active Timeout:
» Longest amount of time a flow can be in cache

without exporting a Flow Record

/Inactive Timeout:
* How long a flow can be inactive

before being removed from cache
« Recommended 60 seconds

« Recommended 15 seconds
« All exporters should have the same K All exporters should have the same timeout

\__limeout / Cisco (f'l/f:/

29




Aside: Myths about NetFlow Generation
/I\/Iyth #1: NetFlow impacts performance
» Hardware implemented NetFlow has no

performance impact
« Software implementation is typically

w processing overhead )

/Myth #2. NetFlow has bandwidth overhead

* NetFlow is a summary protocol

« Traffic overhead is typically significantly <1% of
K total traffic per exporting device y

Cisco (('Vf:/
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Understanding
the
Landscape

[ Introduction Introduction to

NetFlow

Design and
Deployment

Flow Collection Flow Export
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Flow Collectlon ConS|derat|ons

‘Feature set Scalability & Performance
 Reporting # of NetFlow sources
«  Drill down # of users
« Retention Flows per second

\* Analysis « Sustained vs. burst /

: A Your timE,
Flow Handling A : . resources and
« De-duplication : budget
. Stitchin ’ -
. Replica?ion NetFIow NetFIow NetFIow

¥ ¥
@ @ Cisco (('Vf:/
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‘Components for NetFlow Security Monitoring =
StealthWatch Management e

Console S—
+ Management and reporting e, I

* Up to 25 FlowCollectors
* Up 3 million fps globally

StealthWatch FlowCollector

* Collect and analyse

* Upto 2000 sources

* Up to sustained 120,000 fps

E/Best Practice: Centralise

collection globally
-

/StealthWatch FlowSensor
 Generate NetFlow data
StealthWatch FlowSensor VE
* Virtual environment
* Visibility into ESX

StealthWatch FlowReplicator
* UDP Packet copier
* Forward to multiple

collection systems

Cisco (('Vf:/
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NetFlow Collection; Flow Stitching

P m— =
— — — == |
pu—— i

Uni-directional

flow records 10.2.2.2 10111
\_— port 1024 port 80
Start Time Interface  Src IP Src Port Dest IP Dest Port Proto Pkts Sent Bytes
Sent
10:20:12.221 eth0/1 10.2.2.2 1024 10.11.1 80 TCP 5 1025
10:20:12.871 eth0/2 10.11.1 80 10.2.2.2 1024 TCP 17 28712

Start Time Client IP Client Server Server Proto Client Client Server Server Pkts Interfaces
Port IP Port Bytes Pkts Bytes
10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 eth0/1
eth0/2

Bi-directional:
 Conversation flow record
» Allows easy visualisation and analysis

Cisco (('Vf:/
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NetFlow Collection: De-duplication

/( Duplicates } \ |

® Router A: 10.2.2.2:1024 -> 10.1.1.1:80
© Router B: 10.2.2.2:1024 -> 10.1.1.1:80
Router C: 10.1.1.1:80 ->10.2.2.2:1024

/- Without de-duplication:
» Traffic volume can be misreported
» [False positive would occur

» Allows for the efficient storage of flow data -
» Necessary for accurate host-level reporting
( Does not discard data / 10.2.2.2
port 1024
Cisco(( Vf/
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St O1H0 - 08:12:58 AM v 10.201.3.179 61488/TCP 69.17MB | 56.08K packets
End:  01/10 - 08:14:59 AM 3. RFC 1918
HTTP
Duration: 2m 0s charlene —
64:80:99:5b:22:84 67.74dMB | 54.92K packets
Search Subject Details Totals
Packets: 56.08K Packets: 111K
Packet Rate: 467.32pps Packet Rate: 924 96pps
Bytes: 69.17MB Bytes: 136.91MB
Byte Rate: 604.4Kbps Byte Rate: 1.2ZMbps
Percent Transfer: 50.5% Search Subject/Peer Ratio: 1.02
MAT: 209.182.184.8 TCP Connections: 3
Host Groups: Sales and Marketing, End User Devices, At RTT: 306ms
enta SAT: ams

Payload: 200 OK

More Detalils

BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved.

‘Conversational Flow Record -

80/TCP 77.108.171.10

B Switzerland

Peer Details

Packets: 54.92K
Packet Rate: 457.64pps
Bytes: 67.74MB
Byte Rate: 591.91Kbps
Percent Transfer: 49.5%
Host Groups: Switzerland

Payload: HEAD http:/fau.download windowsupdate.com/m
sdownload/update/software/crup/2012/12/proof-en-us_B2ecd
B4db73a712e4b54ch11e9373BcB2afde551.cab

Cisco ((Vf;/
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Integrating with a SIEM

Log alarms and summary info to SIEM
+  Complete visibility throughout network
* Leverage specialty data handling

Security Events
g

e
SDEE API’s to access database

N + Directly access flow data (ex. getFlows)
AN * Improved scale - collection and retention

@ » Decreased cost

(f
- ———

Cisco (M’/
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Context is Crltlca| . e
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/l\/lonitor Mode

~

Open Mode, Multi-Auth
Unobstructed Access

No impact on productivity
Profiling, posture assessment

Gain Visibility -

Time

i Apr 15,13 02:08:33.241 PM

Apr 15,13 02:08:21.241 PM

Apr 15,13 02:08:21,219 PM
Apr 15,13 02:08:21,192 PM
Apr 15,13 02:08:21,144 PM

Apr 15,13 02:08:21.032 PM

syslog

E0EEEBE

¥ Status Details

D br B B D D

Sis

ISE as a Telemetry Source

Maintain historical session table
Correlate NetFlow to username
Build User-centric reports

Authenticated Session Table

BRKSEC-2073

Start Active Time *11End Active Ti... ™3 User Kame - Hast =+ Device Type  *2 MAC Address =
Apr 15, 2013 2:08:33 PM Current student0l 192.168.103.101 WMWare-Device 00:50:56:85:5c:3d
(17 minuke: ago) (¥Mware, Inc.)
’ B Apr 15, 2013 2:08:21 PM Current DEMOYstudentDd 192,168, 104,100 WindowsxP-Workstatio 00:50:56:85:13:c4
| {17 minutes 18s ago) n {WYMware, Inc.)
Apr 15, 2013 2:08:21 PM Current hostfpod0&-mgmt. dem 192,168, 108,100 WindowsxP-Workstatio 00:50:56:85: 13 cc
(17 minutes 18s ago) o.local n (YMware, Inc.)
Apr 15, 2013 2:08:21 PM Current hostfpod02-mgmt. dem 192.165.103.100 WindowsXP-Workstatio | 00:50:56:65:13:ce
(17 minutes 185 ago) o.ocal n YMware, Inc.)
Apr 15, 2013 2:08:21 PM Current DEMO}studentDS 192,168, 105.100 WindowsXP-Workstatio 00:50:56:85:13:c6
(17 minutes 185 ago) n (¥Mware, Inc.)
Identity Endpoint ID IP Address MNetwork Device | Device Port Authorization Profiles
student0l 00:50:56:85:5C:30 192.168.103.1... swl GigabitEthernet0f4  PermitAccess
DEMO\student04 00:50:56:85:13:C4  192.168,104.1... swl GigabitEthernet0fs  PermitAccess
host/podd8-rmgmt.demaolocal 00:50:56:85:13:0C  192.168.108.1... swl GigabitEthernet0fg  PermitAccess
host/podd2-rgmt.demalocal 00:50:565:85:13:CE 192.168.109.1... swl GigabitEthernet0f10  PermitAccess
DEMOYstudent0s 00:50:56:85: 1306 192.168.105.1... swl GigabitEthernet0fe PermritAccess
00:50:56:85: 13Cs 192,168,107, 1., swl GigabitEthernet0fs PermritAccess
Cisco (( Ve,
Cisco Public
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o wit

Configuration: Logging on ISE -
1. Create Remote Logging Target on ISE
2. Add Target to Logging Categories

sexise2 | admin | Logout | |
Identity Services Engine {W 72> Home Operations! ¥  Policy| ¥  Administration | ¥

o System & Identity Management [ Network Resources |2, Web Portal Management  |c, Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Remote Logging Targets List > New Logging Target

Logging Target

Logging
[i] Local Log Settings

Engi —— : T
Services Engine 4y Home Operations| v Policy| ¥  Administration | v

Remote Logging Targets ; Name[ Enobe MG ] T ypeluoe sie —_—
E51 Logoh Citagrés Description] | 5 B enavied - %o System | &% Identity Management [ Network Resources [, Web Portal Management  [c, Feed Service
[ Message Catalog e Adfrss%} Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
[ Debug Log Configuration Port| 3514 (Valid Range 1 to 65535)
[ Collection Fitters Fciity Code[iocs [ ~] . Logging Categories List > RADIUS Accounting
* Maximum Length| 1024 (Valid Range 200 to 8192) Logging Logging Catego
Include Alarms For this Target ] m Local Log Settings Namgs g g R:l'mus Accounting
Remote Logging Targets Log Severity Level
e T [ g Severity Level INFO
[i] Logging Categories ( Log level can not be changed. )
[l Message Catalog Local Logging Vv
Targets Available: Selected:
m Debug Log Configuration splunk1 Lancope_SMC
[i] Collection Filters LogCollector
LogCollector2
ProfilerRadiusProbe

Required Logging categories: .
*  RADIUS Accounting <

* Profiler 3
« Administrative and Operational Audit .

Cisco (('Vfrl
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Conflguratlon Add ISE to SI\/IC

I e

-
-
-
-

- @]

l‘, Enl EI"DI’ISE@
5\”; SMC

o ACME

- P'+ Host Groups

B % Inside Hosts

- R, outside Hosts

Bl 'T'y . Command & Control Servers
Q:'_ Metwark Devices

[N WM Servers

E,J Maps

L, FloveColleckors

- o pod02-fe-01

e e

(Not Shown) Create Admin User on ISE

(Not Shown) Configure ISE or CA certificate on SMC

(Shown) Add Cisco ISE to SMC Configuration
(Shown) Add additional ISE nodes

-

kter below

U.; External Configuration

Refresh Tree

information, click here.
add Stealthwatch ID Appliance. ..

Add Cisco ISE... P

% Name: isel.demo.local

Collection Port: 3514

User Name: SMC_Admin

Password: senssece

Cisco ISE Deployment Nodes

[ 4. Add additional ISE nodes L Add

—

BRKSEC-2073

Help

© 2014 Cisco and/or its affiliates. All rights reserved Cisco Public

To collect data from these devices, you must enable RADIUS
.. Accounting, Profiler, and Administrative and Operational Audit logging
~ categories on all of the ISE devices in the cluster. For more

: Cisco ((Vf:/
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Global Intelligence

v ¥ Host Groups
» % Inside Hosts
» B, Outside Hosts
and & Control Servers

List of known Command f;p™

dibot

and ContrOI Servers mageddon

nload

——darracuda
@, .£. Bho-jba

@, L. Blackenergy
R, £. Colddeath

s
[w)
o
=
=
n
o
3
"

. Darkshell
. Ddoser

= Dirtjumper
-+ Dofoil

*s Drive

= Emo

3

raybird

SMC :>

itpop Checkin

= G
= G
H
= Hitpop
H
' Http Post

[a]
i}
=
o
[l
=

=+ Illusion
4 Ircbot
o Mpack

PEIDIIIIIIIDIIIIAIDD
i mibm il isin oo
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Adding Situational Awareness -

Flow Table - 29 records

Client Host = | Client Host Groups = Server Host Server Host Groups ¥ | Application ¥ Duration 72| Total Traffic...™3| Start Active Time
10.201.3.149 Sales and Marketing, End 89.108.67.143 Russian Federation HTTP 23s 256.56k Jan 11, 2014 3:44:20
User Devices, Atlanta PM
(9 hours 1 minute 26s
O —

Client Host | Client Host Server Host Server Host | Application | Duratio Total Start Active
Group Groups n Traffic Time
10.201.3.149 Sales and 89.108.67.143 Russian HTTP 23s 256.56K Jan 11, 2014
Marketing, Federation
End User
Devices

Cisco (f'l/f:/
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Adding Situational Awareness

Flow Table - 29 records

-

lient User Name % | Client Host % | Client Host Groups % | Server Host 4|  Server Host Groups % | Application %

Duration ~?| Total Traffic...”™ % Start Active Time

10.201.3.149 Sales and Marketing, End

89.108.67.143 ;g:- Russian Federation, Zeus HTTP
ken User Devices, Atlanta

23s 256.56k Jan 11, 2014 3:44:20
PM

(9 hours 1 minute 265
ago)

Client
Host
Group

Client Client Host
User

NET[E

Server
Host

Server Host Application

Start
Active
Time

Duratio Total
n Traffic

Ken 10.201.3.14 Sales and 89.108.67.143 Russian HTTP 23s 256.56K Jan 11,
9 Marketing, Federation, 2014
End User Zeus
Devices
Cisco (( l/&/
BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Understanding
the
Landscape

[ Introduction Introduction to

NetFlow

Design and
Deployment

Adding Context Flow Collection Flow Export

Working with
NetFlow

Running Queries

Organising the data — and Investigations
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Behavioural Analysis & Anomaly Detection

Behavioural Analysis:
» Leverages knowledge of known bad behaviour

e Identify a change from “normal”

J Cisco (f'l/f;/
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- Steal_thW'étC'h‘:' Indi ces - 3

[Concern Index: Track hosts that appear to compromising network integrity

\

Hask Groups > Haost = 1 i CI%: w3 Alarrms - Blerts =
Deskkops, Atlanta 10.10,101.118 313,624,542 3,136%: [ High Concern Index Fing, Fing_Scan, TCP_Scan
Mew York, Deskbops 10,50.100.83 190,075,544 1,901% (I | High Concern Index, High File Sharing Ping, Rejects, TCP_Scan
Inde:x, High Total TrafFfic
[Target Index: Track hosts that appear to be victims of the suspicious behaviour of other hosts ]
\. [
Host Groups S Hosk = TI = o~ TI%: i Alarms = Alerts =
Dornain Controllers, 10,10,30,15 118,019,003 11,802% Excess_Clients, Rejects

Atlanta, DMNS Servers,
MTP Servers

[File Sharing Index: Tracks behaviour that is indicative of peer-to-peer activity ]

Host Groups = Huost: = F3I = F3I% i Alarms = alerts =
ftlanta, Trusted 10,10,200,59 150,335 561%. | High Concern Index, High File Sharing | Fing, Ping_Scan, Port_Scan, TCP_Scan,
Wireless Inde:, High Total Traffic TCP_Stealth
( : /
CiscollVZ,
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| Steal_th‘\_/v'atc'h‘:- | A‘|a'r ms | 3
4

Alarms

Indicate significant behaviour changes and policy violations

Known and unknown attacks generate alarms

Activity that falls outside the baseline, acceptable behaviour
or established policies

...

~

/

S —

ils* Q’Z Policy = | Stark Active Time =+ alarm ¥ Source ¥ | Source Hosk Groups ¥ | Source Use... = Target = Cietails =
! ',3@ Desktops & Apr 15, 2013 Suspect 10.10.101.89 Desktops, Atlanta ud01538 Multiple Hosts Observed 1.87G bytes.
Trusted 4:20:00 PM Data Loss Policy maximum allows up to
Wireless {7 minutes 7s ago) 500M bytes.
( : /
ciscollVZ,
BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved Cisco Public
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Virtual container of multiple
IP Addresses/ranges that
have similar attributes

Best Practice: classify all
known IP Addresses in one
or more host groups

BRKSEC-2073

Host Group Editor for ACME

Find: @ (@ [ Match Case

P Inside Hosts
4P Catch Al
=P By Function
- AP Business Units
%p DMz
%P Guest Wireless Networks
28 ’»'-P Infrastructure
’»'—P Internal 3rd Party Managed Devices
- P Other
B ’»'—P Servers
- o Antivirus Servers
3P Antivirus 5
4Py Backup Servers
’v'.—P. Compliance Servers
’»'-P Confidential Servers
- o DHCP Servers
¥ DNS Servers
- o Domain Controllers
- =] File Servers
b File 5
- XD
- P Mail Servers
’v'.—P. NTP Servers
- o - SErVErs
3P POD-1x 5
- o ervers
Ap sms s
- o Web Servers
P web 5
[ %P Users
i 4P vaIP
[#- ‘»'—P By Location
[ R, Outside Hosts
H ‘P, L. Command & Control Servers

el
[

Impart... | Expart... Validate

Help

© 2014 Cisco and/or its affiliates. All rights reserved.

Host Group
1d: 61

Mame: |Lab Servers

Ranges

10.11.0.0{16

Lab servers

Advanced Policy Options

Enable baselining For Hosts in this Group: v
Disable CI Events using excluded services: v
Disable flood alarms and CI Events when a Host in this Group is the karget: [
Trap Hosts that scan unused addresses in this Group: Il

Cisco Public

Import Ranges. ..

Revert

CiscollVC,;
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Raole Policies

Marmne a1 Description > Assigned to Host Groups > Assigned to Ranges -

Ankivirus & SMS Servers Suppress Scanning Ackivity SMS Servers
Antivirus Servers

Backup Servers Backup Servers

End User Devices
Trusted Wireless

Increases Traffic Values for File | Web Servers Tu ne al arm th resh Olds

Desktops & Trusted

Server Alarms File Servers
.. evices Prosey
Policies can be created for i o~
Mail Servers
1 nn 1 ! T -
|nd|V|duaI hOSt grou pS ems & Metwork Scanners
Servers . [ Servers
Trusted Internet Hosts . Suppress High Total Traffic, -Trusted Internet Hosts
Suspect Data Loss, Suspect Long
Flow

Default policy for Inside and Outside hosts

Default Policies

O

MNarme *1 Description

Inside Hosts &ll hosts in Inside Hosts

Outside Hosts &ll hosts in Outside Hosts v

Cisco (('Vf;/
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Flow Query Basics — The Flow Table =

=\

Filter ( )

Filter conditions

[i Flow Table

_—

I Filter Q 1ornai 1 ACKE ® Time : Last 5 minutes
& Client or Server Host Group : Inside Hosts

Table Short Lisk

Flow Table - 2,000 records
Client Host = Client Hoskt Groups & Server Host % Server Host Groups = Application = Service Summary ¥ Duration T2 |To
10.10.101.89 Desktops, Atlanta 4.27.11.253 United States streaming audio/video http 4 hours 2 minukes 39s
(B0ftep)
10.10.1.31 Atlanta 10,10.99.21 Atlanta etFlowsFlow nekflow 3 hours 30 minutes
N\ (2055 udp) 275
10.10.101 .43 \ Desktops, Atlanta 10,203.0,207 #tlanta, Engineer HTTRS https 33 davys 4 hours 4
\ i {443itcp) minutes
10.10.101.23 ops, Atlanta 10.202.30.126 Atlanta, Engineer HTTPS https 33 days 4 hours ¢
{443itcp) minutes
2 — .
10.10.31.48 ) 3.1.104 ) SSHISCP {unclassified) ssh 33 days 4 hours 4
Details More details (22/tep) minutes
10.10,101,159 - Deskiops, Atlanta 10,202.3.110 Atlanta, Engineer HTTPS https @ hours 14 minutes
(443/kep) 455
10,10.30.23 Domain Controllers, Atlanta 10,10.30.16 Domain Controllers, Atlanta, authentication Undefined TCP 33 days 4 hours 5
DS Servers, MTP Servers (3268/tcp) minutes
10.10.30.23 Damain Controllers, Atlanta 10.10.30.16 Domain Controllers, Atlanta, authentication ldap 33 days 4 hours 4
DMS Servers, MTP Servers (389kcp) minutes . /
r
ciscollVL!
BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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™ Filter - Flow Table

e

DatefTime

Inkerfaces

¥

Services & Applications

|

Ports & Prokocols

v

Routing

_.
=
E
_nﬂl
pr}

a

|

Ferformance

|

Application Details

¢

Advanced

Help

BRKSEC-2073

‘Flow Query Basu:s Flltermg

[v Filter by Host
_ Select host to
where the |Client or Server Host + . t te
includes |the IP Address List: j //‘\ INVES Iga

10,10,200,79

and excludes |N0ne hd

!
=
All flows in which this host was
a client or server

e ] Cisco ((Vf:/

Cisco Public 53

and the Other Hosk

includes |.¢\II

and excludes |N0ne

© 2014 Cisco and/or Its affiliates. All rights reserved.



‘Flow Query B aS;iAC'S';_-:'Fi‘lilt;'e'ri ng

T Filker

Table

Q Dormain
& Client or 5

Short Lisk

: ACME

ver Host @ 10,10

® Time ; Last 1 hour

All flows for 10.10.200.79 in the last hour

e

| Server Host Groups = | Dwration 3 Application = |

BRKSEC-2073

© 2014 Cisco and/or its affiliates. All rights reserved.

End User Devices, Atlanta, 22 hours 50 minutes Undefined TCP

Mew York, Mail krvers 255
End User Devices, atlanta, & minutes Z1s HTTPS
Mew York, Mail Servers
End User Devices, Atlanta, 27s HTTP
Mew York, File Servers
End User Devices, Domain 1 minute 235 HTTP
Controllers, Atlanta, Mew York
United States 1 minute 155 HTTP

End User Devices, atlanta, 22 hours 50 minutes Undefined UDP

Clienk User Mame =1 | Clienk Host = Client Hosk Groups = | Server Host = |Server B
bil 10.10,200,79 End User Devices, Atlanta, 10.10.32.24 gl
¥ Mew York, Trusted Wireless RFC 1918
bil 10.10,200,79 End User Devices, Atlanta, 10.10.32.24 o B
Y Mew York, Trusted Wireless RFC 1918
billy 10.10,200,79 End User Devices, Atlanta, 10.10.31.33 B
Mew York, Trusted Wireless RFC 1918
billy 10.10.200,79 End User Devices, Atlanta, 10.10.30.12 o B
Mew York, Trusted Wireless RFiC 1918
billy 10.10.200.79 End User Devices, Atlanta, 38.109,139.142
Mew York, Trusted Wireless United States
billy 10.10.200,79 End User Devices, Atlanta, 10,10.200.1 g
Mew York, Trusted Wireless RFC 1918 Mew York, Trusted Wireless 555
bill 10.10.200.79 End User Devices, Atlanta, 10.10.30.12 g End User Devices, Domain 95 HTTP
¥ Mew York, Trusted Wireless RFC 1918 | Controllers, Atlanta, Mew York
billy 10.10.200.79 End User Devices, Atlanta, | 208-80-58-74.clickability.com Fi United States 1 minute 155 HTTP
Mew York, Trusted Wireless (208.80.58,74) United States

Ciéco (('Vfrl |
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Flow Table: Visibility across NAT

:'!' Filker Q Domain  : demo, locs @ Time : From Sep 11, 2012 9:00:15 AM bo Sep 11, 20
& Cisco ASA 1 192, :

Table Shart: List

Flow Table - 11 records

lient Hosk ¥ | Translated Host % E User Name = Server Hosk =5 Service Summary ¥ Server Hosk Groups ¥

(G0ftcp)

192.168.201.100 & 168.192.203.101 billy 168.192.200.22 @ http United States
(80/tcp)
{80/tcp)

192.168.201.100 & 165,192, 203,101 billy 168,192, 200,22 @ http United States
(G0ftcp)
. 0ftep)

Inside local Outside global Server

Cisco (f'l/f;/
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‘Querying Events - L é\/é.;rl-ag-:i.h g NSEL %

Flow Ackion ¥ lignt Hosk Client Hosk Groups & Server Host Server Hosk Groups 5 Service summary W
e
Denied 168.192.200.22 Inited States 192.168.203.10 &2 Web Servers Undefined TCP
(20ftcp)
Denied 168.192.200,22 O Inited States 192.168.203.10 & Weh Servers Undefined TCP
(o00/tcp)
Denied 163,192 .200.22 & nited States 192.168.203.10 & Web Servers Undefined TCP
(B8 tcp)
Denied 168.192.200.22 = rnited States 192.168.203.10 = Web Sepvers Undefined TCP
(F20kcp)
Denied 168.192.200.22 & Inited States 192.168.203.10 & Web Servers Undefined TCP
(100/tcp)
Denied 168,192 200,22 ) Inited States 192 168.203.10 Web Servers Undefined TCP
(1022 kcp)
Denied 163,192 .200.22 & nited States 192.168.203.10 & Web Servers Undefined TCP
(19ftcp)
Denied 163,192 .200.22 rnited States ( . Undefined TCP
Flow denied events over many ports (32ftep)
Deriied 165.192.200.22 @ United States ) Undefined TCP
(512 /kcp)

BRKSEC-2073

© 2014 Cisco and/or its affiliates. All rights reserved
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Flow Table - 504 records

Client Host = Clienk Host Groups - Server Host s Server Host Groups 5 Duration w2 application =
2000:1:4:0:204:23fF :Fe9e:flae Atlanta IPva 2000:1:1:0:213:72fF FeSa: 2089 Atlanta IPva 4 minutes 585 S5H/SCP (unclassified)
2000:1 :4:0: 204 23fF :Fe9e:f 162 Atlanta IPv6 2000:1:1:0:213: 72fF:Fe56: 2089 atlanta IPv6 s Undefined TCP
2000:1:4:0:204:23ff :Fede:flae atlanta IPve 2000:1:1::213: 7 2FF FeSa: 2089 atlanta IPva 65 Undefined TCP
2000:1:1:0:213: 72fF:FeS6:20e9 atlanta IPv6 2000:1:4:0:204: 23FF:fe%e:f16e atlanta IPv6 S50s Undefined
2000:1:4:0:204:23fF :Fede:flee atlanta IPv6 2000:1:2:0:204: 23FF :Feb4:ebzs atlanta IPva % s HTTP {unclassified)
2000:1:4:0:204: 23FF :Fefe:f 162 atlanta [Pv6 2000:1:1:0:213: 72FF:FeS6: 2089 atlanta IPv6 4 minutes S8s HTTP {unclassified)

- - e - o e e eSS - - I - - - - . - owm e F oamee o= - T - T -, PR
Cisco (( Ve,
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[#] Host Group Dashboard x

Host Group Dashboard for
Engineers

Alarm Trend, La:

Host $| a s % | g

10.202.1.122 se4,042 | 2% [ ||| =54

B

e & 1M B B.5 B3
Source ¥ | Fourc,.. ¥ Target % |Targe.. ¥ Dt ails ¥ | Start Ackive ., 71
10.202.1.223 | Atlanta, |Multiple Hosts Double-click Apr 25,2013
Engineer for details. 5:25:00 PM
{8 minutes 585
ago)
High 10.202.1.65 Atlanta, |Multiple Hosts Double-click Apr 25,2013
Yolume Engineer for details. 5:00:00 PM
Email {33 minutes
585 ago)
Hisk ¥ T % TI% vi
10,202.3.110 62,710 a4 [ |
10.202.1.124 108,832 | 2% [ | Alarms
r
10,202.3.112 136,770 | a3 ] . ('W/
, Cisco ’
d 10,202.1.226 o1z | ern ]
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¥ Fiter @& D
a0 Summary | g0 Inbound and Outbound g Within this Host Group Table

Total Bytes Last (bps) Mean (bps) Peak (bps) g5th (bps)
Inbound: 19.4?6_ 10,3M 5.16M 14.05M | 10.4M
Qutbound: 1.98G | 466,79k 524.16k 1.83M |
Tnbound (4) and Outbound () Applications inbound

16M

14M

12M

10M

8M

Traffic (bps)

BM —

4M 4

M

el

Applications outbound J 10100 1100 1200 1300

— D MNFS . HTTPS . 55H |:| streaming audiofvideo D Undefined TCP . YouTube

»
|:| authentication D HTTPS {unclassified) . SMB {unclassified) D Others - {‘ Ve/
Cisco ’

BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Host Groups — Targeted Reporting
|- &, Outside Hosts |‘

- R, APT1

% Business Partner Mebworks

= —T' Caunkries
- q;,;ﬁ.ca Geo-IP-based Host Group

-+ Arneticas

- ﬂ Caribbean

- ﬂ Central America
E} R, Northern America

ﬂ Bermuda
& @
&1 Ed aree Host Group Dashboard .
& s p Summary chart of traffic
: T » -
= QJF hEU”'tE o inbound and outbound from
Soukh Arneric Stak » :
N %ASH e this Host Group
Security ]
[+ fﬂl Europe
[+~ "Rl Oiceania Hosts »
- (ﬂ. Cther Traffic » &8 Host Group Application Traffic
- B, DS Ch Mal
% Suspiciuizglirteri:a; Reports P | 44 Host Group Service Traffic
B Q Trusted Inkernet Hos Flows 4 @ Host Group Traffic
|- 10['; L. Command & Contral § Configuration 3 Flow Traffic 2 |
_? Metwork Devices e 'I:‘E
_j WM Servers
2 Maps R /
FIDWCDIIectDrs .
ﬂ' ectars Refresh Tree C|sco ((WI

BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Host Groups — Targ e't.eoj_' Reporting ' -~ T

Traffic outbound

BRKSEC-2073

Inbound

5M

M

3M

]
=

Traffic (bps)
=

=

A

3M

T T T T T T T T T T T T T T T T T T T T T T T T
15:20 15:25 15:30 15:35 15:40 15:45 15:50 15:55 16:00 16:05 16:10 16:15 16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 17:15
Time

Traffic inbound

Cisco (fV&l
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Host Groups — Discovering Rogue Hosts

-l.-l. .
;,. Enterprise
SHMC

- g SMC

=

Ea
[}
E

L ACME

=- P'.|.. Host Groups

= -|— Lnsu:le Hosks
¥

= -|— B';.f Func
- -|— Busi
.-_Bn D3
"'f.'-.-B Gue
b B Infr
----- ".'-B Inte
[ A Ot
\’-F Ser
\"-F ser
- 5P Yol
[+l -P By Local
|- 1, Outside Hos
|- "%' ¥ ZOMmmar
Mebwork Devices
|]__'] WM Servers

lTl

Gm

=- '.J__ﬂ. FlowwCollectors

- ﬂ,ﬂ- Maps

& Host Group Dashboard

Catch All: All unclassified RFC1918 addresses

Table of all individual hosts

Top r

Skatus »

Security b

Hasts r | Active Hosts

Traffic 4 Hast Infarmation

Reports 4 Hosk Mokes

a5 g | Identity and Device Table L\\\J
onfiguration ]

Refresh Tree

o) Host Group Trends

BRKSEC-2073
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Host Groups — Di~§¢,dvé rngogu g8 HOStS

Identity and Device Table Rogue Hosts 4

I Filter & Domain
st Group : Cakch A “4 » |

Start Ackive Time - End Active Time |I=er Mame Hask Hosk Groups MaC Address Device Tvpe

Apr 27, 2013 B:17:41 PM Current isesim_user_7944 10.201.3.255 Catch All fa:1e:dfi57: 0o 44 Apple-MacBook
(2 days 18 hours 28 minutes ago) (Apple, Inc)

Apr 27, 2013 6:17:41 PM Current isesim_user_1148 10.201.3.254 Catch All farie:dfi13:ca2 Apple-MacBook
(2 days 18 hours 28 minutes ago) (Apple, Inc)

Apr 27, 2013 6:17:41 PM Current isesim_user_5109 10.201.3.253 Catch All fa:1e:df63:20:4f Apple-MacBook
(2 days 18 hours 28 minutes ago) (apple, Inc)

Apr 27, 2013 6:17:41 PM Current isesim_user_Z386 10,201,3.252 Catch All farle:dfiaz:33:4d Apple-MacBook,
(2 davys 18 hours 28 minutes ago) (Apple, Inc)

Apr 27, 2013 6:17:41 PM Current isesim_user_S686 10,201.3.251 Catch All faile:df:31:71:74 Apple-MacBook
(2 days 18 hours 28 minutes ago) (apple, Inc)

( : /
CiscollVZ,
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Indicators of Compromise -

[ Raw flow analysis

Outside notification ]

[ Log analysis (SIEM) ]

[ IDS Alert ]

Cisco (M’/
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. Attack Lifecyc IeModeI(AKA th e Kill Chaln) E

Move
/ Laterally \

Maintain Internal

Presence Recon
Initial Initial Establish Escalate Complete

. < o .. o
Recon Compromise Foothold Privileges Mission
| Mandiant APT1 Report: http://intelreport.mandiant.com/Mandiant_APT1_Report.pdf |

| Kill Chain: http://bit ly/killchain

|
Cisco (('Vf:/
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Building a Timeline

Move
/ Laterally \

Maintain Internal

Presence Recon
Initial Initial > Establish Iate Complete
Recon Compromise Foothold rivileges Mission

|IOC Found:
< Investigate forwards >
and backward

Cisco (('Vf:/
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' \dentifying the Culprit

Indicator of Hostip :
Compromise Address )
Y ) :
Alarm
Alarm Table )
Alarm Summary :
IDS Alert
Other Is a worm Host
indicated? Sn apsh ot

Worm

Tracker

Hosts affected

normal or

Supplemental Information:

Is the behaviour

permissible?

Most recent flows/Active flows
Traffic volume/type

Other Alarms

Exporter interfaces

Activity — scanning?
Thresholds

Touches

ldentity:
 Username

Access location
Organisation/Geo

Device type and OS

Role — Client or Server

—

Host Groups Affected
Subnets Affected
Ports Used ‘
Protocols Used
[ Tune

] [ Respond Lisco{('l/&/

67



|OC: Mandiant publishes list of domain names and IP addresses known to be used by APT1

™ Host Group Editor for ACME

Find: ) ) [ Match Case

’-'—P- Inside Hosts

Bl ":P", Cutside Hosts

@,

% Business Partner Metworks

-- 'ﬂP', Countries

% DMNS Changer Malware Servers
iﬁ, Suspicious Inkernek Hosts

- ﬁﬁ, Trusted Internet Hosts
f - ":P", . Command & Conkrol Servers

Create a Host
Group for APT1

BRKSEC-2073

© 2014 Cisco and/or its affiliates. All rights reserved.

Hosk Group
1d: 61

Mame: |APT1

R.anges

3.59.1.34
12.35.236.32
23.19.7.190
46.137.20,128
46.137.65,92
46.149.15.14
46.149.15.151
50.63.70.1
o0.63.202,37

Cisco Public

IP Addresses

Cisco (M’/

68



APT1 - Host Locking Violation Alarm

E
Mame: |Communication ko APT1
‘ Set client hosts to all Inside Hosts
Descripkion:
Create a Host Lock
V|0|at|on Alarm for Client Host Group: |Inside Hosts Browse. ..
Communlcatlon to APTl Serwer Host Group: |Outside Hosts - APT1 Bramse. ..
{+ Disallow all traffic except \/L Set server hOStS tO APTl ]
/ " Allow all traffic except
. . [ Services [ Applications
[ Disallow all traffic ] = 3 = 3
™~ ™~
™~ ™~
™~ ™~
I~ I~
™ ™
™ ™
r =l r ||

Iv Uridirectional UDP traffic triggers alarm

Iv Unidirectional TCP kraffic triggers alarm

Trigger alarm on any

unidirectional traffic Help ok | concel

Cisco (('Vf;/

BRKSEC-2073 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



APT1 - Investlgate

You’ know today what you: dldnt know yesierday

’ Filter - Flow Table

[ Run a Flow Query e i

Date/Time
Y, Filter by Host
where the | Client or Server Host

includes | the IP Address List: L

|

Identity 106,186,16.96
106.186.19.222

[ Over the last 90 days Inerfaces 106.186.21.158 \

o:0

and excludes |MNone v

Services & Applications

and the Other Host

|

Ports & Prokocols includes | Al w

Server or client includes
the APT1 IP Address list

and excludes |MNone v

=
o

c

=4

3

=1

. 9

_.
=
[v]
=
A

| 2

]
@
=

Frormance

¥

Application Details

2

Advanced

Cisco ((Vf;/
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APTL—Returned Flows

Infected hosts

FTP Transfers
Table Short Lisk
anle i FECION0S -
Clienk Hosk 1 Client Host Groups = Server Host = | Server Host Groups 5 Dwration -l Application - Total Bytes ™3
10.210.7.38 File Servers i527-96.members. linode. com Japan 18 minutes 59s FTP {unclassified) 1.16G
{106.186,16.96)
10.10.31.48 File Servers 161.58.93.33 Urited States 19 minutes 1s FTP {unclassified) 1.16G
10.50.100.83 File Servers 161.58, 182,205 Urited States 385 FTP 2.2k
™
APT1 Servers
_/
( : /
ciscollVZ,
BRKSEC-2073
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Investigating I\/Ialwal;eS;p read > Worm .: Tracker

Worm Tracker X

'r Filter Q Domain @ ACME @ Time : Today

[

& Propagation Table

Worm tracker

J Initial infection
e

1010200059

]

10 E;ubnet'

[

\\

. . 10 20 0 284
Secondary infections J Lt

10.40.10.254

9 subnet*

/[ Subnets being scanned ]

9 subnet’

IOC: IDS Alert indicating a known worm operating inside your network

||¢|

BRKSEC-2073 U014 CISCO anuior is alfiates. Al rigrits reservea. CISCO FupIic

Cisco ((Vf:/
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Sis

Investigating I\/I‘alware"Sép read HO st Si-nlalps hot o

Everything the system
knows about 10.10.200.59

Start with Cl Events. We notice
significant scanning activity

= Q Domain ; ACME

@& Host :10.10

® Time ; April 15
“ e
Top Active Flows

Identity, DHCP & Host Motes Exporter Interfaces

Identification Alarms Security CI Eve'nts

Start Active Time ¥ Last Active Time ¥ | Target Host Groups = Target Host ¥ | Concern 1., ™1 I Events
Apr 15, 2013 12:55:37 AM Apr 15, 2013 9:55:46 PM Catch Al 10,20.40.0/24 1,767,533 | Addr_Scanjtcp-135(3533)
{23 hours 54 minukes 195 aga) ({2 hours 54 minutes 10s aga)
Apr 15, 2013 12:55:37 AM Apr 15, 2013 915546 PM Catch Al 10,20,10.0/24 1,620,254 | Addr_Scanjtcp-135(3254)
(23 hours 54 minutes 195 aga) (2 hours 54 minutas 10s ago)
fpr 15, 2013 12:55:37 AM fpr 15, 2013 9:55:46 PM Catch All 10,20.20,0/24 1,602,202 | Addr_Scanjtcp-135(3202)
(23 hours 54 minutes 195 ago) (2 hours 54 minutes 10s ago)
Apr 15, 2013 12:55:37 AM Apr 15, 2013 9:55:46 PM Cateh Al 10,20.70.0/24 1,596,186 | Addr_Scanytcp-135(3186)
(23 hours 54 minutes 195 ago) (2 hours 54 minutes 10s ago)
Apr 15, 2013 7:39:59 A4M Apr 15, 2013 6:58:18 PM Atlanta, File Servers 10.10.31.0{24 435,904 | Ping_Scan(904)
(17 hours 9 minutes 57 ago) (5 hours 51 minutes 38s aga)
Apr 15, 2013 7:44:19 AM Apr 15, 2013 7:00:49 PM Domain Controllers, 10,10.30.0{24 252,514 | Addr_Scanftcp-27001(6),
{17 hours 5 minutes 37s aga) (5 hours 49 minutes 7s aga) Atlanta, DMNS Servers, Addr_Scantcp-27009( 168),
MTP Servers Fing_Scan(340)
Apr 15, 2013 7144126 AM Apr 15, 2013 6:58:42 PM Domain Controllers, 10.10.30.19 150,704 | Reset/tcp-27000(24),
(17 hours 5 minutes 305 ago) (5 hours 51 minutes 14s aga) Atlanta, NTP Servers Reset/tcp-27001(1 100),
Reset/tcp-27002(1091],
Reset/tcp-27003(1038),
Reset/tcp-27004(12007,
iscollVC
Cisco ’
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Investig ating | I\/Ialvvar'eS;p read - Iden tit"yi e

Telemetry from the ISE

& Host  :10.10.200,59

entiFil:aI:il:nn | Alarms | Security | I Ewvents | Top Active Flows | Identity, DHCP & Host Notes | Exporter Interfaces

Identity and Device Table - 1 record

Skart Active Time G Ernd Active Time Tl User Mame =3| mMaC Address 5 | Device Twpe 5 | Domain Mame 5 |Metwork ... 5 [Mebwa,., 5 |Securi.. 5
Jun 10, 2013 11:27:37 PM Current bracmahaon 00:d0:bS:0d:Fd: 27 | Windows7-Worksk LC Linknown GigahitEthe
(8 davs 20 hours 26 minutes (Tomega atian Exporter rnets)37
ago) / Corporation) 4 (10.10.1.1)

Username Infected
machine

Cisco (f'l/f:/
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Investigating Malware S,;pread ?TO;_L,J,Ch.'e’d_.ZHOStS "

[ This infected host has established a connection with another host

I

Touch Information - 1 record
Appliance = Has Been Touched = - Has Touched Anaother
< Mo 0 Yes

pod29-Fc-01 Mo
Cuick, Yiews This Fow

d 4»

4

{10.11.99,20)

| Hosts Touched By . ‘
a3

Cisco {f'l/&/
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¥ Fiter @ Comain i ACME
& High CI Host : 10,

U

Investigating Malware Spread: Touched Hosts

All hosts touched by 10.10.200.59

“« »n|c

Start Date|Time = End Date/Time i High CI Host Groups High I Hosk Touched Hosk Groups . %= Touched Hosk
&pr 15, 2013 12:53:21 PM Apr 15, 2013 10:07:36 PM Atlanka, Trusted Wireless 10.10.200.59 Damain Controllers, Atlanta, 10.10.30.17
(11 hours 58 minutes 40s ago) (2 hours 44 minutes 255 ago) DMS Servers, NTP Servers
Apr 15, 2013 9:49:26 AM Apr 15, 2013 9:57:19 PM Atlanta, Trusted Wireless 10.10.200.59 Atlanta, File Servers 10.10.31.33
{15 hours 2 minutes 355 ago) (2 hours 54 minutes 425 ago)
Apr 15, 2013 9:40:04 A Apr 15, 2013 7:03:28 PM Atlanka, Trusted Wireless 10.10.200.59 Domain Controllers, Atlanta, 10.10.30.15
(15 hours 11 minutes 575 ago) (S hours 43 minukes 33s ago) DMNS Servers, NTP Servers
Apr 15, 2013 12:53:32 PM Apr 15, 2013 7:02:39 PM Atlanta, Trusted Wireless 10.10.200.59 Domain Controllers, Atlanta, 10.10.30.16
111 hiours 58 minukes 295 ago) (5 hours 49 minukes 225 ago) DNS Servers, NTP Servers
Apr 15, 2013 12:59:26 PM Apr 15, 2013 6:59:56 PM atlanka, Trusted Wireless 10.10.200.59 Atlanka, File Servers 10.10.31.48
(11 hiours 52 minutes 355 ago) (S hours 52 minutes Ss ago)
fpr 15, 2013 3:57:55 PM fpr 15, 2013 6:53:29 PM Atlanka, Trusted Wireless 10.10.200.59 Atlanta, File Servers 10.10.31.46
{8 hours 54 minutes 65 ago) (S hours 53 minutes 325 ago)
apr 15, 2013 6:55:46 PM apr 15, 2013 6:55:46 PM Atlanka, Trusted Wireless 10.10,200,59 Catch All 10.20.10.254
(S hours 56 minutes 155 ago) (S hours 56 minukes 155 ago)
( : /
CiscollVZ,
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High Concern In'd"éx'

[ Baseline deviated by 2,432%!

Concern Index

'r Filker L'-E Damain @ ACME ® Time : Todas
Summary - 92 records summatized into 92 records
Host Groups ¥ Hosk =5 I v % i alarms = alerts =
Mew Yaork, Deskbops 10.50.100,83 243,231,761 | 24327 [ PFing, Rejects, TCP_Scan
Deskkops, Atlanka 10.10,101.27 153,644,484 | 1,550% ] High Concern Index Fing, Ping_Scan
Deskkops, Atlanka 10.10.101.24 117,213,499 | 1,172% [ Fing, Ping_Scan, Rejects, TCP_Scan
Comain Conkrallers, 10.10,50,25 32,760,657 szav: (R High_alume_Email, Ping,
atanta Ping_5can, Rejects, TCP_Scan,
LUDP_Scan
Atanta, Trusted 10.10,200,59 21,345,906 2153% [ Ping, Ping_Scan, Port_Scan,
Wireless Rejecks, TCP_Scan, TCP_Stealth

BRKSEC-2073
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What was this Hostupto?

T Filter
Q Hosk

Identification alarms

Q Domain : ACKE

Target — entire subnet?

® Time : Today

CI Events

Host is Source of CI Events (High CID - 25 records

Skart Active Time

Ak

Last Ackive Tirme

Ak

Top Active Flows

Targek Hosk Groups

, DHCP & Hosk Mokes

.
-

N Target Host

Exporter Interfaces

Concer,,, ™1

I Events =

Apr 17, 2013 12:39:57 4M
(22 hours 7 minukes 45 ago)

Apr 17, 2013 10:40:06 PM
(6 minutes 555 ago)

Atlanta, Enginesr

10.202,2.0/24

9,765,795

Addr_Scanjtcp-445(11795)

apr 17, 2013 12:39:57 &AM
(22 hours 7 minukes 45 ago)

apr 17, 2013 10:40:06 PM
& minutes 555 200}

Atlanta, Enginesr

10.202.1.0/24

5,600,479

Addr_Scantcp-445(11479)

apr 17, 20135 12:39:57 AM
(22 hours 7 minutes 45 ago)

Apr 17, 2013 10:40:06 PM
(& minutes 555 ago)

atlanta, Enginesr

10.202.3.0/24

9,991,325

addr_Scanjtcp-445(11328)

apr 17, 2013 12:39:57 aM
(22 hours 7 minukes 45 ago)

apr 17, 2013 10:40:06 PM
(6 minukes 555 ago)

Atlanta, Enginest

10.202,0.0/24

9,576,330

addr_Scan/tcp-445(113300

apr 17, 2013 12:39:57 &M
(22 hours 7 minutes 45 ago)

apr 17, 2013 10:40:06 PM
(& minutes 555 ago)

Atlanta, Enginesr

10.202.6.0/24

5,534,436

—

Addr_Scantcp-445(11438)
——

BRKSEC-2073
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NetFlow and (D)DoS Detection

Identify targets

* Target of suspicious activity
* Abnormal traffic volume

» Decrease in performance

l /_[ |dentify attackers ]
Cisco(('l/f:/
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&0 Chart | | [ Table

Inbound

150M

] Traffic Spikes

100M —

S0M —

Traffic (bps)
[=]

S0M —

100M —

150m | | | | | . | | | . . . Cisco (l'l/&/

T T T
04:00 05:00 06:00 07:00 0800 0%9:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 80



Identlfymg a DDoS Part|C|pant s |
|OC: Notification from 3" party that your IP Address IS part|C|pat|ng in a DDoS
™ Filter - Flow Table x|
s -

Date/ Time
v Filter by Hosk

Where the |Client Host j .
| Public IP address
includes |the IP Address List: j
Inkerfaces —  — \_

% 168,1592,203,101 S

es & Applications

ocals and excludes |Nnne v

[ Time of reported attack

Routing and the Server Host
l& includes |the IP Address List: J/( Ta.rget server 1

Traffic 168.192.200.22
Performance _—
I& and excludes |Mone j
Application Details -

e [ x ] conee Cisco (f'l/f;/
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[dentiting a DDoS Particpant_

¥ Filker Q Domain  : demo
& Cisco ASA 1 192,
Table Short List

Flow Table - 11 records

@ Time : From Sep 11, 2012 9:00:15 AM ko Sep 11, 20

Time of reported attack

15 aM

Validate attack activity

>

lient Hosk ¥ | Translated Host % E User Name = Server Hosk ¥ N\ Service Summary Server Hosk Groups

(G0ftcp)

192.168.201.100 & 168.192.203.101 billy 168.192.200.22 @ http United States
(80/tcp)
{80/tcp)

192.168.201.100 & 165,192, 203,101 billy 168,192, 200,22 @ http United States
(G0ftcp)
. 0ftep)

Inside local

Outside global

BRKSEC-2073

Target Server
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Identify a DDoS Participant

Host snapshot

‘|+] 192.168.201.100 x: 4 B

¥ Fiter @ Domain : demo.loc ® Time : Today
& Host  :192.168,201.100 “ » | C -~

| Identification | | Alarms | Security | CI Events | Top Active Flows | [ Identity, DHCP & Host Mokes | Exporter Interfaces

Start Active Time = Last Active Time % | Target Host Groups = Targek Host ¥ |Concer.,. ™1 I Events =
Sep 11, 2012 3:40:07 &AM Sep 11, 2012 3:44:41 AM United States £5,197.197.0/24 15,066 | Addr_Scan/tcp-80(66)
(7 hiours 10 minukes 325 ago) (7 hours 5 minukes 585 agao)
Sep 10, 2012 10:22:3536 PM Sep 11, 2012 5§:46:20 &M Catch all 192,1658.200.10 & | ICMP_Park_Unreach(3)
(12 hours 28 minukes 35 ago) (2 hours 4 minukes 195 agao)

Other suspicious activity

Cisco (f'l/f:/
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Understanding
the
Landscape

Introduction to
NetFlow

[ Introduction

Design and
Deployment

Adding Context Flow Collection Flow Export

Working with
NetFlow

Running Queries
and Investigations

Organising the data ——

Summary j

Cisco (('Vf:/
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Links and Recommended Reading

More about the Cisco Cyber Threat Defence Solution:
http://www.cisco.com/go/threatdefense
http://www.lancope.com

Recommended Reading

Cyber Threat Defence Cisco Validated Design Guide:
http://www.cisco.com/en/US/solutions/collateral/ns1015/ns1238/cyber threat defense design quide.pdf

Cisco (('Vf:/
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http://www.cisco.com/go/threatdefense
http://www.lancope.com
http://www.cisco.com/en/US/solutions/collateral/ns1015/ns1238/cyber_threat_defense_design_guide.pdf

Key Takeaways
Modern threats are consistently Threat Detection requires visibility and
bypassing the security perimeter context into network traffic

°

A\l

[NetFIow and the Lancope StealthWatch System provide actionable security intelligence}

Cisco (('Vf:/
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‘Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session

Evaluations.

= Directly from your mobile device on the Cisco Live

Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

BRKSEC-2073

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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