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What is not Covered .

= Prime Infrastructure
= Cisco VNC

= Cisco ISE

= Cisco Meraki

= Cisco ScanSafe

= Cisco WAS
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- CSM Operatlonal Use Case

‘Medium and Large. Enterprlse

= CSM for enterprise deployments
= Customers looking to manage complete ASA management

= Customers looking for Enterprise class features:
— Security Dashboard and Health Status
— Large Complex Policy Management
— Policy Approval
— Policy Sharing and Validation
— Device Configuration
— Visibility and Events
— Upgrades and Alerts

Cisco ((Vf;/
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CSM in Action

-Security Admin’

» Day in the life of Security Administrator

9 AM

Quick ch Submit Security New Planned S| i
Security R ange Changes System  Software Updates, eep a
Dashboard equest for Events Update deployment  °2°€
& Health & ) approval Reports Arrives
View Secu_nty
Policy
review

Cisco {f'l/f;/
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‘@Office’ - o
» Day in the life of Security Administrator

8AM| 9AM  11AM

.
" |
Pl
l “§ & “|

Challenges

« Did the changes | made yesterday create any
Quick Security problem? Is there anything wrong?
Dashboard and - |s there a possibility of a threat, which |
health view should address immediately?

*  What configuration tasks do | need to perform
to address my issues?

* Did CSM backup go through successfully last
night?

Cisco {f'l/&/
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CSM Solution

% Cisco Security Manager - Dashboard - rakesh Connected to '10.142.52.123"

User: rakesh Server: 10.142.52.123
aS Oar nalif) cisco Security Manager
» 1sco

| @ configuration Manager | &) Event viewer | g Heatn and Performance Monitor | & Image Manager | §if Report Manager

T & showcadgers @

Your starting point to Lz x [iehertetonme]

Device Health Summary Last updated on Jun-11, 03:03PM

Last updated on Jun-11, 02:24PM il Top Malware Sites Last updated on Jun-11, 02:24PM

B | signatures Last24Hours ~ | | IP Address Last 24 Hours -

perform detailed check st

[# interface Down

jE— ] 50152 K
j— ] 501.92K

Back D

IPYE Options,

of; Overall Device Health
[ High cPU Utilization

4 High Memory Utilization

L IPS - High Inspection Load

= 360 degree view of what’s
happening on your network L5 ot

Top Attackers : Last updated on Jun-11, 02:24PM

Attackers Sources Last 24 Hours -

= Cross launches any CSM
application at a click of a | |

Victims Destinations Last 24 Hours =

= Personalise — only see what
you want to see about your
network

Top Infected Hosts Last updated on Jun-11, 02:24 PM
Infected Hosts Last24Hours ~ | | 4 Type to Search Q Tyee ch
. e 192.20.20.20(nside) I 50192K P 10.106.135.62 & Expired admin_job_2013-06-11 08:49:05.656 ]
= Easy drill down capability to 5 s

10.77.208.139 & Expired

start and investigate security e
problems

BRKSEC-2060 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Landing Page

i Cisco Security Manager - Dashboard - rakesh Connected to "10.142.52.123"

User: rakesh Server: 10.142 520000
l-llol- Cisco Security Manager

- A | @ configuration Manager | &5 Evert viewer | [ Health and Performance Monitor | &l Image Manage@® | iZgileport Manager
.
Summary % | Health and Performance | ES| Show Gadgets &
N
Device Health Summary Last updated on Jun-11, 03:03FM [l Top Signatures Last updated on Jun-11, 02:24PM [l Top Malware Sites Last updated on Jun-11, 02:24 PM B8
(L) e e e Ty Fal A Type to Search El | | signatures Last 24 Hours ~ | | IP Address Last 24 Hours  ~

Ty Devie, = qam

[#@ nterface Down

o& Overall Device Health
3 High CPU Utilization

[ o |
EEE
[ & |
[ o |
4 High Memory Utilization u
[ Sy
[ 1|
EEE

Wisw mors
. IPS - High Inspection Load

Last updated on Jun-11, 02:24PM [ll Top Sources Last updated on Jun-11, 02:24 PM

Last 24 Hours - Sources Last 24 Hours -

IPS - High Missed Packets

IPS - Bypass Mode

20.20.20 I

K

IP Intelligence Top Destinations Last updated on Jun-11, 02:24 PM

“Q, Enter IPw4 Address Victims Lask 24 Hours  — Destinations ~— Last 24 Hours —

Top Victims Last updated on Jun-11, 02:24PM

20 I .

Device alth summary

Fop tnfected ost= f T Group by Category =T
Infected Hosts Last 24 Hours O Type to Search QY Type to Search

192.20.20.200nsicc) I 50

P 10.106.135.62 &3 Expired admin_job_2013-06-11 08:49:05.656 Group by Alert
D 10.142.52.199 &3 Expired
@ 10.77.208.139 &9 Expired
S 10.106.160.103 €3 Expired Group by Dewvice

Group by Category

Group by Technology

Cisco “Vf
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Summary > | Health and Performance |

User: rakesh Server: 10.142.52.122

ewer | i Health and Performance Monitor | %l Image Manager | i Report Manager

=1 | 7= show Gadaets | &

| @ configuration Manager | &5 Evert

Description: Drag and drop the gadget ko the dashboard

High CPU Utilization

4 High Memory Utilization

/L 1PS - High Inspection Load
/L 1PS - High Missed Packets

/i 1ps - Bypass Mode

Top Infected Hosts

Infected Hosts

BRKSEC-2060

Last 24 Hours = [

N—

e — —d
Top Services  Top Malware Ports
Add  Done
TCP Drop - Bad SACK Aliow (1330.3) NI Use NeW
Invalid IPvE Header Flove Label Fiekd (1 ),

24rm il Top Sources Last updated on Jun-11, 02:24 PM

Attackers Last 24 Hours  ~ Sources Last 24 Hours =

Top Attackers Last updated on Jun-11, O

= | |
| _— _ Gadgets
]
— ]

K

Victims

K

Wiew mare

3 10.106.135.62 &3 Expired admin_job_2013-06-11 08:49:05.656 @
2 10.142.52.199 &3 Expired

& 10.77.208.139 &3 Expired

5 10.106.160.103 &3 Expired

Cisco ((Vf:
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l-ll‘;- Cisco Security Manager

Surmary > | Health and Performance |

h Summary

User: rakesh Server: 10.142.52.122

| | configuration Manager | | 5] Event viewer | ik Health and Performance Monitor | & Image Manager | g Report Manager

=

= B show Gadgets &

Group by Category ~ |}, Type to Search

"y

Device Down

= [ interface Down

o]

B HEHE

o8

i

EP 10.106.160.53

Interface "outside": Protocol Down (Protocol: down, Status: down)
First Seen: Jun-10, 12:18 PR

Sewerity: Critical

Acknowdedged Ew Mone

Cleared Ey: Mone

SP 10.106.161.200

Interface "inside’: Protocol Down (Protocol: down, Status: down}
First Seen: Jun-10, 12:18 F#

Sewerity: Critical

Acknowiedged Ew Mone

Cleared Ey: Mone

9 10.77.208.171

Interface "Test': Protocol Down (Protocol: down, Status: down)
First Seen: Jun-10, 12:18 F#

Sewerity: Critical

Acknovdedged By None

Cleared Ey: Mane

Overall Device Health

High CPU Litilization

4 High Memory Utilization

IPS - High Inspection Load
IPS - High Missed Packets
IPS - Bypass Mode

BRKSEC-2060
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Last Seen: Jun-11, 11:43 AR
State: Active

Last Seen: Jun-11, 11:43 A
State: Active

Last Seen: Jun-11, 11:43 A

State: Active

Cisco ((Vf /
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‘Device Healt h Su mmary

Device Health summary Last updated on J:

Group by Categaory = |4 Tvpe ta Search =]

%, Device Mot Reachable

# Interface Down

o Owerall Device Health Alerts

S High Memary Utiization Brings HPM Alerts information to
{8 Firewall - High CPU U{ 11 atert Dashboard

e . - | sy
£ IPS - High Inspection £3 Missed Packets are 7%

2 [ IPS - High Missed Pag rr= s oo 1, 136 Can group Alerts by Category, Alert-Type,

Sewerity: Critical

@ ek e Device and Technology

?2& Connected

Missed Packets are 7| acknowiedge Commar 633 ips-nyk

First Seen; Dee-18, 113 | _ & critieal
e 3 20 s () = Add comments, Acknowledge or Clear Alert
Acknovdedged By: Hone Rurning O Yersion: 7.0(1)E45574V1.4
Clezred By: Hone Address: 192 168136 3 . .
Oveer = View Device Summary
i Notes Report Card
@ connected

€3 Device Heslth

L] Inspection Load

3 Mizzed Packets

@ IPsin Evpaszs Mode

«f Acknowledge Alert

@ Memary Usage Wiew Health Surmmary
Views Events
& Last Deployment: Unknoewen
Yiew Device Manager
o License expires in 570 days
Yiew Image Manager

Last updated: Jan-02, 01:43 PM IST ( r /
© e Ciscoll l/&
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Filz  Laundl Tocols  Help

iew

& Detal |S

BB ronitoring | L alerts | Uiy G &) G & 95 | @

Views- Moritoring jm}
.+ Priority Device: All Devices % | 4 b =
System Yiews
Remote Access Users Summary v
Sike-to-Sike Tunnels I 1 Export - Last Update Time : Jun 12, 2013 3:07: 19 FM
WPM Summary — " -
Device Mame ~  Receive Time Health Status Cornection Skatus CPLIC%) Memory( o) Wersion Inspection Load(%:) T+ Efl
¢ Priority Devices
] 1PS Devices i d () l;l
Firewall Devices @ 5P 10.106.160,53  Med Jun 12 15:01:00 15T 2013 € Critical Y2 Connected 0% 26%% 5. 449
Z E _
= i 5 10.106.161.50 ‘ed Jun 12 15:01:00 IST 2015 Tarmal Connected o Mot Applicable 5404
Ty Wices =
@52 10.106.161.200 Wed Jun 12 15:01:00 IST 2013 €3 Critical gy Connected 0% 33%9.0(1)242
@Y 10.106.135.62  wed Jun 12 15:01:00 IST 2013 &3 Critical Q Connected _— T TTSe% 94%: 7. 0(1)E+ 4%
@3 10.142.52.199  wed Jun 12 15:01:00 IST 2013 €3 Critical ¥y Connected 68%. 94967 0(1)E4 2%,
@ () 10.77.208.139  wWed Jun 12 15:01:00 IST 2013 €3 Critical gy Connected 2% < ———————————E2%7.1{7)E4 %%
|5 | |_I
-
Hame: 10.77.208171 Connected &, IP Address: 1077208171 Firewall Mode: ROUTER Fallover Status: Not Configured Peer Status: A < rasasakasa
Model: Cisco ASA-SS20 Adaptive Ssourty Appliance Version: B.a02) Context Mode: SINGLE  Host Role: A Peer Rol R . n "
s B R ¢
Summary | Alerts s & B
v
[ ) A S f = - - -
B Devic T % | Time Frame: [Last 1 hour e aanc Last upcated : dun-12, 1501 Summ ary Info
Property Value s a B
L)
—
{#i: Device Report Card = CPU Btilization (%), » 8 ® H =
Metric Status Value . aa8® Averags | 0%
.
Interface Status & Critical - 28
- 75
s B
[#@ Interface status ES a
| ~
Hame IP Address Status Protocol so 0% . "
outside 20.1.1.2 o up « up 25 s,
inside 2.1.1.1 W up " up : - - * '
| N N N «
Test 21.23.21.2 & down & down 14:07 14:11 14:31 14:51 .
mamt 10.77.208.171 & up " up Memory Utilization (%)
Ao T Improve Charts
75
50| 57%
25
14:07 14:11 14:31 14:51
Connections per second
Average: 0
3 ( '
Cisco ( Vf
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. @Office -

» Day in the life of Security Administrator

.
" |
Pl
l “§ & “|

BAM " gAM 11AM 7P

' Challenges

Change * Why is this change required?
Request & -+ What needs to change in the network?
Secymy Policy - Who needs to approve?

Review

«  Will it create any problem?
* How can it be deployed?

Cisco {f'l/&/
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CSM Configuration Manager ==

T Cisco Security Manage:

onfiguration Manager - admin Connected to

dagascar-beta’

View

Policy  Map

Manage

Toos Launch Hep

+ Map

< Device

polcy []poicysunde | [@] & B] B B/ @ ¥ 7 A B@E e @80

alualn
cIsco

Unified Security Policy
& Change Management

Device Discovery and
modelling

Policy Management and
validation

Policy sharing and bundling
Policy approval workflow

Policy Object and Services

BRKSEC-2060

Devices.

ST

£ Department
{5 Location
[ER=T.1]
 Asa-custer
&P, sa-duster-1
Py

& asadive2

@ ssamultiive

£ asa-multi-ive_admin
asa-multidive_CTX1
asa-multilive_CTx2
asaraven
asa-trans

ips-blr
ipsnyk
multi-asa

2
2
P
=]

Policies

Filter = on

Firewall
[] AAA Rules (Unified)

{5} Inspection Rules (Unified)
[ Botnet Traffic Filter Rules

Device: asa-live
Policy Assigned: == local --

Polcy: Access Rules (Unified)
Assigned To: local device

Inherits From: -

e
4 Fiter: (~none ) 8
[permic =l [e =1 =] e
No. Permit | Sans | DESAROINE Service HitCount El
| Network [ Security Grop_[ User | Network [ Security Group_|
= [ Local (18 Rules) =
® 1 v 10.0.0.0/255.0.248.0 —no tags — — o user — =B All-Addresses —no tags tepfold 0 Never =
® 2 o & Al-Addresses o tags — —no user — =B Al-Addresses —notags tepfold/1-65535 0 Never =
® 3 o EB Al-Addresses —no tags - —no user — =B Al-Addresses ~notags - §py [} Never
® 4 o Al-addresses ~no tags - - o user - =B All-Addresses ~notags - § iyl 0 Never =
® 5 v 4569 —no tags - o user — =8 Al-Addresses ~notags—  EPTCP 0 Never
6 o EB Al-Addresses ~no tags — o user — 9.9.99 ~notags - £ LDP 0 Never =
® 7 %4 8.9.78 —no tags - ~ o user - B Al-Addresses ~notags—  ERTCRE 0 Never =
@ 8 < 8.9.78 —no tags - o user — 5555 ~notags— P TCP i Never
® 5 o/ @B Al-Addresses —no tags — o user — 10.3.4.5 ~notags - EPTCP 0 Never =
10 «f 5B Al-Addresses ~no tags - - o user - 10.5.6.7 ~notags - £2 ICMP 0 Never
P —r e

4

[ Enable confict detection

Generate Report

Refresh Hit Count query |

(@ ASA 8.3 onwards the device uses Real IP(pre-natted TP) in firewall rules.Use Real IP addresses.

Settngs Policy Object Manager o x
[J Web Filter Rules
NaT 4y Favorites | & Networks/Hosts | [ Referenced < [ | [ 2| @
- {73 Translation Options 9. Identty User Group ¥ Filter: (—none =) T
- [J Translation Rules (Urified) 2 * Name A7 Content |_Type | category [ overrides | Description
- [ Per-Session NAT Rules - PortLists =R 1123 Host 7 A
{7 Site to Site VPN . ety Grow — G = 5
. o
Remote Access VPN B services =
£ ntertaces @321 6.5.66.6 Host v
-
15 dentity Cptions B RE(;”‘hDhiEm @4.3.2.1harsha 4321 Host v
yhost
TrustSec 00121 20011 Host -
- [5] SXP Settings
{5 5¥P Conmection Peers [ Al Object Types @011:1 2:22 Host 4
Platform B4011::1 ecfianhfhg 22022 Host v
FlexConfi
[ Fexconfigs SA-10.105.181.70 10.105.191.70 Growp 2
IEﬂArm 109.60.192 10.109.60.132 Group "2 _,ﬂ
4 r
Displaying: 1550 of 1550 objects +| 7| ®
4| |
© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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v

Docked Policy Object Managé

File Edit

%) Device | | Map

View

Policy Object

3. Launch

Device: my-asa
Policy Assigned: -- local

Filter: (—none —}

N
evice: ny-asa Policy: Access Rules
olicy Assigned: -- local - Assigned To: local device Inherits From: -- none --
Filter: (- none —)
[ me. [ Permit | Source | User | Destination Service | Interface [ or. | Options | category [ C m
= = Local (23 Rules) =%
1 [~ THREATDLABS\Wkta B8 DataCenter-1 Sr &%) Global in None
2 (=] THREATDLABS\\Wktg BB DataCenter-2 S &5} Global in MNone
3 (=] = any THREATDLABS\\Mktg B8 DataCenter-3 Sw in Mone
4 (=] = Ay THREATDLABS\Wktg [0 cSM-Server S in Mone E
5 (=] = amy THREATDLABS\\r... 38 DataCenter-1 =1 in Maone %
& (=] B any THREATDLABS\\Br... =B} DataCenter-2 =S1P in Maone ‘?

1|

|» Enable Auto Conflict Detection

&€ ASA 8.3 onwards the device uses Real IP(pre-natted IP) in firewall rules.Use Re;

Generate Report -

I Mo, I Permi
B 5] Local (23R
1 1 L]
[ ny-asa-ssm 2 (]
(;@ sf-asa 3 ()
4 L]
5 L]
5 (]
Policies S ®
EI--FlrewalI 3 (=]
: 17 aan Rules R o
10 o
<

BRKSEC-2060

4. Policy Object )
Manager is docked

&% Tools « | 3'

i

»| 9 2| -8

Policy Object Manager g B o
- Favorites - Port Lists [ Referenced | | ow
&3, Identity User Group Filters (—none —) \ /
BB} Networks/Hosts SN/ . —
Networks/Hosts-IPv6 Mahik | Content Category |  Overrides | Description | LastTi
Fe-crt Lists 50554 50554 E3 [ Shared License Port
£ services CHALLPORTS 0-65535 s
L FD=fault Range 1-65535 »® [ Default/Any Port Range
Recent Objects
“ ? [EHTTPS 443 * [ HTTPS Port
& All Object Types [ {EWEBPORTS 3128,443,80,8000,8080 2 [ WEBPORTS
i | =
Displaying: 5 of 5 objects ‘*’I -/I ff_l
»
ciscollVE
© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Security Manager - adm connected to "172 .25 80.215™
File Edit i Policw  Map Tools Help

2 5 2> = = P

St Coumt Quary Rasults Fule

HitCount

Hit Count Query Results
Tnfo Local - Default_1 1318 [ eoety | [ ]
Select Device: [ Catalyste500...  w | ( Refresh He Count | Local - Default 2 215 i S = =]
Selected Access Rules - [ =T y=T= ey in INSi[
[ Rue L HkCount | Pormk . Source [ Local - Defaulk_3 215
[ Local - Default_1 1318 v o any n
[LocelsDntalh 22 v = - ety NS 10.2.2.2 tepi17z0 in aut
| Local - Defsult_3 215 v g sy o= in Def sult {300 None
| l Teskz tcpfwweb_Service...  in auk
\ 10.1.1.100 bcpy30 in ouk
i any @ ICMP-Echo-Reply ir Uk
mE any @ Zorgan in ouk
Choose: [F‘ mE any udpf13s in ouk
10.5.3.4 kcpfzz in ouk
_Rue | HtCount Permit || Servke _ inkertaces | Direction (ACLNams = any R ES in out
Local - Defaul... © v £ oe =) outside in acl_mdc_outs.. mE any Ecp)S3 in c{:ﬁ
[ ariy N
s any\\\\\\\ tcmqg}\\\\\\\:\\\\\\\h
)ll e anw Ecpf139 in auk =
SerEgs R 10.2.2.0/24 kcpfZ1 in auk
T 14 = Mone ..Ig', Testz 10.2.2.0/24 kcpf23 in ouk
PlatFarm 1= L Morne 10.2.2.0024 bcpy30 in ouk
§F FlexConfigs 16 - Mone Test £ IPSec.prot.prot in ouk
17 L™ Mare Tesk udpf/IFSec.udp.udp  in ouk
15 - Mone 10.2.3.0/24 tcpfiweb_Service... in oLk
< >

Query || Analysis | [HitCount | e

= Check if an access rule is encountering hits on live device

Cisco ((Vf /
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Device: ny-asa Policy: Access Rules

Policy Assigned: -- local —- Assigned To: local dewvice Inherits From: —- momne —-
Filter: (—none —)
I MNo. I Permit I Source I User I Destination I Service I Interface I Dir. I Options I Categor -
10 THREATDLABS\\Engg BB DataCenter-2 Global in Mone i
1 THREATDLABS\\Engg ;& DataCenter-3 Global in Mone
12 THREATDLABS\\Engg g CSM-Server Global in Mone
13 - no user — (=] Global in Mone J
® 14 THREATDLABS\\Sales . Global in Mone %
@_ P THREATDLABS\\Enaa i1 3 G None %
(o3 16 E‘—_E» Engineering_Met THREATDLABS\\Enag DataCenter-2 Global in Mone -
4 I _'l_I -
¥ Enable Auto Conflict Detection Generate Report I ’ &2 Tools + I 3' 2' 2' il ﬁl EI
e" ect onwards the device uses Real IP{pre-natted IF) in firewall rules.Use R {9 addresses.
) ‘ g

Network/ [uamger V4

object to a = R X

rites Networks/Hosts [ ¢Efer I g
Identity User Group S ru e S I T
Filter: (—none —) §
Z8 Metworks /Hosts-TPvS : Nahie _I' 1N Al = I Category I Overrides I Referenced I Description
-CE Port Lists ey ® [C3 [ Predefined any netwark -

any.megad;

@ Services

Iil;slal.ﬂ.pple.com www.apple.com FQDM b4 =

o Recent Objects . X
IEEI‘_-ICmcD.com [ .Cisco.com FQDM b4 =

& All Object Types [(W|CsM-Server csm-server, threatdlabs. test FQDM ® =
:-.Ei)ata(:enberfl 10.10.10.0/24 Metwork 1 =
:-.Ei)ata(:enber -2 172.156.10.0/24 Metwork 1 =
=1 |

Displaying: 23 of 23 objects Selected Rows: 1

BRKSEC-2060 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



.

ng and Inheritance -

Edik Tools

File

Wi Paolicy  Map

Help

=2

257

Devices

Filcer

nones e

i CatalysteS00_Firewall_s
[ La-ISR2851

ED so-1srR2851

P 53-ASASSZ0

= 5I-ASASS40

[FD sI-CTzosvHR

T8 SI-Eng-PIXS15E

= Firewall
‘% Access Rules

@ &= = B =3

= ed Po
- Filter (none)

Colurnm: Pe S Criteria:

Policy Inheritance - .PG.FIREW,

Select the policy that will be the parent of the current policy.

Mo, Permik Category

P Fuw-Policy - Mandatorw (1 Rule)
~ FW-Policy - Default {18 Rules)
1 Rone

MNone

- Filter {none)

Colurnn: W

Available Policies;

© - Mo Inheritance —
I Fw-policy
« & corporate-Mandate
2 East-Region
= west-Region

LR Y o T [ VI

Plo. Fermik

AR AR AR

Policy Mame: |FW7P0Iicy

1

J [ cancel

] [ Help

r—
B AubERPromxy
B Transparenkt
¥ wweb Filcer

L maT

17 Sike ko Sike WP

= Take any device policy/setting and save it for sharing

b FW-Policy - Mandatory 1
~ FW-Policy - Default {

- Selected Parent Policy: West-Region

||
— o]
||

Carcel ||

I

Spply

192,168,354

| [
I cata

= Shared policies can be assigned to multiple devices

© 2014 Cisco and/or its affiliates. All rights reserved.
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Service

Inkt=rface

tcpf17z0
tcpfuweb Serwice. ..
kcpfs0

oukside
outside

outside

apply |

Diestinakion Service

Interface

tcpf17z20
kcpfweb_Service. ..
kcpfao
£ ICMP-Echo-Reply

udp /1357

udpf138

tcpfzz

udp/s3

Cuery | Analysis HitCounk

10.z2.2.2
Testz
10.1.1.100

Cisco Public

outside
outside
outside
outside
outside
outside
outside
outside
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LA . . A

Global Objects Search & Find-Usage

ation Manager - admin Connected to '172.16.1.10" = ES
age Tools Launch Help
mmm
cisco

2. DataCenter-1
—

veunde |[[@] 2= & 51| 5 @ B & m @& o & = 2

Policy: Access Rules
Assigned To: local device

Device: my-asa
Policy Assigned: -- local --

( 1. Search for:
DataCenter-1

Filter: {(—none —)

[ e, [ permit | ®_ Global Search

= B Local {23 Rules)

Search [All Categories = | [patacenter-1

&€ ASA 8.3 onwards the device uses

5’! ny-asa - Logal

Q Go To

=8 Metworks/Hosts-IPves
- PortLists

@ Serwvices

@ Recent Objects

@ All Object Types

<

matches this

object’s usage

Rl |

I+

1 ® MY 5 results found for DataCenter-1 in All Categories (0.22 seconds)
2 e any || Ciidk o any of the categories fisted below fo view the search results
> Reauls X | i
S Policies one =
2 Se|ect Fid Filter: {(— none —) =
. d ) =
. . . Policy Objects Scope I Rule | Permit I User | Destination I ane Z
Policies @8 Networks/Hosts (1) |52 ny-asa -Local 1 5] THREATDLABS \Wktg =8 DataCenter-1 one
-
41 I® ny-asa -local & (] THREATDLABS\\Branch @B DataCenter-1 _,|—I
|7 Enable Auto Conflict Detection =2 ny-asa -Local 9 (o] THREATDLABS\\Engg BB DataCenter-1 ] é)l ﬁ.l
15 THREATDLABS\\Engg 1+ DataCenter-1

Policy Object Manager / 3. Right‘C”Ck and =L
e ety ser Group select “Go To”. This
= R will show rule that =

Global Search Index Last Updated on 26 Jan 2012 10:18 AM PST

Eying: 23 of 23 objects

BRKSEC-2060
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2. Review the
conflicts and
recommended
action

13 L

—No user — 7ITT

THREATDLABSY\Sa. .. E‘Sho Conflict Detail

|6/ ¢ (o]

Local Rule 15

Gr > E‘.@- Engineering_Met THREATDLAES\\Engg DataCenter-2 ® shadowed Rule
- - Local Rule 15 is shadowed by Local rule 9
(S N L23 THREATDLABS\\Engg &F DataCenter-3 Rule No | Permit Source User / ~sfination | Service |Interface
® 1 1 Cl IC k on THREATDLABS\\Sa. .. any LocalRule 8 || @ any THREATDLABSWENngg | DataCenter-1 || IP Global
® icon “S” to THREATDLABS\\Se... EE any Local Ruls 15 || w Enginesring Net | THREATDLABSWEngg || DataCenter-1 | IP. Global
]
® . . THREATDLABSY\M... [EE any Action:
view conflicts - e Shadoswed Rule
® i THREATDLABSY\Engg [EE any
of this rule o user & o ® Redundant Rute
== v Local Bule 15 is 1t to Local rule 21
23 > — No user — Lg__l inside-btf Rule No Permit Source User Destination | Service |Interface
lI Local Rule 15 || w Engineering Net || THREATDLABSWEngg || DataCenter-1 | IP Global
Local Rule 21 || w any THREATDLABSWENngg | any P Global
v Enable Auto Conflict Detection Generate Report I
_ _ _ Action:
i€ ASA 8.3 onwards the device uses (pre-natted 1P) in firewall n b
etail Report |T| [
| £33 fies/sic: rogram Files (x86)/Cisco Systems,/Cisco Security Manager Clientfanalysis-report.html

3. Generate full
conflict report

Cisco Security Manager

Rule Analysis Detail Report

Report Generated On: 2012/01/26 14:04:04 4 ReVIeW fu”
conflict report

Local Rule 14 is redundant to Local Rule 18

Rule No |Permit [Source User Destination
ILocal Rule 14 |true any THREATDLABS!\Sales (8. 8.8 8
ILocal Rule 18 |true any THREATDLABS"\Sales |any

Local Rule 15 is shadowed by Local Rule 9
Rule No  Permit Source User D

ILocal Rule 9 |false  |any THREATDLABS'Engg |DataCenter-1 |IP Global

»
[Local Rule 15 [rue  [Engineering_Net [THREATDLABS"Engg DataCenter- 1 |IP Global Cisco (( Ve
’
BRKSEC-2060 S
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Create & Manage Policy Bundle

_ = E
1. C|ICk on I m

Manager - Configuration Manager - admin Co

to display all

Policy Map Manage Tools Launch
shared ap [5] Foicy |[Z] Policy Bunde Policy Bundle @@ B2 S, search Al Categories cisco
ici es ::ew Policy Type: All Shared Policres o Palicy: All Shared Policies
EEN A shared Polices i
& policy Bundles Details
g ASA Policy Bundle -
\\ Type
|~ = Shared Policies
N rrewan 4. Drag shared
QAocess Rules pollcles to
Global FW Policy H Access Rules 3
= Inspection Rules
Global Inspection Policy Inspection Rules
= Botnet Traffic Filter Rules
Global BTF Policy Botnet Traffic Filter Rules
= Identity Options (ASA)
3 . Ad d n eW Global IDFW Settings Identity Options
policy bundle
o | Save

Cisco (('V&/
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Sis

‘Assign Poll cy B‘.uh‘dlﬁe' fQ;.'DeV |ces

(& Cisco Security Manager - Configuration Manager - admin Connecte

= E=n <

2. Sé ect

File Edit View Policy Map Manage Tools Launch Hel

- o " i p | oy -
25 Device |l Map Policy Policy Bundle &0 AS Sl g nm ent an &1 B 2 2 Search All Categories ERSLO
Policy Bundle View Folicy Type: ASA Policy Bundle Policy: ASA Policy Bundle

g All Shared Policies

4 policy Bundles Details -~ Assignments

Available Devices Assigned Devices =

Filter : |- none — | r_ﬁ% ny-asa

) . : f_é?? sf-asa

Eluﬂ Device Groups _’3 |a-asa
-y Department

- Location
=9 Al

1. Select
policy bundle

m

3. Select and
assign

w0
¥
m

Cisco (('V&/
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Lsw Cisco Security Manager

1. Select

in Connected to '172.16.1.10"

S ESR ==

File Edit View Poli unch Help I I
e
50 Devwi DeVICG Vl ew SN | | &5 (B E W@ O 8| 2 2, Search All Categories CRSA LY
Devices Device: la-asa Policy: Access Rules
Policy Assigned: Global FW Policy Assigned To: 3 Devices Inherits From: -- mone --
Filter : —none — - Policy Bundle Assigned: ASA Policy Bundle
Department T
= + Filter: {(—none —) 3 . Val | d ate
Ma. Permit Source Pol |Cy B un d |e Destination Service Interfa:
= [=] Global Fw Policy - Mandatory (21 Ry . . it
1 " =Eb Engineering_Met =8 DataCenter-1 bl | D
> - E=EL Engineering_Met THREATDLABS\\Enag =8 DataCenter-2 &P @] om| =
3 v E=EL Engineering_Met THREATDLABS\\Engg =8 DataCenter-3 =i | oM
[ ny-asa-ssm ® _ WMk - P
THREATDLAES Bk DataCenter-1 IF
=D sfasa 4 ta
5 (o] THREATDLABS \\Mktg =R DataCenter-2 ew
Policies 5 ® THREATDLABS\\Mktg BB DataCenter-3 S
—I-Firewall = 7 (] THREATDLABS\\Mktg B csm-server =P
i L] AaA Rules L a (] THREATDLABS\\Branch =B DataCenter-1 &P
"“Imm = P ———— - Sl o o~ . - o S
I 1PvE Access R 2 Sel eCt \ I
[=1 Inspection Rules . = =
= S— Sl
= Botnet Traffic Filter R assli g n ed
- Settings N0 . device uses Real IP{pre-natted IF) in firewall rules.Use Real IP addresses.
« T

Cisco (('Vf:/
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. @Office -

» Day in the life of Security Administrator

.
" |
Pl
l “§ & “|

8 AM 9 AM 11 AM 12 PM

Challenges

*  Where there any company violations?
Submit *  How many changes do | need to submit?
Changes for *  How should | submit ticket for approval
approval

* Have | completed all my tickets?

Cisco {f'l/&/
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‘Workflow -
What Is It?

= Provides multiphase workflow for
deployment with approvals at
each stage

Create/Edit Review/ Approve/
Policy Submit Commit

Example

= All policy changes need
to be approved

= Deployment to the network must
be during the change window

Benefit

= Enables teamwork and
collaboration between NetOps
and SecOps

= Provides scope of control

Rollback

« Who Can Modify Device Configs?
« Who Can View Changes?

 Who Can Approve Changes?

« Who Can Deploy Changes to Dgwc?a?el

isco ’
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Activity Model

= Robust approval workflow 1ol

Ackivity Skake User Last Action
can be turned on or o P o .

admin_05.12.05_15:01:42 Approved admin Activity approved
m TI ed tO prIVI Ieges and rOI I _ admin_05.12.05_15:02:46 Approved admin Activiby approved
admin_05.12.05_15:04:04 Approved admin Activity approved

b aS e d admin_0S.12.05_15:07:00 Approved admin Activity approved =

. admin_05.12.05_15:20:09 Approved admin Activiky approved w

m Od eI to e n ab I e ad ml n Create J | ] | Close J | Yalidate J | Submit J | J | ] | Driscard J | Refresh J

controls through job
creation and deployment

= Multiple users can be ST
active at same time, and > Genera workfiow Control

< Device Parameters Enable Workflows

Work i n Se parate < Token Management quire Activity Approval

< Device Groups Require Deployrment Approval

“aCtiVitieS” < Licensing Default Approvers

Activity Details Activity Hiskory

Aok TE 14 cnocncas

System

E Prefersnces Activity Approval Email: Iadmin@dnmain.cnm
R <» Cuskomize Deskiop ; -
| | ACtIVItI eS Can be 0 p e n e d © Configuration Archive Job Approwval Email: Iadmln@domaln.com
f d .t. < Deployment Workflow History
or e I I r].g . < Dliscover:' Keep Activity For: ISD days Purge Moww
“  FlexConFi
Or Su bm ISSIOn Iater and < Logs - Keep Job For: |3El days Purge Mows
d I d < Policy
e p Oye < Policy Managemenk
prTre—Y-— [ Save ] [ Reset ] [ Restore To Factory Defaults ]

< Aapplication Security
< Take Cwver User Session

CiscollV(/
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Act|V|ty Report

‘What Fields Changed: What Objects Changed

Activity Change Report

User: admin
NEENER LN
I I Session started on:  13-Nov-2006 13:46:01
C | 5 C O Current state: Edit Open

Report created on: 13-Now-2008 17:45:30
“Devices
o= mypix.cisco.com
H Access Rule
El Access Rule

Operation Mo I Mandatory I E’errm"l I Source Destination Service Interface Dir. Category Enabled
Add 1 trus permit any, any, HTTP, HTTPS, FTP All-lnterfaces in Mone true
Add 2 trues demy any, any, P All-lntefaces in Mone true

= 10.89.33.138
Device was discovered
Y shared Policies
Y ips-IpsEASetting

__lpsEASetting: 10.89.33.138_|lpsEASetting_1
= 163454688687 (Added)

Inherits From --Mone—
Affected Devices | Total:2Z. Dewvices: 10.89.33.138_johng-v=1 , 10.88.33 128
Mew Assignments |[Total:2. Dewices: 10.89 23 138_johng-v=1 , 10,8833 1248

5 jpsEASetting

eration Global -deny -timeout
Add 26809

S 1ps-IpsAnomalyDetection

Cisco ((Vf:/
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‘@ Office’ " 7o e y ‘.
@ Office - - S o @R i

» Day in the life of Security Administrator

8 AM 9AM 11AM 12PM

Challenges

Events

*  Where there any company violations?

*  How many changes do | need to submit?
* How should | submit ticket for approval

« Have | completed all my tickets?

Cisco {f'l/f;/
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CSM Solution

CSM Event Viewer

View and Troubleshoot
all Security Events

Real time event management and
troubleshooting

Cross linkages between events and
configurations

Customisable views for monitoring
selected devices

Admin configured objects can be seenin
the events (ASA+IPS)

Tools such as ping, traceroute, and packet
tracer for further troubleshooting

BRKSEC-2060

" CSM - Event ¥iewer

© 2014 Cisco and/or its affiliates

oo, Lt il
8 cisco
Views 2 Event Monitoring o
LI 2 AlDevice Events ~ |
= Predetned News %3 View Settings
@
s Firowal Traffic £vor || Search within reauts: Dlastiday « Edsame ~ b St W 03 Cowr 3617
L Firewal Donved Eve
3 aaa Everss Raceive Tine Severty ¥ EventTypslD ¥ EventNae Device ¥ Reputatin ¥ Source ¥ SourcsSere ¥ Destnsthn ¥ DestnstionSevie ¥ M
a NAT Everits 1 Infamatond 30201% “ﬂu' upe 10.130.1.13 udpiS14 101%0.1.% wpsid ~
£ | Botret Events #hsurue 10.030.0.13  wdpfS14 10.130.1.31 udp/St4
BB 1Psec VPt Everts Toardowe UOP 101200130 wdoiSH4 1010013 S
& i:‘ VPN Events Teardown UDP 10.130.1.31 wdo/St4 10,130,113
‘j avtr P # 5w uoe 10420003 wiSI4 10,120,130
#suruoe = 10.130.1.13 wdpiSi4 10.130.1.31
Teardown UDP 3 1.3 wdp/Si4 10.130.1.13
Teardown UDP § udpiS14 10.130.1.13
19 Eover Bvents Cennection USAGE b U SEY
My v Infcrmatona # 80k une SA-13 udpfS14 10.120.1.0
3} 5 Informatonsl 30 Shour ue 3 wdois14 1012013
I3 Marts =1 i Informatona Tesrdowe UDP D asa1s wpiS14 10.130.1.13
::" "["' batnet ¢ Inferma? Teardown LUOP D asa1s wdoS14 10.120.1.13
Lot 1 day Al Evenl i Informatonal #hsuxuoe D asa1s wdo/S14 10,130.1.30
Errors Only ASA i Infamatons #houw e P asa1s /514 10.130.1,31
narkto Infermatonal Teardown UDP P asaa3 udp/S14 10.130.1,13
Y View Infamatond Teardown UOP D asa-1s udp/S14 10.120.1.13
Jeery 1PS vew Informationy #our uoe P asa-13 L udofS14 10130.1.30
L] attorentacevey Infomatons #hsurue Pasags A wdpfst4 10.130.1.3
M. Infermational Toardown UOP P asa-13 udniS14 10.120.1.13
MAEwrtSiven Informational 38 Teardown UDP D asa L o 10,130,113
Infeemational 30 #our uoe D asa3 10.130.1.13 wdp/S14 10.130.1,30
Infermatanal #hourure P asa 10130013 udoSI4 10.130.1,31
i Informational 302046 Teardowen UDP D asaa3 10120130 udpiSt4 10.130.1,33 v
»
200 AM 800 AU 000 A 1200 Pl 200 M <00 M 650 Fu o P 1200 Al
| 5 Event Details
€ >
( ' /
Cisco ' VL’
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Event Viewer Detail

.

Views ]
b Hew B it
[ [5] Predefined Wews

B Al Davice Evarks

L Firewal Traffic Evel

Lo Firewal Denied Eve
ALk Events

74 WAT Events

5] Batret Events

- 1PSes VPN Eventts
- S5L VPN Events

- T3 Faiever Everks
[ AITPS Everts
5 1P Priceity Alerts
[l 1PS plert Evarts

= &

[ 175 Status Events
E}I 1F3 Ervar Events
My Wiaws
Tost IFS

15 High Aests - 1
=i] Last § Day botnet ¢
7] batret
Last 1 day 8 Evenl
Errars Orly ASA
tark st
[i£] &Y view

£ Jerry IFS view
EitTorrentActity
AT Wiew
[i£] At Events-Spivey

*|

BRKSEC-2060

61510 1:23

M [ b Informationsl B0R0IS '

I (T E N T

Event Monitoring =]
/.E All Pevice Events = b E
s View Settings ¥
Saarch within resuits: O 7Y last 1 day ~ | EdSawe « | b Start O clear | 3,620
Recelve Time Severly % | Event Typa 1D % Event Name Davice | Reputation »  Source ~  Source Service | Destnatn % Destnation Service v [
EIUSII0 12544 AM & Informational 202015 84 Buik uDP S A5A-13 10,130,113 udnfE14 10,130,1,30 udpfs14 -
E[15/10 1:25:94 AM . Informational 302015 &4 Buk uDp @ asne1s 10.130,1.13 udpS14 10.130.1.51 udpf514
SIS0 12544 AM ¢ Tnformationsl 302016 Teardawn UDP ?nsn—is 10.130,1.30 udp[514 10130103 udpf514
G150 12544 AM & Informational 302005 Teardovn UDF 2 ashe13 10.130.10.31 wdn/514 10,530,103 udpfs14

SIUS/10 12342 AM & Informational 302005 84 suk upp Az 10.130,0.13 udn/514 10.130.1.31 udpfs14
6/15/10 1:23:42 &AM § Informational 302016 Teardawn UDP @ asa-13 10.130.1.30 wilp/514 10.130.1.03 udp{514
GIIS/I0 12342 AM 4 Tnformationsl 302016 Teardown UDP -_,q.’a-.\lS.Q—IS 10.130.1,31 udp/E14 10,130.1.13 udpfs14
5/15/10 12040 AM 5 Informatonal 302005 &4 suk uoe B asa13 10.130.8.13 w514 10.130.1,30 udpfs14
GIIS/I0 1:20:41 AM G Infermationsl 02015 4 Bk uDF -_“.:.?'.G.SA—]S 10.130.1.13 wdp 514 10130171 udp{514
SIS0 L2040 AM & Informational 302005 Teardown UDP 5,3-‘\5"\-13 10,130,130 wdn/514 10 130.1.0F udpis14
6/15/10 1:20:41 AM § Informational 302006 Teardawn UDP 5 asa-13 10.130.1.31 udp/514 10,130.1.03 udpfS14
SIS0 11940 AM 4 Informational 302005 4 Buik upP 52 asa-13 10.130.1,13 wdp/S 14 10,130.1,30 udpys14
SIS0 11940 AM & Informatonal 302005 ﬂBUtUDP 335&-]3 10130013 wdn/S14 101300131 udpEi4
G510 11940 AM g Informational 302016 Teardawn LUDP ?#5&—13 10,130,030 udp/514 10,130.1.0% udp|S14
S/US/U0 11940 AM 5 Informational 302006 Teardawn LDP P asa-13 10.130.0.31 udn/514 10,130.1.03 udpfs14 i
bectam s amme e s . o ecnan - O e
Lol 2
5 THe
e
0 =
200 AN 400 AM a8:00 AM 800 AM 000 AW 12:00 P 200 P 400 FM B0 Fu .00 P 10.00 PR 1200 AM it
= Event Details o9
Receive Tire 61510 1:23:42 &M Severity Irfarmationzl 4| EventType ID 30085
Everit Maie Buil LOP Davice AZA-13 Reputation
Source 10,130,113 Source Service udps14 DCrskination 10,130,130
Destination Service udpisl4 Action Eesit Rigk Rating
Diestination Inteifacs Inside Dasripdon Busit cutbaund wds connectian
201543 for inside: 10, 130.1.30/514
| FLA L300 S5 1A b M
-\ni-phygdrinld.wﬁmhnathn Related Thsats {Recommended fction ATrioger Packet [Context Packet [/
© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Real-Time Event Viewer

v

Event Monitoring =
AIIDe'viceEven'rs b ] 14 - B
| % view settings =
Search within results:l FEF 10:12:22 AM - 10:77 1 L t Save - | | Start P ﬁ Clear 7oz
Ma. | Receive Time Sewverity ~ | Device = [ Source . r Identity ~ [Protocal ~ [source... ~ [ Destin... ~ [EventName @
24 1/25/12 10:32: 14 AM i Informational 5% ny-asa 172 even ts fro m uee- udp udp/31784 172.16.... @ Buituoe = |
25 1/26/12 10:32: 14 AM i. Informational =P ny-asa 172, 37455 SSLHandsha..
25 1/26/12 10:32: 14 AM i. Informational S ny-asa 172, Sal es-PC 37455 S50 handsh,..—
27 1/26/12 10:32:13 AM i. Informational =P ny-asa Ters top tcp/37455 204.15.... () Built TCP
28 1/26/12 10:32: 13 AM i. Informatonal 2 ny-asa use udp udp/18701 172.16.... @ Built UDP
22 1/26/12 10:32:02 AM i Informational 5@ ny-asa THREATDLABS \sales-user T top top/51403 PAT teardown
A Informati = AlESPC I I
31 1/26/12 10:32:08 AM i Informational 5@ ny-asa SALES-PC THREATDLABS \sales-user Tep top topy51410 PAT teardown
32 1/26/12 10:32:08 AM i. Informational @ ny-asa SALES-PC THREATDLAES \sales-user TeE- top topf51402 PAT teardown
33 1/26/12 10:32:08 AM i Informational 59 ny-asa SALES-PC THREATDLABS \sales-user T top topf51411 PAT teardown
34 1/26/12 10:32:08 AM i Informational 5% ny-asa SALES-PC THREATDLABS \sales-user T top topy/51400 PAT teardown
35 1/25/12 10:32:05 AM i. Informatonal 2 ny-asa 74.125.53.139 T top tcpy80 MY-PC2  Teardown TCF
35 1/26/12 10:32:05 AM i. Informational g ny-asa 741.125.224.71 TEE- top topyf80 MNY-PC2 Teardown TCF
37 1/26/12 10:31:48 AM i. Informational =P sf-asa 172.16.1.90 uce- udp udp/514 172.16.... @y Built UDP
38 1/25/12 10:31:48 AM i Informational 5 sf-asa 172.16.1.10 uee- udp udp/514 172.16.... Teardown UDF
39 1/26/12 10:31:39 AM i Informational 9 ny-asa 72.2497.64.170 TEE- top topy80 SALES-PC Teardown TCF
40 1/25/12 10:31:38 AM i Informational 59 ny-asa SALES-PC THREATDLABS \sales-user TeE- top top/51415 74.125.... ) Built TCP
41 1/26/12 10:31:38 AM i Informational 5% ny-asa SALES-PC THREATDLABS \sales-user e top tepf51415 PAT created
42 1/26/12 10:31:38 AM i. Informational 52 ny-asa 72.247.64.170 tcp/80 SALES-PC Teardown TCF
43 1/26/12 10:31:38 AM i Informational P ny-asa 72.247.64. 170 SALES-PC Teardown TCF
a2 1/26/12 10:31:38 AM i Informational 22 ny-asa 72.247.64.170 2. Looks for AD I saessc teerdownTcr
45 1/26/12 10:31:38 AM i Informational 5% ny-asa 72.247.64. 170 SALES-PC Teardown TCF
45 1/26/12 10:31:38 AM i. Informational =P ny-asa SALES-PC THREATDLAES \sales-user user names 74,125.... (# Built TCP
a7 12617 10231237 AM t Trfrrmatinesl 2 mu-mes [ zaiFspr THRFEATDI ARS \sales-iser S al eS u S er PAT created
- »
-
10:16 A 10:18 Al 10:20 Al 10:24 Al 10:26 AR 10:28 Al 10:30 Al 10:32 Al
Ewvent Details
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ump to Policy from Events

Views =)

o ew & <0t [
| = [ Predefined views
@
| Firesal Traffic Evel
2| Firewal Denied Eve
Al Events
Ui MAT Events
5] Batnet Events
8] TPSec VPN Everits
-] S5 VPN Events
-3l Falover Everts
(] Al PS Everts
- (8] 1P Priceity Alerts

{3 1P5 Status Everts
5l 175 Ervar Events
= ] My Viaws

PS5 High Alerts - 1
Last & Dary botnet ¢

BRKSEC-2060
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Event Monitaring
] AnDevice Events x 4
] 3 View Settings ¥
Saarch within resuts: O {ylest 1 day | Bdsave | b oStart B0 O clear | o ¢ ad - -
Receive Time: Severky % | EventTypelD »  Eventhame Device | Reputathn % Source | S S0t e Bk S fok o
0., & Informational 302015 88 Buik LDP P Ash13 10130, JEELEL ) Bl 60
40 Informational 302015 4 Bukuop 52 Asi-13 10.130.1 ‘Devioss €3 s
40 Informationsl 302016 Teardawn LIDF 5P ash-13 043008 o oy
40 Informational 302016 Teardown UDP 2 asaels 10.130.1 Faat il )
v
i Infermational 302015 # Buik uoe S asa-13 01300 S -
2 § Boston Unew e Permit Source Destination Service Teerface o, Ogliors. Cat
Informational 302015 #4 Buik uop 5P asiia 10130100 = pevo g2 =
i Informational 302006 Teardawn UDP &2 asa1s 10.130.1 o 0P _Tert 1) Comp Py - Nandatary (1 Ruls)
Tnformational 302016 Teardawn LDP 2 nsh-13 10.130.1 % ~"‘5"”“"""'“"” R “Z":’mw o - % d
) v 101300 pres
Informational 302015 4 Buuop 59 Asi13 10.130.1 NNK Boasion ™ oy B 3 N
X cetw any - o
i Infermational 02015 # Buik uoe D asa-13 101301 3 o= 7
Infermationy 302016 Teardonn UDP 2 ash13 10.130.1) u §o . i i Hoows 3 )
671510 12:51:3 Informational 302016 Teardawin UDP 2 asn13 10.130.1 « v S B eozarvert P Byabsy n N
61510 12:4%:37 .., & Informational 302015 B4 BukLne = LML) 10,130,141 5 v 0N Severs B 08 _servent bepfig21 Byiboa " N
4557 . & Infamapondd 52015 o] T - A 2 o oo @ . "
GIIS/I0 12:49:37 ... & Infermationsl 302016 Tearda 10,1301 7 v 1234 a v Pr By ohta " N
S/15/10 12149137 .. 4 Informational 302018 Teardo 10.130.1] 5] AS-13 Locel R - Ornd - Ot Evety)
GIIS/10 12:47:35 ... i Informational 302010 Connet $ ;‘:’::’" Vel Pl o e %[5 CorpPelky - Do (1 Ruke)
SI1S/10 12:47:33 ... & Informational 302015 4 ik 10.130.1 £ Web Fbar Rujios
5/15/10 12947133 .. & Informational 302015 4 5uin 100303 | = mar
% 7 Toanstasen Gprons: L
61510 1247:33 .. 4 Tnfermationsl 302016 Teardo Fiker s Flave 10.130.1 15 Varaton nites &
I H753 . n 130,14 [ Stetoden
51510 12147133 Informational 302016 Teardo A, 01304 TSk sen o
60510 12:45:32 ... & Infermational 302015 ) Buin 10.130.3 T ot
£ Conbigwation Wizud
6/15/10 12:95:32 ... & Informational 302015 # su Show A Detals 10.130.1 17 A% Cuater Load Bk
15)10 12453 . 5 nal 302015 Teardow 10.130.1 T conectizn Frofies
sér 1] 5 Informational roon G Copy Cell 1) Oyranic Access
B3| Copy —{?““::'“‘
T Grow Pekces
| ooy Al Rows ") b ko tranatun || £ & & 2
4 Plac v Rrodsv)it) « ® /W
ol— . 1 ! [ Save selected Eventis) as HTML L & 2 1 ASA 83 comarc the drcice uses Al IP(pre-natted 1) i Ermmal rules Use Ral P adresses
200 AM 400 AM B8:00 AN E0D AM H Save all Events as HTML 400 PM
& Event Details [ Save Selected Event(s) as 5V i
[ save allEveres as C5v

Cisco
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_yump to Events from Policy

= A new right click menu item
‘Show Events’

= When clicked, Event Viewer is
launched with filters like Device,
Source, Destination,
Source/Destination Service,
Source User Identity, Action
and Source/Destination
Security Group Tag/Name.

BRKSEC-2060

POREOEEEEEO@@EEOE

B[] Best_sane_rule - Mandatary (20 Rules)

4488448849888 % %

Edit Sources. ..

I-Ad...

I 0= -- no kags --
Show Source Contents
EE 2l Create Metwork Object from Cell Contents. .. EE R =g =
iﬁ all-4 4 fddRow... N EE all-ad... -- na tags -
Al 2 Edit Row. . Chr+E 1011, —notags -
B Al S Delete Row Ctr+D 9.9.9.9 - no kags -
8.9, g5 Cut Chrl43 B8 Al-ad... -- o kags -
a9, 0y Copy Chrl+C 5.5.5.5 — no tags -
ald Bl Paste by 10345  --notags -
E% all-d B Move Row Up Chrl+Up 10.5.6.7 - o kags -
a
o o Y Move Row Down Chrl+Down Eg NETORIL e
E% netd Include in Mew Section. .. S All-Ad... o tags -
all——Disabie I tags
a8 Al Show Events » Realtime - o tags -
o8 Al Show MARS Events 4 Histarical L r[j tags
.=E Import Rules :
ER All-# =% 0G1 -- no kags -
Combine Rules
0 " oo all-ad. .. -- no tags -
I-addresses -- no kags -- -- N0 user - _E!E all-ad... -- nio kags --
_E!E All-addresses -- no kags -- -- N0 User - _E!E all-ad... -- nio kags --
BB all-Addresses -- nio tags -- -- 0l LUSEr - BB all-ad... -- o tags --
Cisco Public
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8 AM 9AM 11AM 1

Challenges

J o _ - SW updates
* Are the policies deployed earlier working* image
 Trouble shooting existing policies? management

« Setting up alerts for critical assets

« Have | completed all my tickets?

Cisco {f'l/f;/
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CSM Image Manager

All ASA Software Upgrades Taken Care

Consolidated view of all ASA images
that will matter for your n/w

Validates jobs and hardware
requirements before upgrade

Notifications post image upgrades to
provide the job status

Reduces manual errors by doing all
requisite checks before and after
upgrades

It can be done in batch.

There is no requirement to re-discover
the device back (except for NAT if
moving from pre 8.3 to post 8.3). This is
a great benefit from CSM perspective
since the complete policy structure is

maintained.

BRKSEC-2060

File Launch Help | | bl
Ll P [ cisco
@] & mnstal image Relesse Notes || Not updated. Click this button to start update. | & |
Images ——
All Images
3 Image Type ~  Version Location Size ~  Description Commen
® anyconnect-inux-k9-2.2.0128, AnyConnect Image 2.2.0128 Reposito 3.5MB AnyConnect Image =1
- PR ry pka ! 0 pository [ Anyt =
B Bundes #  csd_3.6_181-3.6.181.pkg Cisco Secure Desktop Image  3.6.181 Repository 25.5MB [ Cisco Secure Desktop Image
o (il asa-asdm ¥ anyconnect-macosx-powerpc-k9-2.2.0... AnyConnect Image 2.2.0128 Repository 3.2MB [ AnyConnect Image
Devices £ #  anyconnect-macosx-i386-2.2.014044... AnyConnect Image 2.2.0140 Repository 3.2MB [ AnyConnect Image
£ Device Groups #  anyconnectinux-64-3.0.0629+49-3.0.... AnyConnect Image 3.0.0629 Repository 6.3MB [ AnyConnect Image
® anyconnect-inux-2,2.01404k9-2,2.01... AnyConnect Image 2.2.0140 Repository 3.5MB [ AnyConnect Image
% anyconnect-macosx-powerpc-2.3.201... AnyConnect Image 2.3.2016 Repository 4.1MB [ AnyConnect Image
® securedesktop_asa+9-3.3.0.118.pkg  Cisco Secure Desktop Image  3.3.0.118 Repository 4.5MB [ Cisco Secure Desktop Image
3535540 seed #  anyconnect-macosx-386-2.4.101249... AnyConnect Image 2.4.1012 Repository 4.6MB [0 AnyConnect Image
asa5530-demo
ASA_MULTI_CTX #  rdp-plugin-1.0.2.jar Remote Access Plugin 1.0.2 Repository 850.2KB [ Remote Access Plugin
iSA‘;‘JTSfIMjINGLE ® anyconnect-win-2,3,2016+9-2,3,201... AnyConnect Image 2.3.2016 Repository 2.5MB [ AnyConnect Image
wistin-
BLR-ASA % anyconnect-inux-3.0.0629+3-3.0.06... AnyConnect Image 3.0.0629 Repository 8.2MB [ AnyConnect Image
EIL(;:::-IM ® anyconnect-macosx-i386-2.5.2006k9... AnyConnect Image 2.5.2006 Repository 6.1MB D AnyConnect Image
HQ-ASA-IM #  csd-3.4.0373.pkg Cisco Secure Desktop Image~ 3.4.0373 Repository 8.5MB [ Cisco Secure Desktop Image
:S:::'IM'I #  anyconnectinux-2.5.2006-48-2.5.20... AnyConnect Image 2.5.2006 Repository 6.3MB [ AnyConnect Image |
SE-ASA #  securedesktop-asa_k9-3.2.0.136.pkg  Cisco Secure Desktop Image  3.2.0.136 Repository 3.0MB [ Cisca Secure Desktop Image
Jobs #  csd_3_5_2001-3.5.2001.pkg Cisco Secure Desktop Image  3.5.2001 Repository 11.8MB [ Cisco Secure Desktop Image
23 Install Jobs #  anyconnectdinux-2.4.1012+9-2.4.10... AnyConnect Image 2.4.1012 Repository 4.9MB [ AnyConnect Image
#  anyconnect-win-2.5.2006-k3-2.5.200... AnyConnect Image 2.5.2006 Repository 4.4MB [ AnyConnect Image
% ced_3_5_2008-3.5.2008.pkg Cisco Secure Desktop Image 3.5, 2008 Repository 12.3MB [ Cisco Secure Desktop Image
¥ csd_3_4_2048-3.4.2048.pka Cisco Secure Desktop Image  3.4,2048 Repository 9.6 MB [ Cisco Secure Desktop Image
% anyconnect-macosx-powerpc-2.4. 101... AnyConnect Image 2.4.1012 Repository 4.6MB D AnyConnect Image
® anyconnect-macosx-powerpc-2.5.200... AnyConnect Image 2.5.2006 Repository 6.1MB D AnyConnect Image
%  csd 3.5 841-3.5.841.pkg Cisco Secure Desktop Image~ 3.5.841 Repository 11.5MB [ Cisco Secure Desktop Image
4 | 3
( » /
ciscollVZ,
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Fil= Edit WView Policy Map Manage Tools | Launch | Help 1. Launch
0 Device | [ Map Folicy Policy Bundle | [| [ Device Manag Image
e Event Viewer. Mana er
Dewvices Eﬂ“l ﬁl Device: my- t:f:j 9
Policy Assigl ol | Report Manager
Filter : I" nene - =l ] Image Managéf...
=4 Department =] %
) | Gisco Security
-ﬂ Location File Launch Help
Lo hm | D % P
~ Images
g
Repaository Images Image -

2. Select All
Images

I

anyconnect-win-2. 5. 2006-k9-2, 5, 200.,
Bundles v

Snyconnect-macosx-powerpc-2. 2,014

nyconnect-win-2.4, 1012-k%-2,4,101.,

icon to upload
new images to

ecuredesktop_asa_kS9-3.3.0. 151.pkg

5d_3_5_841-3.5.841.pkg

Inyconnect-macosx-386-2. 2.0140-k2.

-
sf-asa
anyconnect-win-2.3.2016-+k9-2.3.201...

453 Install Jobs anyconnect-inux-64-3.0,.0629-+k2-3.0
anyconnect-macosx-i386-2. 5. 2006-k9...
anyconnect-macosx-i386-3.0,0629-+k9...
rdp-plugin-1.0.2.jar
anyconnect-macosx-powerpc-2, 3.201...
anyconnect-win-2.2.0140-k9-2.2.014...
csd_3_4_1108-3.4. 1108.pka
csd_3_6_181-3.6.181.pkg
csd-3.4.0373.pka
securedesktop_asa-k9-3.3.0. 118.pkg

HEXXEEX KX XXX

anyconnect-win-3.0.0629-k9-3.0.062...

s
B

mrrrrnnact marmer S3RE_T 2 INAELO

BRKSEC-2060

anyconnect-macosx-powerpc-2,. 4. 101... . ..

¥ |Select a file on My Computer

4. User can browse for
images from CSM’s client

or CSM’s server hard drive

E==lg Administrator =l |
My Computer | Server - 172.16.1.10 |
4 [5] shorteuts e Name | Date modified [ se== |
B Desktop asdm 09/03/2011 7:08 PM -
| Documents .idm 09/03/2011 11:34PM
%, Downloads | AppData 13/01/2011 8:59 AM
4 My Computer Application Data 19/09/2011 10:30 AM
“ & cn —I| 1. contacts 20/03/2011 9:24 PM
' sRecyde.Bin Cookies 25/01/2012 2:22 PM
> | configs B Desktop 25/01/2012 2:17 PM
> L data ©| Documents 17/11/2011 4:32PM
Documents and Settings i Downloads 30/06/2011 9:15 AM
g Ferflogs Favorites 20/03/2011 9:24 PM
Program Files idmeache 17/01/2012 12:24PM
Program Files (x86) | Installanywhere 13/01/2011 9:05 AM
> | ProgramData i
Links 20/03/2011 9:34 FM
Recovery
» L System Volume Information Local Settings 19/09/2011 10:30 AM
al o Music 20/03/2011 9:24PM =l
File selected: = |
Path: [e:\users\administrator
Files of type: [ai Filesg==) JEa |
OF Cancel | Hep |
AnyConnect Image 2.3.2016 2.5MB [ anyConnect Image
AnyConnect Image 3.0.0629 6.3 MB [ AnyConnect Image
AnyConnect Image 2.5.2006 6.1MB [ anyConnect Image
AnyConnect Image 3.0.0629 7.3MB [ AnyConnect Image
Remote Access Plugin 1.0.2 850.2 KB [ Remote Access Plug
AnyConnect Image 2,3.2016 4, 1MB [ AnyConnect Image
AnyConnect Image 2.2.0140 2.0 MB [ anyConnect Image
Cisco Secure Desktop Image 3.4, 1108 2.0 MB [ Cisco Secure Deskto
Cisco Secure Desktop Image  3.6.181 25.5 MB [ Cisco Secure Deskto
Cisco Secure Desktop Image 3.4.0373 8.5MB [ Cisco Secure Deskto
Cisco Secure Desktop Image  3.3.0.113 4.5 MB [ Cisco Secure Deskto
AnyConnect Image 3.0.0629 20.7 MB [ AnyConnect Image
AnsuConnact Tmana 2 2 an1e an e B Arwaonnact Tmana

>




0

3. Select

I_:-ile __Laqu-' TEE _':]]mage Assignments ddt I
e = - Select Devices or Images a itona
Release Motes Image If need ed
Images
@
[ Repository Images = — 2 Cl | Ck — I Bundles I
Bundles L I anyeannectw In Stal | Im age Image I Type I Version I & Image \ /I Type Version I
= Bundles anyconnect-mai g anyconnect-... AnyConnectI... 2.5,2006 ~l'@ securedeskm\/. Cisco Secure D... 3.3.0.151
B N anyconnect-... AnyConnect I... 2.2.0140 :
anyconnect-win-2.4. 1012-49-2.4.101.... anyconnect-... AnyConnectI... 2.4, 1012
£ Device Groups zecuredesktop_as csd_3_5_841... Cisco Secure ... 3.5.8491
. anyconnect-... AnyConnectI... 2.2.0140 o
1. Sel ect an c=d_3_5_841-3.5.841.pkg Cisco Seaur anyconnect-... AnyConnectI... 2.4.1012 & 4 Cl . k
= anyconnect-macosx-i386-2.2.01404k9... AnyConnec anyconnect-... AnyConnectL... 2.3.2016 - IC on
Sec u re Des k‘to p anyconnectdi... AnyConnect I... 3.0.0629
. = anyconnect-macosx-powerpc-2.4, 101.,. AnyConnec anyconnect-... AnyConnectI... 2.5.2006
|m a e . i anyconnect-... AnyConnectI... 3.0.0629
- g = anyconnect-win-2. 3. 2016+k9-2.3.201... AnyConnec e — e p— in o ]
el P & |1oage Assignments K
4od Install Jobs N
o a Select Devices
— 3. Select —
List of Devices List of Selected Devi

devices: sf-
asa

a Dewvice Groups
== Al
=P nyasa
sf-asa

9 sf—a;<\

=

Cisco (('Vf:/

Cancel I = Back I Mext = Finish I

il
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3. Select
Schedule
tab

Assign Images for installation on devices
Assign images to device by dicking Add... button. Right dick en assignments in the below table and delete as required.

Assignments | Schedule | Properties | lhe below table and delete as required.

Validation Complete. Start Validation

1. Click
Start

Device | Image | validation |
= 52 sf-asa

Warnings Validation . 5 0 o 2 - -
&, Warning tO Vl ew | 15 % 17 18 19 20 21

Description: Device is marked dirty 29 30 31 1

future
date/time

ICause: There are config changes pending to be deployed to the device

1]

lAction: Please deploy all config changes to device before st Emrm
lto prevent inconsistent behaviour

ages on selected devices

I 02:29 F‘ME:

MNow

Assign Images for installation on devices
Assign images to device by dicking Add... button. Right dick on assignments in the below table and delete as required.

d Assignment I Assignments | Schedule” Properties |
Install I Cancel

Name: [tmage install Job - 26 Jan 2012 14:29:54]
X Image install Job added at 26 Jan 2012 |
Description: 14:25:54 |
Error Backup Current Image | Installimages to devices in | #* Install image and reboot device
\/ + Stop Installation i+ Yes = Parallel

¢~ Install image, but do not reboot device

5 . AdJ ust Oth er ) Continue Inst=lation s Sz © Only copy image onto devices
parameters

1. Click
Start
Validation

P

—— Cisco {(ny
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Review Image Update Job Status

Cisco Security Manager - Configuration Manager - admin Connected to "172.16.1.1
File Edit WView Policy Map Manage Tools Launch Help

%1 Device | [ Map Policy Policy' Bundle =0 Ba ﬁ | -;& % G
Devices il EI ” Device: sf-asa
i = o " . ' nager - Image Manager - admin Connected to "172.16.1.10"
Fiter : [ rore — =] 1. Device In ) e
. . =R T I
{9 Department Configuration Manager — & peresr .
S h OWS u p d ate |S | n pre= T :1;?:2:2 Images Name ~ | Last Action = | status ~ | Changed By = | Description ~ | schedule

B Edit

Image install Job - 26 Jan 2012 14:29:54 26 Jan 2012 14:34:38 @ Deployed admin [ Image install Job added ...

Bundles & = oA
(5 Bundles

Devices =
5 Device Groups

{3 Department

2. Review

9 Location
-5 Al
( S yam J (0] b
Device Mame: =P sf-asa
Device Type: Cisco ASA-5505 Adaptive Security Appliance <l res u |tS 1
IP Address: 172.16.1.90 |~ summary [Detais | = |
Policies IP Type: Static
Host.Domain: sf-asa Status: Deploying
=1-Firewall 0S5 Type: ASA Image Management Job Name: Image install Job - 26 Jan 2012 14:29:54
- B AAA Target OS Version:  8.4(1) Devices To Be Deployed: N
.B Running O5 Version: 8.4(1) Devics Deployod Suceshilly= o
Device State: Update in Progress
B IPvS Devices Deployed With Errors: o

5] Inspection Rules
5] Botnet Traffic Filter Rules
Settings

7] web Filter Rules
-MAT

Cisco (('Vf:/
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_':]Cisco Security Manager - Image Manager - admin Connected to "172.16.1.10"
File Launch Help tlterln.

@@ .= e P oEee
Images Display Mame: sf-asa
(&) All Images Device Type: Cisco ASA-5505 Adaptive Security Appliance
l%] Repository Images
IP Address: 172.16.1.90
Bundles R o o2 Hostname: =f-asa
=] Bundles Domain:
Devices 2 Serial Number: IMX1118Z1CH
£5 Device Groups Running OS Version: 8.4{1)
£ Department Target OS Version:  3.4({1)
RAM: 512.0 MB
Default Install Path: diskd
e N
Sm%erljng Images rCompatlbIe Images rHlsmryg]( 4 R .
I . Review other I
1. Select : ~N | information Type [
si-254 3. Review |\ / =
device,s flas h disk0:f8_3_1_0_startup_cfg.saw Unknown Image
. . disk0: fsecuredesktop_asa_k9-3.3.0.151.pkg Cisco Secure Desktop Image
information
iskD: fupgrade_startup_errors_2010090532035.lo0g Unknown Image
disk: /i dh | kr
--gecuredesktop-asa-3... 1.7 MB disk0: fsecuredesktop-asa-3. 1. 1. 29-k9.pkg Cisco Secure Desktop Image
--8_2_1_0_startup_cf... 2.6 KB diskD:f8_2_1_0_startup_cfg.sawv Unknown Image
--asaB831-ks.bin 15.2 MB diski: fasag31-k3.hin ASA System Software
--nat_ident_migrate 0B disk0: fnat_ident_migrate Unknown Image
e e e e it e _>ILI

Ciscoll V&/
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» Day in the life of Security Administrator

8 AM 9AM 11AM 1 9 PM

Challenges

« Are the policies deployed earlier working?

Deployment

* Trouble shooting existing policies?
« Setting up alerts for critical assets

* Have | completed all my tickets?

Cisco {f'l/f;/
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Scalable Distributed Deployment

What Is It?

= Simplified distributed deployment method for 1000s remote

devices

Example

Update large numbers of remote firewalls, which may have
dynamic addresses, intermittent links, or NAT addresses

Update both configurations and

software images

Devices self updated whenever

they come online

Scales through Web technologies

Benefit

= Helps customers with 1000s of teleworkers and remote

locations with minimal technical staff at the remote site

BRKSEC-2060
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= Deployment choices:
deploy to file, device, [[erom=srrmecrrees

Mame Last Action - Status Zhanged By Crescription
k AU S admin_job_2005-12-05 15:07:4... 05-Dec-2005 15:08:04 Deployed admin Auto Created Deployment Job ...
to e n S e rVe r ] ] admin_job_2005-12-05 15:04:2... 05-Dec-2005 15:04:27 Failed adrmin Auto Created Deployment Job ...
admin_job_200S-12-05 15:02:0... 05-Dec-200S 15:02:05 Failed adrnin Auko Created Deployrent Job i, ..
etC " admin_job_2005-12-05 15:00:0... 05-Dec-2005 15:01:21 Failed admin Auto Created Deployment Job i, ..

admin_job_2005-12-05 14:56:2,,, 05-Dec-2005 14:57:05 Failed adriin Auko Created Deployrent Job i, .,

u SChedUIe jOb ][ Refresh ][ Redeploy ][ Rollback
deployments with
notification and

Summary Dietails

Deployment Job Mame: admin_job_2005-12-05 15:07:43.718
a roval Deployment Skakus: Deployved
Progress Status;: 3 out of 4 devices completed. (F5%:)

Murnber OF Devices To Be Deploved: 4
™ L | Murnber OF Devices Deployed Successhully: 3
etls users seiecC Nurmber OF Devices Deployerd With Errors: 0

to deploy and

provides deployment
report

Cisco (('Vf;
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CSMSolution

CSM Report Manager

Standard Reports with
Drilldown Capabilities

= Qut of box systems reports for FW,
IPS, and VPN

= Ability to export reports to most
commonly used formats

= Users can define and save custom
views of standard reports

= Drill down from reports to relevant data
points through the application

BRKSEC-2060

B (o Security Mamager - Report Manager - admin Connected t ‘SANDOESH W2K32' =01
e fanch Toos reb "
altaln
—rmmrr @ esses o cisco
Report List g o |
8 | Top Sasces Tap Signatures x + B
Top Signatures - Settwgs s Creste Schedde (F Edt [savens [ < Rasat 2 ‘

Recort Tyoe  Top Sipnatures
Top 10

Devices All Devices
a] Tme Jun 18, 2013 12:00

AM -
Jun 20, 2013 10:35
AN

hides:
Genrate Report ot i Expor witypei e w
Duration : Jun 15, un 13 10:15:00 AM

B Topaltackers {Signature TD=9445.1) 2

O Table

Rk | AvadwAddem | Cont | beceime |

Sgratue D

Count Percentage 71

| 10:28:98 M

© 2014 Cisco and/or its affiliates. All rights reserved.
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ample Drill Down ':Repdrt;f.]_

Generate Report |

% Print [l Expork = |Chart Type : |Pie -

Duration : Dec 6, 2013 3:00:00 PM - Dec 6, 2013 4:00:00 PM

3.3.3.5 | 112K =
3356 | 106K
3331 I 228
9445.1 3337 I 220
9445.0 3330 I 216
5.2 3332 I 145 7|
1716.0 -
1407.0
I 14010 & Top Attackers (Signature ID=9445.1) S
B 13308 W
B 17170
oo 20.20.20.5 | 141 KA
B 14050 2020205 344
20z0z06 336
onz0 203 I 270
2020202 I 211
1014252560 NG 205 =]
hide seroll
Generated on Dec §, 2043 4:03:37 FM)
av
Rank. Signature ID I Signature Mame I Counk Percentage
1 9445, 1 Back Door PC Invader 3711 13.28 1=
2 94450 Back Door PC Invader 3150 11.26
3 S445.2 Back Door PC Invader 3134 1.2
4 1716.0 IPw8 Options Padding Too Long 3110 11.12 —
5 1407.0 Teredo Destination Fort 2610 9.33
& 1401.0 IPIP Encapsulation 2588 9.25

]

BRKSEC-2060 Cisco {(Vf/
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Generate Report |% Print EvExpnﬂthart Type : IP\e LI
Duration : Dec 6, 2013 3:00:00| * PF |6, 2003 4:00:00 PM1
as Ca¥
ﬁ Top Yictims {Signature ID=9445.1) E3
Drill down IFIP Intel data is nat present, the dats may nat be svailsble or imeout would have accurred a
Table view Rark [ wictim Address [ Count [ Reverse DM Name | Country I City | Region [ Percentage |
1 3.3.3.5 1121 n003-000-000-000... Urited States Fairfigld Connecticut 33.23
9445.1 z 3.3.3.6 1059 n003-000-000-000... United States Fairfield Connecticut 3.4 =
9445.0 3 3.3.3.1 228 n003-000-000-000... Urited States Fairfield Connecticut 6.76
9445.2 4 3337 220 n003-000-000-000. .. United States Fairfigld Connecticut 6.52
1716.0 5 3338 216 n003-000-000-000, .. United States Fairfield Connecticut 6.4 =
1407.0
I 14010 Bl Top Attackers (Signature ID=9445.1) 3
B 13308 /Wm
1770 IF 1P Intel data is nat present, the dats may mat e svaitshle or dmsaut would have accurred a
- 1707.0 Rank I Attacker address | Count I Reverse DHS Name | Country City Reqgion I Percentage
I 1403.0 1 20.20,20.9 1409 United States Falls Church Yirginia 42,53
Z 20.20.20.8 344 United States Falls Church Wirginia 10,35 b
3 20.20.20.6 336 United States Falls Church Wirginia 10.14
4 20,20,20.3 270 United States Falls Church irginia 8.15
5 20.20.20.2 211 United States Falls Church “Wirginia 6.37 ;I
Generated an Dec §, 2013 4:03:37 PM
Rank Signature 1D I Signature Mame I Count Percentage |
1 9445.1 Back Door PC Invader 3711 13.26 =
2 4450 Back Door PC Invader 3150 11.26
3 94452 Back Door PC Invader 3134 1.2
4 1716.0 IPv6 Options Padding Too Long 3110 11.12 —
1407.0 Teredao Destination Port 2610 33
6 1401.0 IPIP Encapsulation 2588 9.25

[

Cisco(fv ’
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Send Report via Email

FBBSEE8E]+ @[]0 @ [H|k -

Top-vuTocT

L- Duration: Mon, 9 Dec 2013 00:00 (GMT + 1:0) - Tue, 10 Dec 2013 00:00 (GMT + 1:0)

Device(s): All Devices
See the device list on last page

Criteria: Permit/Deny = All
Security Manager Notification:
Schedule ff run successful on Wed Dec
11 20:00:13 CET 2013
Wednesday, December 11, 2013 8:00:43 PM
From admin@domain.com
To gacs@budlabsec.com
Attachments @ldayfw_FlEpDrt-ff-admin.pdf
Dear User,
Schedule ff suecesded in gensrating lday fv report on Wad Dec Rk = rad e a s 5 "
11 2|: v C C - 13 'CET 2': 13 ani ource ress oun! N;xserse ercentage
1 10.62.42.164 3855 90.01
Attached:pdf 2 10.62.42.48 166 asa.budlabsec.co (3.88
m
3 10.62.42.123 110 257
4 10.1.1.83 71 1.66
5 10.62.42.89 45 1.05
3 10.1.1.81 19 0.44
7 10.1.1.80 14 033
8 1733795212 |2 kujo- 0.05
prod13.cisco.com ’
9 1733795213 |1 kujo- 0.02 . /
prod14.cisco.com ) Clsco l ’
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» Day in the life of Security Administrator

| 'III‘

8 AM 9AM 11AM 12PM

sleep

Cisco {f'l/f;/
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Cisco Prime Security Manager

};Cisco ((Vf:/
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PRSM

SMB to Med Enterprlse

Primarily for Cisco NG firewall or called “CX”"

Focus on easy to use simple deployments

Basic ASA management

Focus on NGFW features
— L7 Applications

— URL filtering

— NGIPS

— Basic ASA management

Cisco ((Vf;/
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PRSM

In Action (Operatlons) 'ﬁ

Dashboard
New Policy Model

Events

Reports

Cisco (f'l/f;/
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- PRSMin Actlon e
‘Security Admin - s . 1 |"|’

» Day in the life of Security Administrator

Quick User and Security Report
Security  Application , System Request
Snap Shot  Activity Security Events
; Policy
Review .
Review

Cisco {f'l/f;/
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© Quick Security Snap Shot

Cisco (f'l/f:/
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Top 25 applications by transactions
02 Feb 2014, 03:30:39 AM (UTC) to 03 Feb 2014, 03:30:39 AM (UTC)

Transactions Bytes Top 5 by transactions Quick User and
Application Total Allowed = Denied Total Sent Received Users ‘Web destinations 3::;?@ naﬂﬁ::nn

1 HyperText Transfer Protocol B o0k 90K 20K 20GB 200MB  20GB ADRVRan] Sharma 9.0K | www.best-of-web.com 535 Review
ADRWikram Kulkami 80K | www mars.com 403
ADR\\Dilbert Geek 8.0K | www.hollywoodtuna.com 438
ADRVAMI Kurosawa 8.0K | updates.irenport.com 420
ADRWSean Darrell 8.0K | www.northamericanwhitetail.com 404

2 SharePoint 20K 20K 8 81.0MB 7930KB 81.0MB ADR\Wane Radeliff 438 WWW_NSC.org 270
ADR\Ira Blue 370 www.sru.edu 257
ADR\\WVikram Kulkami 207 www_health nsw_gov au 178
ADRWHarry Houdini 200 www._rightathome.com 168
ADR\IRanj Sharma 195 www_northemn edu 158

3 Generic Search Engine Traffic 871 838 33 11.0MB 2270KB  11.0MB ADR\WJane Radcliff "7 www_korea.net 85
ADRA\\Ira Blue 105 www_cowboy com 84
ADRWSean Darrell 86 www.tom.com 74
ADRWYicki Dustin 74 www thefreesite.com 72
ADR\Harry Houdini 66 WWW.yam.com 61

4 Transport Layer Security 698 602 96 30MB 10MB 20MB ADR\Wane Radcliff 110 WWW_Cisco.com 26

Protocol ADR\Ira Blue 103 news-tags.cisco.com B

ADR\\Ranj Sharma 62 cisco-tags.cisco.com 6
ADRWNina Chemski 54 www static-cisco.com 2
ADRVWRita Meter 54

5 Domain Name System | 536 536 0 1190KB 180KB 1000 KB | ADR\Rita Meter 301
172.16.1.240 207
172.16.1.100 28

6 SSL I 501 501 0 4960MB 1.0MB 4940MB | 172.16.1.80 251
172.16.1.120 250

i eBay | 223 205 18 40MB 78.0KB 40MB ADR\IRita Meter 209 i.ebayimg.com 143
ADR\\Vikram Kulkami 5 ir ebaystatic com 18
ADR\\Ranj Sharma 5 sn.main.ebayrtm.com 16
ADRA\\Ira Blue 1 rtm ebaystatic com 14
ADRWSean Darrell 1 www.ebay.com 10

8 Binary over HTTP 176 69 107 20MB 37T0KB 20MB ADR\INina Chemski 46 download registrysmart com 8
ADRWHarry Houdini 44 download.errorsmart.com 6
ADR\Wane Radcliff 17 carlo20 dyndns org 6
ADR\\Dilbert Geek 14 banner.cdpoker.com 6
ADR\Sean Darrell 14 Imon2web.org 5

g9 Flash Video 140 140 0 400 MB 38.0KB 40.0 MB ADR\Sean Darrell 17 www.cyberbee.com 18
ADR\Ira Blue 16 www.yamaha.com 6
ADR\\Jane Radcliff 16 www lostvectors.com 4
ADRWAmI Kurosawa 14 www.leamingplanet.com 4
ADR\Wikram Kulkami 13 WWW_groovygirls.com 4

Cisco ((Vf;
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PRSM New Policy Model

Devi SQUW!( Userand  Change
i CX POIic evice . n:c“y ﬁppiiﬂm Redquest
il J Configuration Srapshot feny

Tab Tab Tab

pals Device
e Selector

Devices ~

ASA policies (22)

Context aware polickes (22)

Vigw bry Location

Policy
Sharing

Shared / Local

Korth America (5)
Morth Carolina02 5515 e —

Fw_5J_Spyker 1 * General polickes (1-3)

+ |

Austin data center ASAqly

&

Balimore ASA-CX

San Diego 5515

Europe (4)

Paris A D : 5- Tuple
Barcelona 5523 e — _— Rule base

Barcelona ABA-CX

B s

London data center ASA-CX

* VPN policies (4.6]
Asia (11 o]

Cisco {f'l/f;/
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Receive Time
0172372013 233738

0172342013 23:37:35

01/23/2013 23:37:33

01/23/2013 23:37:33

01/23/2013 23:37.32

01/23/2013 23:37:27

0172372013 23:37 27

01/23/2013 23:37:25

0172372013 23:37:25

Event Type
HTTP Complete

HTTP Complete
HTTR Cormplete
HTTR Cormplete
HTTF Complete
HTTF Complete
HTTF Complete
HTTF Complete

HTTP Complete

Device
LA-ASA-CR

LA-ASACK

LA-ASACH

LA ASACH

LA-ASA-CR

LA-ASA-CR

LA-ASA-CH

LA-ASACK

LA-ASACK

Username
vicki dustin

vicki dustin

vicki dustin

wicki dustin

wicki dustin

wicki dustin

wicki dustin

vicki dustin

vicki dustin

Source
vicki dustin

vicki dustin

vicki dustin

vicki dustin

vicki dustin

vicki dustin

vicki dustin

vicki dustin

vicki dustin

Destination Host
waei facebook.com

wien facebook.com

wieni facebook.com

wien facebook.com

wan facebook. com

win facebook. com

win facebook. com

wani facebook.com

waei facebook.com

Quick Userand  Change Report
Security  Application Request Request
Snap Shat  Activity

Review
Destination Port  Applicati Reg Score Weh Category

ao Facebook Ge.. 59 Social Metworking
443 40 Social Metworking
443 4.0 Social Metwarking
443 4.0 Social Metwarking
443 4.0 Social Metwarking
443 4.0 Social Metwarking
443 4.0 Social Metworking
443 4.0 Social Metworking
443 Facebook Ge.. 4.0 Social Metworking

BRKSEC-2060
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Security
System
Alerts
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Cisco Prime Security Managér.i,n_A,ctio'n'j

Dashboard

b Mz 14

......

BRKSEC-2060

Visibility &
Control

Wiartacs ol HA count Evating  Packet capturs

.....

© 2014 Cisco and/or its affiliates. All rights reserved.

Navigate Down to Events

Cisco Public

Key Benefits

Greater visibility and
control

Enhanced threat response
and mitigation

Unified management for
core ASA firewall and
NGFW services

Straightforward migration
to ASA 5500-X NGFW

Intuitive, easy-to-use GUI

Cisco (l'l/&/



Cisco/Sourcefire Product Portfolio

. -
fireSIGHT
Management Centre
ARPLANCESHWURTUAL

SOURCE{ ire
NEXT- ADVANCED [y

GENERATION GENERATION MALWARE SECURITY
FIREWALL INTRUSION ye —INTELLIGENCE

PREVENTION
2 ffr’E,'AMP

HOSTS | VIRTUAL
MOBILE

k

Q‘Vﬂ

ffPePD WER™

APPLIANCES | VIRTUAL

Cisco {f'l/f;/
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FireSIGHT Sees “Everything”

CATEGORIES

Threats

Users

Web Applications

Application Protocols

File Transfers

Malware

Command & Control Servers

Client Applications

Network Servers

Operating Systems

Routers & Switches

Mobile Devices

Printers

VolIP Phones

Virtual Machines

Information Superiority

BRKSEC-2060

EXAMPLES

Attacks, Anomalies

SOURCEFIRE
NGIPS & NGFW

TYPICAL
IPS

TYPICAL
NGFW

AD, LDAP, POP3

Facebook Chat, Ebay

HTTP, SMTP, SSH

PDF, Office, EXE, JAR

Conficker, Flame

C&C Security Intelligence

Firefox, IE6, BitTorrent

Apache 2.3.1, 11S4

Windows, Linux

Cisco, Nortel, Wireless

iPhone, Android, Jail

HP, Xerox, Canon

Avaya, Polycom

VMware, Xen, RHEV

—

© 2014 Cisco and/or its affiliates. All rights reserved.

Contextual
Awareness

R T T T O O N O B O - A A I

XX XXX XXX X| X

Cisco {f'l/&/




FireSIGHT Enables Automation

~ _ :

IT Insight Impact Assessment
Spot rogue hosts, anomalies, Threat correlation reduces
policy violations, and more actionable events by up to 99%

Automated Tuning User Identification

Adjust IPS policies automatically Associate users with security
based on network change and compliance events Cisco(l'l/l,’,
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- 'FlreSIGHT Management Centre

-v5 Benefits.

> 3D® Syste

Simplified Policy Model Flexible Report Creator /
Cisco(( 74
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'FlreSIGHT Management Centre

'v5 Benefits.

Top Events by Source Country

Country Name

162
Initiator

1P > *x [1:3

=i| 76.100.209.66 S usa &8 10.4.32.112

=f 10.4.10.131 %9 10432112

rea| =H 10.4.10.131 %8 10432112

=il 10.4.33.95 =i 10.5.32.206

=i 80.188.101.82 =1 1SR =i 10532206

if = 200.189.215.85 E=3 BRA =i 10.4.33.44

=5 10.4.31.237

=i 10.4.11.216

=il 10.5.32.206

= 10.5.39.206

Geolocation in Events & Dashboards

New Device Management

BRKSEC-2060

© 2014 Cisco and/or its affiliates. All rights reserved.

................................

Admin Role Editor

Cisco Public
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‘Context Ex p__ITO’r.'ejr*'

Visualisation

Explore Large Volumes
of Security Data

o . [
. . o = SETIET
= |d enti R |Sk Hosts an d Overview EUINTY Poiicies Devices Objects | FireAMP @ restn Sysem repv sdminv
o Context Explorer Connections Intrusion v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search
H H T 20 Filters o~ Apply Filters | | Cancel Show the last: | 1 week ~ | Reload
pplications e —_
..
= See Low Prod uctivity
Geolocation Information
an d B an dWi dth M iS u Se Connections by Initiator Country Intrusion Events by Source Country File Events by Sending Country
soited Stases e AN
Nethertands ¢
Turkey alaysia anda
gapor
Japan
. .
= Acquire Actionable
Intelligence

Cisco (f'l/f:/
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‘Geolocation

Top Events by Source Country Initiator
Initiator IP > Location > Responder IP
Country Name w Count i -
— = 76.100.209.66 == 10.4.32.112
ES united States 162 == == Uusa i 104.32.112
[ Germany 36 =i 10.4.10.131 gy 10432112
El China 18 : -
= =E 10.4.10.131 gy 10.4.32.112
® |apan 13
I N France 11 =f| 10.4.33.95 =i 10.5.32.206
Russi 4 - -
- Suas'a mif| 59.188.101.82 =1 ISR ®E 10.5.32.206
=, North Korea 2
@ Pakistan 1 =i 200.189.215.85 3 BRA =i 10.4.33.44
== Ira 1 o3 10.4.31.237 =E 10.5.32.206
= lran 1
=i 10.4.11.216 mj 10.5.39.206
Last updated 1 minutes ago L

= Visualise and map countries, cities of hosts,
,‘ 9! 7 events

Cisco ((Vf:/
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* Devices Supported by CS Manager

= Security Appliances
— PIX 500 Series
— ASA 5500 Series w/ AIP-SSM
— IPS 4200 Series Sensors

= |OS Routers

— 70, 90, 800, 1600, 1700, 1800, 2600, 2800, 3600, 3700, 3800, 7100, 7200, 7300,
7500, 7600 Series

— NM-CIDS
= Catalyst 6500/7600 Services Modules
— FWSM
— IDSM-2
— VPNSM
— VPN SPA

= Catalyst 6500 Series Switches

Cisco ((Vf;/
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»New customers buying ASA and CX
« Manufacturing installs CX completely before shipping
« CX s booted automatically when ASA is started
* Loginto CX console from ASA CLI and setup management IP
« Configure CXSC redirection on ASA for traffic redirection

» Customers who already own an ASA
* Install one or two SSDs on ASA depending on the model*
« Copy 9.1.1 ASA image which supports CX onto flash filesystem

« CXuses 3GB space on ASA flash filesystem, so ensure we have more than 3GB
free space on ASA flash

* Reload ASA with 9.1.1 version
* Follow the bootstrapping steps

Cisco (M’/
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- ASA Support £ 2y __ .Per.egrine

Supported OS & Models -

5510
5512-X
5515-X
5520,
| 5525-X
= - oo
———— A 5545-X
5550
5555-X
5585-10
5585-20
5585-40
5585-60

Cisco (f'l/fo/
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| PRSM Offe”ngs ¢ Intel Dual Core 8GB §E
'V|rtuaI&AppI|ance R RAM, 500 GB HDD, &

Starting at $ 3,000

PRSM Appliance 2.47 Ghz, 16GB
RAM, 6TB HDD

Starting at $ 24,000 J /

CiSUU TtV
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. 'FlreSIGHT Management

Centre Appllances

DC750 DC1500
Max. Devices Managed* 10 35
Max. IPS Events 20M 30M
Event Storage 100 GB 125 GB
Max. Network Map 2k / 2k 50k / 50k
(hosts / users)
. o Lights-out Management RAID 1, LOM,
High Availability (LOM) High Availability
Features .
pairing (HA)

* Max number of devices is dependent upon sensor type and event rate

BRKSEC-2060 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

DC3500
150

150M
400 GB
300k / 300k

RAID 5, LOM,
HA, Redundant
AC Power

Cisco (f'l/f;/
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‘Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session

Evaluations.

= Directly from your mobile device on the Cisco Live

Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

BRKSEC-2060

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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http://www.ciscoliveaustralia.com/mobile
http://www.ciscoliveapac.com/
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