


Cisco Security Management 
BRKSEC-2060 

Sanjay Agarwal 

Product Line Manager 

Security Management 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKSEC-2060 Cisco Public 

Agenda 
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Current Cisco Security Management Portfolio 

Cisco Security Manager Operational Use Case 

Cisco Prime Security Manager Operational Use Case 

Cisco Defence Centre Operational Use Case 

Cisco Security Management Strategy 

Q & A 
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What is not Covered 
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 Prime Infrastructure 

 Cisco VNC 

 Cisco ISE 

 Cisco Meraki 

 Cisco ScanSafe 

 Cisco WAS 
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Cisco Security Management Portfolio 

Current Security Management Portfolio 

Cisco Prime Security  

Manager 

PRSM 

Cisco Prime Security  

Manager 
Cisco Defence Centre 

CSM DC 
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CSM Operational Use Case 

 CSM for enterprise deployments 

 Customers looking to manage complete ASA management 

 Customers looking for Enterprise class features: 

– Security Dashboard and Health Status 

– Large Complex Policy Management 

– Policy Approval 

– Policy Sharing and Validation 

– Device Configuration 

– Visibility and Events 

– Upgrades and Alerts 

6 

Medium and Large Enterprise  



© 2014 Cisco and/or its affiliates. All rights reserved. BRKSEC-2060 Cisco Public 

CSM in Action 
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Submit 

Changes 

for 

approval 

 

Change 

Request 

& 

Security 

Policy 

review 

 

Quick 

Security 

Dashboard 

& Health 

View 

8 AM 

 Day in the life of Security Administrator 

Security Admin 

9 AM 11 AM 12 PM 

Security 

System 

Events 

Reports 

3 PM Lunch 

New 

Software 

Update 

Arrives 

Planned 

Updates, 

deployment 

Sleep at 

ease 

5 PM 9 PM 12AM 
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@ Office 
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Quick Security 

Dashboard and 

health view 

 

 Day in the life of Security Administrator 

 

Challenges 

• Did the changes I made yesterday create any 

problem? Is there anything wrong? 

• Is there a possibility of a threat, which I 

should address immediately?  

• What configuration tasks do I need to perform 

to address my issues? 

• Did CSM backup go through successfully last 

night? 

8 AM 9 AM 11 AM 12 PM 3 PM Lunch 5 PM 9 PM 12AM 
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CSM Solution 

CSM Dashboard 
Your starting point to 

perform detailed check 

9 

 360 degree view of what’s 
happening on your network 

 Cross launches any CSM 
application at a click of a 
button 

 Personalise – only see what 
you want to see about your 
network 

 Easy drill down capability to 
start and investigate security 
problems 
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Landing Page 

Show Gadgets 

Create Dashboard 

Cross Launches 

Device HPM 
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Landing Page - Gadgets 

Use New 

Gadgets 
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Landing Page – Details 
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Device Health Summary 

 Brings HPM Alerts information to 
Dashboard 

 Can group Alerts by Category, Alert-Type, 
Device and Technology 

 Add comments, Acknowledge or Clear Alert 

 View Device Summary 
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HPM All Device View & Details 

Improve Charts 

Summary Info 
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@ Office 
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Change 

Request & 

Security Policy 

Review 

 

 Day in the life of Security Administrator 

 
8 AM 9 AM 11 AM 12 PM 3 PM Lunch 5 PM 9 PM 12AM 

Challenges 

• Why is this change required?  

• What needs to change in the network? 

• Who needs to approve?  

• Will it create any problem? 

• How can it be deployed? 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKSEC-2060 Cisco Public 

CSM Solution 

CSM Configuration Manager 

 Unified Security Policy 

& Change Management  

16 

 Device Discovery and 
modelling 

 Policy Management and 
validation 

 Policy sharing and bundling 

 Policy approval workflow 

 Policy Object and Services 
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Docked Policy Object Manager 

1. Select 

NY-ASA 

2. Select 

Access 

Rules 

3. Launch 

Policy Object 

Manager 

4. Policy Object 

Manager is docked 

below Access Rule 
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ACL Hit Count 

 Check if an access rule is encountering hits on live device 
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Drag-and-drop Objects to Policy 

1. Select 

Network/

Hosts 

2. Drag an 

object to a 

rule’s 

destination 
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Policy Sharing and Inheritance 

 Take any device policy/setting and save it for sharing 

 Shared policies can be assigned to multiple devices 
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Global Objects Search & Find-Usage 

1. Search for: 

DataCenter-1 

2. Select 

Policies 

3. Right-click and 

select “Go To”. This 

will show rule that 

matches this 

object’s usage 
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Auto-Conflicts Detection 

1. Click on 

icon “S” to 

view conflicts 

of this rule 

2. Review the 

conflicts and 

recommended 

action 

3. Generate full 

conflict report 

4. Review full 

conflict report 
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Create & Manage Policy Bundle 

1. Click on 

Policy Bundle 

2. Select this 

to display all 

shared 

policies 

3. Add new 

policy bundle 

4. Drag shared 

policies to 

policy bundle 
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Assign Policy Bundle to Devices 

1. Select 

policy bundle 

2. Select 

Assignment 

tab 

3. Select and 

assign 

devices 
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Policy Bundle Assignment 

1. Select 

Device View 

2. Select 

assigned 

policy 

3. Validate 

Policy Bundle 

is assigned 
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@ Office 

26 

 

 

 

 

Submit 

Changes for 

approval 

 

 Day in the life of Security Administrator 

 
8 AM 9 AM 11 AM 12 PM 3 PM Lunch 5 PM 9 PM 12AM 

Challenges 

• Where there any company violations? 

• How many changes do I need to submit? 

• How should I submit ticket for approval 

• Have I completed all my tickets? 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKSEC-2060 Cisco Public 

Workflow 
What Is It? 

 Provides multiphase workflow for 
deployment with approvals at 
each stage 

Example 

 All policy changes need  
to be approved 

 Deployment to the network must 
be during the change window 

Benefit 

 Enables teamwork and 
collaboration between NetOps 
and SecOps 

 Provides scope of control 

• Who Can Modify Device Configs? 

• Who Can View Changes? 

• Who Can Approve Changes? 

• Who Can Deploy Changes to Devices? 

 

Network 

Operations 
Policy Deployment 

Undo 

Approve 

Job 
Deploy 

Create/Edit 

Policy 

Review/ 

Submit 

Approve/ 

Commit 

Generate/ 

Submit Job 

  

Rollback 

Security 

Operations 
Policy Definition 
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Activity Model 

 Robust approval workflow 
can be turned on or off 

 Tied to privileges and roll-
based  
model to enable admin 
controls through job 
creation and deployment 

 Multiple users can be 
active at same time, and 
work in separate 
“activities” 

 Activities can be opened 
for editing  
or submission later and 
deployed 
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Activity Report 
What Fields Changed: What Objects Changed 
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@ Office 

30 

 

 

 

 

Events 

 

 Day in the life of Security Administrator 

 
8 AM 9 AM 11 AM 12 PM 3 PM Lunch 5 PM 9 PM 12AM 

Challenges 

• Where there any company violations? 

• How many changes do I need to submit? 

• How should I submit ticket for approval 

• Have I completed all my tickets? 
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CSM Solution 

CSM Event Viewer 

View and Troubleshoot 

all Security Events 

31 

 Real time event management and 
troubleshooting  

 Cross linkages between events and 
configurations 

 Customisable views for monitoring 
selected devices 

 Admin configured objects can be seen in 
the events (ASA+IPS) 

 Tools such as ping, traceroute, and packet 
tracer for further troubleshooting 
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Event Viewer Detail 

32 
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Real-Time Event Viewer 

1. Locate 

events from 

Sales-PC 

2. Looks for AD 

user names 

sales-user 
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Jump to Policy from Events 
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Jump to Events from Policy 

 A new right click menu item 
‘Show Events’  

 When clicked, Event Viewer is 
launched with filters like Device, 
Source, Destination, 
Source/Destination Service, 
Source User Identity, Action 
and Source/Destination 
Security Group Tag/Name. 
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@ Office 

36 

 

 

 

 

SW updates 

image 

management 

 

 Day in the life of Security Administrator 

 
8 AM 9 AM 11 AM 12 PM 3 PM Lunch 5 PM 9 PM 12AM 

Challenges 

• Are the policies deployed earlier working? 

• Trouble shooting existing policies? 

• Setting up alerts for critical assets 

• Have I completed all my tickets? 
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CSM Solution 

CSM Image Manager 
All ASA Software Upgrades Taken Care 

37 

 Consolidated view of all ASA images 
that will matter for your n/w 

 Validates jobs and hardware 
requirements before upgrade 

 Notifications post image upgrades to 
provide the job status 

 Reduces manual errors by doing all 
requisite checks before and after 
upgrades 

 It can be done in batch. 

 There is no requirement to re-discover 
the device back (except for NAT if 
moving from pre 8.3 to post 8.3). This is 
a great benefit from CSM perspective 
since the complete policy structure is 

maintained.  

 

 

 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKSEC-2060 Cisco Public 

Launch ASA Image Manager 

1. Launch 

Image 

Manager 

2. Select All 

Images 
3. Click this 

icon to upload 

new images to 

CSM server 

4. User can browse for 

images from CSM’s client 

or CSM’s server hard drive 
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Assign Images to Devices 

1. Select an 

Secure Desktop 

image 

2. Click 

Install Image 

3. Select 

additional 

image if needed 

4. Click on 

Next 

5. Select 

devices: sf-

asa 
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Configure Image Update Job 

1. Click 

Start 

Validation 
2. Click 

Warnings 

to view 

details 

3. Select 

Schedule 

tab 

4. Select 

future 

date/time 

or NOW 

5. Adjust other 

parameters 1. Click 

Start 

Validation 
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Review Image Update Job Status 

1. Device in 

Configuration Manager 

shows update is in 

progress 

2. Review 

Job 

results 
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Review Device Installed Images & Status 

1. Select 

sf-asa 

2. Review 

Device 

software 

information 

3. Review 

device’s flash 

information 

4. Review other 

information 
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@ Office 
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Deployment 

 

 Day in the life of Security Administrator 

 
8 AM 9 AM 11 AM 12 PM 3 PM Lunch 5 PM 9 PM 12AM 

Challenges 

• Are the policies deployed earlier working? 

• Trouble shooting existing policies? 

• Setting up alerts for critical assets 

• Have I completed all my tickets? 
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Scalable Distributed Deployment 

What Is It? 

 Simplified distributed deployment method for 1000s remote 
devices 

Example 

 Update large numbers of remote firewalls, which may have 
dynamic addresses, intermittent links, or NAT addresses  

 Update both configurations and  
software images 

 Devices self updated whenever  
they come online 

 Scales through Web technologies 

Benefit 

 Helps customers with 1000s of teleworkers and remote 
locations with minimal technical staff at the remote site 

Extranet Self-Managed 

Telecommuters 

DMZ 

CS Manager 

Enterprise 

Intranet 

Update 

Appliance 

CNS-CE 

Internet 
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Deployment Manager 

 Deployment choices: 
deploy to file, device, 
token server, AUS, 
etc. 

 Schedule job 
deployments with 
notification and 
approval 

 Lets users select 
devices  
to deploy and 
provides deployment  
report 
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CSM Solution 

CSM Report Manager 

Standard Reports with 

Drilldown Capabilities 

46 

 Out of box systems reports for FW, 
IPS, and VPN 

 Ability to export reports to most 
commonly used formats 

 Users can define and save custom 
views of standard reports  

 Drill down from reports to relevant data 
points through the application 
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Sample Drill Down Report 
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Some More…. 
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Send Report via Email 

49 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKSEC-2060 Cisco Public 

@ Office 
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sleep 

 

 Day in the life of Security Administrator 

 
8 AM 9 AM 11 AM 12 PM 3 PM Lunch 5 PM 9 PM 12AM 
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Cisco Prime Security Manager 

51 
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PRSM 

 Primarily for Cisco NG firewall or called “CX” 

 Focus on easy to use simple deployments 

 Basic ASA management 

 Focus on NGFW features 

– L7 Applications 

– URL filtering 

– NGIPS 

– Basic ASA management 

 

 

 

SMB to Med Enterprise 

52 
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PRSM 

 Dashboard 

 New Policy Model 

 Events 

 Reports 

 

In Action (Operations) 

53 
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PRSM in Action 

54 

User and 

Application 

Activity 

Review 

Report 

Request 

 

Quick 

Security 

Snap Shot 

8 AM 

 Day in the life of Security Administrator 

Security Admin 

10 AM 11 AM 12 PM 

Security 

System 

Events 

3 PM Lunch 5 PM Home 

Security 

Policy 

Review 
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Quick Security Snap Shot 

55 

To be added 
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User and Application Activity Review 

56 
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PRSM New Policy Model 
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Cisco Prime Security Manager in Action 

Visibility & 

Control 

Navigate Down to Events 

Dashboard 

Map Events to Policies 

View Event 

Details 

• Greater visibility and 

control 

• Enhanced threat response 

and mitigation 

• Unified management for 

core ASA firewall and 

NGFW services  

• Straightforward migration 

to ASA 5500-X NGFW 

• Intuitive, easy-to-use GUI 

Key Benefits 
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Cisco/Sourcefire Product Portfolio 

COLLECTIVE 

SECURITY 

INTELLIGENCE 

Management Centre 
APPLIANCES | VIRTUAL 

NEXT- 

GENERATION 

FIREWALL 

NEXT- 

GENERATION 

INTRUSION 

PREVENTION 

ADVANCED 

MALWARE 

PROTECTION 

CONTEXTUAL AWARENESS HOSTS | VIRTUAL 

MOBILE 

APPLIANCES | VIRTUAL 
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FireSIGHT Sees “Everything” 
 

CATEGORIES 

 

EXAMPLES 

SOURCEFIRE  

NGIPS & NGFW 

TYPICAL  

IPS 

TYPICAL 

NGFW 

Threats Attacks, Anomalies ✔ ✔ ✔ 

Users AD, LDAP, POP3 ✔ ✗ ✔ 

Web Applications Facebook Chat, Ebay ✔ ✗ ✔ 

Application Protocols HTTP, SMTP, SSH ✔ ✗ ✔ 

File Transfers PDF, Office, EXE, JAR ✔ ✗ ✔ 

Malware Conficker, Flame ✔ ✗ ✗ 

Command & Control Servers C&C Security Intelligence ✔ ✗ ✗ 

Client Applications Firefox, IE6, BitTorrent ✔ ✗ ✗ 

Network Servers Apache 2.3.1, IIS4 ✔ ✗ ✗ 

Operating Systems Windows, Linux ✔ ✗ ✗ 

Routers & Switches Cisco, Nortel, Wireless ✔ ✗ ✗ 

Mobile Devices iPhone, Android, Jail ✔ ✗ ✗ 

Printers HP, Xerox, Canon ✔ ✗ ✗ 

VoIP Phones Avaya, Polycom ✔ ✗ ✗ 

Virtual Machines VMware, Xen, RHEV ✔ ✗ ✗ 

Contextual 

Awareness Information Superiority 
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FireSIGHT Enables Automation 

IT Insight 
Spot rogue hosts, anomalies, 

policy violations, and more 

Impact Assessment 
Threat correlation reduces 

actionable events by up to 99% 

Automated Tuning 
Adjust IPS policies automatically  

based on network change 

User Identification 
Associate users with security 

and compliance events 
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FireSIGHT Management Centre  
v5 Benefits 

Simplified Policy Model 

New Reporting Engine 

 Flexible Report Creator 

Innovative Admin Experience 
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FireSIGHT Management Centre  
v5 Benefits 

Geolocation in Events & Dashboards Security & Network Admin Roles 

Admin Role Editor New Device Management 
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Context Explorer 

 Visualisation 

 Explore Large Volumes 
of Security Data 

 Identify Risky Hosts and 
Applications 

 See Low Productivity 
and Bandwidth Misuse 

 Acquire Actionable 
Intelligence 
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Geolocation 

 Visualise and map countries, cities of hosts, 
events 
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Devices Supported by CS Manager 

 Security Appliances 
– PIX 500 Series 
– ASA 5500 Series w/ AIP-SSM 
– IPS 4200 Series Sensors 

 IOS Routers 
– 70, 90, 800, 1600, 1700, 1800, 2600, 2800, 3600, 3700, 3800, 7100, 7200, 7300, 

7500, 7600 Series 
– NM-CIDS 

 Catalyst 6500/7600 Services Modules 
– FWSM 
– IDSM-2 
– VPNSM 
– VPN SPA 

 Catalyst 6500 Series Switches 
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ASA/CX Installation Workflow 

New customers buying ASA and CX 

• Manufacturing installs CX completely before shipping  

• CX is booted automatically when ASA is started 

• Login to CX console from ASA CLI and setup management IP  

• Configure CXSC redirection on ASA for traffic redirection 

Customers who already own an ASA 

• Install one or two SSDs on ASA depending on the model* 

• Copy 9.1.1 ASA image which supports CX onto flash filesystem 

• CX uses 3GB space on ASA flash filesystem, so ensure we have more than 3GB 
free space on ASA flash 

• Reload ASA with 9.1.1 version 

• Follow the bootstrapping steps 

 

 

 

*Additional Support 5585-X SSP 40 and 60 
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ASA Support 
Supported OS & Models 

5510  

5512-X 

5515-X 

5520,  

5525-X 

5540 

5545-X  

5550 

5555-X 

5585-10  

5585-20  

5585-40  

5585-60  

9.0 + 

Peregrine 
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PRSM Offerings 
Virtual & Appliance 

Intel Dual Core 8GB 

RAM, 500 GB HDD, 

ESXi 4.0, 5.0 

100 Devices 

(ASA/CX) max: 5000 

policies, 10000 

objects, 15K eps 

2.47 Ghz, 16GB 

RAM, 6TB HDD 

Starting at $ 3,000 

Starting at $ 24,000 
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DC750 DC1500 DC3500 

Max. Devices Managed* 10 35 150 

Max. IPS Events  20M 30M 150M 

Event Storage 100 GB 125 GB 400 GB 

Max. Network Map 

(hosts / users)  

2k / 2k 50k / 50k 300k / 300k 

High Availability 

Features 

Lights-out Management 

(LOM) 

RAID 1, LOM,  

High Availability  

pairing (HA) 

RAID 5, LOM,  

HA, Redundant  

AC Power  

FireSIGHT Management  
Centre Appliances 

* Max number of devices is dependent upon sensor type and event rate  



Q & A 
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Complete Your Online Session Evaluation 

Give us your feedback and receive a 
Cisco Live 2014 Polo Shirt! 

Complete your Overall Event Survey and 5 Session 
Evaluations. 

 Directly from your mobile device on the Cisco Live 
Mobile App  

 By visiting the Cisco Live Mobile Site 
www.ciscoliveaustralia.com/mobile  

 Visit any Cisco Live Internet Station located 
throughout the venue 

Polo Shirts can be collected in the World of Solutions 
on Friday 21 March 12:00pm - 2:00pm 

Learn online with Cisco Live!  

 

Visit us online after the conference for full access 

to session videos and presentations. 

www.CiscoLiveAPAC.com 
 

http://www.ciscoliveaustralia.com/mobile
http://www.ciscoliveapac.com/



