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High Density

How many devices have you

got today? High Quality

No coverage holes

High Performance

Who wants GE over WiFi?

What about Highly Available?

What if the network goes down??

Wi Cisco (l'l/&/
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| Edt-end acss

RF Redundancy Clustering/Pooling

Performance Cost $$$$
Productivity

Application Survivability

High Availability

) 4

Session Objectives:

Provide design guidance and best practices around building reliable and highly available
Wireless LAN networks to support your business critical applications

Cisco (f'l/f;/

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



Enterprlse ereless Evolutlon
From Best- Effort to Busmess Crltlcal 3 -

Casual Pervasive Media Rich Mission Critical usiness Critical
indoors Applications
Microso fte
Lync force
- ..
SR SRR S &)
- n'::%'-.;("& —-— AirPlay |
il = il SRS o

. _@‘Lw CleanAir 802.11.ac
t_, _:.'..‘ # ﬁ f' : | : p
B 4 A

Self Healing { /
and Optimising High Performance (
High Density ciscollVZ,

Hotspot l

System Management

Capacity



‘Agenda

So what are we e really talklng about’> o

= Radio Frequency (RF) High Availability (HA)
— Site Survey, RRM, CleanAir, etc.

= Network Infrastructure HA
— Centralised Mode

— FlexConnect Mode
— Converged Access Mode

= Management and Mobility Services HA

Cisco ((Vf;/
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| ‘Radio Fréq uency(RF)|_||ghAva||ab|I|ty i '

= RF HA s the ability to have redundancy in the physical layer

= What does it translates to in practice?
— Creating a pervasive, stable, predictable RF environment (Proper Design,
Site Survey, Radio Planning)
— Dealing with coverage holes if an AP goes down (RF Management)
— Improving client (all clients!) received signal (Beamforming)

— ldentifying, Classifying, Mitigating an interference source (Spectrum
Intelligence Solution)

= BTW..for all these, Cisco have differentiating features/functionalities

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Radio Frequency (RF) ngh Avallablllty

Recommendatlons Slte Survey

Site Survey:
— Use “Active Survey”

— Use professional tools. Examples: AirMagnet , Ekahau, Veriwave

— Rule of thumb: design for AP at mid power level, for example level 3

Get to know the area:
— Consider three dimensional radio propagation in multi-story buildings
— Be aware of perimeter and corner areas

AP positioning is Key

— Use common sense

— Internal antennas are designed to be mounted in the ceiling

— Access Points like light sources should be in the clear and near the users

Survey for lowest common client type and technology supported
— 802.11b/g, 802.114a, 802.11n
— Average Power: iPhone 16 dBm vs. MacBook Pro 20 dBm /
— Antenna gain: 2.4 GHz, iPhone -1.4 dBi vs. MacBook Pro 4.6 dBi . (

g CiscollVZ,
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-Radlo Frequency (RF) ngh Avallablllty

Radio Resource Management (RRM)

Look out for information at the bottom of the key pages

For more info: http://www.cisco.com/en/US/tech/tk722/tk809/technologies tech note09186a008072c759.shtml Cisco "VC,'
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-Radlo Frequency (RF) ngh Avallablllty

Spectrum Intelllgence Solutlon CISCO CIeanAlr

BEFORE AFTER
Wireless interference decrease anAir mitigates RF interferel
reliability and performance oving reliability and performe

W
; il erformanc

AIR QUALITY PERFORMANCE

AIR QUALITY PERFORMANCE

Spectrum intelligence solution designed to proactively manage the challenges of a shared spectrum
Assess impact to Wi-Fi performance; proactively change channels when needed

CleanAir Radio ASIC: Only ASIC based solution can reliably detect interference sources

Best Practice: turn it on if supported by your APs (3500, 2600, 3600, 3700 and from 8.0 also 1600)

For more info: http://www.cisco.com/en/US/netsol/ns1070 Cisco ((l/e’
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-Radlo Frequency (RF) ngh Avallablllty

Spectrum Intelhgence Solutlon CISCO CIeanAlr

CleanAir
Hardware based Solution

—

32 times WiFi chip’s visibility
Accurate classification
Multiple device recognition

frequency (MHz)

20—t L L i i i >,
0 1000 2000 3000 4000 .. " 4000 7AMT o900 9000
time (us)

For more info: http://www.cisco.com/en/US/netsol/ns1070

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved.
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Spectrum intelligence solution designed to proactively manage the challenges of a shared spectrum
Assess impact to Wi-Fi performance; proactively change channels when needed

CleanAir Radio ASIC: Only ASIC based solution can reliably detect interference sources

Best Practice: turn it on if supported by your APs (3500, 2600, 3600, 3700 and from 8.0 also 1600)

Cisco (('Vf;/
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Radlo Frequency (RF) ngh Avallablllty

Client Beamformlng CISCO CllentLlnk

ClientLink Disabled svoaa  ClientLink Enabled
s B e ‘al o BT 45 (Mbps] : : LA
36
s 24
18
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&

.....

Lower Data Rates H|gher Data Rates Source: Miercom with Fluke Iperf Survey

= Cisco ClientLink a.k.a. Beamforming: reduced Coverage Holes for all clients

= Best practice: on by default
For more info: http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps11983/at_a glance c45-691984.pdf Cisco(ﬂ/&
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http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps11983/at_a_glance_c45-691984.pdf
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-Radlo Frequency (RF) ngh Avallablllty

Recommendatlons RF Proflles

= RF Profiles allow the administrator to tune groups of AP’s sharing a common coverage
zone together.

— Selectively changing how RRM will operate the AP’s within that coverage zone

* RF Profiles are created for either the 2.4 GHz radio or 5GHz radio

— Profiles are applied to groups of AP’s belonging to an AP Group, in which all AP’s in the group will have the
same Profile Settings

» There are two components to this feature:
— RF Groups — Existing capability — No impact on channel selection algorithms

— RF Profile — New from 7.2, providing administrative control over:
o Min/Max TPC values
o TPCv1 Threshold
o TPCv2 Threshold
o Data Rates

Cisco ((Vf;/
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Radlo Frequency (RF) ngh Avallablllty
Everything Starts from the Quallty of the AP

Competitor . Cisco AP

- - '-’& -

‘a:‘

Off-the-Shelf plastic designs.

Sealed metal shell for heat-dissipation and

Open air vent cooling. durability.
Poor Performance AP made with Consu No air flow. High Performance Enterprise-Class
Materials. AP with Reliable Coverage. ( /
CiscollVZ,
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Network Infrastructure HA =

How to physically connect AP

» Create redundancy throughout the
access layer by homing APs into
different switches

« Ifthe AP is in Local mode, configure
the port as access with SPT Portfast

* Ifthe AP is in Flex mode and Local
Switching, configure the port as
trunk and allow only the VLANS you
need

Cisco (f'l/f;/
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Network Infrastructure HA

How to physically connect 5508 WLC

Catalyst
VSS Pair

Use LAG (EtherChannel)
AireOS based WLC do not support multiple LAGs
Cisco 5508 WLC can be attached to a Cisco
Catalyst VSS switch pair:
» 4 ports of Cisco 5508 are connected to
active VSS switch
« 27 set of 4 ports of Cisco 5508 is connected
to standby VSS switch %7
* In case of failure of primary switch traffic
continues to flow through secondary switch
in the VSS pair

Cisco ((Vf:/
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‘Network "Infr_éls.trju’cm'r e HA F

How to physically connect 5760 == jacent only ===t Distribution
il Layer 6500

» 5760 supports multiple LAGs e SRl

* Don’t need to have VSS

* FlexLink is one of the options to
connect the 5760 to Distribution

» With FlexLink one link is active and
the other Standby

Infrastructure sees 5760 here

This is the standby link

This the primary link
760 link is on standby,

0 communication here

Switch communicates
with 5760 on this link

5760

Cisco ((Vf:/
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Network Level HA s

Standalone APs Traffic Distributed at AP Traffic Centralised Traffic Distributed at Switch
at Controller

Small Wireless Netw.ork

Branch and Campus

Positioning

Purchase

s Wireless only Wireless only Wireless only Wired and Wireless

Decision
o ﬁgnRtl):n:}'/:Iam AP quality Full RE HA

9h - * Client SSO when Local * Most complete solution + Exploits HA in 10S switches
Availability *  No Network layer HA S

. Switching
*  No services

Key » Limited features. Upgradable * Branch with WAN BW and » Catalyst 3650/3850 in the access

Considerations to controller based latency requirements - [FulleanEs layer
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Client SSO

AP SSO

(SSID stateful switchover)

BRKEWN-3014

Minimum release: 7.5
WLC: 5508, WiSM2, 7500, 8510
L2 connection
Same HW and software
1:1 box redundancy

Release: 7.3 and 7.4
WLC: 5508, WiSM2, 7500, 8510
Direct physical connection
Same HW and SW
1:1 box redundancy

Each Controller has to be
configured separately

© 2014 Cisco and/or its affiliates. All rights reserved.

Active Client State is synched
AP state is synched

No Application downtime
HA-SKU available

AP state is synched
No SSID downtime

HA-SKU available (> 7.4)

Available on all controllers
Crosses L3 boundaries
Flexible: 1:1, N:1, N:N

HA-SKU available (> 7.4)

ve!

oo ’

Cisco Public 21



N+1 Redundancy

WLAN-Controller-A

v & a

Primary: WLAN-Controller-1
Secondary: WLAN-Controller-2
Tertiary: WLAN-Controller-3

Ay

WLAN-Controller-B

g

Primary: WLAN-Controller-2
Secondary: WLAN-Controller-3
Tertiary: WLAN-Controller-1

WLAN-Controller-C

A v

A
A,
| 000000
Primary: WLAN-Controller-3

Secondary: WLAN-Controller-2
Tertiary: WLAN-Controller-1

CIsco MONITOR WLANs

Wireless

All APs > Details for AP3500

CONTROLLER WIRELESS SECURITY

MANAGEMENT COMMANDS HELH

~ Access Points

All APs

~ Radios
802.11a/n e
802.11b/g/n Primary Controller WLC-1

Bl e e Secondary Controller | WLC-2

» Advanced [wLe-3

Tertiary Controller
Mesh

BRKEWN-3014

|' General | Credentials | Interfaces | High Availability | Inventory | FlexConnect |

[172.20.225.154
172.20.226.154
172.20.227.154

© 2014 Cisco and/or its affiliates. All rights reserved.

Administrator statically assigns APs a primary,
secondary, and/or tertiary controller

Assigned from controller interface (per AP) or
Prime Infrastructure (template-based)

You need to specify Name and IP if WLCs are
not in the same Mobility Group

Pros:
Support for L3 network between WLCs

Flexible redundancy design options (1:1, N:1,
N:N:1)

WLCs can be of different HW and SW

Predictability: easier operational management
Faster failover times configurable
“Fallback” option in the case of failover
Cons:
Stateless redundancy

More upfront planning and configuration

Cisco (f'l/f;/

Cisco Public
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N+1 Redundancy

Global backup Controllers

High Availability
AP Heartbeat Timeout{1-30) 30
Local Mode AP Fast Heartbeat Timer State [ Disable | =
FlexConnect Mode AP Fast Heartbeat Timer State [ Disable | = ]
AP Primary Discovery Timeout{30 to 3600) 120

Back-up Primary Controller IP Address

Back-up Primary Controller name

Back-up Secondary Controller IP Address

Back-up Secondary Controller name

= Backup controllers configured for all APs under Wireless > High Availability
= Used if there are no primary/secondary/tertiary WLCs configured on the AP

= The backup controllers are added to the primary discovery request message
recipient list of the AP.

1 /
Cisco (( %4
BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘N+1 Redundancy

AP Prlmary Dlscovery Request Tlmer

= The access point maintains a list of backup controllers and periodically sends primary
discovery requests to each entry on the list.

= Configure a primary discovery request timer to specify the amount of time that a
controller has to respond to the discovery request

High Availability

AP Heartbeat Timeout(1-30)
Local Mode AP Fast Heartbeat Timer State

Local Mode AP Fast Heartbeat Timeout{l to 10)

FlexConnect Mode AP Fast Heartbeat Timer State

FlexConnect Made AP Fast Heartbeat Timeout(1 to

1013 1

AP Primary Discovery Timeout{30 to 3600) 30

Cisco ((Vf;/
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N+1 Redundancy

AP Failover Mechanism

=  When configured with Primary and backup
Controller: When failover happens

. AP Boots UP
— AP uses heartbeats to validate current WLC F
connectivity

Discovery

— AP uses Primary Discovery message to validate
backup WLC list (every 30 sec)

— When AP looses 5 heartbeats it start join Image Data
process to first backup WLC candidate

— Candidate Backup WLC is the first alive WLC in
this order : primary, secondary, tertiary, global
primary, global secondary.

— Failover is faster than Dynamic mode because
AP goes back to discovery state just to make sure
the backup WLC is UP and then immediately
starts the JOIN process

Cisco (f'l/f;/
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‘AP Fal I‘o\"/gler;». .

Fast Heartbeat

High Availability

AP Heartbeat Timeout{1-30) 30

Local Mode AP Fast Heartbeat Timer State [‘Enable |$
Local Mode AP Fast Heartbeat Timeout{l to 10) 1

FlexConnect Mode AP Fast Heartbeat Timer State [‘Enable |$

FlexConnect Mode AP Fast Heartbeat Timeout(1 to
10}

AP Primary Discovery Timeout{30 to 3600) 30

= AP sends HA heartbeat packets, by default every 1 sec

= Fast Heartbeats reduce the amount of time it takes to detect a controller failure

= When the fast heartbeat timer expires, the AP sends a 3 fast echo requests to the WLC for 3 times

= |If no response primary is considered dead and the AP selects an available controller from its “backup

controller” list in the order of primary, secondary, tertiary, primary backup controller, and secondary
backup controller.

= Fast Heartbeat only supported for Local and Flex mode

Cisco ((Vf;/
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- AP Failover

AP Failover. Priority

Critical AP fails over

o
= Assign priorities to APs: Critical, -°°°°°°’ ’
ngh’ Medium’ LOW AP Priority: >< Controller

= Critical priority APs get
zy//ﬂ/’ ; -
precedence over all other APs ’ e cropped
when joining a controller

= |n a failover situation, a higher

AP Priority: Medium

priority AP WiII be aIIOWed in MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
ahead of all other APs Wireless All APs > Details for SJC14-21B-AP1

= If controller is full, existing lower T ey e
priority APs will be dropped to ErTre
accommodate higher priority et e oo

APS RF Profiles

FlexConnect
Groups
FlexConnect ACLs

b 802.11a/n
» 802.11b/g/n

AP Failover Priority Medium

Cisco ((Vf:/
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N+1 Redundancy

Best Practlces

= Most common Design is N+1 with Redundant et -’ | APs Configured With:
WLC in a geographically separate location g’ ’ ggg;fﬁggg?WLC_BKp
= Configure high availability parameters to P \
detect failure and faster failover (min 30 sec) winconsoerz |
NOC or Data Yo/ i .
= Use AP priority in case of over subscription of WLCBKP ”’- oz | Egi%v::yﬂvzmd o
redundant WLC, or ﬂ’ ................ / Secondary: WLC-BKP
= Use HA SKU available for 5508, 7500, 8500 Wi Contollern §

and 2500 (from 7.5) controllers E’ — APs Configured With:

- Primary: WLAN-

Controller-n
Secondary: WLC-BKP

For more info: http://www.cisco.com/en/US/docs/wireless/technology/hi_avail/N1 HA Overview.html or
http://www.cisco.com/en/US/prod/collateral/wireless/ps6302/ps8322/ps10315/ga c67-714540.html . ('Ve
CiscollV{,
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‘N+1 Redundancy
HA-SKU

= No need to purchase licenses on backup WLC. When backup takes over, 90-days counter is started
= HA-SKU Controller needs to be configured normally as you would do with the secondary controller (no

auto synch).
= Supported on 5508, WiSM2, Flex7500, 8510 and 2504

= The HA-SKU provides the capability of the maximum number of APs supported on that hardware

= From 7.6 you can add licenses to HA SKU and use it as Active controller

Primary Controller: WiSM-2 — No licenses
; . & needed on
License Count: 500 o W

. 2 secondary
APs connected: 400

AIR-CT5508-HA-K9

Secondary Controller
Max AP support: B00-XE0 4 7FHAPS

Primary Controller : 2504
License Count: 50
APs connected: 25

Cisco (f'l/f;/
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Centralised Mode: Stateful Switchover



Quick Recap... it

Primary/Secondary/Tertiary WLC need to be defined on each AP
— Each WLC configured separately and have their own unique IP Address

Primary and Secondary Backup are configured Globally
Fast Heartbeat can be used to speed up failover

With Failover detection AP goes in Discovery State and CAPWAP State
Machine is restarted

Downtime between Failover may go up to 1.5 minutes depending upon number
of APs

Each WLC is managed and monitored separately by Prime Infrastructure

Cisco (('V&/
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True Box to Box High Availability i.e. 1:1
— One WLC in Active state and second WLC in Hot Standby state
— Secondary continuously monitors the health of Active WLC via dedicated link

Configuration on Active is synched to Standby WLC

— This happens at startup and incrementally at each configuration change on the Active

What else is synched between Active and Standby?
— AP CAPWAP state in 7.3 and 7.4: APs will not restart upon failover, SSID stays UP — AP SSO
— Active Client State in 7.5: client will not disconnect — Client SSO

Downtime during failover reduced to 5 - 1000 msec depending on Failover
— In the case of power failure on the Active WLC it may take 350-500 msec
— In case of network failover it can take up to few seconds

SSO is supported on 5500 / 7500 / 8500 and WiSM-2 WLC

For more info: http://www.cisco.com/en/US/docs/wireless/controller/technotes/7.5/High _Availability DG.html Cisco ((‘/6’/
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AP SSO Failover Seq Ue;nce.i

Redundanc le Negotiation

RedundarSy/L¥R Established
(Over dedicated Redundancy Port,

"'"'-——-F-'l_
AP session intact. Does
not re-establish
capwap

|ent re-

AP SSO associlates

Effective downtime for client is Detection
time + Switchover time + Reassociation

Cisco {f'l/&/
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Client SSO Fail ov'ei; 'Seq,ue-n'c_‘e

Redundanc le Negotiation

RedundarSy/L¥R Established
(Over dedicated Redundancy Por*;

"'"'-——-F-'l_
AP session intact. Does
not re-establish
capwap

CLIENT SSO
Effective downtime for client is
Detection time + Switchover time

Cisco {f'l/&/
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‘Stateful SW|tch Over (SSO)

Redundancy Management Interface 2

* Redundancy Management Interface (RMlI)
— To check gateway reachability sending ICMP packets every 1 sec
— To verify peer reachability via the network once the Active does not respond to keepalives on the Redundant Port
— Notification to standby in event of box failure or manual reset
— Communication with Syslog, NTP, TFTP server for uploading configurations
— Should be in same subnet as Management Interface

[5508) »show interface swmmary

Murnber of Interfaces. oo it enernnrnsnnnnns
Interface MName ort Vlan Id vpe Ap Mgr Guest
Mo

y-IAnagement 6 Ak iz Mo No

redundancy-port AL NSL f .'.f 22 iz Mo i [a]

sice-port D F L iz No Mo

wirrual AL WAL L1.1. 3 i o Mo

Cisco (M’,/
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‘Stateful SW|tchover (SSO)

Redundancy Port

= Redundancy Port (RP):
— To check peer reachability sending udp keep alive messages every 100 msec
— Notification to standby in event of box failure
— Configuration synch from Active to Standby (Bulk and Incremental Config)

— Auto generated I[P Address where last 2 octets are picked from the last 2 octets of Redundancy Management
Interface (First 2 octets are always 169.254)

— If NTP is not configured manual time synch is done from Active to Standby
{5508) »zhovw interface summary

Nurber of Interfaces. . v innrsnnnnansnnns | 5

Interface MName Port Vlan Id IF Address vpe Lp Mogr Guest

IRnagement
ort

Cisco (M’/
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‘Stateful SW|tchover (SSO)

Conflguratlon

= Before configuring HA, Management interfaces on
both WLCs must be on the same subnet

= Mandatory Configuration for HA setup:

Redundant Management IP Address

Peer Redundant Management IP Address
Redundancy Mode set to SSO enable (7.3 and 7.4 would

show AP SSO)

Primary/Secondary Configuration — Required if peer

WLC’s UDI is not HA SKU

The Primary HA must have valid AP licenses

Unit can be secondary if it has at least 50 AP permanent

licenses

BRKEWN-3014
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cisco

Controller

General
Inventory
Interfaces
Interface Groups
Multicast

Network Routes

MONITOR WLANs CONTROLLER

Global Configuration

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Redundancy Mgmt Ip £

Peer Redundancy Mgmt Ip

9.5.56.10

9.5.56.11

Redundancy port Ip
Peer Redundancy port Ip
Redundant Unit

Mobility Mac Address

¥ Redundancy
Global Configuration
Peer Network Route

Keep Alive Timer (100 - 400)-2
Peer Search Timer (60 - 180)

169.254.56.10
169.254.56.11

Primary
6 64:B9:A
100 7 milli d:
120 seconds

»
Internal DHCP Server [SSO

| Enabled I+ 8

» Mobility Management Service Port Peer Ip

—=
0.0.0.0
0.0.0.0

are for AP SSO enable.

2 Configure the keep-alive timer in milli seconds between 100 and 400 in mul /t iple of 50.

Ports Service Port Peer Netmask
> NTP Foot Notes
» cDP 1 and Peer
» PMIPV6
) IPVE
» mDNS

3 Disabling AP SSO will result in standby reboot and administratively disabling all the ports on current Standby to avoi

id IP conflict.

Optional Configuration:
+ Service Port Peer IP
* Mobility MAC Address

» Keep Alive and Peer Search Timer
All can be configured on same page

Cisco Public
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Stateful SWltchover (SSO) - _E%?;gﬂie"

HA Palrlng

= Pairing is possible only between same type of hardware and software version.
= Reboot of WLC is required after HA is enabled. Pairing happens when WLC is booting.

= WLC looks for peer (120 sec), the role is determined, configuration is synched from the Active WLC to
the Standby WLC via the Redundant Port.

= |nitially, the WLC configured as Secondary will report XML mismatch and will download the
configuration from Active and reboot again

Cisco (('Vf:/



Stateful SWltchover (SSO) - _E%?;gﬂie"

HA Palrlng e

= During the second reboot, after role determination, Secondary WLC will validate the
configuration again, report no XML mismatch, and process further in order to establish
itself as the Standby WLC

Cisco (('Vf:/



HA Palrlng

Statefut SWltchover (SSO) T P

 Reference

While config is synching from Active to Standby WLC or Standby WLC is booting no
conflg operatlon IS p035|ble on Active WLC.

fed as standby ULC iz still booting up, try after few moments.

Active and Standby election is not an automated process:

— Active/Standby WLC is decided based on HA SKU. HA SKU is always the Standby
— If no HA SKU present, Active/Standby is configurable

No configuration is possible on Standby WLC once paired:

[55058-3tandby) =7

clelg Manages =v

stem debuy options.

Display switch options and

settings.

Cisco ((Vf:/



‘Stateful SW|tchover (SSO)

Conflguratlon Valldatlon

(POD1-WLEL) >show redundancy
Redundancy Mode

Local State

Peer State

Unit

Unit 1D

Redundancy State

Mobility MAC

Management Gateway Failover
Link Encryption

SURRary

SSO ENABLED
ACTIVE

STANDBY HOTY
Primary
EQ:2F:6D:5C:F0:H
S50 (Both AP and
EQ:2F:6D:5C:F0:h
ENABLED (Managem
DISABLED

Redundancy Management IP Address
Peer Redundancy Management IP Address

Redundancy Port IP Address

Peer Redundancy Port IP Rddress

Peer Service Port IP Address

(POD1-WLC-Standby) >show redundancy summary
Redundancy Mode SS0 ENABLED
Local State STANDBY HOTY
Peer State ACTIVE
Unit Secondary - HA SKU (Inherited AP License Count ~ 62)
Unit ID E0:2F:6D:5C:EE:RD
Redundancy State SS0 (Both AP and Client S$S0)
Mobility MAC EQ:2F:6D:5C:Fu: 80

Average Redundancy Peer Reachability Latency = 1452 usecs
Average Management Gateway Reachability Latency = 758 usecs

10.10.70.M
L10.10.10

Redundancy Management IP Address
Peer Redundancy Management IP Address 10
Redundancy Port IP Address

Peer Redundancy Port IP Address

Cisco (fv&/




Stateful SW|tchover (SSO)

Connectmty to the boxes

= Only Console and Service Port is available to connect to Standby WLC

= TFTP, NTP and Syslog traffic use the Redundant Management Interface on the
Standby WLC

= Telnet / SSH / SNMP / Web Access is not available on Management and
Dynamic interface on Standby WLC

= When SSO is enabled, there is no SNMP/GUI access on the service port for
both the WLCs in the HA setup

Cisco (f'l/f;/
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-Stateful SW|tchover (SSO)

Malntenance Mode

= Standby WLC may transition to Maintenance Mode if:
— Gateway not reachable via Redundant Management Interface

— Software mismatch
— WLC with HA SKU have never discovered its peer
— Redundant Port is down

{5508-standhby) =show redundancy summary
Redundancy Mode = S50 ENAELED
Local state = MEGOTIATION
Peer State = DISABLED
Unit = Secondary - HA SKU
Unit ID = 00:24:97:69:78:20
Redundancy State = nWon Redundant
Mobi 1ty MaZ = 00:24:97:169:D2:20

Maintenance Mode = Enabled | i
Maintenance cause= Megotiation Timeout

Redundancy Managemant IP Address. . .....eeeeeeenn.
peer Redundancy Management IP address............
Redundancy Port IP address. ... ... ceeiinnnnnnnans
Peer Redundancy Port IP Address..................

0.6.61.23
G.6.61.21
169, 254,61, 23
169, 254,61, 21

= In Maintenance mode same rule to connect to standby box apply

= WLC should be rebooted to bring it out of Maintenance Mode

— From 7.6 it will recover automatically after the network converges again

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved.
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Stateful SW|tchover (SSO)

Design & Deployment ConSIderatlons

Active Controller

How shall | connect the HA Controllers?

= 5500/7500/8500 have dedicated Redundancy Ports
— Direct connection supported in 7.3 and 7.4
— L2 connection supported in 7.5 and above A EATTS(()

= WiSM-2 has dedicated Redundancy VLAN

— Redundancy VLAN should be a non-routable VLAN, meaning a
Layer 3 interface should not be created for this VLAN

— WISM-2 can be deployed in single chassis OR multiple chassis
— WISM-2 in multiple chassis needs to use VSS (7.3, 7.4)
— WISM-2 in multiple chassis can be L2 connected in 7.5 and above

Model 3308

RP 2

= Requirements for L2 connection: RTT Latency: < 80 ms;
Bandwidth: > 60 Mbps; MTU: 1500

Cisco (f'l/f;/
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Stateful SW|tchover (SSO)

Design & Deployment ConS|derat|ons

= HA Pairing is possible only between the same type of hardware and software versions

= Physical connection between Redundant Ports should be done first before HA configuration
= Keepalive and Peer Discovery timers should be left at default values for better performance
= Internal DHCP is not supported when HA configuration is enabled

= Location, Rogue information, Device and root certificates are not auto synched

= When HA is disabled on Active it will be pushed to Standby and after reboot all the ports will come up
on Active and will be disabled on Standby

= SSO and MESH APs: only RAP are supported from 7.5, for MAPs the state is not synched

= In Service Software Upgrade (ISSU) is not supported: plan for down time when upgrading software

Cisco (f'l/f;/
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‘Stateful SWltchover (SSO) S L ) EZ?J;?E,L;

Design & Deployment Consrderatrons Software Upgrade Procedure

After the WLCs are configured in the HA setup, the Standby WLC cannot be upgraded directly from the TFTP/FTP server.
1. Initiate upgrade on the Active WLC in the HA setup via CLI/GUI, and wait for the upgrade to finish.

2. Once the Active WLC executes all the upgrade scripts, it will transfer the entire image to the Standby WLC via the
Redundant Port.

3. When the Standby WLC receives the image from the Active WLC, it will start executing the upgrade scripts.
4.  Issue the show boot command on the Active WLC in order to make sure the new image is set as the primary image.

5. Once verified, optionally initiate primary image pre-download on the Active WLC in order to transfer the new image to all
the APs in the network.

6. It is recommended to reboot both the WLCs almost together after upgrade so that there is no software version
mismatch. The Standby WLC can be rebooted from the Active WLC using the reset peer-system command if a
scheduled reset is not planned.

7. Schedule Reset applies to both the WLCs in the HA setup. The peer WLC reboots one minute before the scheduled

timer expiry on the Active WLC. /
Cisco (( 74
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Stateful SW|tchover (SSO)

Design & Deployment ConS|derat|ons Specmc to 7 5 (Cllent SSO)

= ONLY Clients in RUN state are maintained during failover
— Transient list is deleted
— Clients in transitions like roaming, dotlx key regeneration, webauth logout, etc. are disassociated
— Posture and NAC OOB are not supported, since client is not in RUN state

= Some clients and related information are not synced between Active and Standby
— CCX Based apps - need to be re-started post Switch-over
— Client Statistics are not synced
— PMIPv6, NBAR, SIP static CAC info need to be re-learned after SSO
— WGB and clients associated to it are not synced
— OEAP(600) clients are not synced
— Passive clients are not synced

= New mobility is NOT supported with SSO

Cisco ((Vf;/
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~ Stateful Switchover (SS0)

Design: Integration with N+1 Deployments - &0 &

= Hybrid Design: SSO HA can work
together with N+1 failover

= SSO pair can act as the Primary
Controller and be deployed with
Secondary and Tertiary

= On failure of both Active and Standby
WLC in SSO setup, APs will fall back to
secondary and further to configured
tertiary controller

= Useful to reduce downtime for SSO pair
software upgrade

Primary (9.6.61.2/24)
Data Centre

AP Database [

Secondary (9.6.62.2/24) Tertiary (9.6.63.2/24)
Data Centre Data Centre

tion

ww w= == CAPWAP Tunnel

Primary WLC - 9.6.61.2 |
Secondary WLC - 9.6.62.2
Tertiary WLC - 9.6.63.2 |

an &z

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved.
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Stateful SW|tchover (SSO)

Licensing

= HA Pair with HA-SKU License on one WLC:
— HA-SKU is a new SKU with Zero AP Count License
— The device with HA-SKU becomes Standby first time it pairs up
— AP-count license info will be pushed from Active to Standby

— On event of Active failure HA-SKU will let APs join with AP-count obtained and will start 90-day
count-down. The granularity of the same is in days.

— After 90-days, HA-SKU WLC starts nagging messages but won'’t disconnect connected APs
—  With new WLC coming up HA SKU, at the time of paring, the Standby will get the AP Count:
= If new WLC has higher AP count than previous, 90 days counter is reset.
= If new WLC has lower AP count than previous, 90 days counter is not reset.

= Elapsed time and AP-count are remembered on reboot

Cisco ((Vf;/
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FlexConnect Quick Recap...

Central Site

Control plane, two modes of operation: E’ WLCs
— Connected (when WLC is reachable) Centralised e
— Standalone (when WLC is not reachable) Traffic /.l

Data Plane can be: ﬂ?‘
Sl

— Centralised (split MAC architecture) — A
— Local (local MAC architecture) (a — ==

Traffic Switching is configured per AP and per
WLAN (SSID)

— From 7.3 split tunnelling is supported on a WLAN basis

FlexConnect Group:

— Defines the Key caching domain for Fast Roaming,
allows backup Radius scenarios

Centralised
Traffic

CH
232

WAN recommendations: Remote
— Minimum bandwidth 12.8 kbps per AP | | Office
— Round trip latency no greater than 300 ms for data : A
deployments and 100 ms for data + voice deployments
L Cisco(( l/&/
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Network HA: FlexConnect Deployment Mode

L2 roaming Upon WLC failure AP stays up and
FlexConnect Local Flex Groups for AAA Local Auth. clients are not disconnected
Switching Fault Tolerance: Identical Equivalent to Client SSO
configuration on N+1 controllers AAA survivability available
Same as Centralised mode Same as Centralised mode
For more info: http://www.cisco.com/en/US/products/ps11635/products tech note09186a0080b7{141.shtml Cisco((l/e,/
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FIexConnect

"WAN Failure (of Slngle Cehtral WLC Fallure)

Central Site

HA considerations:
— No impact for connected clients on locally switched SSIDs
— Disconnection for centrally switched SSIDs clients

= —= 1
*
e

What about new clients?

— Static keys are locally stored in FlexConnect AP: new clients
can join if authentication is PSK

— Can design for AAA survivability (see next slides)

~
L/
L}
[ ]

Remote Site

Fast roaming allowed within FlexConnect group for
already connected clients

= Application
r/. Server

Lost features
— RRM, CleanAir, WIDS, Location, other AP modes ~
— Web authentication, NAC

Cisco (( ny
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- 'FlexConnect

"WLC Fallure with Determlnlstlc N+1 HA G AL

Central Site

= HA considerations:
— No impact for locally switched SSIDs
— Disconnection of centrally switched SSIDs clients

= FlexConnect AP transitions to Standalone
and then to Connected when joins the
Secondary

= When in Standalone mode, Fast roaming
is allowed within the FlexConnect Group

= Fault Tolerant: upon re-syncing with
Secondary, client sessions for local traffic
are not impacted, provided that the
configuration on the WLCs are identical

Remote

Application

=
r’. Server

£ Cisco (f'l/f;/
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FIexConnect

"WLC Fallure Scenarlo Wlth SSO

Central Site

= HA considerations:
— No impact for locally switched SSIDs

— Disconnection of centrally switched SSIDs clients with
AP SSO

— No/minimal impact for centrally switched client with
Client SSO (7.5 and above)

= FlexConnect AP will NOT transition to
Standalone because SSO kicks in

= AP will continue to be in Connected mode with
the Standby (now Active) WLC

Application

r’. Server

Remote
Office

Cisco (f'l/f;/
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-~ FlexConnect AAA Surwvablllty

- FIexConnect Local Auth -

Central Site

Central

= By default FlexConnect AP
authenticates clients through central
controller when in Connected mode

= This feature allows AP to act as an
Authenticator even in Connected mode

= AAA servers are defined at the

FlexGroup level ol
= Useful HA scenarios: RAIUS
— Independent branch: AAA is local at the !

branch, no AAA traffic goes through WAN

— WLC goes down but WAN is up. Local R =
users are authenticated from AP to @ -
Central site AAA =

Remote
Office

Cisco (( l/&/
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- FlexConnect AAA .‘Su'rvi'V'abi'lli..

FlexConnect Lacal Auth:. Configuration

MOMITOR  WLANs  CONTRI WIRELESS

WLANSs > Edit "RackMobility’

|' General | Security | QoS | Advanced
Maximum Allowed
Clients &

o

Static IF Tunneling 11 [TIenabled

Wi-Fi Direct Clients Disabled =

SECURITY  MANAGEME COMMANDS

802.11bfa/n (1 - 2557 1

NAC

MNAC State None -

Load Balancing and Band Select

FEEDBACK

= Back

. For Your
‘Reference

Apply

Policy
. Client Load Bal i
Maximum Allowed 200 1Ent —oa Flaneng 0
Clients Per AF Radio Client Band Select 2 =
Off Channel Scanning Defer Passiwve Client
Scan Defer Priority 012 3 4567 Passive Client =1
ElE = ]
Voice
S_c:an Defer 100 Media Session Snooping [Tl Enabled
Time({msecs)
Re-anchor Roamed Voice Clients [_| Enabled
FlexConnect =
KTS based CAC Policy [Tl Enabled
FlexConnect Local
o Enabled
Switching 2 nasis
[ FlexConnect Local Auth 22 Enabled J
Learn Client IF Address 2 Enabled
] T r
BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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-~ FlexConnect AAA Surwvablllty

WAVAVAY Server Backup

Central Site

= By default authentication is done centrally in connected  central RADIUS
mode s
_ _ = o =[N
= When WLC/WAN fails, AP goes in Standalone mode < g
= |n Standalone mode, the AP can be configured to ﬁ

authenticate new clients with backup RADIUS defined
locally at the AP

= Backup AAA servers are configured at FlexConnect
Group level

= Upon WAN/WLC failure:

— Existing connected clients stay connected

— New clients are authenticated to the locally
defined AAA

Remote
Office

FlexConnect Group

Cisco ((Vf;/
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“Reference

- FIexConnect AAA Survwablllty ’ Fo_rYbur

WAVAVAY Server Backup Conflguratlon

= Define primary and secondary local backup RADIUS server under FlexConnect
Group configuration

AAA

Server IP Address

Server Type [ Primary | % ]

Shared Secret

Confirm Shared Secret

Port Number 1812
Add
Server Type Address Port
Primary 172.16.1.60 1812 ﬂ
Secondary 10.10.5.70 1812 B

Cisco ((Vf;/
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-~ FlexConnect AAA Surwvablllty

WAVAVAY Server o] AP

. . . . Central Sit
= By default authentication is done centrally in /\y'\e vy
— L~ A"
connected mode Central RADIUS o = | R g
/

= When WLC/WAN fails AP goes in Standalone
mode

= |In Standalone, the AP can act as a AAA server

= EAP-FAST, LEAP, PEAP*, EAP-TLS* and a max
of 100 clients supported

= Upon WAN/WLC failure:
— Existing connected clients stay connected

— New clients are authenticated to the locally defined
AAA

* 7.5 Code and above

i% Cisco ((Vf;/
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: FleXCOnneCt TR e A_ i ‘,_ o o Fo,r Your
' AAA Server on AP - Conflguratlon Gt il s e Y Ry

‘Reference

= Define users (max 100) and passwords
= Define EAP parameters (LEAP, EAP-FAST, PEAP, EAP-TLS )

FlexConnect Groups > Edit 'CiscolLive2012' [ Local Users | Protocols
) ) ) LEAP
General Local Authentication | Image Upgrade
Enable LEAP @
F— Authentication?
Local Users Protocols
EAP Fast
Enable EAP Fast @
Mo of Users 2 k Authentication? 3
User Name Server Key (in hex) #Enable Auto key generation
i ) Authority ID {in hex) 436973636f0000000000000000000000
Ciscolivelserl ﬂ
) ) Authority Info Cisco A_ID
CiscolLivelUser2 ﬂ
PAC Timeout (2 to 4095 0
days) -
( ' /
ciscollVC,
BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network Infrastructure HA — Converged Access
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Converged AccesstckRecap o

= Wireless Controller function in IOS on the Access switch

--W —

MA ;v;'v' TUTYYY POVUYY PEVEEY (R
= Mobility Agent (MA):
Terminates CAPWAP tunnels for locally connected Aps. Handles local clients Database

= Mobility Controller (MC):

Control Plane functions: Handles RRM, Roaming, Switch Peer Groups, etc.

= Switch Peer Group (SPG): s

Group of geographically adjacent switches (MAS) to optimise roaming

= A distributed wireless and wired data plane brings:

Scalability, as wireless is terminated at access switch, no hair pinning to a central location

Optimised roaming

Traffic Visibility as traffic is not CAPWAP tunneled to a central WLC

Same tools for troubleshooting that are available for wired

Single Point of Ingress for wired and wireless traffic. Common Policy enforcement point for wired and wireless

Rich media optimisation: support mission critical application with Qos applied closest to the source , /
Cisco (( 74
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Converged Access Mode HA

Release IOS-XE 3.3.0SE Dynamic Active/Standby election
HA on 5760 Only 2 members stack AP CAPWAP information synced
(a.k.a. Tunnel SSO) Stack cables needed Configuration synced
Same software Reduced network downtime

_ 1+1 Stateful redundancy (SSO)
Up to 9 members stack in 3.3.0SE  pynamic Active/Standby election
Stack cables needed Distributed L2/L3 Forwarding

Additional module for 3560 Redundancy
IOS HA for L3 protocol

Cisco (('Vf:/
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~ High Availability on the 3850/3650

= Wireless Controller fault is isolated (for example to a single switch/floor)
= HA is available on a per stack basis not between stacks

= There is no HA setup for master-active and master-standby. They are elected
automatically by the stack.

— However, user can set priority level to the members and this is used in the master-active/standby
election. Currently, this can be done from CLI

= Licenses are enforced at the MC Level. Licensing best practices:

— Each switch member in the stack can be licensed independently, up to 25 total AP licenses on 3650
and 50 total on 3850.

— For best redundancy, it is ideal to enable the proper license count for each stack member, based on the
number of APs that will be connected.

— If the master fails, the remaining switch licenses will still be available to support the other APs.

Cisco (('V&/
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| ‘Catalyst 3650/3850—Tunnel SSC) _; o
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~ Catalyst 3650/3850 — Tun nel SSO .

{f () AP
MaMC (IS Guest

@ O \iC2MA

(M nter-MC
(N sPG Tunnel State is synced

C——) between Active and
C gﬁest Standby Member in stack

m — ) EFtEr '-VIMAC
e 4

’/ Tunnel States are inactive
- on Standby Member

o
-
-
_——
-
p o
-
o
-

Cisco (f'l/f:/

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



Catalyst 3x50-based MCS'-—.F‘au{_I't. Tolerance in 'S.t.ack'

e MC goes
in stack —
andpy v ust

*ow become
\ait
So what are. N Guest Anchor
the impacts to MC MA
local users, and 8
to roamed

users? ~ -

% v
= : E
(No impact (Roamed Client o] (No impact to non-roamed
(Local Client E ;

to existing re-auths, re-DHCPs, clients in other SPGs)
re-auths, re-DHCPs) clients on MAs becomes local)

Cisco (l'l/f '/69



Catalyst 3x50- based MCs — Fault Tolerance

‘across Stacks

Switch Peer Group Fault Tolerance with Catalyst 3x50

If a Catalyst 3x50-based stack, operating as MC,
completely goes down in a Switch Peer Group Guest Anchor

* Roaming within a Switch Peer Group still works seamlessly
*+ Roaming between Switch Peer Groups does not work (re-DHCP)

*+ PMKs (via PKC) will not be distributed
if the MC is down — so no Fast Roaming
for new clients until the MC is restored

e
- Mobility Group

— —— / — —
= =
= d = 2 2 X
Loy L~ .
° + (Client roams -

= No PMK R
no Fas Seamlessly)  J==y (Client re-auths, re-DHCPs, . ( /
o [~ — becomes local) Cisco "/c' o




-~ Catalyst 3x50- based MCs Fault Tolerance across

‘Stacks

Switch Peer Group Fault Tolerance with Catalyst 3x50

» If a Catalyst 3x50-based MC is completely down
in a Switch Peer Group Guest Anchor

When the MC is down, RRM, Guest Access,
(guest tunnelling) and other MC-based
functions do not operate within the

affected Switch Peer Group — other

Switch Peer Groups are unaffected

/Mobility Group

— — — —
22 — A

X = X = / =
L] @ ——— "] - "]

(Guest (aGCUCiSStS u0) Cisco ("VC'IH

access down)



5760 High Availability

Two 5760 units can be stacked for 1:1 redundancy,
using stack cables

One 5760 elected as Active and the other becomes
Hot-Standby

Bulk and Incremental Configuration sync

Redundancy supported both at Port level and System
level

AP CAPWAP information sync. APs will not disconnect
and continue to be associated to the controller

Significantly reduces network downtime

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘5760 Hig h Availabi I;i't'y . 'If_low.itb P’ai_r_,thie'. 5}| 3'-_0. Xes .

= Recommended: power up the second unit with existing an existing deployed 5760

Configure

Power up __ mgmt Connect a Power up Verify HA- Verify
first unit interface, AP powered

second unit Pair config- sync
manager down 5760 . ‘ : ‘ from Active
Boot up interface, unit as a Boot up Active and

complete

to Hot-
VLANS, stack complete Hot-Standby Standby
WLANS

= Adding powered-on 5760 Unit (merging) causes stack to reload and elect a new Active from
among themselves. Config on first 5760 may get wiped out

= Use Controller# switch 1 priority 15 on the first unit to prevent having the second unit
become active and wipe out your config ...

1 /
Cisco (f %4
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For Your.
Reference

5760 High Avallablllty What Happens e '

to Features’>

= AP Pre-Image Download: No AP SSO while AP pre-Image download in progress
= Rogue APs and clients: NOT synchronised to Standby. Re-learnt upon switchover

= Security: Management Frame Protection (MFP) key is NOT synchronised to Standby. Re-learnt upon

switchover
= WIiPS: NOT synchronised to Standby. Re-learnt upon switchover
= CleanAir: Interferer devices are re-learnt after switchover
= NetFlow: NetFlow records are cleared and collection starts fresh upon switchover

= RRM: RRM related configurations and the AP neighbour list in the Leader HA pair is synced to the

Standby Cisco ((Vf;/
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WLC 5760-Based MCs — Impact on Clients

Active MC goes A:jge ‘
down in 1:1 HA — / Down

LA A

Former

Standby HA MC 5760 - Sfpf v -

now becomes O Tia i Standby
Active by’ MC Now
Active

Tunnels
stay up

g:;?ﬁsop

,POA\" UPOAm

PoP i
rPoA U |,

MA
’ ﬁ’ OP
QQv
e ) e

X

— —
% =/ % (nter-spG \ ggz'x?;mt
) roamed Client E intra-SPG
(No impact to exist re-auths, 2, roamed
(=] local clients on g re-DHCPs, @ clients on

becomes local) MAs)

Roamed and Local users,
High Availability
Considerations

e Local users on their MAs have
no impact following a HA MC
failover event

¢ Intra-SPG roamed users also have
no impact following the
MC HA failover

» All previously-roamed clients
(inter-SPG) will resultin a
“hard roam” after MC failover
(re-auth, re-DHCP, change of
client IP address, known as
“becoming local”)

* Any new intra-SPG or inter-SPG

roaming happening after MC HA
failover from local MA clients will be

handled normally /
Cisco (( 74
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Prime and MSE HA



Prime HA

BRKEWN-3014

An active / standby (1:1) mode
Same software / hardware
3 heartbeats (timeout 2 seconds)
missing to failover to standby PI
RTU Standby SKU (2.0 and later)

1:1 & 2:1 configuration (2:1 only
with same type of appliance)
Direct or L2 Network connection
Same software version

© 2014 Cisco and/or its affiliates. All rights reserved.

No database loss upon failover

Failover Automatic or Manual
Failback is always manual
No AP licenses needed on

Standby Unit
Support across L3 link

HA for all services supported
Failover times < 1 min
No HA licenses needed
Failover Automatic or Manual

Cisco (('Vf:/
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Prime Infrastructure HA

Configu ratlon
L =121
Select High Availability Mode
@ iniroduztion s this a seconds . ngAalahnw cs installaticn o support

O Litense Agreement your primary 3CS server?

= The first step is to install and configure the Secondary Pl. When
configuring the Primary Pl for HA, the Secondary Pl needs to
be installed and reachable by the Primary Pl

Administration v

£ Background Tasks & AAA

= The following parameters must be configured on the primary Pl: = e = Lo

- name/lp address Of Secondary PI '-;Dd:‘ E::i:?:ferences ? rllce:SAE\"il:Eilitlr
— email address of network administrator for system notification B appliance e B ]
— manual or automatic failover option
— Secondary Pl must always be a new installation and this option must
be selected during Pl install process, i.e. standalone or primary Pl R
cannot be converted to secondary PI. Standalone PI can be converted
to HA Primary. e

com, kasanwart
Wanual ]

Automatic

Cisco(('l/f;/

BRKEWN-3014 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 78




Prime Infrastructure HA
Health Monltor

= The Health Monitor (HM) is a process implemented in Pl and is the primary component
that manages the high availability operation of the system.

= |t displays valuable logging and troubleshooting information

= To get to the Health Monitor direct the secondary PI to the 8082 port

— https://< secondary Pl ip address>:8082

— Note — if you navigate to the primary’s port 8082 you will not be able to login as it is only available
on the secondary PI

nnnnnn v

status Remote HCS IP Address State

I EE R R R
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MSE HA -

Configuration

urrent hostname=[mzel aafueflis  CEco Pome

il igure hostname? (Y)es CISEs  PMetwork Contrel Syshem Vit Domsin: ACCT-GOMAIN mnb e Ang O Dy &

g 1) Set HA mode in

vobiity Services Engines

Startup Script vist oy Barvlots agleas T T T
urrent domain=I[ ) = —
re domain name? (Yless(5)kip. Ic1: s I Deics bames [evire Tyges F Aridreen, —— Bnachabitr Bt | Secerdiry Serar e p—
Hame 2 h. ki
(S)kip (U defanlt [Yes] .
e e i S K

HA Configuration ; msel

Services » Mobility Services Engines = System = Services High Availabil igure High Availability Parameters

To check the [ Carvicas v

4 E Primary Health Monitor 1P 10.10.10.12 :
Status Of HA l R’B Mobility Services Secondary Device Narme Im582 Palr the Secondary

Mobiity Services Engines MSE from Pl
Services = High Availability o T T e Secondary IP Address 10.10.10.13

Synchronize Services

) . . Secandary Password P eases I

cvrichronization History
Secondary Server Name = Secondary HM IP Ad High Availability Fallover Type ® IAutDmatic E]

AFEE A are e TRE ST e

"ONENt Aware MounCatons Faiback Type @ (Mo 5]

mse2 10.10.10.13 MSAP ]
Long Failover Wait @
8| Identity Services I = i
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Related Sessions and L'nks o

= BRKEWN-2017 - Understanding RF Fundamentals and the Radio Design of Wireless
Networks

= BRKCRS-2889 - Converged Access System Architecture — Diving into the “One Network”
= BRKEWN-2022 - Converged Access Mobility Design & Architecture

= BRKEWN-2010 - Design and Deployment of Enterprise WLANSs

= WOS HA Demo

= Useful docs:
— FAQ: http://www.cisco.com/en/US/prod/collateral/wireless/ps6302/ps8322/ps10315/ga c67-714540.html

— AireOS WLC HA Deployment Guide:
http://www.cisco.com/en/US/docs/wireless/controller/technotes/7.5/High Availability DG.pdf

— 10S WLC HA Deployment Guide
http://www.cisco.com/en/US/docs/wireless/controller/technotes/5700/software/release/ios xe 33/5760 HA DG iosXE
33.html#wp43179
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‘Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session

Evaluations.

= Directly from your mobile device on the Cisco Live

Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

BRKEWN-3014

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com
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