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Networking Virtualisation Concepts

Hypervisor Overview

— VMware vSphere ESXi 5.5

— Microsoft Windows Server 2012 R2 (Hyper-V 3.0)
— Citrix XenServer 6.2

Topology Overview

Nexus 1000v
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‘Hypervisor Netwdrki'ng#\/irtum i"S'ati,onff_';; .

= VM-to-VM and VM-to physical-host, traffic handled via software switch that
lives in the hypervisor

(e P - VM-to-VM;
; = el WO Wl memory transfer

Virtual |
adapters

A

Virtual |
Switches

Fhysical | > > -5:: VI\/I—tO-phySica|Z
Adapters SN e :
. e | physical adapter

Y4
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Hyperwsor Networklng Vlrtuallsatlon s
VMware vSphere ESXi example e ~ e e N

» VMs don’t directly control networking hardware

86 hw designed to be handled b I device driver! o
— x86 hw designed to be handle only one device driver! E——

g y only ( = )
= When a VM communicates with the outside world, it: Tt |
.. passes the packet to its local device driver ... — 1

— ... which in turns hands it to the hypervisor... l
— ... which in turns passes it to the physical NIC
= ESX gives VMs several device driver options: C "E

— Strict emulation of Intel’s €1000 / €1000e | |
— VMware vmxnet/vmxnet3: paravirtualised!

‘“!_!l

= VMs have MAC addresses that appear on the wire

Cisco ((Vf;/
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‘Gratuito u;s ATRP-;"._ -

Serverl ' )

m""‘"‘e'\

Vil

MAC A
|

Portgroup VLAN 511

vSwitchO

mnicO vmnic

Gig 1/0/1
NIV Gig 1/0/1
Y Gig1/0/2 Gig 1/0/2 _i

MAC A
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©

Vv

vSwitchO

Gig 1/0/1

Gratuitous
ARP

Gig 1/0/1
MAC A

RV Gig 1/0/2

MAC A
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ﬁ all:snoop

File Edit ‘iew Go

-l -
Statistics

Capture  Analyze Telephony Tools  Internals

Buses PEAXEE AesDTL Qaa | @®® %

Filter: E|Expressicm... Clear Apply

Help

eth.dst == fRFFRFRARARA 8682 eth.src == 00:50:56:82:75:13
Mo, Tirne

Destination

Source Protocol Info

A

374 2012-12-17 16:59:25. 296287 wimware_8 Eroadcast ARP Gratuitous ARP for 10.48.45.126 (Request)
421 2012-12-17 16:59:27. 298535 winware_8a:75:13 Broadcast ARP Gratuitous ARP for 10.48.45.126 (Reguest)
422 2012-12-17 16:59:27. 298543 winware_8a:75:13 Broadcast ARP Gratuitous ARP for 10.48.49.126 (Reguest)
4 [= m - C

B Frame 373: 60 hytes on wire (480 bits), &0 bytes captured (480 bits)
E Ethernet II, Src: Vmware 8a:75:13 (00:50:56:8a:75:13), Dst: eroadcast (Ff:ff:ff:ff:ff:Ff)
@ Destination: Broadcast (Ff:ff:ff:ff:FF: T
@ source: vmware_8a:75:13 (00:50:56:8a:75:13)
Type: ARP (0x0B06)
Trailer: 000000000000000000000000000000000000
B address Resolution Protocol €request/gratuitous ARPD
Hardware type: Ethernet (1)
Protocol Type: IP (Ox0800)
Hardware size: 6
pProtocol size: 4
opcode: reguest (1)
[Is gratuitous: True]
sender MAC address: wmware_8a:75:13 (00:50:56:8a:75:13)
sender IP address: 10.48.49.126 (10.48.49.126)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 10.48.49.126 (10.48.49.126)

oooo £ £F £ ff £f £f 00 50 56 Ba 75 13 08 06 00 01 ....... P V.uo....
0010 08 00 06 04 00 01 00 50 56 8a 75 13 0a 30 31 7e ....... P ovou. 01~
0020 00 00 OO0 00 00 00 Qa 30 31 7e 00 00 OO0 OO0 OO0 00 ....... O dle.....
0030 00 00 00 00 00 00 00 OO 00 00 Q0 OO L....... .-
@ | File: "110.48.37.151hdatallLha |l snoop” 146 K... | Packets: 1571 Displayed: 4 Marked: D Load tirme: 0:00.074 Profile: Default
ciscollVZ.
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‘Spanning-Tree? :

= Disable Spanning-tree
— NX-OS: spanning-tree port type edge [ trunk ]
— 10S: spanning-tree portfast

= Link flap with spanning-tree enabled = 30s network outage

Cisco ((Vf;/
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‘Link Aggregatlon Demystlfled | :
Port-channel Etherchannel LACP 802 3ad, 802 1ax LAG Teammg Bondlng

IEEE 802.3ad predecessor to 802.1AX
802.1AX defines Link Aggregation Group (LAG)

LAG can be static or dynamic
Link Aggregation Control Protocol (LACP) is part of 802.1AX

Cisco ((Vf;/
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' ‘Switch | ndependent/Dependent ? o

= Independent - no specific switch protocol / configuration is required

= Dependent - specific switch configuration is required (port-channel)

Cisco ((Vf:/
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Switch Independent Configuration Options (NX-OS)

Access Trunk
interface Ethernet101/1/31 interface Ethernet101/1/31
switchport mode access switchport mode trunk
switchport access vlian 511 switchport trunk allowed vlan 511
spanning-tree port type edge trunk spanning-tree port type edge trunk

Cisco ((Vf;/
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Switch Dependent Configuration Options (NX-0S)

Static LACP
interface Ethernet101/1/31-32 interface Ethernet101/1/31-32
switchport mode trunk switchport mode trunk
switchport trunk allowed vlan 511 switchport trunk allowed vlan 511
spanning-tree port type edge trunk spanning-tree port type edge trunk
channel-group 300 channel-group 300 mode active

interface Port-Channel300
switchport mode trunk
switchport trunk allowed vlan 511

Cisco ((Vf;/
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Hypervisor Overview
VMware vSphere ESXI
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| 'vSphere 'S'tahdard"'_sWi tvc,j;ﬂh'(ysfs);:_ -

Serverl .
e e P \/ Virtual NIC (VNIC)

Physical NIC (pNIC) aka
vmnic

Portgroup = VLAN

Cisco (f'l/f:/
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| vSphere Dlst ribu tedSW|tCh (vDS) .

/Serverl \ [ Server2 = Spans multiple servers

= Enterprise Plus license required

Cisco {f'l/f;/
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Route based on originating virtual port
Route based on source MAC hash

Use explicit failover order

Route based on physical NIC load (vDS)
Route based on IP hash

Route based on IP hash + LACP (vDS)

BRKVIR-2019 © 2014 Cisco and/or its affiliates. All rights reserved.

 VMware vSphere ESXi

= Switch Independent

= Switch Dependent

Cisco Public
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vSphere Standard Switch vSphere Distributed Switch (vDS)

{ vSwitchO Properties.

(%) dvPortGroup2 Settings

General ] Security 1 Traffic Shaping  MIC Teaming ]

Policies
General
Palicy Exceptions Policies Teaming and Failover
Security . - .
Load Balancing: |Route based on the originating virtual port 10 v | Traffic Shaping posdiach] Route based on originating virual port v |
o i YLAN i fee
Metwork Failover Detection: |_\ur: (e T ati L Mebwark Failover Detection: Route based on IP hash
Oute based on 135
Mokify Switches: Route b?se? Dln sourcz MAC hash ;ﬁi'gﬁs;"mat‘nn Makify Switches: EEEE: E:::g gg ;?‘t'f;:ar&cc Tnaasg
§ e explict Falover order Miscellaneous Failback: Use explicit failover order
Failback: Yes ﬂ Advanced ' -
Failover Order
Falover Order:
Select active and standby adapters For this port group, In a failover situation, standby greézcrts;c;\iﬂ;eadnéﬂe‘sot;ndby Ui, B il s, iy s el mbie
adapters activate in the order specified below, !
Marne

MName Speed Metworks Active Uplinks Q
Active Adapters Q dwUplink1

E@ wmnicd 10000 Ful 10.48,37.128-10.48, 37254 (VLAM. .. dwUplinkz

E@ wmnicl 10000 Full 10,48,57,128-10,48,37.254 (¥LAM. .. dwUplink3

Standby Adapters dwlplink4

Unused Adapters standby Uplinks

Unused Uplinks
Adapter Details

Marne: Help

Location:

Cancel

Driver:

vDS (extra):
T ot | o * Route based on physical NIC load
* Route based on IP hash + LACP Cisco(('l/fy

BRKVIR-2019 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Load B'al'ancing[. o
Serverl \

&

2
Vi
A

Portgroup Prod
WLAN 511
Security:
Promiscuous: Reject.

Per portgroup:

Route based on originating virtual port
Route based on IP hash

Route based on source MAC hash
Route based on physical NIC load (vDS)
Use explicit failover order

BRKVIR-2019 © 2014 Cisco and/or its affiliates. All rights reserved.

Per DVUplink:
Route based on IP hash + LACP (vDS)

Cisco (f'l/f:/
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B PN RN e oy

‘Load Balancin g‘:'-..;VI_\__/I{\'_/'var'e S

vSwitchl Properties

in] 3
= propertic x|

=5 Prope =] b3
Forts INetwark Adapters I il yLa Propertie X
P R = Forts I Nekwork Adapters |
Configuration [ summe General | Securityl Traffic Shaping MIC Teaming | = : =
i i MIC Teamin =
m wSwitch 120Pc | Policy Exceptions (énflquradon | sl,"mv.-.J General | Security | Traffic Shaping g |
Whkernel Mot . wawitch 120 Py — i
Q e vt Load Balancing: IRouta bazed on the originating virkual port I0 j o ketnel ety e EnS
@ wLan-511 Virtual Y, VMkeme /Motig Load Balancing: I~ |Route ating virtual port 10|
Metwork, Failover Detection: i = ¥ i : oute ginating virtual port 10
& WLANS10 Virbual [Link status only = G WLAN-S11 Yirtual
Matify Switches: [ves = D WLAN-SLD virtual Metwork Failover Detection: I~ JLink status only =l
Matify Switches:
Failback: I\r’es = [y ST r IYes =
Failback: r I d
Failover Qrder:

Failower Order:
Select active and standby adapters For this port group, In a Fallover situation, standby [V Crverride switch Failover order:
adapters activate in the order specified below, i

Select active and standby adapters For this port group, In a Failowver situation, standby

adapters activate in the order specified below,

Marne | Speed | Metworks | Mave Up |

Active Adapters Marmne | Speed | Metworks | Move Up

. IHave Diown | Active Adapt
E@ wmnico 1000 Full 10.67.87.1-10.67.87.254, 0.0.0.1-.. ctive Adapters
ove Down

E® vmnicz 1000 Full 10,67.87.1-10.67.87.254, 0.0.0.1-., B3 vmnicz 1000 Ful 10.67.87.1-10.67.87.254, 0.0.0.1-..,

standby Adapters Standby Adapters

Unused Adapters BB wmnicd 1000 Ful 10.67.67.1-10.67.87.254, 0.0.0.1-..
Unused Adapters

—Adapter Details

Edit... —Adapter Details
[ 2 add... | Intel Corporation 1350 Gigabit Metwork Connection :I
Lacation: J ] Hare: wmnicl | |
Driver: — | | Location: PCI 02:00.0 J
Driver: igh S

e e s Override vSwitchl properties

(s]4 | Cancel | Help |

Cisco (('ny
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B PN RN e oy

Load Balancing: VMware Distrib uted Switch

5 dvSwitch-D¥Uplinks-19 Settings M= B3 N t f b I th
—Policies | .
General I k
Palicies Teaming and Failover DVU p In S
Security . ke - Ariinaking wirkual nark |
Traffic Shaping Load Balancing: II’.-.-ul.-.- based on originating virkual port J
VLAN Mebwork Fallover Detection: ILir.I . skatus only J
M
Resource Allocation Matify Switches: I =
Manitoring (B YLAN-511 Settings [_ [ x]
Miscellaneous Failback: I
Advanced »
Failover Order pe— - Policies
Policies Teaming and Failover
. . . y Security Load Balancing: N -
Select active and standby uplinks. During a Failaver, s Traffic Shaping 0ad balancing: Route based on physical NIC load J
order specified below, Network Fallover Detection: Route based on originating virtual port
Name Teaming and : Route based on IP hash
ElT
. _ Resource Allocation Motify Switches: Foute based on source MAC hash
Active Uplinks Monitoring o h NIC load
Standby Uplinks Miscellaneous Failback: |use explicit Failover order _
) Advanced
Unused Uplinks Failover Order
dvlJplink1
dvUplinkz Select active and standby uplinks. During a Failover, standby uplinks activate in the
dvlplinks order specified belaw,
dwlplinks Mame |
| Mave g |
Active Uplinks
dwlJplink1 Move Dawn |
dviJplinkz
dwlplink3
dwiJplinks
&I Standby Uplinks
Unused Uplinks
Help | Cancel |

Cisco (('Vf:/
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Switchl Prope

"General I Security I Traffic Shaping MIC Teaming |

— Policy Exceptions

Load Balancing: IRnute based on the originating virtual port ID j

Network Failover Detection: ILink skatus only

=l
=l

Notify Switches: IVes

Failback: IVes ﬂ

Failover Order:

Select active and standby adapters For this port group. In a Faillover situation, standby
adapters activate in the order specified below.

Name | Speed | Metworks | [Mawve Up
Active Adapters

E@  vmnicd 1000 Full 10.67.587.1-10.67.67.254, 0.0.0.1-... MI
Standby Adaptess

ER vmnicl 1000 Full 10,67.87,1-10,67 687,254, 0.0.0.1~.,

Unused Adapters

BB vmnic2 1000 Full 10.67.87.1-10.67.87.254, 0.0.0.1-...

—Adapter Details

Mame:
Location:

Criver:

ok I Cancel Help

BRKVIR-2019

v

Skandard Switch: vwawitchl

“irtual Machine Port Group
L7 MLAN-511

= |3 wirtual machine(s)
VM-3
WM-2
WM-1

vmnicO

P88 @

Rermove...  Properties...

Physical Adapters
o EF vrnicd 1000 Full | 3
E@ vmnicl  stand by =
E@ »mnic2  unused =]

Ethernetl101/1/31 is up

vmincl

Ethernetl101/1/31 is up

vmnic2

Ethernet101/1/32 is up

© 2014 Cisco and/or its affiliates. All rights reserved.

Cizco Discovery Protocol ]
Properties

‘Wersion: 2

Timeout; o

Time ko live: 175

Samples: 253

Device 10 SY-5K-1{FOX1726GPAC)

1P Address: 10.67.86.4

Port I Ethernet10141f31

Software Version:
Hardware Platform:
1P Prefix:
1P Prefix Length:
WLAM:
Full Duplax:
MTL:
Systern Mame:
System QId:
Management Address:
Lacation:

Peer Device Capability Enabled
Rouker:
Transparent Bridge:
Source Route Bridge:
Tetwork Swikch:
Host;
IGMP:
Repeater:

Cisco Public

Cisco Mexus Operating Swstem (...
MSK-CS596LP

0.0.0.0

u]

511

Enabled

1500

SW-5K-1
1.3.6.1.4.1.9.12,5.1.3.1035
10.67.53.195

snmplocation

Mo
Mo
Mo
Yes
Mo
Yes
Mo

Cisco (('V&/

23



Route Based on Origin é'ti'ngi Vil"tU, al PO” o

Semert \ = Default configuration @
= Even distribution of traffic if number of
VNICs > physical adapters
= VNIC pinned to single physical NIC
= Can go to one or multiple switches
o vl
Cisco((l/&
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Route Based on Orig in'a}ﬂti'n-gi Vlrtual Port |

[=3 ¥C-01 - vSphere Client

File Edit Wiew Inventory Administration Plug-ins Help SV-5K-1# show mac address-table | grep aaa
E | fb Horne [ E']j Inventory [ f@_ Metwarking * 511 aaaa.cafe. @08l d}l'r‘IISLI'H'LC @ F F Ethl@ls1-31
* 511 aaaa. face. 8002 dynamic @ F F  Eth181-1/31
* 511 aaaa. feed. 2083 dynamic @ F F Ethl@l/1/32
SV-5K-1#
B 7 Vel . VLAN-511
- I_l QIECSW:V;EMDW ted | Summary Wirtual Machines | Hosts
El &= dvSwitch Tire since last refresh; 01:44
Ewp'i"ks’ 9:49:58am up 1:44, 567 worlds, 4 WMs, 5 vCPUs; CPU load average: .81, 0.81,
Port ID“ ..r“ |'Ean'nectee | Rﬁlﬁtimlﬂ M.ﬂ.C ‘.!ddFBSS | PDRT—ID‘ us ED—BY 'TEAH_HIC ME Pm},rs Hhms
132 WH-1 aaaaicaife00:0l 33554433 Management nfa vSwitch@ @.8a a.aa
133 WM-2 aaiaaifaice:00:02 33554434 vmnic3 - vwSwitch@ 53.18 1.52
134 YM-3 aaiaaifeied:00:03 33554435 Shadow of wvmnic3 nfa vSwitch@ 8.e0 @.ae
175 - - 33554436 vmk@ vmnicd vSwitch@ 53.18 1.52
33554438 36042:VMware vCenter vmnicd vwSwitch@ 3.ea .08
58331649 Management n/a DvsPortset-@ 3.ea @.ea
58331658 vmnic@ - DvsPortset-@ 2.16 @.ea
58331651 Shadow—ofvmndic __pJfa DvsPortset-8 3.ea @.ea
58331656 46658:VM-1.eth@ vmnic® |DvsPortset-8 8.98 @.a8
58331657 46777 :VM-2.eth@ vmnic® |DvsPortset-@ 1.18 @.ea
58331658 48692 :VM-3.eth@ vmnic? |DvsPortset-@ 1.18 @.ea
58331659 vmnilcs - DvsPortset-@ 1.18 @.ea
58331664 Shadow of wvmnic2 nf/a DvsPortset-@ 3.ea .88

Cisco (f'l/f;/
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Route Based on Source MAC Hash

Serverl

VML MAC

VM2 MAC2
VM3 MAC3
VM5 MACS

BRKVIR-2019

Portgroup VLAN 511

©2014 C

/‘
n

addresses

assignments

= Can go to one or multiple switches

isco and/or its affiliates. All rights reserved.

VNIC pinning based on src MAC hash

VNIC pinned to single physical NIC

Be careful with manual MAC address

| Sy Ny

Even distribution of traffic if random MAC

Cisco ((Vf:/
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Route Based on Sou rceI\/IAC Hash o .

11:208:83am up 3:15, 567 worlds, 4 VMs, 5 vCPUs; CPU load average: .81, @.81, ¢

PORT=ID USED-BY TEAM-PNIC DMAME PETTX/s MbTX/s
33554433 Management nfa vSwitch@ 3.8 @a.9a
33554434 vmnic3 — vSwitch@ 54.72 2.68
33554435 Shadow of vmnic3 nfa vSwitch@ @.ea a.aa
33554436 wmk@ vmnicd vSwitch@ 54.92 2.68
33554438 36842 :VMware vCenter vmnicd vSwitch@ @.88 a.08a
58331649 Management n/a DvsPortset-@ 3.ea @.aa
58331658 vmnic@ - DwsPortset-8 1.18 .88
58331651 Shadow of vmnic@ n/a DvsPortset-@ @.88 a.a8a
58331659 vmnic? — DvsPortset-@ 2.17 s T
58331668 Shadow of vmnic?2 n/fa DvsPortset-@ @.88 s T
58331661 46658 :VM-1.ethd wmnic2= DvsPortset-@ 1.18 s T
58331662 46777 :VM-2.eth@ wmnic@= DvsPortset-@ 1.18 s T
58331663 48692 :VM-3.eth@d wmnic2= DvsPortset-@ 8.98 a.aa

5V-5K-1# show mac oddress-table | grep aaod

* 511 adaa.cafe.30@l dynamic @ F F Ethl®1/1/32
* 511 adaa. face . 2002 dynamic @ F F Ethl®1/1/31
* 511 agaa. feed. 3003 dynamic @ F F Ethl®l/1/32
5V-5SK-1¥%

Cisco ((Vf;/
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‘Use Exp I'i:'cit;'_ Fail,'o'\’/':e,r' Orde

Serverl

wim i el

mnicl

VM1 MAC1
VM2 MAC2

VM3 MAC3 >

VM4 MACA
VM5 MACS
VMe MACE

BRKVIR-2019

Switch on
adapter-failure

© 2014 Cisco and/or its affiliates. All rights reserved.

= Highest order uplink from the list of active adapters
= Can go to one or multiple switches

E-TJ vSwitchl Properties

General | Security I Traffic Shaping MIC Teaming I

—Palicy Exceptions

Load Balancing:

Mebwark Failover Detection: IU"k status anky

Motify Switches: I‘r’es

Failback: I\res

Failover Order:

adapters activate in the order specified belove,

Name | Speed | Netwarks

Active Adapters

BB wmnicd 1000 Full 0.0.0,1-255.255,255.2%4
BB wonicz 1000 Full 0.0.0,1-255.255,255.2¢4
Standby Adapters

Unused Adapters

i Adapter Details

l

Mame:
Location:

Driver:

il
=l
=l

Select active and standby adapters for this part group, In a Failover situation, standby

Move Up
Move Do

N

Cancel

Help

Cisco Public

Cisco (f'l/f;/
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Use Explicit Failover Order

11:54:41am up 3:49, 567 worlds, 4 VMs, 5 wCPUs; CPU load average: 8.81, 8.81,

e 1]
33554433
33554434
33554435
33554436
33554438
58331649
67188865
67188868
67188869
67188878
67188871
67188872
67188873
67188874

vSwitch@
vSwitch@
vSwitch@
vSwitch@
vSwitch@
DvsPortset-@
vBwitchl
vEwitchl
viwitchl
vBwitchl
vEwitchl
viwitchl
vBwitchl
vEwitchl

USED-BY TEAM-PNIC DMAME

Management n/a

vmnic3 =

Shadow of wvmnic3 nfa

wmk@ vmnic3

36842 :VMware vCenter vmnic3

Management nfa

Management nfa

vmnic@ =

Shadow of vmnic@ nfa

vmnic2 -

Shadow of wmnic2 n/a

46658 :VM-1 vmnice

46777 :VM-2 vmnicd

48692:VM-3 wmnic®
BRKVIR-2019

PETTX/s MbTX/s

@.e0 B.aa

17.13 B.34

a.8a a.aa

17.13 B.34

a.80 a.aa

a.8a a.aa

a.80 a.aa

4.33 a.aa

a.8a a.aa

a.80 a.aa

a.80 a.aa s
098 o a0 All MACs on single port
2.36 a.aa

@.98 a.aa

5V-53K-1#¥ show int e1@91/1/31-32 | grep "is
Ethernetl@l/1/31 is|up
Ethernetl@®1/1/32 1is|up

5V-5K-1# show mac s-tabl

* 511 aaaa.cafe. 288l F F Ethl®l/1/31
* 511 aaaa. face . 2002 dynamic 1@ F F Ethl@l/1/31
* 511 aaaa. feed. @003 dynamic 1@ F F Ethl@l/1/31
SV-5K-1# show mac address-table interface el®1/1/32

SV-5K-1#

Cisco ((Vf;/

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



‘Route Based on Physical NIC Load (vDS) =
Serverl \ = |nitial vNIC placement uses “Route % %f
| | based on originating virtual port” =
L b b b G &g

2 \“”V*“&\ 2 g e e = If pNIC RX or TX > 75% -> rebalance
200Mbit  100Mbit  280Mbit 30 Mbit

4
bi 400 blt 100Mbit
vSwitchO S

!

= VMkernel checks load every 30s
Portgroup VLAN 511

= MAC moves on switch layer

1Ghit 1Ghit
VML MACL 200mbi VM2 MAC 2 100w = Can go to single or multiple switches
VM3 MAC3 200Mbit VM4 MAC4 300Mbit
VM5 MACS 400Mbit VM6 MAC6 100Mbit
80% 50%

= Cisco (f'l/f:/
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‘Route B,ai;'se_(’:lj on.'P'.h';y'S- |caIN|C Load (VDS) -

Serverl \ = |nitial vNIC placement uses “Route % W
L G O O O based on originating virtual port” ==
tyf W tyf b b &g
i \Mtx x e /b o = If pNIC RX or TX > 75% -> rebalance

VSW|tch0 \

= VMkernel checks load every 30s

= MAC moves on switch layer

1Ghit
—p VM1 MAC1 200Mbit

VM1 MACI 200Mbit — wizmacz1oomet ™ Can go to single or multiple switches
VM3 MAC3 200M bit VM4 MAC4 300M bit
VM5 MACS 400Mbit VM6 MACGE 100Mbit
80% = 60% 50% =2 70%
— live!
ciscollVZ,
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Route Based on Physi Cal NIC Load (vD - . "

11:27:88am up 3:21, 565 worlds, 4 VWMs, 5 vCPUs; CPU load average: 8.81, @.81, 8.81

PORT-ID USED-BY TEAM-PNIC DMAME PKTTX/s MbTX/s PKTRX /s MbRX/s
33554433 Management nfa vSwitch@ @.88 .86 B.ag B.og
33554434 vmnic3 - wSwitch@ 309,68 51.35 2485.21 1.26
33554435 Shadow of wmnic3 n/a vSwitch@ @.8a @.8a B.aa B.oe
33554436 wvmk@ vmnic3d vSwitch@ 309,68 51.35 2368.92 1.21
33554438 36842 :VMware vCenter wmnicd wSwitch@ @.ea @.8a B.28 B.81
58331649 Management n/a DvsPortset-@ a.88 a.aa B.ag B.ag
58331650 vmnic@ - DvsPortset-@ 1804.74 8.87 8030.26 84.93
58331651 Shadow of vmnic@ nfa DvsPortset-@ @.88 .86 B.ag B.og
58331659 vmnic? - DvsPortset-@ 1.497 .86 35.11 B.a5
LB331668 Shadow of wmnic2 n/a DvsPortset-@ @.ea @.0a B.aa B.oe
58331661 4pe5B:VM-1.ethi vmnilce |[DvsPortset-8 15804.74 B.78 8eas5.680 84.98
58331662 46777 :VM-2.ethi vmnic? |[DvsPortset-8 @.99 a.aa 5.27 B.al
58331663 ABGAZ :VM-3 . ethd vmnic? |[DvsPortset-8 @.99 a.a6 0,27 B.@1

5V-3K-1#¥ show mac address-table | grep aoa

* 511 agaaa.cafe.@egl dynamic @ F F Ethl®1/1/31
* 511 aaaa. face.2ees dynamic @ F F Ethl®1l/1/32
* 511 aaaa . feed.@BB3 dynamic @ F F Ethl®1/1/32
S5V-5K-1#

Cisco (M’/
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‘VMware SW|tch lndependent
Switch Conflguratlon 'ﬁ ;

interface Ethernet101/1/31-32 @ Reference
switchport mode trunk
switchport trunk allowed vlan 511
spanning-tree port type edge trunk

Used for:

= Route based on originating virtual port
= Route based on source MAC hash

= Use explicit failover order

= Route based on physical NIC load (vDS) /
Cisco(f 74
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Route Based on IPHash =

= |P source and destination hash

= Evenness of traffic distribution
depends on TCP/IP attributes of flows

Hash: VM1 - Client1 Hash: VM1 - Client2 " ReqUIreS Statlc 8023ad port'ChanneI
MAC1 MAC1 (mode On)

= Connects to single port-channel

Client1 Client2 Client3

P11 P12 P13 Cisco (("/6'/
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‘Route Based on. IP Hash
Mlsconflguratlon Example

SV-5K-1# show logglng | grep mac

2014 Jan 3 13:38:46 5V-5K-1 %FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aaaa.cafe.@@@l among ports Ethl@l/1/3Z2 and Ethl@1/1/31 vlan 511
2014 Jan 3 13:42:07 5V-5K-1 %FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aaaa.cafe.@@@l among ports Ethl@l/1/3Z2 and Ethl@l/1/31 vlan 511
2014 Jan 3 13:45:27 5V-5K-1 %FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aaaa.cafe.@@@l among ports Ethl@l/1/31 and Ethl@l/1/32 vlan 511
2014 Jan 3 13:48:37 5V-3K-1 %FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aaaa.cafe.@@@l among ports Ethl@l/1l/3Z2 and Ethl@l/1/31 vlan 511
2014 Jan 3 13:51:533 S5V-5K-1 %FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aaaa.cafe.@@@l among ports Ethl@l/1/31 and Ethl@l/1/3Z2 vlan 511
2014 Jan 3 13:54:34 5V-5K-1 %FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aaaa.cafe.@@@l among ports Ethl@l/1l/3Z2 and Ethl@l/1/31 vlan 511
2014 Jan 3 13:58:81 5V-5K-1 %FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aocoa.cafe.@@@l among ports Ethl@l/1/3Z2 and Ethl@1/1/31 vlaon 511
2014 Jan 3 14:81:83 5V-5K-1 %¥FWM-Z2-5TM_LOOP_DETECT: Loops detected in the network for mac aocoa.cafe.@@@l among ports Ethl@l/1/31 and Ethl@1/1/32 vlaon 511
SV-5K-1#

SV-5K-1# show mac address-table | grep acoa.cafe.8@@1

* 511 aaaa.cafe.@o@l dynamic @ F F Eth181/1/31
SV-5K-1# show mac address-table | grep acoa.cafe.8@@1
* 511 aaaa.cafe. 20l dynamic @ F F Ethlel/1/32
SV-5K-1# show mac address-table | grep acoa.cafe.8@@1
* 511 aaaa.cafe.@o@l dynamic @ F F  Eth181/1/31
S5V-5K-1# show mac address-table | grep aooa.cafe.@8l
* 511 aaaa.cafe.@o@l dynamic 1@ F F Eth1@1/1/32
S5V-5K-1# show mac address-toble | grep aooa.cafe.@@@l
* 511 aaaa.cafe.@o@l dynamic @ F F Eth1@1/1/32
SV-5K-1# show mac address-table | grep acoa.cafe.8@@1
* 511 aaaa.cafe. @bl dynamic @ F F Ethl@l/1/31

Cisco ((Vf;/
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‘VMware SW|tch Dependent

Route Based on IP Hash SW|tch Conflguratlon

interface Ethernet101/1/31-32

switchport mode trunk SV-5K-1(config-ify# channel-group 300 mode ?
switchport trunk allowed vlian 511 active  Set channeling mode to ACTIVE
spanning-tree port type edge trunk on Set channeling mode to ON
channel-group 300 passive Set channeling mode to PASSIVE

SV-5K-1(config-if)# channel-group 300 mode
interface Port-Channel300

switchport mode trunk
switchport trunk allowed vlan 511

Cisco (f'l/f;/
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‘Route B éé e,dt on IP Hash

11:81:4@am up 2:56, 567 worlds, 4 WMs, 5 vCPUs; CPU lead average: ©.@1, .81,

PORT-ID USED-BY TEAM-PNIC DMAME PKTTX/s MbTX/s
33554433 Management nfa vSwitch@ @.ea @.8a
33554434 vmnic3 - wSwitch@ 12.59 8.15
33554435 Shadow of wvmnic3 nfa vSwitch@ 3. ea @.a8@
33554436 wmk@ vmnic3 vSwitch@ 12.59 8.15
33554438 36042 :VMware vCenter wmnicd wSwitch@ 2.8 @.8a
58331649 Management nfa DvsPortset-8 3.8 a.aa
58331650 vmnic@ - DvsPortset-8 127.26 @.12
58331651 Shadow of wvmnic@ n/a DvsPortset-@ @.ea .98
58331659 wmnic2 - DvsPortset-8 B5. B9 a.a7
58331660 hadow—af—ympied nfa DvsPortset-8 3. ea a.a8
58331661 46658 :VM-1.eth@ all(2) DvsPortset-@ 191.58 @.18
58331662 46777 :VM-2.ethd alli2) DvsPortset—8 1.38 a.08
58331663 48692 :VM-3.eth@ alli2) DvsPortset-8 1.77 a.ae

SV-3K-1#¥ show mac address-table | grep acoca.cafe.@98l
* 511 aaaa.cafe.@egl dynamic @ F F | Po3@1
SV-5K-1#
Group Port- Type Protocel | Member Ports
Channel
381 Po3@1(5U) Eth MONE Eth1@1/1/31(P) Eth1@1/1/32(F)
sv-5K-1# |

Cisco ((Vf;/
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‘Route B,ai;se(':lt on IP Hash+ LACP (VDS) e =

Serverl \

Hash: VM1 = Clientl Hash: VM1 > Client2
MAC1 MAC1

Client1 Client2 Client3
P11 P12 P13

BRKVIR-2019

EL

= |P source and destination hash ==

= Evenness of traffic distribution depends
on TCP/IP attributes of flows

= Requires dynamic 802.3ad port-
channel (mode active/passive)

Cisco ((Vf:/
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Route Based on IP Hash + LACP (1DS)

25 dwPortGroup? - Edit Settings 7
General Lnad halancing: Route hased on IP hash AN ] h
SUNEnced Metwark fallure detection: Link status anly -
—
ecurity Malify switches: Yes -
Traffic shaping _
Failback Yes A
VLAN
_ & dvSwitch2-DVUplinks-721 - Edit Settings ?
eaming and failover Fallover order
Monitoring Coners Stetus Enabled - h
Miscellaneous Active uplinks Advanced Mode: [ active | -
dvliplink? YLAN Active
© To properly enahl . ps backed by this uplink port group must have their load balancing policy setto [P hash
dvlplinkz ACP Ioad balancing, nn policy setto link status only and all uplinks setto active.
dvllplinks Monitoring
dvliplinkd

Standby uplinks

Unused uplinks

Select active and standby upli

BRKVIR-2019

Miscellaneous

Active — The port is in an active negotiating state, in which the
port initiates negotiations with remote ports by sending LACP
packets.

Passive — The port is in a passive negotiating state, in which
the port responds to LACP packets it receives but does not
initiate LACP negotiation.

oK cancel |

Cisco (M’/
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‘Route B éé ed on IP Hash+ LACP (v ,Di'-S)"_ 1 ; o

11:12:31am up 3:87, 565 worlds, 4 Vs, 5 wCPUs; CPU load average: ©.81, @.81,

PORT-ID USED-BY TEAM-PNIC DMAME PKTTX/s MbTX/s

33554433 Management n/a vSwitch@ B.8a B.8a

33554434 vmnic3 - vSwitch@ 36.21 2.12

33554435 Shadow of vmnic3 n/fa vSwitch@ 3.e8 @.aa

33554436 wmk@ wmnicd vSwitch@ 36.21 2.12

33554438 36042:VMware vCenter vmnic3 vSwitch® 0.00  0.00 Extra LACP_MgthOrt

58331649 Management nfa DvsPortset-@ 3.e8 B.aa

58331650 vmnic@ — DwsPortset-@ 2.36 B.aa

58331651 Shadow of wvmnic@ n/a DvsPortset-@ @.8a B.

58331659 vmnic2 - DvsPortset-8 @.98 a.

58331660 Shadow of wmpdic2 n/a DvsPortset-@ @.8a B.

58331661 46658 :VM-1.ethd alli2) DvsPortset-@ .

58331662 46777 :VM-2.eth@ alli{2) DwsPorts 9.08 B.00

58331663 ARRAZ :WM-3. =tha ortset-@ 1.18 B.aa

58331664 LACP_MgmtPort n/a DvsPortset-@ 3.e8 @.aa
5V-5K-1¥ show mac address-table | grep aoa
* 511 aaaa. cafte. 2001 dynamic @ F F | Po32@
* 511 aaaa. face .00z dynamic @ F F | Po32@
* 511 aaaa. feed. 2003 dynamic @ F F | Po32@
SV-5K-1#

Group Port- Type Protocol Member Ports
Channel

380  Po3@@(5U)  Eth LACP Eth1@l/1/31(P) Ethl@ls1/32(F)

sv-5Kk-1# I Cisco ((l/&/
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VMware SW|tch Dependent
Route based on P hash + LACP (VDS) SW|tch Conflguratlon

SV-5K-1(config-if)# channel-group 300 mode ?

interface Ethernet101/1/31-32 active  Set channeling mode to ACTIVE
switchport mode trunk on Set channeling mode to ON
switchport trunk allowed vlan 511 passive Set channeling mode to PASSIVE
spanning-tree port type edge trunk
channel-group 300 mode active SV-5K-1(config-if)# channel-group 300 mode
interface Port-Channel300 ESXi Active Passive
switchport mode trunk Switch
switchport trunk allowed vlan 511 Active Yes Yes

Passive Yes No

Cisco ((Vf:/
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‘VMware Conclusion -

= vSphere Standard Switch (vSS)
— Switch independent
= Route based on originating virtual port

— Switch dependent
= Route based on IP hash

= vSphere Distributed Switch (vDS)

— Switch independent
= Route based on physical NIC load

— Switch dependent
= Route based on IP hash + LACP

Cisco ((Vf;/
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Cisco (l'l/ﬁ/

Hypervisor Overview
Microsoft Hyper-V 3.0
Windows 2012 R2
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Uplink Options

= Single physical NIC or Teaming

NIC Teami -
= NIC Teaming -
New team
e New team

Team name:
Team name:
Pal
Pol
Member adapters:
Member adapters:

In Team -‘!'\:\ap‘:e’ Speed State Reason =
InTearn Adapter  Speed State Reason
Ethernet 1 Gbps

. Ethernet 1 Gbps
Ethemet2 1 Gbps

3 Gl D Ethernet2 1 Gbps
Ethemet3 1 Gbps - =
_ emet 3 1Gbps
Ethernet4 1 Gbps Eme Jal

D Ethernet4 1 Gbps

L= s

~ Additional properties

» Additional properties
Teaming mode: Switch Independent =
Static Teami Teaming mode: | Switch Independent |'|
Load balancing mode: ahc Jeaming
Switch Independent Load balancing mode: Dynamic |v
Standby adapter: LACP
Standby adapter: Address Hash
Primary team interface: Pol: Default VAN Hyper-V Port
Primary team interface: Dynamic

Cisco (f'l/f;/
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Sis

Enabling N | C -Te’a"m';ih g |

= Pre-Windows 2012 -Teaming provided by vendor device drivers
= Windows 2012 - Native teaming support

Server Manager * Local Server © Manage  Tools

_ = PROPERTIES
I8 Dashboard .

For bdsol-cl-hyperv-01 TASKS =

-
mputer name bdsol-cl-hyperv-01 Last installed updates MNever
Bi Al Servers Workgr WORKGROUP Windows Update Not co
¥E File and Storage Services b Never
Public: On Windows Emror Reporting Off
Enabled Customer Experience Improvement Program Not pg =
e Enabled E Enhanced Security Configuration On -
NIC Teaming Disabled h Time zone (UTC+
Ethernet IPv4 address assigned by DHCP, IPv6 enabled  Product ID Mot aq
Ethernet 2 10.48.49.68
Ethernet 3 IPv4 address assigned by DHCP, IPvE enabled
Ethernet 4 IPv4 address assigned by DHCP, IPv6 enabled
R v
< . [E e ' ) I

Cisco ((Vf:/
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> i R AR

‘Microsoft Né_twc)_rk Aldap'te, |

&l NIC Teaming ==

= SERVERS
All Servers | 1 total TASKS w
Mame . = = 7
Network Connections = -
L E' <« Metwork and Internet » Network Connections v O | | Search Metwork Connections 9 |
Organize v  Disable this network device  Diagnose this connection  Rename this connection  »» B - |j B P81E Properties -
— Ethernet Ethernet 2 L" Ethernet 3 Networking
Enabled ) Enabled ) : _, Enabled Connect using:
Intel(R) B2576 Gigabit Dual Port M., Intel(R) 82578 Gigabit Dual Port M., Cisco VIC Ethernet Interface
- — l‘-'.r ticrozoft Metwork Adapter Multiplexor Diriver #2
Ethernet 4 I MLOM PEIE
. Enabled Enabled Metiork
" CiscoWIC Ethernet Interface #2 U Microsoft Metwork Adapter Multi... 5 Microsoft Metwork Adapter bMulti Sl S
TEAMS o Thiz connection uses the following items:;
All Teams | 2 total
| ~
Team  Status Teaming Moc O g\n\f\ndnws Metwork Vitualization Filter driver
gMi:rUsuﬂ Load B alancing/Failover Provider =
MLOM (B OK  Switch Indepe [ {3 Microsaft MAC Bridge
pete (D 0K Switch Ind P8 0105 Packet S cheduler
wEen Indepe gFiIe and Printer Sharing for Microzoft Metworks
[ -2 Hyper¥ Extensible Vitual Switch k4
< m >
< n
‘ Install... | | Uninstall Froperties
[Drescription
Allowes vour computer to access resources oh a Microsoft
Fetwark,
Biterns Titern selected
ciscollVZ.
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oA . 3 A

Microsoft Network Aldap‘}t-e

& NIC Teaming
<k Virtual Switch Manager for BDSOL-CL-H-01 [= [ o =

= SERVERS

All Servers | 1 total

Name

Organize ~

K

TEAMS

All Teams | 2 total

Team Status Teaming Mocg

MLOM (F) OK  Switch Indepe
P81E (1) OK  Switch Indepe

Giterns

BRKVIR-2019

L <« Metwork an

Disable this netwaork |

Ethernet
Enabled
Intel(R) 82576 Gigabit Dual

Ethernetd
Enabled
Cisco WIC Ethernet Interfad

Titern selected

A ¥irtual Switches

5 New virtual network switch
w'w External VLANGY

§
wiw Extensions
& Global Network Settings

Microsoft Metwork Adapter Multipl...

Ul mac address Range

© 2014 Cisco and/or its affiliates. All rights reserved.

00-15-50-31-44-00 ko 00-15-50-3..

o wirtual Switch Properties

Mame:

External WLAN4S

Mokes:

Connection bype
What do you want to connect this virtual switch bo?

External network:

Microsoft Metwork Adapter Multiplexor Driver W

Cisco VIC Ethernet Interface
Cisco VIC Ethernet Interface #2
Intelif) 62576 Gigabit Dual Port Metwork Connection
) 52576 Gigabit Dual Port Metwark Connection #2

Microsoft Network Adapter Multiplexar Driver #2

Private network

WLAN ID

| SR-IOW can only be configured when the virtual switch is created, An external
wvirkual switch with SR-10Y enabled cannot be converted ta an internal or private
switch,

oK ‘ | Cancel

operties -

bultiplexor Diriver #2

Jitems;

tlization Filter driver

3/Failower Provider

of Microsoft Networks
al Switch v

>
astall

s resources o a Microsoft

Froperties

Cisco Public

Cisco ((Vf;
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Standby Adapter

MNIC Teaming
Team properties
Team name:
MLOM
Member adapters:
In Team Adap‘ter Speed State Reason

Ethernet 1 Gbps @ Standby
Ethernet2 1 Gbps @Act\'ve
[] Ethemet3 Disabled

[]  Ethermet4 10Gops

~  Additional properties

Teaming mode: | Switch Independent

-]
Load balancing mode: | Address Hash "|
-]

Standby adapter: [ Bthernet -
BRKVIR-2019

© 2014 Cisco and/or its affiliates. All rights reserved.

5V-53K-1# show int e1891/1/31-32 | grep “is up”™
Ethernetl@ls1/31 is up

Ethernetl@®1/1/32 1is up

5V-53K-1# show mac address-table | grep aog

* 511 aaaa. cate.@gel dynamic 1@
* 511 aaaa. face.ggez dynamic 1@
* 511 aaaa. feed. @003 dynamic 1@

SV-5K-1# show mac address-taoble interface el@1/
SV-5K-1#

Cisco Public

F
F
F
1732

F  Ethl@1/1/31
F Ethl@1/1/31
F Ethl@l 1/31

Cisco (f'l/f;/
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S ngle Phys,-i'c.al.'N'I'.("_:' .

’ = Normal server connection

HyperV server

= Access or trunk interface

/ = Multiple MACs on switch port

Virtual Network —

A ATttt

Ethernnet|(1

Cisco ((Vf:/
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Hyper-V Server

Primary NIC O

N

Switchindep-
> AddressHash

= MAC/IP/Port hash for outbound traffic "% "
et

= Qutbound frame uses src MAC of
egress NIC

= ARP replies contain MAC of primary NIC
= Primary NIC receives inbound traffic

= Can go to single or multiple switches

Cisco ((Vf:/
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Switch Independent — Ad dress Hash -
NIC Teaming [ x|

Team properties SV-5K-2# -table vlian 511 | egrep Ethl®1/1/311Eth101/1/32
* 511 5@3d.e559d.32ed dynamic 18 F F Ethl@l/1/31

* 511 aW3d.exbd. 3let dynamic 1@ F F Ethl@l/71/32
SV-5K-2#

Team name:

SwitchIndependent-AddressHash

Member adapters:

In Team Adapter - Speed  State Reason
Ethernet 1 Gbps @ Active
Ethernet 2 1 Gbps @ Active

|:| vEthernet (Hyper-V Switch 1) 10 Gbps e
Ethernet adapter SwitchIndependent-AddressHash:

Connection-specific DN5S Suffix

Description . . +« « « « « « « « . : Microsoft Network Adapte
Phy=zical Addres=. . . . . . . . . : 50-3D-E5-9D-32-ED

DHCP Enabled. . . . . - . * No

i & Additional properties

Autoconfiguration Ién-%h'iefj e . . . Yes
IPvd Address. . . . . . . « .« . . & 10.67.87.158(Preferred)

[+]
Load balancing mode: ‘Address Hash |'| Subnet Mask . . . . . . . . . . . * 255.255.255.0
-]

Teaming mode: ‘ Switch Independent

Default Gateway . . . . . . . . . : 10.67.87.1

Standby adapter: ‘ None (all adapters Active)

DNS Servers . . « & « &« = « « « « = B64.104.123. 245
MetBIOS over Tcpip. .« « « - - . . : Enabled

OK | | Cancel | Apply

Cisco (('Vf;/
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1 Microsofty

‘Switch | nd epen clent —Ad dress Hash '

/ hyperv-si-addresshash.pcapng [Wireshark 1.10.4 (S¥NRev 54184 from /trunk-1.10}]

File Edit Miew Go Capture Analyze Statistics  Telephony Tools  Internals  Help

& @ P B BE | A e = 20 X || BE &QQQF|§

Filker: Iip.al:ll:lr==1III.E-?.E?.158 j Expression... Clear Apply  Save
Source |stc mac _ |pestination |dst mac |Protocal
10.67.87.158 Cisco_9d:32:ef 10.67.87.150 Vimware_ad 165 :c9 TCR
10.67.87.158 Cisco_Sd:32:ef 10.67.87.150 Vinware_ad 165 :c9 TCP
10.67.87.158 Cisco_Sd:32:ef 10.67.87.150 Yimware_ad :65:c9 TCP
|1D.6?.E?.158 CiSCD_Qd:EE:Efl 10.67.87.150 Vimware_ad 165 :c9 TCR

10,67

e 150 Vimware_ad :ah1co 10.67.87.158 ZlsCo_9d:3

10.67.87.158 Cisco_S9d:32:ef 10.67.87.150 Yimware_ad j65:co TCP
10.67.87.158 Cisco_9d:32:ef 10.67.87.150 Vimware_ad 165 :c9 TCR
10.67.87.158 Cisco_Sd:32:ef 10.67.87.150 Vinware_ad 165 :c9 TCP
10.67.87.158 Cisco_S9d:32:ef 10.67.87.150 Yimware_ad :65:c9 TCP
10.67.87.158 Cisco_9d:32:ef 10.67.87.150 Vimware_ad 165 :c9 TCR

Cisco (M’/
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Switch Independent - Hyper-V Port

, = VNICs are pinned to single team

HyperV server , . - member

= VNICs pinned in round robin

= Can go to single or multiple
switches

C “Team MLOM D)

- -

Ether ?f et 1 Et(\ernetz

\\ W

Cisco ((Vf:/
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Switch Indepen de"'n;t- L Hyper—V Port s

NIC Teaming
Team properties
Team name:
MLOM
Member adapters:
In Team Adap‘ter Speed  State Reason

Ethernet 1 Ghbps @Actl've
Ethenet2 1 Gbps @Actl've
O
L]

Ethernet 3 Disabled
Ethemetd4 10 Gbps

~ Additional properties

Teaming mode: ‘ Switch Independent

[+]
Load balancing mode: ‘ Hyper-V Port |'|
Standby adapter: ‘ Mone (all adapters Active) | - |

BRKVIR-2019

5V-5K-1#¥ show mac address-table | grep aad

* 511 aaaa. cafe.2dal
* 511 aoaa . face ., @@z
* 511 aaaa. feed. 2083
SV-5SK-1#

© 2014 Cisco and/or its affiliates. All rights reserved.

dynamic
dynamic
dynamic

@
@
@

Cisco Public

-n

F EthlBl/1/31
F Ethl@l.,1/31
F EthlBl/1/32

Cisco (f'l/f;/
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o = Outbound flows redistributed to optimise
HyperV server . PNIC bandwidth utilisation

\ X / = Algorithm can move flows between

PNICs w/o packet reordering (flowlets)

Virtual Network —
ExternalLab

= Inbound traffic works like Hyper-V Port
mode

= Can go to single or multiple switches

Cisco (f'l/f;/
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NIC Teaming -

5V-5K-1¥ show mac ﬂddFEEE*tﬂhlE | egrep Eth1®1/1/311Eth181/1/32

Team properties 511

* oB3d.e59d.32ec dynamic  18@ F F Ethl®l/1/31
S * 511 |583d.e59d.32ee dynamic 1@ F F__Ethl@1/1/32|
SwitchindipendentDynamic * 511 gaga.cafe.@0@) dynamic @ 2 F F FEthl@1/1/31
— * 511 aaaa . face . Doz dynamic @ F F Ethl®1/1/31
Sl * 511 acaa. feed. 003 dynamic @ F F EthI@l/ /1732
In Team Adapter Speed | State Reason 5‘”‘_5“_ 1#
Ethernet 3 1 Gbps @ Active
Ethemet 4 1 Gbps @ Active
l:‘ vEthernet (Hyper-V Switch 1) 10 Gbps
5.59 MBytes 46.9 s 20
4,06 MBytes 34.1 C
32.8 MBytes 275 C
34.8 MBytes 292 C
i~ Additional properties 10.7 M E}'-t B 89. 6 C
Teaming mode: | Switch Independent |'| E b - g r.1 E}I-t = '_I' : "3 C
Load balancing mode: | Dynamic |'| 3 EL " I:} r.1 E}I-t = 3 I:}: c
' ; 6.41 MBytes 53.7 Mbits C
Standby adapter: | Nene (all adapters Active) |'| = r.1 E}'-t Bs 1 . E : Gh__l‘ t = /s BC
| QK | | Cancel | Apply /
Cisco (( Ve
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‘Switch | nd epen dent . Dynam |c "

hy-si-dynamic.pcap [Wireshark 1.10.4 {S¥YM Rey 54184 from /trunk-1.10}]

File Edit Wiew Go Capture Analyze Statistics  Telephony  Tools  Internals  Help

e @ & g B2 X2 A e T I2I(EBE QAQQF| @M %[
Filter:l j Expression... Clear Apply Save
[Source |_5r-: mac Crestination |dst mac _ |Pratocal|inFa :
10.67.87.153 Cisco_9d:32:ee 10.67.87.150 Wmware_ad 165:c9 TCP 49314 > commpl
10.67.87.153 Cisco_9d:32:ee 10.67.87.150 Wimware_ad 165:c9 TCP 49314 > commpl
10,47 87.153 Cisco_9d:32:ee 10,57 87.150 Wiware_ad t55:<9 TCP 48314 > commpl
10.67.87.153 Cisco_9d:32:ee 10.57.87.150 Wiware_ad t§5:<9 TCP 459314 > commp]
oA Hr L g A e 1 0. 67 . 87,150 wmware_ad :65:Cc9 TCP 49313 > commp]
10.67.87.153 aa:aa:fa:ce:00:02 |10.67.87.150 Viware_ad4 165:1c9 TCP 459313 > commpl
10.67.87.153 aaraa:fa:ce:00:02 |10.67.87.150 Wmware_ad :65:c9 TCP 49313 > commpl
10.67.87.153 aaraa:fa:ce:0D:02 |10.67.87.150 wmware_ad ia5:c9 TCP 493135 > commpl
10.67.87.153 aaraa:fa:ce:0D:02 |10.67.87.150 wmware_ad 165:c9 TCP 49313 > commpl
10.67.87.155 aa:aa:fa:ce:Q0:02 |10.67.87.150 wimware_ad 165:C9 TCP 493135 > commpl
10.67.87.153 aaraa:fa:ce:00:02 |10.67.87.150 Wmware_ad :65:c9 TCP 49313 > commpl
10.67.87.153 aaraa:fa:ce:00:02 |10.67.87.150 wmware_ad :65:c9 TCP 493135 > commp]
10.67.87.153 aaraa:fa:ce:0D:02 |10.67.87.150 wmware_ad ia5:c9 TCP 493135 > commpl
1o g7f 87 13532 ascaacfacce o0z J10.67.87.150 wmware_ad :65:c9 TCP 49313 > commp]
10.67.87.150 Vmware_ad :65:co 10.67.87.153 aa:aa:fa:ce:Q0:02 TCP commplex-11nk
10.67.87.150 Vmware_ad :65:c9 10.67.87.153 aa:aa:fa:ce:00:02 TCP commplex-11nk
10,47 87.153 Cisco_9d:32:ee 10,57 87.150 Wiware_ad t55:<9 TCP 48314 > commpl
10.67.87.153 Cisco_9d:32:ee 10.57.87.150 Wimware_ad 1§5:<9 TCP 45314 > commp]
10.67.87.155 Cisco_9d:32:ee 10.67.87.150 wmware_ad :65:Cc9 TCP 45314 > commpl ., /’
10.67.87.153 Cisco_9d:32:ee 10.67.87.150 Vimware_ad :65:C9 TCP 49314 > ER"I"..".EJ((V&
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-I\/Ilcrosoft SWltch Independent
Switch Conflguratlon 'ﬁ

interface Ethernet101/1/31-32 @ Reference
switchport mode trunk
switchport trunk allowed vlan 511
spanning-tree port type edge trunk

Used for:
= Teaming mode: Switch Independent

= Load balancing modes:
— Address Hash
— Hyper-V Port
— Dynamic

Cisco (f'l/f;/
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Switch Dependent — Address Hash

i Ny
= Outbound traffic spread across alll 7

HyperV server active members based on hash et

VM1\\\ vr}ln ; / VM3
| P4 = Inbound traffic distributed by switch
| « load-balancing algorithm

VAR = Team connects to single port-channel
(__Team MLOM )
Et herélml 1 E}’ff\emet 2

L

|
| /
| /
| /
| /[
T
- ,/ A

- __|Static teaming
Q or LACP
Cisco (( l/&/
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Switch Depend ent Hy perV PO” | L

’ = VNICs are pinned to single team "
member =

HyperV server

\ "vm3
VM1 \

\ V|l2 ,/ = VNICs pinned in round robin

Virtual Network —
cXxternailab

= Inbound traffic distributed by switch
load-balancing algorithm

e

(" TeamP81E )

Et herlil)et 1 E}fﬁetnct 2

\ 4

G L

= Team connects to single port-channel

Static teaming
or LACP /
Cisco (( 74
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P

Hy

perV server

vm\\ VF / VM3

Virtual Network —

ExternalLab

( Team P81E )
erme erne

Static teaming
or LACP

BRKVIR-2019

= Qutbound flows redistributed to % ﬁ
optimise pNIC bandwidth utilisation — da”

= Algorithm can move flows between
PNICs w/o packet reordering
(flowlets)

= Inbound traffic distributed by switch
load-balancing algorithm

Cisco (f'l/f;/

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Switch Dependent

Load Balancing Mode:rﬁAdc_Ire's"S'Ha'

Team properties

Team name:

Team 1
Member adapters:
In Team Adapter

Ethernet
Ethernet 2
Ethernet 3

ORIEIOO

~  Additional properties
Teaming mode:
Load balancing mode:

Standby adapter:

NIC Teaming

Speed
1 Gbps

1 Gbps
1 Gkps

State Reason

@ Active

Static Teaming

|V‘

Hyper-V Port

Address Hash
Hyper-V Port

Dynamic

Ethemnet 4 1Gbps (F) Active

vEthernet (Hyper-V Switch 1) 10 Gbps

OK

‘ | Cancel

| | Apply

BRKVIR-2019

Team properties

Team name:

Team 1
Member adapters:

In Tearn  Adapter

D Ethemet
D Ethermnet 2
Ethernet 3
O

~  Additional properties
Teaming mode:
Load balancing mode:

Standby adapter:

© 2014 Cisco and/or its affiliates. All rights reserved.

NIC Teaming

Speed
1Gbps

1Gbps
1Gbps

State Reason

@ Active

Ethemet 4 1Gbps (T) Active

vEthemnet (Hyper-V Switch 1) 10 Gbps

LACP

|V‘

Hyper-V Port

Address Hash
Hyper-V Port

Dynamic

0K

|| Cancel || Apply

Cisco

Public

Cisco (f'l/f;/
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Switch Dependent

Load Balancrng Mode: Address Hash Hyper V Port and Dynamrc-__j

Team properties

Team name:

Team 1
Member adapters:
In Team Adapter

Ethernet
Ethernet 2
Ethernet 3

ORIEIOO

~  Additional properties
Teaming mode:
Load balancing mode:

Standby adapter:

NIC Teaming

Speed  State Reason
1 Gbps

1 Gbps

1 Gkps @ Active

Ethemnet 4 16bps (D) Actueeeee

vEthernet (Hyper-V Switch 1) 10 Gbps

* 511
* 511

[sacramng + 311

pwvien | SV-5K-1#

Address Hash
Hyper-V Port

Dynamic

oK H Cancel || Apply

BRKVIR-2019

Team name:

Team 1
Member adapters:

In Tearn  Adapter

D Ethemet
D Ethermnet 2
Ethernet 3

Team properties

NIC Teaming -

- Speed  State Reason

1Gbps

1Gbps
1Gbps @ Active

aaaa.cafe.adal
aaaa . face .02
aaaa. feed. @083

Standby adapter:

© 2014 Cisco and/or its affiliates. All rights reserved.

5V-3K-1# show mac ﬂﬂdf‘EﬁE-—tl:Ih"lE | gr'ep aoa

dynamic @ F F Po308

dynamic @ F F  Po308

dynamic @ F F Po308
| 0K | | Cancel | | Apply

Cisco ((Vf;/
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-I\/Ilcrosoft SWltch Dependent .
Teaming Mode Static Teamlng SW|tch Conflguratlon

interface Ethernet101/1/31-32

switchport mode trunk SV-5K-1(config-ify# channel-group 300 mode ?
switchport trunk allowed vlian 511 active  Set channeling mode to ACTIVE
spanning-tree port type edge trunk on Set channeling mode to ON
channel-group 300 passive Set channeling mode to PASSIVE

SV-5K-1(config-if)# channel-group 300 mode
interface Port-Channel300

switchport mode trunk

switchport trunk allowed vian 511 = Used with all Load Balancing modes

Cisco ((Vf;/
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-I\/Ilcrosoft SWltch Dependent
Teaming Mode LACP SW|tch Conflguratlon

interface Ethernet101/1/31-32

switchport mode trunk SV-5K-1(config-ify# channel-group 300 mode ?
switchport trunk allowed vlian 511 active  Set channeling mode to ACTIVE
spanning-tree port type edge trunk on Set channeling mode to ON
channel-group 300 mode active passive Set channeling mode to PASSIVE

SV-5K-1(config-if)# channel-group 300 mode
interface Port-Channel300

switchport mode trunk

switchport trunk allowed vian 511 = Used with all Load Balancing modes

Cisco (f'l/f;/
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Hyper-V Conclusion

= Switch independent
— Switch Independent — Dynamic

= Switch dependent
— Switch Dependent - Dynamic

Cisco (f'l/f;/
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Cisco (M’/

Hypervisor Overview
Citrix XenServer 6.2
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Single physical NIC or Bonding
LACP as of XenServer 6.1

° Mew Metwark - bdsol-cl-xens-01 E (5] @
19 Select members for the new bonded network 9
Select Type Select the MICs wou would like to use in this bond and the bond settings, and confirm whether this netwark

should be added to new Yiis,
Bond Members

NIC rALC Link Status Speed Duplex Wendar Device i
] 0
) wict Flcadbiceref03 Connected 1000 Mbitds  Full Intel Corporation 82576 Gigabit Me;
[ N2 f0:f7:55:ab:31:24  Cannected 10000 Mbit/s Ful Cisco Systems Inc WIC Ethemst NIC
[T TEEL L AT P 4nnnA LiLa. o e Pt e AAP F e
] T r

Bond mode

Switch Independent { e

| Active-pagsive

() LACP with load balancing based on IP and port of saurce and destination = h d
) LACP with load balancing based on source MAC address } SWItC Depen ent

BATL: (1500 =
CiTR!X’ [T Automatically add this network to new virtual machines
BRKVIR-2019 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco ((Vf /
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. CiTRIX

|

= Normal server connection

N\ \\ / = Access or trunk

R = Multiple MACs on one switch port
~ viANs1

eeeeeeeeeeeeee

/

f[]
=

- Cisco (f'l/f;/
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.. CiTRIX

Active-Active

\é = Balance-SLB - Server Load ~
o Balancing et
VM1 \ VM JVMS | |
\ = VNIC pinned to single pNIC
Server network | _ )
~ VIANSID = VNIC pinning recalculated every 10s
; based on pNIC load
Bond 2+3
= MAC moves
= Can go to single or multiple switches
i— .
Cisco(f l/&/
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° ‘Bond 0+1' Properties

General

Bond0+1

= Custom Fields
=
<Mone >

disruption of the netowork you will be informed below.

Bond mode
@ Active-active

() Active-pagsive

() LACP with load balancing based on source MAC address

MTU: 1500

[] Automatically add this network to new virtual machines.

Use the controls below to configure adwvanced settings for your network, If wour changes will result in terporary

() LACP with load balancing based on IP and port of source and destination

(The network's MTU cannot be changed as there are active W3 attached without tools installed)

* 511
* 511
* 511

BRKVIR-2019

5V-5K-1#

aaaa.cafe.@00l dynamic
aaaa.face.@d0z dynamic
aaaa.feed.@0o3 dynamic

5V-3K-1# show mac address-table | grep aooa

1@
2@
B

-n

F Ethl®1/1/31
F Ethl@l 1,32
F Ethl®1/1/31

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco ((Vf:/
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| Activ_'e-‘Pass;i ve i

E.’ y,

Server network

Bond 2+3

= Single pNIC is active, all other pNICs ==y
are standby

= Can go to single or multiple switches

VM1 MAC1
VM2 MAC2
VM3 MAC3

BRKVIR-2019

"

NIC2

W

"

NIC3

Switch on
adapter-failure

Cisco (f'l/f;/
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o ‘Bond 0+1' Properties

General
Bond0+1

= Custom Fields
«Mone =

Use the controls below to configure adwvanced settings for your network, If wour changes will result in terporary
disruption of the network you will be informed below.

Bond mode

) Active-active

@ Active-passive

() LACP with load balancing based an IP and port of saurce and destination

() LACP with load balancing based on source MAL address

BATU: (1500
= Autormatically add this netiwork to new virtual machines,

{The network's MTU cannot be changed as there are active WMs attached without tools installed)

5V-53K-1# show mac address-table | grep aaaa

* 511 aaaa.cafe.agsl dynamic 1@
* 511 aaaa. face.@oe2 dynamic 18
* 511 aaaa. feed.@@83 dynamic 1@

BRKVIR-2019

SV-5K-1# show int e181/1/31-32 | grep 181/1/3
Ethernetl@l/1/31 is up

Ethernetl@l/1/32 is up

SV-SK-1#

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

n

F
F
F

Ethl@1/1/32
Ethl@1/1/32
Ethl@ls1/32

Cisco ((Vf:/
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.. CiTRIX

Citrix SW|tch Independent

Actlve/Actlve & Actlve/Passwe SW|tch Conflguratlon

A
For Your
Reference

interface Ethernet101/1/31-32
switchport mode trunk
switchport trunk allowed vlan 511
spanning-tree port type edge trunk

Cisco (f'l/f;/
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.. CiTRIX

LACP w/ Load Balancing Based on IP & Port of SRC& DST

= Qutgoing traffic will be hashed over ="
multiple uplinks based on src/dst IP and

A VM\ / oort

= Inbound traffic distributed by switch load
balancing algorithm

Server network
VLAN 511

% g |> = Connect to single port-channel

\ '// LACP
‘\’:’ Cisco ((Vf;/
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Sis

LACP w/ Load Balancing Based on IP & Port of SRC & DST

o'BondUd' Properties @

[root@xenserver—1 ~]# ovs—appctl bond/show bond@

General bnm:l_mnd
Bond 0+1 bond-has H=aregers =yt ce—tCp
g CustomFields Use th Is bel i d d settings f k. If h ill result i bond-hash-basis: @
e e g Yt ey sl e wepary updelay: 31000 ms
downdelay: 288 ms
Bond rmode next rebalance: 13B2836 ms
® Active-active lacp_negotiated: true

) Active-pazsive

slave eth@: enabled

@ LACP with load balancing based an IP and port of saurce and destination .
active slave

() LACP with load balancing based on source MAL address may_enable: true
£ LACP must also he configured on the switch parts hash 38: 37 kB load
MTL: (1500 hash 7@: 3B kB load
hash 72: @ kB load
S5V-5K-1# show mac address-table | grep aoa RBSE 3;1 @1"E31$add
: as! I oa
* 511 aaaa . cafe. @081 dynamic ] F F Po3@l hash 139: B kB load
* 511 aaaa. face.@ee2 dynamic @ F F Po3@1 hash 212: @ kB load
* 511 aaaa. feed.@B@3 dynamic @ F F Po30l hash 220: @ kB load
hash 222: 8 kB load
5V-3K-1# hash 258: 8 kB load

“ slave eth2: enabled
may_enable: true

hash 55: @ kB load

Group Port- Type Protocol Member Ports 5 hash 63: 37 kB load

Channel hash B3: @ kB load
___________________________________________________________________________ hash 142: @ kB load
301 Po3@l(5U)  Eth LACP Ethl1@1/1/31(P) Ethl@l/1/32(P) [root@xenserver—-1 ~]#
SV-5K-1#

Cisco ((Vf:/
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. CiTRIX

LACP w/ Load Balancing Based on SRC MAC Address _
Sy Ny

= VNIC is pinned to pNIC base on src &
MAC address hash

| = Connect to single port-channel

S~

Citrx XenServer

~

Server network

VLAN 511

M LACP
a Cisco (f'l/f;/
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CiTRIX

LACP w/ Load Balancing Based on SRC MAC Address

€3 'Bond 0+1' Properties [ sl

General

Bond 0+1

=2 Custom Fields

= iMones Use the controls below to configure advanced settings for your network, If your changes will result in temporary [root@xenseruer—l ~] 2 ovs—appctl bond/show bondd

disruption of the netwaork you will be informed below,
bond_mode: balance-slb
Bond made bond—hash—algorith
I bond-hash-basis: @
updelay: 31208 ms

%) LACP with load balancing based on IP and port of d desti downdelay: 288 ms
o it rt tinat
A eI k) alancing based on ahd port of saurce an estination next rEba.Lan‘:E: 1?54448 ms

71 Active-active

() Active-passive

@ LACP with load balancing based an source MAC address lacp_negotiated: true

£ LACP rust also be configured on the switch ports
slave eth@: enabled

MTL: 1500
] ) ) active slave
[CL sutaratical: add this netnrk to mencsirtual poachine may_enable: true
5V-5K-1# show mac address-table | grep aaa hash 83: 3 kB load
* 511 aaaa.cafe.@dal dynamic @ F F Po3@l hash 115: 3 kB load
* : hash 158: 3 kB load
511 aaaa. face.@gaz dynamic @ F F Po3@1
* 511 aaaa. feed.Bd@3 dynamic @ F F Peo3@l slave eth2: enabled
SV-5K-1# may_enable: true
[root@xenserver-1 ~]#
Group Port- Type Protocol Member Ports oK
Channel
301 Po3@l(5U) Eth LACP Eth1@1/1/31(P) Ethl@1/1/32(P)
SV-5K-1#

Cisco (f'l/f:/
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-CI'[I’IX SWltch Dependent

LACP Bonds - Switch Conﬂguratlon 2

interface Ethernet101/1/31-32

switchport mode trunk SV-5K-1(config-ify# channel-group 300 mode ?
switchport trunk allowed vlan 511 |active  Set channeling mode to ACTIVE |
spanning-tree port type edge trunk on Set channeling mode to ON
channel-group 300 mode active passive Set channeling mode to PASSIVE

SV-5K-1(config-if)# channel-group 300 mode
interface Port-Channel300

switchport mode trunk
switchport trunk allowed vlan 511

Cisco (f'l/f;/
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‘XenServer Con ‘C'I_U'S;.i on - G

= Switch independent
— Active-Active

= Switch dependent
— LACP with load balancing based on source MAC address

Cisco (f'l/f;/
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Topology Overview
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Switc_:‘hgln'dep’en‘défn;_t-' o

=

fo——\ = VMware
S — Route based on originating virtual port

L2 Switch — Route based on source MAC hash
— Route based on physical NIC load (vDS)
— Use explicit failover order

E = Hyper-V

— Switch Independent - Address hash
— Switch Independent - Hyper-V Port mode
— Switch Independent - Dynamic

.

L2 Switch

L2 Switch
= XenServer
— Active-active
— Active-passive

Cisco (f'l/f;/
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Switch Dependent

= VMware
— Route based on IP hash
— Route based on IP hash + LACP (vDS)

Mexus Switch Mexus Switch

Cr 6500%55 vPe ) Hyper-v
— Switch Dependent - All Address hash modes
— — Switch Dependent - Hyper-V Port mode
] : .
— Switch Dependent - Dynamic
= XenServer
: _ — LACP with load balancing based on IP and port of
; L2 Switch source and destination
— LACP with load balancing based on source MAC
e = port-channel address
—
—_—
|

Cisco ((Vf;/
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Cisco UCSB - SW|tC hl ndep ende nt

Mexus
5548

Fahric Interconnect Fabric Interconnect

Wi weare
E XenServer
Hypery

= Each Fabric Interconnect has a port-channel
towards the Nexus 5000 vPC pair

= Fabric Interconnects are connected for control-
plane clustering only - no data-plane traffic is
exchanged

= The hypervisor running on a blade has 2
independent connections - no switch dependent
protocols can be used

Cisco (f'l/f;/
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Nexus 1000V
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Virtual Supervisor
Module(VSM)

= CLI interface into the
Nexus 1000V

= Leverages NX-OS

= Controls multiple VEMs
as a single network
device

BRKVIR-2019

Server1 \ Server2

© 2014 Cisco and/or its affiliates. All rights reserved.

7/

2 vmware
vCenter Server

Cisco Public

Virtual Ethernet
Module(VEM)

* Replaces Vmware's
virtual switch

= Enables advanced
switching capability on
the hypervisor

= Provides each VM with
dedicated “switch ports”

Cisco (('Vf;/
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Load Balance Options

BRKVIR-2019

Hexusl@ﬂﬂv(cunfig]# part-channel load-balance ethernet 7

dest-ip-port Destination IP address and L4 port
dest-ip-port-vlan Destination IP address, L4 port and VLAN
destination-ip-vlan Destination IP address and VLAN
destination-mac Destination MAC address
destination-port Destination L4 port
source-dest-ip-port Source & Destination IP address and L4 port
source-dest-ip-port-vlan Source & Destination IP address, L4 port and VLAN
source-dest-ip-vlan Source & Destination IP address and VLAN
source-dest-mac Source & Destination MAC address
sgurce-dest-part Source & Destination L4 port
source-ip-port Source IP address and L4 port
source-ip-port-vlian Source IP address, L4 port and VLAN
source-ip-vlan Source IP address and YLAN
Source-mac Source MAC address
source-part Source L4 port
source-virtual-port-id Source Virtual Port Id
vian-only VLAN only
MexusleBdv(configl#
© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Multi hypervisor switch (VMware, Hyper-V* and KVM¥)

Layer 2 switching: VLANS, private VLANS, VXLAN, loop prevention, multicast,
virtual PortChannels, LACP, ACLs

Network management: SPAN, ERSPAN, Netflow 9, vTracker, vCenter Server
Plug-in

Enhanced QOS features
Cisco vPath

= Security: DHCP Snooping, IP Source Guard, Dynamic ARP inspection, Cisco
TrustSec SGA support

= Cisco Virtual Security Gateway
= Other virtual services (Cisco ASA 1000V, Cisco VWAAS, etc..)

Cisco (('V&/
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 Nexus 1000V~ .

Sessions

LTRVIR-2005 Deploying the Nexus 1000V on ESXi and Hyper-V
BRKVIR-2017 The Nexus 1000V on Microsoft Hyper-V: Expanding the Virtual Edge
BRKVIR-3013 Deploying and Troubleshooting the Nexus 1000v virtual switch

BRKVIR-2023 Cisco Nexus 1000V InterCloud based Hybrid Cloud Architectures and
Approaches

Cisco ((Vf;/
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Koy TakeAways

= Understand the hypervisor’s load-balancing mechanisms

= Align the configuration on hypervisor and upstream switch

= All adapters are always up

= MAC moves are possible depending on the load balancing algorithm
= Use the correct port-channel configuration (on/active/passive)

BRKVIR-2019 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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‘Switch Indepen dent Co nf|gu rat|o n ,‘O?pti_'(_)f;n,s‘ (I0S) - |

Access
interface range GigabitEthernet1/0/31 - 32
switchport mode access
switchport access vian 511

spanning-tree portfast
Trunk

interface range GigabitEthernet1/0/31 - 32
switchport trunk encapsulation dotlq
switchport mode trunk
switchport trunk allowed vian 511
spanning-tree portfast trunk
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Switch Dependent Configuration Options (10S)

i
Static LACP L/
interface range GigabitEthernet1/0/31 - 32 interface range GigabitEthernet1/0/31 - 32 —t
switchport trunk encapsulation dotlq switchport trunk encapsulation dotlq
switchport mode trunk switchport mode trunk
switchport trunk allowed vilan 511 switchport trunk allowed vlan 511
spanning-tree portfast trunk spanning-tree portfast trunk
channel-group 300 mode on channel-group 300 mode active
interface Port-Channel300
switchport mode trunk
switchport trunk allowed vlan 511
spanning-tree portfast trunk
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