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= What is Cisco Prime for IT
= Creating Configuration Templates

= Prime PnP Gateway
= Tips and Tricks
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What is Prime for IT



Achieve Operation Excellence with Cisco Prime

The Old Way — e =N The Cisco Prime™ Way

Independent "point" e g Integrated solutions that
products wrifye: gBK align with major transitions

Untimely device and 1 ' q Day-one device support for
technology support g "4 the Cisco® Advantage

Reliance on highly skilled ; : Use of Cisco best practices
staff | th and knowledgebase

Inconsistent user | Integrated workflows and
experience user experience

Difficult to install, Single solution and virtual
administer, and maintain : appliance

Cisco ((V&/
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Network Services Management Foundation

An end user is
experiencing problems EEN sas

with the video display AU EEE ER
EE EEN ER
EN EEN EN

Users

~

The problem is traced
through the service

v'video
voice
http
ssh

Time Line  email

_ Mbytes/sec»

The source of the video
problem is located on the
infrastructure device

Infrastructure

Service or Network
Operator
View across
“~all network layers
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Cisco Pri"m e Tfo.r}'IT'.‘

Common Operational Attributes .~~~

Cisco Prime™

Day-1

Optimised Operations _
Device Support

Experience

Data .
ollaboratio
Integrated Cisco® Centre Smart Interactions

Best Practices

Physical and Virtual
Borderless Appliance

Networks

\/

Simple and Efficient Management Across Architectures, Networks, and Services

Complete Lifecycle
Management

Cisco {f'l/&/
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Cisco Prlme for IT
Common Attnbutes

Optimised
Operations
Experience

Common
user
interface

Intuitive user
experience

Optimised
operator
workflows

BRKNMS-2661

Integrated
Cisco Best
Practices

Guided
deployment
of Cisco-
validated
best
practices

Automated
trouble-
shooting and
diagnostics

Complete
Lifecycle
Management

End-to-end
lifecycle

ITIL-aligned
operations

Northbound
integration to
customer
back office

Day-One
Device
Support

Support

for new
devices and
technologies
upon
shipment

Non-disruptive

support
upgrades

© 2014 Cisco and/or its affiliates. All rights reserved.

Smart
Interactions

Context-based
help tool

Real-time
access to
Cisco support
community

Automated
Cisco TAC
case

creation and
management

Cisco Public

Physical
and/or Virtual
Appliance

Two delivery
options

Both options
fully self-
contained

Includes
operating
system,
software
application,
database, and
CLI

Cisco{il/&/




Enterprise Architecture

INTELLIGENT NETWORK ARCHITECTURE

Borderless Collaboration Data Centre

TelePresence®
Collaboration Apps
Unified Communications 4 _
Customer Collaboration Unified Fabric

Cloud Connect
Unified Access
Connected Industries

Management
& Policy
SP Integration

Secure-X ' |
Secure Access Threat Defence  App Visibility & Control  Cloud Sec

Smart Services OS /ASICs IPv6 SDN/API Systems Test

Cisco (f'l/&/
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Cisco Prime for IT Portfolio
INTELLIGENT NETWORK ARCHITECTURE

Prime Infrastructure * Prime Collaboration B Data Centre

Lifecycle Provisioning DatalCentreNetwork:
End-to-end lifecycle Deployment of services and Vianager:

management phones Management of virtual
Assurance Assurance resources (network, compute,
Unified network and user- Voice/video visibility and 2 _ ’
experience monitoring troubleshooting Netﬂ_OW Generation
Compliance Advanced Reporting Appliance

Service and usage reports Unified, cross-device flow
generation and export

Regulatory and best
practices

Prime Fulfillment

Q
=
(@)]
c
L
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()
=
S
[
j<5)
n
P
=
+—
=
Q
=

INETWOTKIAN A YSISIVIOGUIE

Richiinstrumentation for application-aware troubleshooting
etwork Registrar

Scalable DNS/DHCP and IP address management

Cisco ((V&/
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Cisco Prlme Collaboratlon

Improves Quallty of Expenence with Robust V0|Ce and Vldeo Management

= Gain real-time access to actionable = :
information for quick and easy =i y g
troubleshooting L= £

= Quickly isolate the root cause of service
degradation

= Solve problems pro-actively prior to
Impacting quality of service

.4 Improve quality of experience with intuitive troubleshooting workflows

'/, Reduce training costs with common user experience
Quickly isolate and fix problems, improving service availability

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Data Centre

Applrcatron V|S|b|||ty Troubleshootrng and Resource Management

= NAM: Deep, application-aware network visibility and granular
analytics to rapidly isolate and remediate problems and
Improve the user experience

= NetFlow Generation Appliance: Delivers NetFlow visibility to
support performance, planning, and security monitoring
requirements in high-throughput environments

= Data Centre Network Manager: Provides detailed
management of data centre resources S prime NGA

S| i e[S _JET“WT. )

L4 Improve service levels with complete end-to-end network visibility
'/, Simplify troubleshooting with normalised data from multiple sources

Reduce end-user and application downtime with lower TCO

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Cisco Prlme Infrastructure , ,
Integrated Wrred and ereless L|fecycle and Assurance Management

= Complete wired and wireless lifecycle e
management O
= Converged user and access management e T e e
= Configuration, change and compliance - T
management s N,
= Monitoring, troubleshooting and reporting e =_
[[ =

.4 Single pane of glass for wired and wireless management
'/, Lower TCO with intuitive user experience and workflows

Speeds troubleshooting, improves network availability

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Access 10 Cisco Knowledgebase

* Prime Infrastructure integrates with Cisco backend systems for increased visibility into
impact analysis

« PSIRT (Security Advisories) reports provide an analysis on which devices are impacted

based on: e s _—_—_____— mﬂm
Hard-Coded SNMP Co mmu ity N n Ciss d IEh rne t 3000 Series Swits abilif
= 12.2(52)SFE 111895(http://www.cisco. ,l ,'uﬁ,rp odu ,’p ; rity. dvlsnwﬂQHiﬁ OOSQD'}HZP h ml) Failed Failed
12.2(25)SEE2 [O Software NAT H.323 Vulnerability 112253(http J/ ols.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco
- version running on the device - gl
12.2(25)SEE2 ros Software NA'I' LDAP Vulnerability - 112253(http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
= 20110928-nat) Failed Passed
12.2(25)SEE2 IOS Sof Ftware NAT SIP Vul ability - 112253(http://tools. o.com/security/center/content/CiscoSecurity Advisory/cisco-
- How the device is configured i Sl o — :
g 2(25)SEE2Z Authentication Prox: nerability -
5 11047 E(http ,','www, cccccccc ,'enfusfp ccccccc /products_security _advisory091 86a0080af8132 shtml Y  Failed Passed

« EoX reports provide a lifecycle management analyS|s on the devices
- Shows devices that are or will be ‘End-of-Sales’ or ‘End-of-Support’
- Allows customers to budget for upcoming refresh

* One-Click access to related posts and discussions on Cisco Forums

* One-Click creation of TAC Case
- Device and SmartNet Contract # automatically populated
- Common supporting documents automatically forwarded to TAC ,
PP J y Cisco (( l/&/
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Cisco Prrme Infrastructure
One Management for Unrfred Access L

+ A single integrated solution that offers

Lifecycle

Assurance
Management

. Advanced
instrumentation
support (AVC,
NBAR2, etc.)

comprehensive lifecycle management
of wired and wireless access,
campus, and branch networks

Utilises rich performance data for
end-to-end network visibility to assure
application delivery and optimal end-
user experience

» End-user
experience visibility

« Proactive
monitoring

+ Real-time
troubleshooting

 Consolidation, convergence, Cisco® Advantage

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Management

. WiredN\l’irelesslBra
nch/WAN

. Integrated lifecycle

including
configuration,
SWIM, monitoring,

efc.

. Embedded best
pract‘rces

. PnP Deployment

Cisco ((V&/




Llfecycle Managementl

End-to-End Llfecycle Management

« Centralised Dlscovery, Inventory, Configuration
Management, SWIM, and Proactive/Reactive Monitoring i sl I T

» Accelerated Troubleshooting of Wired/Wireless
Infrastructure Issues

« Greater device coverage: 3850/5760 (including templates
and guided workflows), ASAs, I0S-XR and IDU

. |a@Eason

« Customisable out-of-the-box Cisco best practices and
validated design configuration templates for
wired/wireless devices

:;i‘
LERS

5 B Be Be e e B P P e e
i <z

YN EEEE

» Unified Access Management and Client Tracking

4 Support Cases | larm Browsar | Alarm Summary @ 1077 T 2 4 8219

 Infrastructure lifecycle reports
* Plug & Play for Automated Deployment
+ 3rd party device support

Cisco (('Vf:/

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved Cisco Public 19



Assurance I\/Ianagement

Appllcatlon V|5|b|||ty and End User Expenence

«  End-to-End V|S|b|||ty for Serwce-Aware Networkmg Top N Servers (in 9ns O @

- By applications, services and end-users

* Out-of-the-Box Support for Cisco Advanced Instrumentation

- Netflow, Flexible Netflow, AVC, NBAR, PA, Medianet, etc. *;;3 ——

« Simplified End-to-End Visibility for Faster Troubleshooting '

- Normalises, correlates and aggregates data sources

R S
[

* Automated Baselining with Dynamic Thresholds

« NBAR2 Custom Application Support

i [ wretess Trarme [l wirea Trame

Ric
[

*  Multi-NAM Management

« Service Health Dashboard

Cisco (M’/
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So Why Network Management

= Improved Operational Efficiency

= Simplify Technology Deployment

= Troubleshooting and Visibility (Single View)
= Automate Lifecycle Processes

= Be Proactive and Delegate

= Speed up Problem Resolution

= AND if you Don’t

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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When Co'ntr;cj)I:SyS'tA'ie_fr'nS .;Fail. -

Cisco (l'l/&/
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When Control Systems Fail

f

=S
e
=

LIl g
L

A

‘7‘ '

Cisco (fv&/
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Prime Plug and Play Gateway



What is Automation?

= Automation is the use of and to
reduce the need for human work in the production of goods and services

Cisco ((Vf;/
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‘Why Autbmét’io n? -

Efficient use of resources
Reduction in errors
Faster deployment
Consistency

Security

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco (f'l/f;/
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Why Zero-touch Provisioning?

Estimation that 80% of network downtime can be attributed to human error
Networks are getting more complex

Manual configuration is slow

People are expensive

Travel is expensive

Cisco ((Vf;/

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘When to Zerotouc h? o

Consistent Configuration
Reduce Deployment Time
Reduce Deployment Cost
= To Keep Your Job

= Allow for Innovation

BRKNMS-2661 ©2014 C

Reduce Onsite Skilled Support

isco and/or its affiliates. All rights reserved.

Cisco Public

Cisco ((Vf;/
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What are the Optlons’?

For Zero or Smgle Touch Deployments
= DHCP/TFTP Boot (Switches Only)

= Auto Smart Install

= Cisco Configuration Engine
= Cisco or Partner Customisation Services

* Plug and Play Gateway

Cisco (f'l/f;/
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Plug and Play OverVIeW

2. Bootstrap 3. Device requests
device configuration

Branch _

Location

1.Device is
installed

5. Configuration
loaded

(can be integrated in PI

ExternaInP Gatewa

2\ Prime
2/ Infrastructure

4. Configuration
provided

0. Device is pre-
deployed in
Prime Infrastructure

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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PnP Gateway for Internal Deployments
PnP Gateway in Prime Infrastructure b

= PnP Gateway integrated into Prime Infrastructure 2.x onwards

Branch Location Data Centre

(!--..-r ]
. Internal WAN

Remote ISR PnP Gateway

Prime
Infrastructure

Cisco (f'l/f;/
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PnP Gateway for Internet Deployments
PnP Gateway maDMZ el

= PnP Gateway in a DMZ for Prime Infrastructure 1.3 onwards
= A separate PnP gateway Server can be deployed on DMZ

= This allows Prime Infrastructure to now be exposed to the Internet

Branch Location Data Centre

https/443 tcp/61617

[!“'::: —

Remote
Router Internet : Prime Infrastructure

Cisco (f'l/f;/
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Steps to Get This Working

= Design
— Create Bootstrap Configuration Template
— Create Device Configuration Template
— Create Automated Deployment Profile
— Publish Automated Deployment Profile
= Deploy
— Deploy Automated Deployment Profile
= Operate
— Monitoring the Deployment Status
— Confirming the Device is being Managed

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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‘Steps to Get ThIS Worklng

Create Conflguratlon and Bootstrap TempJates

= Create Templates
— Bootstrap
— Configuration

BRKNMS-2661

{0 Home  Design ™ | Deploy ¥ Operate ¥ Report ¥  Administration ¥

Detail Dashp % Configuration Mobility Services
Configuration Templates _ Mobility Services Engines
Mesh Wireless Configuration Synchronize Services
Monitoring Configuration Synchronization History
| | Go Custom SNMP Templates High Awvailability
' ' . Automated Deployment Profiles Context Aware Notifications
¥ Management Tools Mobile Concierge \

Port Grouping
Site Map Design
Automatic Hierarchy Creation 1.
Endpoint-5ite Association 1
External Management Servers «

v

Cisco (f'l/f;/
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Configuration Templates

Templates

@

=

v || Features and Technologies

>

»

L3

L3

3

[ Security

|| Controlter

(| Network Analysis Module
| CLI Template
|53 Composite Templates
| My Templates

| Devices

| Discovered Templates

[ ooTB

| PnP
|5% PnP Bootstrap Device Type
|55 PnP Bootstrap

35 Boot_test

:‘_E- Org_1_TACACS_Server

%% QoS 2900 ISR

%5 Switch Basic Config

%% conf_g01

BRKNMS-2661

My lemplates > PnP

PnP Bootstrap

¥ Template Basic

*Name | PnP Bootstrap

Description | |

¥ Validation Criteria

*Device Type | Routers Q |

¥ Template Detail

Form View

Author | scotwill

Feature Category CLI

0S Version

e

ip host ${PnP_Gateway}.bnelab.cisco.com $PnP_IP

ip host ${PnP_Gateway}.bnelab.cisco.com $PnP_IP

cns trusted-server all-agents ${PnP_Gateway}.bnelab.cisco.com
cns trusted-server all-agents $PnP_Gateway

cns trusted-server all-agents $PnP_IP

cns id hardware-serial

cns id hardware-serial event

cns id hardware-serial image

cns config partial ${PnP_Gateway}.bnelab.cisco.com 80

cns event ${PnP_Gateway}.bnelab.cisco.com keepalive 120 2 reconnect-time 60

cns config initial ${PnP_Gateway}.bnelab.cisco.com 80
cns exec B0

Velocity

cns image server http://${PnP_Gateway}.bnelab.cisco.com/ens/HttpMsgDispatcher status http://${PnP_Gateway}.bnelab.cisco.com/cns/HttpMsgDispatcher

4 r >y

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco (f'l/f;/
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Bootstrap Template

Design — The Commands to Create Bootstrap Confrguratron

: CNS “call-home” configuration that is required for PnP
— Device ID is per device based on serial number
— Device TYPE is per device type unique identifier

ip host <PnP Gateway server fully qualified host name> <IP address>

ip host <PnP Gateway server short hostname> <PnP Gateway IP address>

cns trusted-server all-agents <PnP Gateway server fully qualified host name>

cns trusted-server all-agents <PnP Gateway server short host name>

cns trusted-server all-agents <PnP Gateway IP address>

<The Device ID or Device Type commands go here>

cns config partial <PnP Gateway server fully qualified host name> 80

cns event <PnP Gateway server fully qualified host name> keepalive 120 2 reconnect-time 60
cns config initial <PnP Gateway server fully qualified host name> 80

cns exec 80

cns image server http://<PnP Gateway server fully qualified host name>/cns/HttpMsgDispatcher
status http://<PnP Gateway server fully qualified host name>/cns/HttpMsgDispatcher

Device ID-based commands Device Type-based commands
cns id hardware-serial cns id udi

cns id hardware-serial event cns id udi event

cns id hardware-serial image cns id udi image

Cisco (f'l/f:/
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Device Template K
Design — Create Device Conflguratlon Template i ey e

] 0 e m e S > [ Security
| | » [ Controfier
- — hd i
@ Template Basic » 5 Network Analysis Module
[ Features and Technologies *Name | Switch Basic Config Athor [S0 = 1 Template
v [ Security Description | | Feature Category CLI —
» || Controfier
— * || My Templates
» [ | Network Analysis Module N . . .
_ ¥ Validation Criteria * || Devices
v [ CF Template =

|5 Composite Tem plates

| My Templates

= Devices

*Device Type | Switches and Hubs

O]

* Template Detail

0S Version I:

k

k

-

[ Discovered Templates

| OOTB
= PnP
EE- PrP Bootstrap Device Type

» | Discovered Templates Form View
» || DOTB =

— hostname This is now Mine - PI is taking over U5k PrP Bootstrap
* [ PoP username admin privilege 15 secret cisco,123 |55 Boot_test

Eﬁ PrP Bootstrap Device Type

|5% PnP Bootstrap
|3 Boot_test
fﬁ- Org_1_TACACS_Server
|35 QoS 2900 ISR

|5 conf_g01

BRKNMS-2661

clock timezone +AEST 10

no ip domain-lookup

ip domain-name bnelab.cisco.com
spanning-tree mode rapid-pvst
logging trap debugging

logging 10.66.236.49

snmp=server community public RO
snmp=server community private RW
snmp=server host 10.66.236.49 public
ntp server 10.66.236.1

line vty 0 4

login local

line vty 5 15

login local

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

_ilﬁ- Org_1_TACACS Server
% QoS 2900 1SR
|35 Switch Basic Config

%% conf_gO1

Cisco ((Vf:/
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Plug and Play Proflle
Design — Create Plug and Play Proflle

Automated Deployment Profiles

70t Home Design ¥ éDepon ¥  Operate ¥ Report ¥  Adm

Dashboards 4% Configuration Mobility Servic Automated Deployment PnP Profile

Feature Design Mobility Services = 7| E= ¥ v Profile Basic
CleanAir Monitor Configuration Synchronize Serv ff PrP Profile % “Name [ 2951 Rovier | ¢ |

Configuration Groups Synchronization |~ [ PnP Profiles

| Shared Policy Objects High Availability 3% 2951 Router Description | |
Wireless Configuration = Context Aware N 55 LAB-Switch
Custom SNMP Templates Mobile Concierge ~ Validation Criteria

ity: 4 ﬁ Plug and Play Profiles Device Type | Cisco 2951 Integrated Servi.. & |<—I

!B Management Tools

Port Grouping * Profile Detail
Site Map Design Bootstrap Template | PnP Bootstrap Device Type @ |%

Automatic Hierarchy Creation
Endpoint-Site Association

External Management Servers = : Image Location | flasho: | %

B .
Network Services
s Configuration Template |c0nf_gi}1 (] |%

Software Image |c2951-univ\ersalk9-mz.SPﬁ..._ [~] |;

T

| Cancel |

Cisco ((Vf:/
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Plug and Play Proflle
Design — Publlsh and Deploy the Automated Deployment Proflte

PnP Profiles
2951 Router

* Profile Basic

*Mame 2951 Router

Description |

* Validation Criteria

Device Type | Multiple selections S |
* Profile Detail
Bootstrap Template | PnP Bootstrap Device Type @ |
Software Image |c295l-universalkg-mz.SPA..._ [ |
Image Location | flasho: | G
Configuration Template | conf_g01 Q]
m | Save as New PnP Profile | | Cancel | | Publish

Deploy

BRKNMS-2661

© 2014 Cisco and/or its affiliates.

All rights reserved.

PnP Profiles
2951 Router

* Profile Basic
*Name 2951 Router

Description |

* Validation Criteria

Device Type | Multiple selections

o]

* Profile Detail

Bootstrap Template | PnP Bootstrap Device Type

S|

Software Image | €2951-universalk9-mz.5PA....

o]

Image Location | flasho:

| @

Configuration Template |conf_gt}1

O]

m [ Save as New PnP Profile | [ Cancel |

Cisco Public

[ unPublish | Deptwg

Cisco ((Vf:/
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Plug and Play Proflle

Deploy — Create DeV|ce PrOV|S|on|ng Proflles

Device Provisioning Profiles x
Selected 0 | Total 0 &

o= Add Edit Delete (gl Export Bootstrap (g TFTP Email Bootstrap 3 Show | All '|| %

O Description Device Type Device Id Deployment Pin
Mo data available

= Add a new device to be provisioned

Cisco ((Vf:/
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Plug and Play Proflle

Deploy — Create DeV|ce PrOV|S|on|ng Proflles

PnP PreProvisioning Details

*Name | Test 2951 Description

Device Selection Parameters

Device Id ¥ | Fpx12421FCV TyPe  Routers/Cis,

Management Parameters

IP Address | 10.66.236.88

* SNMP Parameters

verion [ : T = s
wcommuny

¥ CLI Parameters

Profile Parameters
~ Bootstrap Template Properties

*PnP Gateway Host Name | bne-pi-pnp.bnelab.cisco.com

*PnP Gateway IP Address | 10.66.236.25

* Configuration Template Properties

*desc | uplink to core |

*g0tipacd [ 172.16.55.2 | Protocal | TELNET T

¥ Image Properties

Image Location @ ‘ flasho: l m |m

Cisco ((Vf:/
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Erase Flash O
Continue On Image Failure["]
Activate Image




Plug and Play Profile

Deploy — Plug and Play Profiles

70} Home Design ¥ Deploy ¥ Operate ¥ Report ¥

iil Dashboards & configuration Deployment

Configuration Tasks

Monitoring Deployment

- Scheduled Configuration Tasks

B 2 Plug and Play Profiles
Controller Deployment

CleanAir Context Awal

@ Software D{ Device Provisioning Profiles x

- Selected 0 | Total 2 Y}»
bility: 4 Total Unreachable Device Count: ©&

- Export Bootstrap o= Add Edit Delete  Bootstrap Configuration Email Pin Show | All v| 3

[J Name Description Device Type Device Id Deployment Pin Pre-provisioned on
[0 3945PNP Routers/Cisco 2900 S... FGL12345678 1391753524238 2014-Feb-07 16:12:04 EST

O 2951_pnP Routers/Cisco 2900 S... FGL150412JX 1390191558639 2014-Jan-20 14:19:18 EST
= TFTP Bootstrap - /

= Email Bootstrap
= Email PIN =3

Cisco (f'l/f;/
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Sis

I\/Ionltorlng the Deployment

‘ot Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥
Yashboards E&@ Monitoring Dashboards di Maps
Overview Google Earth Maps
CleanAir Context Aware Mine Incidents ‘% Container Services
Performance Services Catalogue
Detail Dashboards Deployed Services
B Device Work Center ¥& Applications and Services
Discovery Application Server Management
Availability: 4 Total Unreacha Configuration Archives £ Operational Tools |
Software Image Management Application Troubleshooting
Image Dashboard Mediatrace
Plug and Pla . Status Device Resource Estimation
Network Audit Packet Capture ¥
&, Alarms & Events edia Streams
@, Clients and Users Wireless »

& Mobility Work Center

@ Device Work Center | Plug and Play Status

Delete
[] Device Id Device Type
O FGL1504123X N/A
O FGL12345678 N/A

BRKNMS-2661

Matched Profile Name
Test_2951
Test_2951

Pre-provisioning Name
2951_PnP
3945PNP

© 2014 Cisco and/or its affiliates. All rights reserved.

Selected 0 | Total 2 \g%

Show | All

vl ‘s

Current Status
Bootstrap response sent
Bootstrap response sent

Cisco Public

Cisco ((Vf:/
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7 Lyas

Monitoring the Deployment

Operate — Conflrmlng the DeV|ce is belng I\/Ia.naged

= Device added to Work Centre ...

= Collection Status

Device Group > ALL
ALL

Edit Delete

Device Name
2951-Branch
2951-HQ

77 Home Design ¥ Deploy ¥ Operate ¥ Report ¥  Administration ¥  Workflows ¥

E Monitoring Dashboards dl Maps

Overview Google Earth Maps
CleanAir Context Aware Mine Incidents Ei Container Services

Performance Services Catalogue
Detail Dashboards Deployed Services

i Device Work Center ®8 Applications and Services
Discovery Application Server Management

y: 4 Total Unreachable Device Cour Configuration Archives Operational Tools

Software Image Management
Image Dashboard

Application Troubleshooting

Mediatrace
Plug and PIa‘f Status Device Resource Estimation
Network Audit Packet Capture
r
Selected 0 | Total 25 &% i3}
Sync ), Groups & Sites v = ©= Add Device g Bulk Import I_v?Export Device Show | All "|| ;3
« Reachability = IP Address/DNS Device Type Admin Status Inventory Collection Status | Last Successful Col... = Software Version
10.66.236.243 Cisco 2951 Integrated ... Managed Synchronizing February 6, 2014 1...  15.3(2)T
10.66.236.242 Cisco 2951 Integrated ... Managed Completed February 6, 2014 1... 15.3(2)T

BRKNMS-2661

© 2014 Cisco and/or its affiliates. All rights reserved.
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Plug -N- Play Optlons Wlth Prlme

No CLI Skl||S are needed for these optlons

=r1=8 Cisco Integrated Customised Services (CICS) which loads a
«@ custom factory config in the ISR and is available for all ISRs

USB stick to bootstrap the ISR

CCP Express (GUI that optionally comes with the ISR)

. Cisco Prime PnP Application (PC and for iPhone/iPad)

Cisco (f'l/f;/

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



1

Plug-n- Play Wlth CICS

Cisco Integrated Customlsau()n Serwces

CISCO1921/K9

Configuration Summary View Full Sumenary cisi

O Option Search

@ Region/ Country specification
Select Country (Optional) v

Ciick links below fo configure

Software 2
3 Tec Packs

10S Technology Package Licenses Click CICS 0ptm

ADSL Firmware Options

When ordering with CCW,
select the CICS options

BRKNMS-2661

0(69( 12345 Change
Purchase Order 2* 98765 Change
Web Order 10 2 - 50264430

@ Expod :)5?3'53567{@{-4? vl 9 Emy

ltems Discounts Shipping and lnstall Ballang Review and Submat

4 Federal Government

3 Service Preferences

Add Product lem Find Progest ¢'Subscripbons
: — = —  Click Attach

Part £ ary:* impod 3 Saved Coofiguraton [Emach Tempute Template
7 Hardware, Software and Services P.0. Line Reference Lead Time
7. @ 10 Qsco1921x9 f— = 21 days

C1921 Modular Router, 2 GE, 2 EHWIC siols. S120RAM. 1P Base

Attach a template to this ISR (or to multiples ISRs) This template
would include the CNS commands, for example:

Router # ip host PnP 10.1.3.99
Router # cns config initial 10.1.3.99 443
Router # cns config partial 10.1.3.99 443
Router # cns id hardware-serial
Router # cns id hardware-serial event
Router # cns id hardware-serial image
Router ﬁ cns event PnP keepalive 60 3 R /
Router cns exec 80 .
Clsco(l %4
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R /. cilable for all ISRs B ng

CICS Based Plug n- Play

Zero-touch conflguratlon for the mstaller (CISCO Integrated Cu'__,tomlsatlon Serwces)

Branch Location

https

S

Remetti"lS“R v

—

: M
: PnP Prime
1 | WAN (MPLS/Internet) ~ : Gateway '”fraistr“Ct“re
I I :----‘---------: I I
| I I I I
I 1) Installer calls the NOC admin and requests activation for the ISR Serial number with; Plug-n-Play |
I - . >
I |
I 2) Installer connects the ISR I
>i I I
| 3) The ISR boots from CNS config and connects to the PnP | I |
I Gateway and ask for its config based on its serial number r
I - >| 4) PnP Gateway gets the ISR full config from Prime Infrastructure
| i
l o € :
| |<5) ISR downloads its config | |
1 1 1 |

Cisco ((Vf;/
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‘USB Based Plug n- Play

B Available for all ISRs with CVO 1
1 (most 800/1900) and ZTD (2900)

This optlon requwes the CVO or ZTD factory conflguratlon When orderlng

Branch Location

|
|
| 1) Installer calls the NOC admin and requests activation for the ISR Serial number with Plug-n-Play

y https

[!"":e

Remo'ie ISR @

ST -

ISP Network (MPLS/
Internet)

DMZ

Network Operations Centre

S —

p -
Prime
Infrastructure

! 2) Installer connects the ISR

| 3) Installer inserts USB which contains the CNS bootstrap commands

I 4) The ISR boot from CNS config on USB and connects to the PnP

| Gateway and ask for its config based on its serial number

BRKNMS-2661

: 2 ISR downloads its config

| |

| |

' |

I I
5) PnP Gateway gets the ISR full config from Prime
Infrastructure

© 2014 Cisco and/or its affiliates. All rights reserved.
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Avallable for all ISRs and Switches.
Windows PC and iPhone/iPad |

Console Appllcatlon Based Plug n'PIay

Branch Location

e

.I EEN ... -.;5"
= PnP § ” &= "*'%
| |

A

2bh . - Remcl)te ISR Radius or

Infrastructure
. Coabe. 1 ISP Network e . or DES/OTP
caple . (MPLS/ Internet) . I

th|onally, the — | 1,2) Installer cgnnects the console cable ISR to PnP App (PC), Installer enter PIN and clicks “install”
installer could have [ &. 1

downloadgd thg I3) PnP App reads serial number or the ISR through the console I
configuration prior | )I : i |

to getting on site,
therefor not
requiring 3G live | | | 5) PnP Gateway validates the credentials of the installer
connection to the
PnP Gateway

14) PnP App requests the bootstrap config for that router through the 3G connection |

| I 5
I I 6) PnP Gateway registers the Seriallnumber of that device and
. ets the ISR bootstrap config from Prime Infrastructure

7)PnP App receives the boot config (WAN + CNS) from PnP Server an puts it in the ISR through the console
| | | :
| 9) ISR connects to PnP Gateway using CNS and request its full config

: > Cisco (f'l/f;/
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© Plug-N-Play Workflow Summary

Pre-Provisioning . Installation
= Network administrator creates the \ = |nstaller connects the device in its
device PNP automated deployment \ final location
template in Prime Infrastructure \ L
\ = Installer starts the provisioning by
= Administrator specifies the name of \ entering the device PIN. PnP App

the device, desired configuration and
image, and optionally the device
serial number and a bootstrap
configuration

A deployment PIN number is
generated and emailed to the
installer

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved.

will register the device serial
number using the deployment PIN
with PnP Gateway

PnP App bootstraps the device

Installer monitors the deployment
status

Cisco (('V&/
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-Deployment Appllcatlons
Windows PC |Pad or |Phone Andr0|d (future)

= PC Application

— Works with micro USB console port or a regular console port with a serial-to-USB
adaptor.

— Works with any IOS device with a console port

= iPad and iPhone Application
— Requires a special cable (http://www.redpark.com/c2rj45.html)
— Works with any IOS device with a console port

Cisco (f'l/f;/
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Deployment Appli cat|onWIndOws A

The PnP Deployment application screen shot showing the different
configuration option.

| £/ Cisco Deployment Application

[Conﬁgurel Logs Help

Overview

Deploy server Configuration

Saved Configurations

Exit

Cisco (f'l/f;/
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‘Deploymen t A p pli Cat i n-PI Conﬁ gur aﬁ,bn o

The Configure->"Deploy Server Configuration” is used to configure the PnP
Gateway Server (Standalone or Pl Integrated) and Pl User credentials

—— =

. s

— —
<, Cisco Deployment Applicaﬁon‘

|| Cisco Prime Infrastructure and PnP Gateway Configuration

Configure Logs Help

Device is
Connected.

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco Prime PnP Gateway

Configure the Cisco Primme PnP Gateway server. The server address could be
Cisco Prime server or Cisco Prime Gateway (In case the gateway is deployed
as standalone server) address; Make sure to use the address on which the SSL
certificate is obtained

Server Address *: bgl-dt-ncs-vmé-70

PNP HTTPS Port

Cisco Prime Infrastructure

Configure the Cisco Prime Infrastructure server authentication details. Cisco
Prime Infrastructure authenticates the Cisco PnP Gateway using these
credentials when downloading a bootstrap configuration.

Username *: root

Password *: sscccse

Save the configurations

[¥] save the login credentials and settings.

H Save ]

Test Connection [ Reset

Cisco ((Vf:/



Deployment Application - Saved Configuration -

The Configure->"Saved Configuration” is used to view all the downloaded
bootstrap configuration in the Deployment Application.

'isco Deployment R;plimﬁor“ﬁ‘

Configure Logs Help

Downloaded/Imported Configuration

Below are the bootstrap configurations which were downloaded or impor

evice name evice
PNP 152 IFGL162426EB

Import Configuration

B — Z CiSCO(inI/
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Deployment Appllcatlon Password Entry

|| Cisco Deployment Application

Configure Logs Help

Deployment Progress

— X

p
| £ Cisco Deployment Applicatio

ISR-G2 device is connected to port COM14
Connected successfully to the device through COM14
Trying to login into the device using default username and password.

=SS N
N4

Device Login
A login attempt to the device using default username
and password was failed.

If the device is configured with custom usernarme and
password, then provide those login credentials. If the
username does not have appropriate privilege, then
provide the enable password as well,

Username *: |
Password *:

Enable Password :

* Indicates a mandatory field,

\_k::

The Deployment App tries to Iogln Wlth default user and password for

factory default devices

If defaults denied then it prompts the user to these details

Cisco ((Vf:/
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Deployment Application - PIN Entry

_
| £:| Cisco Deployment Application

Configure Logs Help

Deployment Progress

Starting the deployment using custom login credentials.
ISR-G2 device is connected to port COM14

Connected successfully to the device through COM14

Logging into the device using custom username and password
Device login successful

Device serial id is FGL154124DX

Device Product group is CISCO1941W-4/K
Contacting deployment server to downlo

thinilne
.(CISCG‘"

configuration

” -
Cisco Deployment Application u

Enter PIN ™

| ok || cancel |

The Screen shows the screen shot for entering the PIN for deployment.

BRKNMS-2661

© 2014 Cisco and/or its affiliates. All rights reserved.
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Deployment Application - Device Deployment

Colials, v .
‘ﬂ“ Srome Cougn v Deploy * Opite ¥ Report ¥ Adneniraon ¥ P 0 9.

R ) L S5t
Astomatod Deployment Status Coso Daploveant Apoicases

it o .
st e 2 row [ 1%

ISR A2 devi e s Come Tod Lo guwt COMY

Comewxtod s cemiully Lo the device through COMT
Logaue) o£e Ihe deve e wuryg del sl unerssive sod posvword
Dwvice bogey s cevsdid

Devior werial o 12 16247500
Device Praduct grovg s CISCOIWS 1Y
Comd o ing deplayrrerd server Lo

Walting I 7 awntes
Logged out froes the S ' otis corf'Qu ston to dowrioad (2% seconds slapsed)

Crco Ceployment Appicaton —_——
ﬁ Thelln de Ted On p M de "
e ]

St Support Caans | Sam Bowse AewSaney Q0 70

The Screen shot shows the device deployment successfully completed

Cisco ((Vf;/

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



Deployment Application — iPhone

= Configuration Plug and Play Deployment ©

= Two Deployment Options
1. Pre-specified
2. PIN onsite

w...  ATET LTE 10:25 AM

Server Settings

Cisco Prime PnP Gateway

Address 192.168.116.71
Https Port 443
Cisco Prime Infrastructure
Username root

Password eesssssse

| ‘I/I Download

Test Connection

Clear Trusted Server Cache

Email Support Logs
Cisco (f Vf;/
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10:59 AM

Downloads

Gloria's sweet shop
@ Status: Cancelled
Device SID: FTX1239Y0L.J

demo-pnp
@ Sstatus: Deployed
Device SID: FTX1239Y0LJ

Delete Deployed

e

Downloads

1 Device Serlal Number pre-specified in Prime Infrastructure

wi._ ATET LTE 10:25 AM

o .
Downloads  Gloria's sweet shop

Device Name Gloria's sweet shop

Device ID FTX1239Y0LJ
Status Cancelled
Deployed 2/5/13, 3:22 PM
Created 11/28/12, 9:02 AM
Source Manual Import
Deployment Log >

Start Deployment

~

Downloads

Sis

ATST LTE 10:25 AM
Deployment in progress
Logging in to device
lf— OFF ) Show deployment log
Running Logging in to device

Identifying device
Determining bootstrap
Deploying bootstrap
Waiting for CNS
Lagging out

[ Cancel Deployment J

2. Bootstrap Configuration downloaded to iPhone application

 ATET LTE 10:26 AM

Deployment in progress
Logging in to device

m ) Show deployment log

Deployment in progress. To ensure serial
connectivity please ensure this app
remains in the foreground until the end of
the deployment

Starting device deployment

Attempting to login to device

== "l

<==‘rnleonardo-vpn line 0 \r\n\rin%e
Password expiration warning.\rin-----------

fffffffffff ‘i wrnCisco Router and
Security Device Manager (SDM) Is installed
on this device and \r\nit provides the
default username "cisco" for one-time
use. If you have already ‘rnused the
usemame "cisco" to login to the router and
your 10S image supports the \r\n"one-
time" user option, then this username has
already expired. You will not be ‘rinable to
login to the router with this username after
you exit this session.\rin \rinlt is strongly
suqgested that vou create a new usemame

Cancel Deployment J

Cisco (f'l/f;/
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Deployment Appllcat|on — |Phone

Option 2 — Deploy via PIN on5|te

T LTE 10:25 AM 79% () ... ATET LTE 10:25 AM ] w... ATET LTE 10:26 AM
Deployment in progress Deployment in progress
Logging in to device Logging in to device

Back Download Bootstrap

Enter PIN '| .’: OFF | Show deployment log m_\} Show deployment log
Running Logging in to device Deployment in progress. To ensure serial
\ \dentitving devi connectivity please ensure this app
Start Download entifying device remains in the foreground until the end of
Determining bootstrap the deployment
Deploying bootstrap Starting device deployment
- Attempting to login to device
Waiting for CNS — \rﬂ", 9 al v
Logging out <==‘finleonardo-vpn line 0 \rin\rin%e
Password expiration warning.\n------—----
—

——————————— whn wrnCisco Router and
Security Device Manager (SDM) is installed
on this device and \r\nit provides the
default username "cisco" for one-time
use. If you have already ‘r\nused the
usemame "cisco" to login to the router and
your 108 image supports the \r\n"one-
time" user option, then this username has
already expired. You will not be \rinable to
login to the router with this username after
you exit this session.\rin \rnlt is strangly
sugaested that vou create a new usermmame

[ Cancel Deployment J [ Cancel Deployment J

1. User is prompted for PIN for that location/device site

2. PnP App reads the Device Serial Number through the console cable and registers it in
Prime Infrastructure via 3G, VPN or other Clsco(ll/f
’
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Deploymént Appli catlon ~ iPad

11:24 AM

Plug and Play Deployment

Server Settings

Cisco Prime PnP Gateway
Address pnp.cloudstore.co_nz
Https Port 443

Cisco Prime Infrastructure
Username ool

Password sssssssse
Download
Test Connection

Clear Trusted Server Cache

Email Support Logs

Cisco {f'l/&/
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oo

Deployment Application - iPad _

e 1941-p3-vi-al

Device Name 1941-p3-v1-al
Delete Deployed

Device ID FGL1550218A
Deployed Mot attempled
Created 11/8/12, 11:22 AM
Source cloudstore.co.nz
Deployment Log >

Start Deployment

a — oA
Downloads
ciscollVC,
BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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B A\ ailable for all ISRs

‘Plug-n- Play W|th CCP Express
GUI that opt|onally comes vvlth the ISR

Branch Lgcatlon Ethermnet y Network Operations
¥ erne ____'3':._' - = ntr
* cable e Centre
gqEEEEE QN p "
: CCP Remote ISR @
E . _
han//E)OrS?Osl | | ISP Network Gateway Prime
LT T : (MPLS/ Internet) ! Infrastiucture

: 1) Installer calls the NOC admin and requests activation for the ISR Serial number with Plug-n-Play

I 2) Installer connects the PC to'the ISR’s LAN port

|

I I i |
I 3) Installer goes to http://10.10.10.1 on the PC |
I 4) Installer enters WAN config;(Eth, DSL, 3G, etc) |
|

|

|

5) Installer enters CNS server (PnP Gateway) IP address in the respective tab

1
I 6) ISR connects to PnP Gateway and requests its config based on lits serial number

1 T :
| | I 7) PnP Gateway gets the ISR full config from Prime
I I Hl 1

I 8) ISR downloads its config I |

€ : Cisco ((Vf;/
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http://10.10.10.1/

GUI that optlonally comes vvlth the ISR

= Configure Interface SIS O

Interfaces DHCPIDNS! User Management  Static routing DashBoard 1
Hostname
= Configure CNS
ADD Loopback ADD VLAN EDIT DELETE
IPvE Admin Operational
Ipv4 Address I
FasztEthernetd unassigned i -
Edit FastEthernet4 Interface x
[
FastEthernet1 unassigned
[ : ©
ek e S = FastEthernet2 unassigned = IPv4 address
Interfaces DHCP/DNS! User Management  Static routing DashBoard
FIESIENE FastEthernetd unassigned
Type DHCP IP [=]
T HostName:

Enable NAT:

CNS Server Hostname
CNS Server IP Address
D Enable Image Update Service

Apply Remove CNS Configuration

¥ IPvG address
NOTE: If the server IP Address is not specified, CNS Server requires the fully qualified hostr and the host to be resolvable in DNS.

Cisco ((Vf;/
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Summary: o

= PnP Gateway server embedded in Pl server (2.x and above)
= Standalone PnP Gateway server available (1.2.x and above)
= A Windows based application for Bootstrap/Config

= A iPhone/iPad application for Bootstrap

BRKNMS-2661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Tip 1 — iIPhone App and Toolbar



Prime Infrastructure |Phhone App

w_Telstra & 4:38 PM 100%

.. Devices
Free application on Apple

ITunes >4 Devices & %

1 >
. 1 3 Unreachable
= Provides network management = & 2951-Branch
Su m mary : Routers
= Home screen displays top-level o Janps S o
view including alarms ~ I
. . . . 3750-HQD
= List view of device inventory =P 10.66.236.241
~ Sites 3 7' Switches and Hubs
= Device list filtering capability @ 2Wih Criical Alarms 5645-FW.brelab.cisco.com
[."';""“ﬂ 10.100.255.103 - -
= Routers
X Clients & Users
"L 6 Associated ’ =, ASR-Test

[! "‘ﬂ 10.66.236.253

Cisco (( l/&/
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Prime Infr as_ttr.uc;tu:r'v_e'i Pho n eAp P | f

mil ATET 7 4:38 PM w__Telstra 4:36 PM > 100% =
Back Alarm Switch down
= Alarm browser arms . 10.66.236.22 e
= Annotate Alarms Slanature sttack Switch down X
° WLAN Controller sjc14-wl-wlc2/171.71.128.7
Unacknowledged 10.66.236.22
Unack ledged
= Acknowledge Alarms Siamature attack R
ignature attac
. ° WLAN Controller sjc14-wl-wlc2/171.71.128.7
= ASSlgn Alarm Owner Unacknowledged Owned By V4
Category Switches and Hubs
; Interferer Security Traps ; :
- Display N .66.236.
NOtIfy Others Of Alarm ° AP SJC14-42B-MON1, Interface 802.11a/n Isplay NamoSwitchRiS e
Unacknowledged Last Updated December 18, 2012 4:33:11 P
Description Device '10.66.236.22' is unrea
Too many user unsuccessful lo... chable.
o WLAN Controller sjc14-wl-wic2/171.71.128.1 " .
Unacknowledged Associated Device

WLAN Controller sjc14-wl-wlc3/171.71.128."
Unacknowledged

Annotate Notify

Cisco ((Vf;/
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Prime Infrastructure iPhone App .
= — = Top4:3561P)N¢Iavices

Cisco Prime Done

= Limited Reporting by CPU
= Alarm Report 1
22 A
= Alarms by Site l‘.l.l.l -
TH . evices wi arms ites wi arms 3
= CPU Utilisation . e Sheewi A N
= Memory Utilisation 41

12 4 g §

Devices by CPU Devices by Memory § E s

8 ® g “‘é

4 1 @, o o

24 & S = & @

2 5 £ F &
N

@ Max(%) @ Avg(%) @ Min(%)

Cisco ("/f:/
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“Prime Infrastructure iPhone App.

Back BNE-6500.bnelab.ci A

No SIM = 8:46 PM

= Can view list of clients on the Back Clients & Users
network

= Client list filtering capability
Clients
= Filter based on user-defined ® Associated

criteria O With Problems =
ik | — . S 60
= Device specific reports OK™ " Remove Filter £
=)
L 44:d3:ca:7b:47:d3 (; 40
E:

00:0e:0e:01:01:05 W

11:00 12:00 13:00 14:00 15:00 16:00

B

-L ¢8:9¢:1d:92:aa:36

Showing 12 of 12 users

Cisco ((Vf:/
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Prime Infrastructure Toolbar

»  Sewver bnelab-pi <[ &3 @ % Updates @ @ AamSummay @ 19 W 2 A2 0 B - - + Search Devices o @

R \ | J \ y J
= Update Status Readily Search for

devices and alarms

Connectivity Status
to Pl Server

= At-a-glance, exception-based status — Devices unreachable, clients and sites
with issues, active alarms

= Instant search for devices or alarms
= Contextual quick launch directly into Prime Infrastructure

» Live software update notifications — new device support, configuration templates,
compliance rules, upgrades, etc.

Cisco (f'l/f:/
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Cisco (M’/

Tip 2 — Performing Disk Cleanup



Performi ng Dis k Cl eanu|o

Error Message

The system is running low on diskspace, please refer to online help to perform disk

cleanup.

Run “ncs cleanup”

ssh admin@10.66.236.49
admin@10.66.236.49's password:
Last login: Thu Dec 20 07:37:04 2012 from mycomputer

bnelab-pi/admin# ncs cleanup

The system is running low on diskspace,
please refer to online help to perform disk
cleanup.

Cisco ((Vf:/




. - o 2 5 SO S % T

WARNING

The clean up can remove all files located in the backup staging directory. ] War n i n
Older log files will be removed and other types of older debug information g

will be removed

Do you wish to continue? ([NO]/yes) yes

= Selective Cleanup
nmn DATABASE CLEANUP WARNING nmn
Cleaning up database will stop the server while the cleanup is performed. - Datab ase O n Iy

The operation can take several minutes to complete

Do you wish to cleanup database? ([NO]/yes) yes - U Ser Local O n Iy

i USER LOCAL DISK WARNING fm Both

Cleaning user local disk will remove all locally saved reports, locally
backed up device configurations. All files in the local FTP and TFTP
directories will be removed.

Do you wish to cleanup user local disk? ([NO]/yes) yes

Starting Cleanup: Thu Dec 20 12:18:06 EST 2012

{Thu Dec 20 12:20:31 EST 2012} Removing all files in backup staging directory
{Thu Dec 20 12:20:31 EST 2012} Removing all Matlab core related files

{Thu Dec 20 12:20:31 EST 2012} Removing all older log files

{Thu Dec 20 12:20:40 EST 2012} Cleaning older archive logs

{Thu Dec 20 12:20:43 EST 2012} Cleaning database backup and all archive logs
{Thu Dec 20 12:20:43 EST 2012} Removing all user local disk files

{Thu Dec 20 12:21:26 EST 2012} Cleaning database

{Thu Dec 20 12:21:56 EST 2012} Stopping server

{Thu Dec 20 12:24:50 EST 2012} Not all server processes stop. Attempting to stop remaining
{Thu Dec 20 12:24:50 EST 2012} Stopping database

{Thu Dec 20 12:24:53 EST 2012} Starting database

{Thu Dec 20 12:25:21 EST 2012} Starting database clean

{Thu Dec 20 12:42:00 EST 2012} Completed database clean

{Thu Dec 20 12:42:00 EST 2012} Stopping database

{Thu Dec 20 12:43:00 EST 2012} Starting server

Completed Cleanup

LJ
Start Time: Thu Dec 20 12:18:06 EST 2012 - ( /
Completed Time: Thu Dec 20 12:57:10 EST 2012 CISCO {J
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Tip 3 — Troubleshooting PnP Gateway



PNP Gateway Troubleshooting Tips
Integrated PnP 'Ga‘teway e TR e SO e R

th 113

= PNP Gateway Start, Stop and Status are automatically done as part of the “ncs start”, “ncs stop” or “ncs status”
from the admin user

= PNP Enable and Disable used for enabling and disabling of PnP on Pl Server is available in “ncs _pnp-gateyva%_
enable” and “ncs pnp-gateway disable”. By default PnP is enabled on PI Integrated server. Enabling and disabling
of PnP would require a restart of Pl Server for the changes to take effect.

= PnP Image properties can be obtained by using the “ncs pnp-gateway property image” from the Admin user.

= Modification of image properties can done using the “ncs pnp-gateway modify image <timeout_type> <timeout
value>" command.

= The PnP Log level can be modified from “Administration > Logging > General Logging Options” and modify the
level for “pnpgateway”.

= The PnP logs will be generated in /opt/CSCOIlumos/logs directory (shell)
— pnp_gateway_cns.log :- CNS Gateway logs
— pnp_gateway image.log :- Image update logs
— pnp_gateway.log :- Config, Resource and common logs.

Cisco ((Vf;/
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PNP Gateway General Troubleshootlng Tlps
Check the PnP Gateway IS Worklng - :

= Check that PnP Gateway is functioning from Web Browser:
— Using the Url https://<PNP IP>/cns/Resourcelnit?name=port
— Eg https://10.66.236.26/cns/Resourcelnit?name=port

— The URL shows The list of ports that are up(plain text and SSL ports) and Number of devices connected to
each ports with device id PNP and Device Connection status

———————— cnsGateway Resource --------
Total plain-text connection : 2

Port number : 11013 Total connection : 0 Connected Device list

Port number : 11015 Total connection : 2 Connected Device list
CAT0943R27H,FGL150412JUﬁ§§§

Port number : 11017 Total connection : 0 Connected Device list

Cisco ((Vf:/
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PNP Gateway General Troubleshootlng Tlps
Check the DeV|ce 5 Worklng

= Execute show chns event connectlons on Dewce |n exec mode

Router#show cns event connections

The currently configured primary event gateway:
hostname is bne-pi-pnp.bnelab.cisco.com.
port number is 11015.
encryption is disabled.

Event-Id is FGL150412JU $====

Keepalive setting:
keepalive timeout is 120.
keepalive retry count is 2.

Connection status:
Connection Established .=

The currently configured backup event gateway:
none.

The currently connected event gateway:
hostname is bne-pi-pnp.bnelab.cisco.com.
port number is 11015. ¢ummm /
encryption is disabled. ;
P Cisco (f %4
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PNP Gateway General Troubleshooting Tips
Check the Device is Working

= To debug further on device enable the cns debug logs
Router# debug cns all

Router# sh log

*Mar 6 18:59:17.526: CNS-Trans: ctwr.ok=2881A14

*Mar 6 18:59:17.526: CNS Event Connection: msg=0x0 17 bytes from gateway
*Mar 6 18:59:17.526: CNS Event Connection: total len=17 nbytes=17
02912150: 00000011 - ce

02912160: 000BO0OO6 00020008 00020001 00  .............

*Mar 6 19:00:34.197: CNS Config Initial: connection timer event

*Mar 6 19:00:34.197: CNS http 1.0: http request-URI length=0x36, http request-
URI=/cns/config.asp?DeviceID=FGL150412JU&cnsPassword=

*Mar 6 19:00:34.197: CNS http 1.0: Attempting http connection to bne-pi-
pnp.bnelab.cisco.com, encrypt = 0

*Mar 6 19:00:34.197: CNS-Trans: ctop.184.host=bne-pi-pnp.bnelab.cisco.com

*Mar 6 19:00:34.197: CNS-Trans: ctop.184.v4.£fd=0

*Mar 6 19:00:34.197: CNS-Trans: ctop.184.0k=144CFD5C

*Mar 6 19:00:34.197: CNS-Trans: _ctco.ok=144CFD5C

*Mar 6 19:00:34.197: CNS message: Curdata not at end of blk

*Mar 6 19:00:34.197: CNS-Trans: ctwr.ok=144CFD5C

*Mar 6 19:00:34.197: CNS-Trans: ctre.ok=144CFD5C

*Mar 6 19:01:24.237: CNS I/O: socket 0 EOF

*Mar 6 19:01:24.237: CNS Agent Framework: cns agent msg queue drain function called
*Mar 6 19:01:24.237: CNS Agent Framework: cns_agent msg process_internal called

Cisco {f'l/&/
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PNP Gateway General Troubleshooting Tips

= To check if the matching profile triggered status on the Prime Infrastructure server: go to

Operate—>Plug and Play Status

— This will show the complete
details regarding the
triggered profile

— If you want to trigger the
same profile again. You
need to remove the existing
entry from call Home
deployment status.

BRKNMS-2661

Administration ¥

Workflows ¥

70 Home  Design ¥ Deploy ¥ Operate ¥ Report ¥
E@ Monitoring Dashboards
- Overview
ng Options .
] . . Incidents
jging > General Logging Options
Performance

ttings
Message level

Enable Log Modules

© 2014 Cisco and/or its affiliates. All rights reserved.

Detail Dashboards

E] Device Work Center
Discovery
Configuration Archives

Log Modules Software Image Management
AAA Image Dashboard

Admin Plug and Play Status

AppNav Network Audit

CIDS Device “= Alarms & Events

ENET G [# Clients and Users

Collection

Common HelnéF

Cisco Public

dil Maps
Google Earth Maps
i Container Services
Services Catalogue
Deployed Services

Eﬁ Applications and Services

Application Server Management

£2 Operational Tools

Application Troubleshooting
Mediatrace

Device Resource Estimation
Packet Capture »

Media Streams

Wireless «

& Mobility Work Center i

Cisco (f'l/f;/

82



‘PNP Gateway Troubleshootmg Tlps

External PnP Certmcate |ssue

= The get the external PnP gateway communicating with the Prime Infrastructure
server certificates are required

On a linux host or the Prime Server generate the required certificates:

1.
2.

3.

Generate private pnp key ‘openssl genrsa -out pnpprivkey.pem 2048’

Generate selfsigned pnp key ‘openssl req -new -x509 -key pnpprivkey.pem -out
pnpcert.pem -days 1095’

Get the CPI certificate ‘openssl s_client -showcerts -connect [cpi_hostname]:443 >
cpicert.pem’

| then copy all 3 files to the PnP Gateway server

Run the ‘pnp setup’ command and ener the correct path to these certificates

Cisco ((Vf;/
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‘PNP Gateway Troubleshootmg Tlps

External PnP Managlng the External PnP Gateway

= To restart PnP Gateway software
SSH to PnP Gateway ADDITIONAL TNED

pnp stop |
pnp start S o o
CNS

Gateway
Gateway
pnp StatUS Gateway

Gateway

Gateway

Gateway Dispatcher

Gateway

Gateway

Gateway

Gateway

Gateway
HTTFD
Image Web Service
Config Web Service
Resource Web Service
Image Web Service
Config Web Serwvice
Fesource Web Service
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‘PNP Gateway Troubleshootmg Tlps

Ensure the External PnP Gateway IS communlcatlng Wlth the Prlme Server

= Check PnP Gateway communication with Prime Infrastructure Server
— and look for the ESTABLISHED connection to the CPI host

sh tech-support | inc 61617
tcp 0 O bne-pi-pnp:41741 bnelab-pi.bnelab.cisco.com:61617 ESTABLISHED

= On the Prime Infrastructure server in the linux shell check the reverse connection

ade # netstat -a | grep 61617
tcp 0 O bnelab-pi:61617 ::£f£f£f£f:10.66.200.38:41741 ESTABLISHED

Cisco (f'l/f;/
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Deployment Application Trou bleshooting Tips i

= |[n case of any issues the logs are available through the "Logs—>Collect Support
Logs”.

= To change the log level for debugging use the “Logs—>Log Level” option

FE
|| Cisco Deployment Application = LL
Configure ]Logs Help

Log Level |
Collect Support Logs

v

~
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Useful Documentation

= Cisco Prime Infrastructure Site
http://www.cisco.com/go/primeinfrastructure

= Deploying Plug and Play
http://www.cisco.com/en/US/docs/net mgmt/prime/infrastructure/2.0/user/guide/Cisco Pl
ug-n-Play-Solution-Guide.pdf

= Support Forums

https://supportforums.cisco.com/community/netpro/network-infrastructure/network-
management

Cisco (f'l/f:/
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Every Week*

Every Tuesday

Prime Demo Series Topic

Cisco Prime Collaboration
Assurance & Provisioning

Every Wednesday

Cisco Prime NAM & NGA

Every Thursday

Every Week*

Every Thursday

Cisco Prime Infrastructure

Prime Demo Series Topic

Cisco Prime Infrastructure

Every Tuesday

Every Thursday

Cisco Prime Collaboration

Prime Demo Series Topic

Cisco Prime Infrastructure

o
&
)
O
W
=
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Every Tuesday

Cisco Prime Collaboration

Same Time Same Place

Same Time Same Place

www.tinyurl.com/prime-
12:00 PM Singapore APJC
Time -
(90 Min) No Registration
Required

Same Time Same Place

www.tinyurl.com/prime-
9:30 AM GMT emear
(90 Min)

Registration Required

www.cisco.com/go/nmsevals

Latest Prime Demo Series agenda will always be posted at www.cisco.com/go/prime-demo

a|doad 09SID pue Siauned ‘Sia



http://www.tinyurl.com/primedemo
http://www.tinyurl.com/primedemo
http://www.cisco.com/go/nmsevals
http://www.tinyurl.com/prime-APJC
http://www.tinyurl.com/prime-APJC
http://www.tinyurl.com/prime-APJC

Prime Infrastructure Quick Start VoD Series

= Detailed, 18-segment Quick Start VoDs cover essentials ‘4
Of hOW to download, dep|0y1 Configure and Customise Cisco Prime Infrastructure Quick Start #2 Deploying the Vidual Environment
Prime Infrastructure.

<4
14:18

g Cisco Prime Infrastructure Quick Start #3 Starting the Application
2

= Available on Cisco’s YouTube Channel VoD Series AL
available here: i

P
Gisco Prime Infrastructure Quick Start #4 Discovering the Network

Cisco Prime Infr structure Quick Start 'plions for NG Devices
’ V8¢ Infrastruci Q Start #5 Opt for Adding Devi
g Cisco Py ime Infras, ruclure Quick Start #6 ()rgar izing Your Data

' Cisco Py € Infrastny ure Quic,
Prime | truet Quick Start #7 Prime Data Sowces

n 7Cirsrcr:o (f'l/f;/
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http://www.youtube.com/playlist?list=PL7406F0EF2BC7DED8

For More Information.

Cisco Prime
WWW.CISCO.com/go/prime

Cisco Prime Infrastructure

WWW.CISCO.CcOm/go/primeinfrastructure

Cisco Prime Collaboration

www.cisco.com/go/primecollaboration

Cisco Prime NAM

WWW.CISCO.com/go/nam

Prime Demos, VoDs, Online Training, Evaluations

WWW.CISCc0.com/go/prime-demo
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= Monitor Everything
= Automate repetitive boring tasks
= |f it squeaks you should know about it
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com
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