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‘Abstract -

Session ID
BRKCRS-3510

Title
LISP in Campus Networks

Abstract

This session introduces LISP (Locator/ID Separation Protocol) on the Catalyst 6500/6800. LISP is
a routing architecture designed to enhance route scalability and efficient IP addressing in a
network. The session will go over some of the use-cases of Layer 3 LISP in campus networks,
and how LISP can be used to provide efficient multi-tenancy and seamless IPv6 transition. This
session will provide an overall understanding of the benefits and applications of LISP in the
campus, and how the technology is implemented on the Catalyst 6500/6800 platform with
Supervisor 2T. Details of data-plane forwarding and control-plane operation of LISP will be
covered, along with packet-walks. The configuration aspects of LISP on 10S will also be
addressed in this session.
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= Introduction to LISP (Locator/ID Separation Protocol)

= LISP Deployments in Campus Networks
— Multihoming
— IPv6 Transition
— Multi-tenancy and Virtualisation

= LISP Implementation on Catalyst 6K
— Hardware and Software support
— Packet Forwarding
— Configuration guidelines
— Interoperability with other features

= LISP Examples and Summary
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© Next Generatlon Campus Archltecture Requwements

Motlvatlon for.a New Routmg Archttecture

Meet New Requirements

Ontimal Roufi Flexible Ease of Address Family
AL SOUNG IP addressing Manageability Independent
How do | better How do | assign How can | easily How can |
aggregate the IP addresses migrate subnets employ flexibility
routes in my independent of and scale my in end host
network? topology or location? network? addressing?

B — Campus Architecture = =

Preserve Underlying Architecture Use the same

Preserve core . .
No changes Retain L2/L3 infrastructure and

routing :
protocols for IPv4
protocols to end hosts boundaries TS /



Next Generatlon Campus Archltecture Requwements
Motlvatlon for.a New Routmg Archltecture e men Sl : : -

A routing protocol that separates
routable IP addresses of networking devices
from endpoint IP addresses of hosts
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Concept of Locator ! ID Separatton

Address Translation Mechanlsms

*Let’s put ID address and Locator | | |gp
address in different databases

* Let’s create a “level of
indirection” between ID and
LOCATION in the network!

Routing
Table

Site : 5
Clear Separation at the Network Layer
* who/what you are looking for

* how to best get there

Mapping
System

Enterprise

IPv4 Int =~~~ —

Two Approaches
* Translations (e.g. NAT)
* Tunnels (e.g. GRE, IPsec,MPLYS)

| S = )

Transit SP& What is needed is Locator/ID
——t Separation on a GLOBAL Scope, and

that doesn’t carry all routing in the

Forwarding Plane!

Commodlty SP
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| LI'SP-AppIr-oaC.‘h'

“Map and Encap”
EID RLOC
LISP Nnamespaces a.a.a.024 wx.y.l

EID Space b.b.b.0/24 x.y.w.2
— EID (Endpoint Identifier) is the IP 33%%’/21% Zz?:,rr?s
address of a host — just as it is today < g =TT
Non LISP. e
— RLOC (Routing Locator) is the IP _/)Q—-\Jr;
address of the LISP router for the host '

— EID-to-RLOC mapping is the
distributed architecture that maps EIDs
to RLOCs

EID-to-

4

Prefix Next-hop ! : RLO_C
S | wxylefgh g 3 mapping

xyw2 ef.g.h §
]
'
M RLOC Space
[]

]
]
L]

Network-based solution = Address Family agnostic

No host changes Incrementally , __

Minimal configuration deployable (support ® EID Space
LISP and non-LISP) \ ,

No DNS changes

Support for mobility

~% LISP encap/decap Cisco(l'l/&/
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‘WhatisLisP? -

Mapping System

LISP “Level of Indirection” is analogous to a DNS lookup
— DNS resolves IP addresses for URL Answering the “WHO IS” question

(7 -
[ who is lisp.cisco.com ] ? DNS
oo G DNS Name-to-IP
- Server URL Resolution
[153.16.5.29]
\ WV

— LISP resolves locators for queried identities Answering the “WHERE IS” question

7~

[whereis 153.16.5.29] 2

(] — LISP LISP
LISP I Mapping ldentity-to-locator
router 20 A— System Mapping Resolution

[ locatoris 128.107.81.169 ]

Cisco (f'l/f;/
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Tradltlonal Routmg Archltecture |n Campus

Topology—based Addressmg and Routlng

CAMPUS CORE

Mg Mgz
Site 1 2 s Site 2
| emme=y DIST E===y | | e DIST ey |
: —~ | :
N 17 . N 1 -
1-< 7w S )
IP Addressing follows P —
a=r = topology or location, il el it
based on VLANSs and
subnets
20.1.0.5
Cisco(ﬂ/&/
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Concept of LISP in Campus

Implementing: Locator/ID Separatlon

CAMPUS CORE

i/ My
- -
4\ 7 2111 Site?2
L = DIST =y i
B ~t vz B
e - |
Decouple i 2 ‘
Location and ID
= =9 = ——

> Route based on RLOC

i » Address hosts based on EID "
10.1.0.1 10.1.0.1
» Map EID to RLOC

Note: VM mobility is not yet supported on the Catalyst platform, this denotes manual database mapping Cisco (“/e’
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LISP Operatlons

Data Plane Devices — Ingress and Egress Tunnel Routers

ITR = Ingress Tunnel Router ETR — Egress Tunnel Router
— Receives packets from site-facing interfaces — Receives packets from core-facing interfaces
— Encap to remote LISP sites, or native-fwd to — De-cap and deliver packets to local EIDs at site
non-LISP sites
4 )
Pl EID-prefix | PI EID-prefix )
( 192.168.1.0/24 XTR3 . 192.168.2.0124 )

—

LISP Site2 D

P ‘ Provider D
11.0.0.0/8 13.0.0.0/8

LISP Site 1

xTR-4

Cisco ((Vf;/
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LISP Operatrons

Contral Plane:Devices — I\/lap Server and Map Resolver .

Mapping System

(" )

" Pl EID-prefix ) . "Pl EID-prefix )

. 192.168.1.0/24 [packet flow AT g . 192.168.2.024 )
MR — Map-Resolver MS — Map-Server

— LISP site ETRs register their EID prefixes
here; requires configured “lisp site” policy,
authentication key

— Receives Map-Request from ITR
— Forwards Map-Request to Mapping System

— Sends Negative Map-Replies in response to

Map-Requests for non-LISP sites — Recelves Map-Requests via Mapping

System, forwards them to registered ETRs

CiscollVl)
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LISP I\/Iultlhomlng /Redundancy

Load- balancmg and Ingress Traffic Englneerlng

Needs xg
« Site connectivity to multiple providers = N/
* Low OpEXx/CapEx

LISP Solution

* LISP provides a streamlined solution for handling i : P __
multi-provider connectivity and policy without BGP ISP A ISP B
complexity

Benefits \‘ ,/
OF Bl
. . . . S AN sl e
* Multi-homing across different providers 7 |

« Simple policy management Site 2 L C) LISP
: . . < encap/decap
 Ingress Traffic Engineering /
Cisco(( 74
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LISP for IPv6 Transmon

Establish IPV6. Internet Web Presence '

gl Q/CJ’@ )

Public Internet

Enterprise
rRLOC 52
1.1.1.1§
Catalyst 6500 Sl I ITngresls/REgrtess
LISP xXTR - unnel Router

http://www. Webserver com ' S LISP encap/decap
http://www.ipV6. Webserver Com WW\I c.sco((l/&
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http://www.webserver.com
http://www.webserver.com
http://www.webserver.com
http://www.ipv6.cisco.com
http://www.ipv6.cisco.com
http://www.ipv6.cisco.com
http://www.ipv6.cisco.com

LISP for IPv6 Transmon

LISP to connect IPv6 Islands

IPv6 Island IPv6 Island

No disruption to existing WAN connectivity
= |Pv4 and IPv6 use same infrastructure and protocols
= LISP can transport IPv4 over IPv4, IPv6 over IPv4, IPv6 over IPv6 and

IPv4 over IPv6 Cisco(l'l/&/
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LISP Vrrtualrsatlon

Multi- tenancy using Shared mode wrtualrsatron B

Needs

* Integrated Segmentation
» Ease of operations

* Global Scale

LISP Solution

* Use an Instance-ID to “colour” mappings,
control traffic and data traffic

* Mapping DB and LISP Cache on xTRs is
“‘instance-aware”

* On xTRs use VRFs as map cache contexts

Benefits
» End to end virtualisation irrespective of the
underlying core network

BRKCRS-3510

© 2014 Cisco and/or its affiliates. All rights reserved.

Instance IP Location
E Red A East
Blue A West
Client - Server
Traffic B East
Instance-ID 252
( - - )
- & MapServer
~ LISP
= ==
=7 | X% <> B8 an
\ -
Site 1 - B S gie s
~ XTR =y
|2 T o &
LA i Wl ¥

LISP encap/decap
2 Cisco (( Vf/
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LISP Functlonallty on Catalyst 6500

Feature support

Supervisor 2T with 6900 Series Linecards
and 15.1(1)SY1 software

LISP Functions
» |ngress/Egress Tunnel Router (ITR/ETR)

= Proxy Ingress/Egress Tunnel Router
(PITR/PETR) 6500-E

= Map Server and Map Resolver

LISP Features

= |Pv6 Transition (IPv4-only RLOC)
=  Multihoming

» Shared-mode Virtualisation

; Cisco (f'l/f:/
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LISP Forwardmg on Catalyst 6500 / 6800

Superwsor and Linecard portfollo B
New PFC4 featuring
improved levels of
performance and
scalability along with new
enhanced hardware
features

Improved Switch Fabric
providing 80G/slot

8-port 10GE
USB based console 4-p0rt 40GE

support

_ Connectivity 16-port 1/10GE
New MSFC5 supporting dual core Mgmt Processor
CPU and single image (CMP)

» LISP is available on Catalyst 6500 and 6800 with Supervisor 2T on 10S 15.1(1)SY1 onwards
» 6900 Series line cards required for Encap/Decap
» 6880-X and Future generation Linecards on 6500-E/6807-XL support LISP 1
J PP Cisco (f Vf;/
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~ Supervisor 2T Architecture

PFC4 and MSFCS — Runs the Control Plane for LISP. -

; I X .
| | : ||
l Classic BUS |

Crossbar Fabric Channels
FEETEEEETITrrL T

FIB TCAM
FIB Table

Rewrite
Policy Feature Card
(PFC)

Switch Fabric

Fabric
Replication
ASIC

Connectivity

Management
Processor

MSFC

Quad Port PHY

BRKCRS-3510

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

MSFCS5 runs the
software control
plane — needed

for LISP

mapping

PFC4 runs the
hardware
control plane for
forwarding

DFC4 on
modules does
LISP forwarding

Cisco (l'l/&/
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6908 Archltecture

DFC4 and FPGA needed for LISP encap/decap_' o o

: ooiiiiiiiiiaiiiiiiiiiiiiioiiioiia | » dCEF2T LAN modules
Supervisor e SGWHEC - FADIFHG connect into the Switch

fabric via dual 40Gb
Fabric channels providing
an overall bandwidth of
80Gb.

<

» They come with a DFC4
pre-installed with no
option for a CFC. DFC4
performs all the lookups
and features (NetFlow,
QoS, etc.)

» Moduleincludes FPGA for
LISP encap/decap

Cisco {f'l/&/
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| .‘6904 Archltecture

DFC4 and FPGA needed for LISP encap/decap

Supervisor 090100 00
40G _ =
— Fabric ASIC

Replication ' Interface Interface ’ Replication
. MUX FPGA MUX FPGA .
Engine Engine

WM

Port FPGA

40 G CFP - Port 3 40 G CFP - Port 4

Replication
Engine

Replication
Engine

6904 Linecard is the most flexible — it can work in 1G/10G/40G or mixed modes, and

supports LISP and Instant Access. The 6880-X architecture is also based on the 6904 (
linecard CiscollVZ,

BRKCRS-3510 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



LISP Encapsulatlon and Decapsulatlon

FPGA Interventlon

Limitation: LISP encap not supported natively in EARL with current Hardware logic

>< Regpest Ié)ﬁ d /FPGA only presentin \

lopk 6900 series linecards
eques = We can add functionality
to this FPGA and
Distributed implement any new
Forwarding Card rewrites
L2 FWD = FPGA needs to be on
ASIC Ingress linecard for LISP

= 2D KEncap or Decap /

By intercepting the result, we could do many things to
er and re-circulate for additional processing.

Fabric and
Replication

Modified Resultis  Havihg a flexible FPGA at appropriate points would help
Result generated byn platform’s feature velocity
DFC

vl
Cisco (f Vfrz
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__‘LISP Topologles

6900 Linecard Requwement

ITR : Ingress Linecard

N

Site 1 does the Encapsulation
{ \
\ ‘ nylln_gcar

‘L\ _ Any Linecard

ETR : Ingress Linecard
does the Decapsulation

SUpervisor RLOC

upervisor

Cisco (f'l/f:/
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_.‘LISP Topologles

6900 Linecard Requwement

[ EID mmmp

C LISP
‘ Site 1

ITR/ETR = Same Switch
XTR

LISP interfaces containing both EID and RLOC need to be on 6904 / 6908 linecards
WS-X6908-10G-2T, WS-X6908-10G-2TXL

WS-X6904-40G-2T, WS-X6904-40G-2TXL ' /
Cisco(( l/&
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LISP Forwarding on 6500
DFC4 Architecture on ,'6900_';S'e,rieS' Li'.hjecardsv

CEF Netflow cache

oniries FIB TCAM Netflow Hash Table and statistics

pushed to on ingress,
egress

FIB
VF>Nu|n[()]|eIr Netflow Data Table

Adjacency Table
LISPO Layer 3/4 Netflow Statistics

Forwarding
Engine

adjacency

Adjacency Statistics RPF Map Table

ACL LOEID Classification ACL Classification ACL
matc Table #1 Table #2 Logical interfaces
used to do source

LIF Map Table interface lookup

Needed for Exception Table
for EID check

CoPP

128K MAC Table LIF Table

Layer 2 Forwarding Engine
ACE Counters y g g - LIF Statistics

ciscollve!
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LISPPacketWak

RFC 6830 Header For.mat-. T

IPv4 Quter Header:
ITR supplies RLOCs

UDP Header:

LISP Header:

A

IPv4 Inner Header:
Host supplies EIDs <

BRKCRS-3510

ol1lz|a]als|elz]a]s|oa]a]a]als]|e]z]s]s]o]s]z]a]a]s]e]z]|a]s]0]1
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol (17) Header Checksum
Source Routing Locator
Destination Routing Locator
Source Port (xxxx) Dest Port (4341)
UDP Length UDP Checksum
M|L|E|V|I| | Flags MNonce/Map-Version
Instance ID/Locator Status Bits
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum
Source EID

Destination EID

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Encapsulation:
36 bytes for IPv4
56 bytes for IPv6

UDP source port is
different per flow

Can use link
aggregation or equal
cost paths to spread
traffic evenly

Cisco (('Vf:/
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_.LISP Packet Forwardlng

Unlcast IPv4 — Data Plane

IP_ SA=1.1.1.1 Outer IP
IP_DA=2.1.1.1 Header

UDP dstport 4341 IP SA=10.1.0.1
IP_SA=10.1.0.1 -
- —> LISP Header ) IP_DA=10.2.0.1

IP_DA=10.2.0.1

IP_SA=10.1.0.1 mihEgl
IP DA=10.2.0.1 RgEELE]
SUP2T-2

= | LUSPsite2

. LisPSitel
= — A -
5 A0
TR
Mapping Database: Mapping Database:
EID Prefix 10.1.0.0/24 -> RLOC 1.1.1.1 EID Prefix 10.2.0.0/24 -> RLOC 2.1.1.1
Map Cache:

10.2.0.0/24 -> RLOC 2.1.1.1 ,
Cisco(ﬂ/&/
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_.LISP Packet Forwardlng

Unlcast IPv6 — Data Plane

IP_SA=1.1.1.1 Outer IP
IP_DA=2.1.1.1 Header
UDP port 4341
IP_SA=2001:10:1:0::1 P ‘ I|F;> SDAA 229000111100
IP_DA=2001:10:2:0::1 LISP Header

IP_SA=2001:10:1:0::1 [slal=IgIx
IP_DA=2001:10:2:0::1 WEFEhG\e

SUP2T-2

g e Se1 = Yy CO;N;nNork\ = . USPSte2

N 2 | S N \
| B Qe /B8 L 2D
— XTR RLOC RLOC XTR
PPN 2001:10:1:0::1 1111 5111 Host B
Mapping Database: Mapping Database:
EID Prefix 2001:10:1:0::/64-> RLOC 1.1.1.1 EID Prefix 2001:10:2:0::/64 -> RLOC
Map Cache: 2.1.1.1

2001:10:2:0::/64 -> RLOC 2.1.1.1

Cisco (f'l/f;/
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_.LISP Packet Forwardlng

Unlcast IPv4 W|th Multlhomlng Data Plane

IP_SA=1.1.1.1
IP_DA=2.1.1.1

UDP port 4341
LISP Header

IP_SA=10.1.0.1
IP_DA=10.2.0.1

SUP2T-1

IP_SA=10.1.0.1
IP_DA=10.2.0.1

IP_SA=10.1.0.2
IP_DA=10.2.0.2

)

| LISPSitel Yy

\I; —Y ~1/7 |
XTR RLOC RLOC XTR

Host A 10.1.0.1 1.1.1.1
Host C 10.1.0.2

Mapping Database:
EID Prefix 10.1.0.0/24 -> RLOC 1.1.1.1

Map Cache:
10200/24 >RLOC2111and2121

BRKCRS-3510

riority and weight)

014 Cisco and/or its "dfm tes. All rights rese

IP_SA=1.1.1.1 Outer IP
IP_DA=2.1.2.1 Header IP SA=10.1.0.1
UDP port 4341 IP_DA=10.2.0.1
LISP Header I IP_SA=10.1.0.2
IP SA=10102 USRS IP_DA=10.2.0.2
IP DA=10.2.0.2 [JREEEC
SUP2T-2
o » \ \ |
E ' LISP Site 2 )
I 5
L—=
21.1.1 Host B 10.2.0.1
21.2.1 Host D [IEGIGE

Mapping Database:
EID Prefix 10.2.0.0/24 -> RLOC 2.1.1.1

and 2.1.2.1
Cisco (f'l/f;/
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'.Usmg Vlrtuallsatlon and Segmentatlon Wlth LISP

LISP with Multi- tenancy

012 3 456 789 01234546 7890 12345¢6 718901

Version I IHL I Type of Service Total Length
Identification Flags | Fragment Offset
Time to Live I Protocol (17) Header Checksum

Source Routing Locator

De~ ~_Routing Locator
Source Pgg Destination Port (4341)
uni '\ UDP Checksum
ce

LISP Header: { RS awT]

Instance | B
Version I IHL I Total Length
Identificat. ID gs I Fragment Offset
Time to Liv \ Header Checksum
n

~4ng Locator
Des..___-<Ai Routing Locator

= When network needs to be virtualised, Instance ID can be transported
in the LISP header

= 802.1Q VLAN tag or VPN identifier could be used as 24-bit Instance ID
when the “I” bit is set

Cisco (M’/
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_.LISP Packet Forwardlng

Unlcast IPv4 with Vlrtuallsatlon — Data Plane

RLOCS IP_SA:1.1.1.1 Outer IP
in Global IP_DA=2.1.1.1 Header

|
table UDP port 4341
IP_SA=10.1.0.1, VRF1
LISP Header, 24 bit Inst ‘ IP_DA=10.2.0.1, VRF1
IP_sa=10101 Inner [P
IP_DA=10.2.0.1 Header
SUP2T-2

= '\ uspsite2 !

> | — -
i<

IP_SA=10.1.0.1, VRF1

IP_DA=10.2.0.1,

< .
— TR

Host A " Host B
Mapping Database: Mapping Database:
VRF1: EID Prefix 10.1.0.0/24 -> RLOC 1.1.1.1 VRE1: EID Prefix 10.2.0.0/24 -> RLOC
Map Cache: 2.1.1.1
VRF1:10.2.0.0/24 -> RLOC 2.1.1.1 ,

Cisco(ﬂ/&/
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LISP Packet Walk
LISP to non-LISP site IPv4 " -

IP_SA=10.1.0.1 Native
IP_DA=20.1.1.1 forwarding

IP_SA=10.1.0.1

IP_SA=10.1.0.1 =) ) IP_DA=10.2.0.1

IP_DA=20.1.1.1

SUP2T-2

Jp— I | Non-LISP site
) —

{ Core Networ

;\\

| LISPSitel —

XTR RLOC RLOC PxTR
Host A [EAUESONE 1111 2111 Host B [0S

Mapping Database: Advertise all 10.1.0.0/16 prefixes

EID Prefix 10.1.0.0/24 -> RLOC 1.1.1.1

Map Request for 20.1.1.1 -> Negative Map Note: XTR replaced with PXTR

Reply . '
L Eorward Native PxTR need not be inline Cisco ("/f:/

BRKCRS-3510
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_.LISP Packet Forwardlng

Non- LISP to LISP site — IPV4

IP_SA=2.1.1.1 Outer IP
IP_DA=1.1.1.1 Header

UDP port 4341 IP SA=20.1.1.1
IP_SA=10.1.0.1 -
T e LISP Header = IP_DA=10.1.0.1
IP_SA=20.1.1.1 Rl

IP DA=10.1.0.1 RgEELE]

SUP2T-2

PP )
El . Non-LISP Site

o PXTR
Mapping Database: Advertise all 10.1.0.0/16 prefixes

EID Prefix 10.1.0.0/24 -> RLOC 1.1.1.1 _
Note: XTR replaced with PXxTR

PxXTR need not be inline

Cisco (f'l/f;/
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LISP Packet Walk

Unicast |IPv4- Control Plane I\/Iap Reg|stratlon f__i‘, T

ETRs reqister their EID prefixes with Map Server

1.1.1.1->5.1.1.1 2.1.1.1->5.1.1.1
LISP Map Register LISP Map Register
UDP 4342 UDP 4342
10.1.0.0/24 10.2.0.0/24
) )

SUP2T-2 )

SUP2T-1 ) \j =
- =\ —— — | TR | BS73l Lisp site 2

LISP Site 1 I‘ e 7g e
10.1.0.0/24 Core ¥ 10.2.0.0/24
RLOC RLOC —

N

1.1.1.1 2.1.1.1
Mapping Database: Mapping Database:
EID Prefix 10.1.0.0/24 -> RLOC 1.1.1.1 EID Prefix 10.2.0.0/24 -> RLOC 2.1.1.1

Cisco (M’/
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LISP Packet Walk

Unlcast |IPv4- Control Plane I\/Iap Request and Map Reply

Map Request: ITR to Mapping system, Mapping system to ETR

Map Reply: ETR to ITR
5.1.1.1->2.1.1.1
LISP Map Request
UDP 4342
nonce
1.1.1.1->10.2.0.1

RLOC s .
2111 UP2T-

1.1.1.1->5.1.1.1
LISP Map Request
UDP 4342 =l
nonce '\"
How do | get to 5.1.1.1 7S Core
10.2.0.1? 1.1.1.1->10.2.0.1
~  RLOC MR | MS
SUP2T-1 )1'1'1'1 \j‘ \
. LISP Site 1 I TR = 21.1.1->1.1.1.1
\ o ETR
"4
10.1.0.0/24 LISP Map Reply
N, UDP 4342
\—/‘ nonce
Mapping Database: 10.2.0.0/24
RLOC1.1.1.1 IP_SA=10.1.0.1

IP_DA=10.2.0.1

BRKCRS-3510 © 2014 Cisco and/or its affiliates. All

Va

rights reserved.

> :llTR {
| ETR \I, LISP Site 2
\ 10 2.0.0/24

/

Mapplng Database:
EID Prefix 10.2.0.0/24 ->
RLOC 2.1.1.1

Cisco (('Vf;/
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Configuration Guidelines and Verification



Topology

Main
Distribution
Catalyst 65001.1

LISP

Site 1

s s e —
—_

10.1.0.0/24

BRKCRS-3510

CAMPUS CORE
CORE

==
5.1.1.1 <-‘:€»
5.1.1.2 4
6500 VSS
Non-LISP g NiZ MS/M
3 "

1112 1122 21 3~3.1.1.2

Branch
XTR  Distribution

2.1.1.1 6500

LISP

Site 2

il af it
10.2.0.0/24

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

DC Aggregation
XTR  Nexus 7K
3.1.11

1
LisSP U2
Ehe
=
I
— 1

10.3.0.0/24

Cisco (f'l/a/
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LISP Conflguratlon

‘Enabling LISP and conflgurlng an ITR/ETR

SUP2T- SUP2T-2
. usP S'tel = ' usPpsite2 !
(10.1.0.0/24 I\ —/I v O3, 10200024
< - . =
S’ 1S
RLOC T RLOC XTR
1.1.1.1 21.1.1
router lisp

eid-table default instance-id O
database-mapping 10.1.0.0/24 1.1.1.1 priority 1 weight 100

Site 1 extt

Config ipv4 itr map-resolver 5.1.1.1
ipv4 itr
ipv4 etr map-server 5.1.1.1 key Site-1
ipv4 etr
exit
ip route 0.0.0.00.0.0.01.1.1.2

Cisco (M’/
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- LISP Conflguratlon

‘Enabling LISP and conflgurlng an ITR/ETR

SUP2T— SUP2T-2
| Lspsitel = ' usPpsite2 !
\ 1000024 I\ —/I b 10.2.0.0/24
— - . —=
= ./IC' 1S
RLOC S— RLOC XTR
1111 21.11
router lisp
eid-table default instance-id 0
database-mapping 10.2.0.0/24 2.1.1.1 priority 1 weight 100
exit
Site 2 !
) ipv4 itr map-resolver 5.1.1.1
Conﬁg ipv4 itr
ipv4 etr map-server 5.1.1.1 key Site-2
ipv4 etr
exit

ip route 0.0.0.0 0.0.0.02.1.1.2

Cisco (M’/
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Tisp Conflguratlon

‘Enabling LISP and conflgurlng an ITR/ETR

SUP2T- 1 SUP2T-2 \
| LISPSitel == ' uspsie2 !
\ 10.1.0.024 [ — > [ 1. 10.2.0.0/24
= |\ =< I
7
XTR RLOC RLOC XTR
1.1.1.1 21.1.1

» LISP is enabled like other routing protocols
» Simple CLI for mapping EID to RLOC

» Mapping can be within an instance-ID which
maps to a VRF

Cisco (f'l/f;/
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~ LISP Configuration

‘Configuring-the Mapping -System *

SUP2T-2

| ' usPsite2 !

~I I_‘\ L, 10.2.0.0/24

LISPSitel |

L‘L\ 10.1.0.0/24

router lisp
site Site-1
authentication-key Site-1

Map Server eid-prefix 10.1.0.0/24

exit
and !
site Site-2
Map Resolver authentication-key Site-2

. eid-prefix 10.2.0.0/24
Config ot

!
ipv4 map-server

ipv4 map-resolver ,
Cisco (( l/&/
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LISP and SVI/EtherchanneI

Deploylng LISP on the Dlstnbutlon Layer W|th Redundancy

= LISP can be deployed in standalone chassis (single or
dual supervisor) or in VSS mode (dual or quad

. VSS
Superv|30r) |_ ......................... :
L I
= LISP interfaces can be on SVI (commonly used for EID) ! l l i
. N LAl |
= LISP can be enabled on Portchannels (commonly used :_ I !
for both EID and RLOC) 7 N '7Z """""
= The “platform lisp-enable” command needs to be i
configured on SVI and L3 Portchannels to l
ol
enable LISP interface Vlan102 "Ic

description EID
ip address 10.2.0.1 255.255.255.0
platform lisp-enable

Cisco ((Vf;/

BRKCRS-3510 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



LISP and VREs

LISP enables V|rtuallsat|on usmg VRF the

LISP on 6K works with VRFs using Shared mode Virtualisation using the 24-bit Instance ID
field in the LISP header (EVN integration coming in later phase)

012 3 4546 789 01234546 7890 12345¢6 718901

Version | IHL I Type of Service Total Length
Identification Flags | Fragment Offset
Time to Live I Protocol (17) Header Checksum

Source Routing Locator

Destination Routing Locator

Source Port (xxxx) Destination Port (4341)
UDP Length UDP Checksum
NlLIElVIIl flags | Nonce
| Instance ID | [ LSBs
Version I IHL I W Total Length
Identification Flags I Fragment Offset
Time to Live I Protocol (17) Header Checksum

Source Routing Locator

Destination Routing Locator

Verification commands for LISP can be run under routing context but * LISP commands do
not work under « routing-context »

SUP2T-1#routing-context vrf VRF-1

SUP2T-1%VRF-1# ping 20.1.0.1 source 20.2.0.2 ' /
Cisco(ﬂ/&
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LISP and FIeX|bIe NetFIow

Use NetFIow to monitor flows before and after LISP Encap

Configure NetFlow on Ingress and Egress interfaces

flow record LISP-Record

match datalink vlan input
match routing vrf input

match ipv4 version

match ipv4 tos

match ipv4 precedence

match ipv4 dscp

match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port

Branch
Distribution

2.1.1.1 6500

LISP

Site 2 ./(C'

il f it
_

10.2.0.0/24

flow monitor LISP-Mon-Data
record LISP-Record

BRKCRS-3510

© 2014 Cisco and/or its affiliates. All rights reserved.

interface TenGigabitEthernet5/1
description RLOC [CORE-VSS::t1/2/3]
ip address 2.1.1.1 255.255.255.0

ip flow monitor LISP-Mon-Data input

!

interface TenGigabitEthernet5/2
description EID [AccessSw-2::11/49]

ip address 10.2.0.1 255.255.255.0

ip flow monitor LISP-Mon-Data input

Cisco ((Vf;/
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LISP and FIeX|bIe NetFIow

Use NetFIow to monitor flows before and after LISP Encap

Access-Sw2#ping 10.1.0.100 source 10.2.0.100
Type escape sequence to abort. View NetFlow Cache on IngreSS and Egress Interfaces
Sending 5, 100-byte ICMP Echos to 10.1.0.100, timeout is 2
seconds:
Packet sent with a source address of 10.2.0.100 Before Encap
i DATALINK VLAN INPUT: 1012
Success rate is 60 percent (3/5), round-trip min/avg/max = 1/2/4 ms IP VRF ID INPUT: 0 (DEFAULT)
Access-Sw2# IPV4 SOURCE ADDRESS: 10.2.0.100
IPV4 DESTINATION ADDRESS: 10.1.0.100 D —
Branch TRNS SOURCE PORT: 0
Distribution TRNS DESTINATION PORT: 2048
2111 6500 IP VERSION: 4 <
IP TOS: 0x00
M XTR IP DSCP: 0x00
LI-SP IP PRECEDENCE: 0
Site 2

el G Gt

10.2.0.0/24 Cisco ((Vf;/
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LISP and FIeX|bIe NetFIow

Use NetFIow to monitor flows before and after LISP Encap

Access-Sw2#ping 10.1.0.100 source 10.2.0.100

Type escape sequence to abort. View NetFlow Cache on Ingress and Egress Interfaces
Sending 5, 100-byte ICMP Echos to 10.1.0.100, timeout is 2

seconds:

Packet sent with a source address of 10.2.0.100 After Encap

----- DATALINK VLAN INPUT: 1012
Success rate is 60 percent (3/5), round-trip min/avg/max = 1/2/4 ms IP VRE ID INPUT: 0 (DEFAULT)

Access-Sw2# IPV4 SOURCE ADDRESS: 1111

IPV4 DESTINATION ADDRESS: 2.1.1.1 D
Branch TRNS SOURCE PORT: 49154
ggggb“t'on TRNS DESTINATION PORT: 4341
2.1.11 IP VERSION: 4 <
IP TOS: 0X00
Wl XTR IP DSCP: 0Xx00
— 7S IP PRECEDENCE: 0
Site 2 .

el G Gt

10.2.0.0/24 Cisco ((Vf;/
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'.ALISP and FIeX|bIe NetFIow

Use NetFIow to monitor flows before and after LISP Encap

View NetFlow Cache on for Control Packets

51.1.1
Core kA Mapping
network MS/M DATALINK VLAN INPUT: 1012
R IP VRF ID INPUT: 0 (DEFAULT)
IPV4 SOURCE ADDRESS:  5.1.1.1
IPV4 DESTINATION ADDRESS: 2.1.1.1 D —
Branch TRNS SOURCE PORT: 4342
Distribution TRNS DESTINATION PORT: 4342
2.1.1.1 6500 IP VERSION: 4 D
IP TOS: 0x00
XTR IP DSCP: 0X00
e 'Ic IP PRECEDENCE: 0

Site 2
=== =

10.2.0.0/24 Cisco (('V&/
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LISP and NAI\/I-'

LISP Packet AnaIyS|s usmg the Network Anal 'vsls'ModuIe
anNno \| Session__rtp__1391075391.pcap [Wireshark 1.6.8 (SVN Rev 42761 from /trunk-1.6)]
File Edit View Go Capture Analyze 5Statistics Telephony Tools Internals Help

e BEEXSES A¢s»wFLr[EE QacH OB % B
Filter: | J Expression...

MNo. |T|me |Source |Destination |ProtocoI|Length|Imfo
TUUZES5 ZUUTTI72T 257 [927 758 FEAS SR s | o1= M B =) U5 SOUTCE PorT: 16996 U
7 0.006783 2001:db8:d: :88 2001:172:25:192: :88 upP 240 Source port: ace-svr-prop Destlnatlon port amt-redir-tep
l 2.0 005729 2001 dbg.d- .82 2001 172.25-107: : 88 upP 276 Source port: ace-svr-prop Destination port: amt-redir-tep
10 0. 000821 P50} B A S = A |15 b= ] LDP 1362 Source port: 16996 Destination port: ssm:cssps
11 0.006828 2001:172:25:192: :88 2001:dbB:d: :88 uoP 1398 Source port: 16996 Destination port: § Top N Encapsulations
12 0.006835 2001:172:25:192: :88 2001:db8:d: :88 uppP 1362 Source port: 16996 Destination port: s
13 A NARR=A 2AA1 177+ 95: 107+ * AR 2001+ dhR-d: - R8 =) 1952 Sniirca nnrt: 1RGGA  Nestinatinn nart: o

[ Selected Encapsulation LISP-ID/0
[ ation Traffic

e T TV =0 VN = = I o T = AT o o L W N

D Internet Protocol Version 4, Src: 10.12.2.192 (10.12.2.192), Dst: 10.13.1.2 (10.13.1.2) | —> Outer Header (V4)

visonar Rllagl BS'E FortT: LlSp data \4=41])

oo L hi; oo (11“1\

I Destination port: lisp-data (4341)' —_> UDP Header (4341)

—
Length: 1356

[ L

IV | ocator/I1D Separation Protocol (Datal I % LISP Header

P Flags: 0OxcO
Nonce: 12109572 (Oxb8c704)

0000 0000 0000 0000 0000 0000 0000 0001 = | ocato _B1ts: 0x000000C ]
I Internet Protocol Version 6, Src: 2001:172:25:192::88 (2001 172:25:192::88), Dst: 2001:db8:d::88 (2001:db8:d::88|
o) Laladrd FIULUCUL, ST FUT L mL FUT L. m V£5870]7

Source port: 16996 (16996) I% |nner Header (V6)

Destination port: ssm-cssps (2478)
Length: 1300

The NAM-3 version 6.0 supports LISP packet analysis Cisco (l'l/f;/
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LISP and Instant Access

Implementlng both VNTAG and LISP on the same module

pEEsaw

[: mm

BRKCRS-3510

© 2014 Cisco al

N -

———————————————————————————————————

nd/or its affiliates. All rights reserved.

Instant Access uses VNTAG to
encapsulate packets between client
and parent

Parent switch can be 6880-X or
6500-E/6807-XL with 6904 linecard

Same linecard can also be used for
LISP encap when used as LISP xXTR

LISP Encap will be processed after

VNTAG decap to provide end to end

solution with LISP and IA -
Cisco(ﬂ/fy
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= Introduction to LISP (Locator/ID Separation Protocol)

= LISP Deployments in Campus Networks
— Multihoming
— IPv6 Transition
— Multi-tenancy and Virtualisation

= LISP Implementation on Catalyst 6K
— Hardware and Software support
— Packet Forwarding
— Configuration guidelines
— Interoperability with other features

= LISP Examples and Summary

BRKCRS-3510 © 2014 Cisco and/or its affiliates. All rights reserved.
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Cisco (M’/

Scenario 1: LISP in Campus Deployment



. Top().]ogy;

Main
Distribution
6500 V8SL.1.1 1.1.2.1

LISP
Site 1

——

10.1.0.0/24

CORE
6500 VSS

1.1.1.2

CAMPUS CORE

A/ 1/
3¢

A2 —24#1.23~3:112

Branch
XTR  Distribution

21.1.1 6500

LISP
Site 2
—_—

10.2.0.0/24

5.1.1.1 II
Bl I _’\ /
f=f 5.1.1.2 7S

DC Aggregation
XTR Nexus 7K
3.1.1.1

LISP il

Site 3

=

]
e
10.3.0.0/24

Cisco ((Vf:/
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'.ALISP Verlflcatlon Commands

Verify LISP database and map - cache on each xTR

Main
Distribution
6500 V8Sl.1.1

LISP
Site 1

——

10.1.0.0/24

BRKCRS-3510

Verify that the ETR registers its local EID Prefixes

DIST-VSS#show ip lisp database
LISP ETR IPv4 Mapping Database for EID-table default (IID 0), LSBs: 0x1, 1 entries

EID-prefix: 10.1.0.0/24
1.1.1.1, priority: 1, weight: 50, state: site-self, reachable
DIST-VSS#

Initial state of map cache on ITR — no remote EID Prefixes

DIST-VSS#show ip lisp map-cache
LISP IPv4 Mapping Cache for EID-table default (IID 0), 1 entries

0.0.0.0/0, uptime: 1w2d, expires: never, via static send map-request
Negative cache entry, action: send-map-request
DIST-VSS#

Cisco (M’/
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LISP Verlflcatlon Commands

Verify LISP ‘map cache

Generate traffic to trigger EID-RLOC mapping for remote EID

Main
Access-Swl#ping 10.2.0.100 source 10.1.0.100 Distribution .
Type escape sequence to abort. 6500 VSSL.1.1 1.1.2.1
Sending 5, 100-byte ICMP Echos to 10.2.0.100, timeout is 2 seconds:
Packet sent with a source address of 10.1.0.100
L
Success rate is 60 percent (3/5), round-trip min/avg/max = 1/2/4 ms ;Iif;Pl

Access-Swil#
DIST-VSS#show ip lisp map-cache e —
LISP IPv4 Mapping Cache for EID-table default (IID 0), 2 entries 10.1.0.0/24

0.0.0.0/0, uptime: 1w2d, expires: never, via static send map-request
Negative cache entry, action: send-map-request

10.2.0.0/24, uptime: 00:00:34, expires: 23:59:18, via map-reply, complete
Locator Uptime State  Pri/Wgt
2.1.1.1 00:00:34 up 1/100

DIST-VSS#

Cisco (M’/
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LISP Confrg Gurdelrnes and Caveats

Map Server and Map Resolver status

o _ CAMPUS CORE
MS-MR#sh lisp site detail

LISP Site Registration Information

Site name: Site-1 coon ves | My
Allowed configured locators: any "./[C' P4
Allowed EID-prefixes: 1.1.1.2 Sperc RSl pne a3 1.1.2

EID-prefix: 10.1.0.0/24
First registered: 4d18h
Routing table tag: 0
Origin: Configuration
Registration errors:
Authentication failures: 0
Allowed locators mismatch: 0
ETR 1.1.1.1, last registered 00:00:15, no proxy-reply, no map-notify

TTL 1d0O0Oh
Locator Local State  Pri/Wgt
1.1.1.1 yes up 1/50

Site name: Site-2
Allowed configured locators: any

---<snip> Cisco ((Vf;/
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LISP Conflg Gmdellnes and Caveats

Platform specific verlflcatlon commands

Verify CEF Entries on Catalyst 6500

DIST-VSS#sh platform hardware cef lookup 10.2.1.0
Codes: decap - Decapsulation, + - Push Label

Index Prefix Adjacency
526337 10.2.1.0/24 Tel/2/1 ,001f.269¢.4800
DIST-VSS#

Verify LISP adjacency on Catalyst 6500

DIST-VSS#show adjacency LISPO

Protocol Interface Address
IP LISPO 2.1.1.1(7)
DIST-VSS#

BRKCRS-3510 © 2014 Cisco and/or its affiliates. All rights reserved.

Main
Distribution X
6500 VS3lL.1.1 1121

LISP
Site 1

——

10.1.0.0/24

Cisco ((Vf;/
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LISP Conflg Gmdellnes and Caveats

Platform -specific troubleshootlng tip!. -

SUP2T-1#show platform datapath ingress-interface t5/2.102
Capturing from TenGigabitEthernet5/2.102 src_index 257[0x101] vlan 102
SUP2T-1#

Basic Packet Flow
Packet ICMP(1)[len=118]R: 10.2.0.100 -> 10.1.0.100
| Dscp/Tos 0/0x0 Ttl 255
| RouterMAC 0013.5f4d.fc00 SMAC 0019.5629.4ebf
| Vlan 102 CoS01q 1
\%
Teb5/2[101] Ingress Lif 0x404E Vlan 102
| ILM Ox404E Lif_Sel 1 Lif_Base 0x0
|  Cpp_en
\%
Ingress ACL: Permit (Default) Lbl_A 2049 Lbl_B 2
Features QoS: Default (Tcam_Lkup_Disabled)
\%
Ingress  Key[81029]: Profile[7/9] T[Create 0x9700 Last 0xA150]
Netflow
\%
FIB-L3 Key: 10.1.0.0 [VPN 4096]
| TCAM[35392] Adj 0x3800A N_Push 1
\%
Adjacency [FIB] L3_Enable Rdt Dec_Ttl ADJ[IP][0x3800A]
| Tnl_Enc[IP_Tnl/2]
\%
EgressLIF 0x404F Dstldx[7FFB] Vlan 1012 IpMtu 1482[20] Base 0x0

BRKCRS-3510

© 2014 Cisco and/or its affiliates. All rights reserved.

Main
Distribution X
6500 VS3lL.1.1 1121

LISP
Site 1

——

10.1.0.0/24

Path of the packet through the
forwarding engine can be traced
using the command shown

Cisco ((Vf;/
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Cisco (M’/

Scenario 2: LISP and Multi-tenancy



'Topology;. .

CAMPUS CORE

511.1
E MS/MR
¢
7N
. Branch
;Iifpl I\D/Iiam]aytion . glitSePz XTR Distribution
el Lo > Multi-tenancy 5111

using
EID : Instance-ID
VRF-1 VRF-2

- » Shared-mode
VLAN 201 © VLAN 301 virtualisation VLAN 202 VLAN 302

» No Virtualisation
required in the Core

BRKCRS-3510 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 66
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Configuration - Site 1 VRF Commands

CAMPUS COR" yrf definition VRF-1
E address-family ipv4
exit-address-family
-

1/

2

17

1
vrf definition VRF-2
1
; address-family ipv4
Main
;Iitsepl Di §g1ripytion exit-address-family
!
Ll interface TenGigabitEthernetl/2/2
!
interface TenGigabitEthernetl/2/2.201
encapsulation dotlQ 201
vrf forwarding VRF-1
ip address 20.1.0.1 255.255.255.0
!
VLAN 301 interface TenGigabitEthernetl/2/2.301
encapsulation dotlQ 301
vrf forwarding VRF-2
ip address 30.1.0.1 255.255.255.0
!

201.0.024 ©30.1.0.0/24 , /
-.oCO((Vf’

Cisco Public 67
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 Configuration - Site 1 LISP Commands

CAMPUS CORE
E 5.1.1.1
MS/MR

1

router lisp

LISP Main : . .
Site 1 Distgipution eid-table vrf VRF-1 instance-id 1
1111 database-mapping 20.1.0.0/24 1.1.1.1 priority 1 weight 100
exit

1
eid-table vrf VRF-2 instance-id 2

database-mapping 30.1.0.0/24 1.1.1.1 priority 1 weight 100
exit

!

ipv4 itr map-resolver 5.1.1.1

VLAN 201 ipv4 itr

ipv4 etr map-server 5.1.1.1 key Site-1

ipv4 etr

exit

ip route 0.0.0.0 0.0.0.0 1.1.1.2

20.1.0.0/24 " 30.1.0.0/24

- s w I
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CAMPUS CORE

vrf definition VRF-1 ~
!

address-family ipv4
exit-address-family

1

vrf definition VRF-2 h
' LISP Branc

address-family ipv4 Site 2 XTR Distribution
exit-address-family 2111

interface TenGigabitEthernet5/2
1
interface TenGigabitEthernetl/2/2.201
encapsulation dotlQ 201 VREF-1
vrf forwarding VRF-1
ip address 20.2.0.1 255.255.255.0
1 VLAN 202 VLAN 302
interface TenGigabitEthernet5/2.301
encapsulation dotlQ 301
vrf forwarding VRF-2

ip address 30.2.0.1 255.255.255.0 20.2.0.0/24
!

BRKCRS-3510 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Configuration - Site 2 LISP Commands

router lisp
eid-table vrf VRF-1 instance-id 1

CAMPUS CORE

N |

LN
2N

5.1.1.1
MS/MR

database-mapping 20.2.0.0/24 2.1.1.1 priority 1 weight 100

exit
!
eid-table vrf VRF-2 instance-id 2

database-mapping 30.2.0.0/24 2.1.1.1 priority 1 weight 100

exit

!

ipv4 itr map-resolver 5.1.1.1
ipv4 itr

ipv4 etr map-server 5.1.1.1 key Site-2

ipv4d etr
exit
ip route 0.0.0.0 0.0.0.0 2.1.1.2

BRKCRS-3510

© 2014 Cisco and/or 1ts affihiates. All rights reserved.

Branch
élitsepz XTR Distribution
21.1.1

VRF-1 VRF-2

VLAN 202 VLAN 302

20.2.0.0/24
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Configuration - Map Server and Map Resolver

CAMPUS CORE

E 5.1.1.1
MS/MR
¢
7%
ViR router lisp Bran.ch .
;Iif‘épl Disgfipution site Site-1 Distribution
1111 il authentication-key Site-1 '1.1.1
B eid-prefix instance-id 1 20.1.0.0/24
. eid-prefix instance-id 2 30.1.0.0/24
exit
!
site Site-2 VRE-2

authentication-key Site-2
eid-prefix instance-id 1 20.2.0.0/24

VLAN 201 eid-prefix instance-id 2 30.2.0.0/24 VLAN 302
exit
!
ipv4 map-server
20.1.0.0/24 e e 30.2.0.0/24 [
exit . ‘/c
ip route 0.0.0.0 0.0.0.0 5.1.1.2 Cisco ’
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Scenario 3 — LISP to enable IPv6 Internet
Web-presence



LISP for IPv6 Web presence

Packet Flow from Public IPv6 Internet to LISPV Slte

LISP LISP Devices

Beta PxTR XTR: Ingress/Egress Tunnel Router
153.16.17.205 Network  149:20.48.60 MS/MR: Map Server/Map Resolver
( PxTR: Proxy Ingress/Egress Tunnel Router

2610:d0:130c:1:224:7eff:fe13:€89c MS/MR

149.20.48.61

Public IPv6 Network

Server IPv4 ?
(EID) \
LISP Site 1 Ten2/1

63.146.126.150 \

interface TenGigabitEthernet2/3.999 Public
description EID-Space IPv4/IPV6

encapsulation dotlQ 999 Site?
ip address 153.16.17.201 255.255.255.248 |
ipv6 address 2610:D0:130C:1:153:16:17:201/64 10.10.10.1 /
2001:10:10:10:: 1 g
IP Addressing Client
EID: Endpoint Identifier ,
RLOC: Routing Locator . (
L Note: MS/MR and PxTR are provided by the LISP Beta Network Cisco (V&
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LISP for IPv6 Web presence

Packet Flow from Public IPv6 Internet to LISPV Slte

LISP LISP Devices
Beta PxTR XTR: Ingress/Egress Tunnel Router
MS/MR: Map Server/Map Resolver
LU 72N Network 149%(M <~ PxTR: Proxs Ingress/Egpress Tunnel Router
2610:d0:130c:1:224:7eff:fe13:€89¢c S

'

N\ 2

Public IPV6 Netwa'{(

u

[2001 10:10:10::1 -> 2610:d0: xxx]

Server '~
(EID)
LISP Site 1 XxTR  Ten2/l

63.146.126.150

149.20.48.60 -> 63.146.126.150

[ 2001:10:10:10::1 -> 2610:d0:xxx ]

[
[

2001:10:10:10::1 -> 2610:d0: xxx

)
]

interface TenGigabitEthernet2/3.999
description EID-Space

encapsulation dotlQ 999

ip address 153.16.17.201 255.255.255.248
ipv6 address 2610:D0:130C:1:153:16:17:201/64

IP Addressing
EID: Endpoint Identifier
RLOC: Routing Locator

Note: MS/MR and PxTR are provided by

BRKCRS-3510

© 2014 Cisco and/or its affiliates. All rights reserved.

p %

©) ] Publi
’IPV4/IPv6
~ Site2
10.10.10.1 \g
2001:10:10:10:: 1 s
Client
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_LISP for IPv6 Web presence

Conflguratlon el e

router lisp

eid-table default instance-id 0

database-mapping 153.16.17.192/28 63.146.126.150
priority 1 weight 100

database-mapping 2610:D0:130C::/48 63.146.126.150
priority 1 weight 100

153.16.17.205
2610:d0:130c:1:224:7eff:fe13:€89c

l
3—

exit
IPv4 !
Server ipv4 use-petr 149.20.48.60
(ElD) \ ipv4 itr map-resolver 149.20.48.61
ipv4 itr map-resolver 173.36.254.164
- Ten2/1 ipv4 itr
LISP Site 1 63.146.126.150 ipv4 etr map-server 149.20.48.61 key divya-xtr
' ' ' ipv4 etr map-server 173.36.254.164 key divya-xtr
. . ipv4 etr
interfgce_TenG1gab1tEthernet2/3.999 ipv6 use-petr 149.20.48.60
descr1pt1op EID-Space ipv6é itr map-resolver 149.20.48.61
encapsulation dotlqQ 999 ipv6 itr map-resolver 173.36.254.164
ip address 153.16.17.201 255.255.255.248 ipvé itr
ipv6 address 2610:D0:130C:1:153:16:17:201/64 ipv6 etr map-server 149.20.48.61 key divya-xtr
ipv6 etr map-server 173.36.254.164 key divya-xtr
IP Addressing 1P‘_’z etr
EID: Endpoint Identifier S5
RLOC: Routing Locator : A
————w U/
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LISP for IPv6 Web presence

Verlflcatlon

153.16.17.205
2610:d0:130c:1:224:7eff:fe13:€89c SUP2T

-
server [}
(EID)

Ten2/1
63.146.126.150

divya-xtr#show ip lisp database
LISP ETR IPv4 Mapping Database for EID-table default (IID 0),

LISP Site 1 XxTR LSBs: 0x1, 1 entries
EID-prefix: 153.16.17.192/28

@ Safari File Edit View History Bookmarks Window Help L. . .
rYaXe) http://153.16.17.205/ 63.146.126.150, priority: 1, weight: 100, state: site-self, reachable
[ «[» |[+[@®nupy/153.16.17.205/ ¢ | divya—xtr#
CAT6K LISP Demo Web Page divya-xtr#show ip lisp map-cache
This Web Server sits on IPv4 and IPv6 behind a SUP2T based XTR LISP IPv4 Mapping Cache for EID-table default (11D 0), 2 entries
S 0.0.0.0/0, uptime: 8w4d, expires: never, via static send map-

request
You are accessing this page through the LISP beta network

Negative cache entry, action: send-map-request

More information on www lisp4.net

160.0.0.0/3, uptime: 00:02:12, expires: 00:07:40, via map-reply,
IPvd ipvé test L
= 173.36.196.11 forward-native
fl}:;-:mws Encapsulating to proxy ETR

76.92% / 23.08%

divya-xtr#
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“Summary. . e e

LISP Highlights

LISP is a routing architecture, not a feature

» LISP enables IP address portability (using EIDS)

» LISP enables pull versus push routing (using mapping)

» LISP is address-family agnostic (IPv6 deployment)

» LISP has inherent advantages in multihoming and
virtualisation

» LISP is an open standard (approved RFC in experimental
section)

Cisco (f'l/f;/
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CLISPStatus.

RFCs and Drafts

I IETF LISP WG: http://tool.itf.org/wg/lip/

Locator/ID Separation Protocol (LISP) base document
LISP+ALT

LISP Map Server

LISP Interworking

LISP Map Versioning

LISP Multicast

LISP Internet Groper

LISP MIB (draft-ietf-lisp-mib-09)

LISP Canonical Address Format (draft-ietf-lisp-lcaf-02)
LISP Deployment (draft-ietf-lisp-deployment-06)

LISP SEC (draft-ietf-lisp-sec-04)

LISP DDT (draft-fuller-lisp-ddt-00)

LISP Mobile Node (draft-meyer-lisp-mn-08)

RFC 6830

RFC 6836

RFC 6833

RFC 6832

RFC 6834

RFC 6831

RFC 6835

Waiting for AD approval...

Active Working Group Document...
Active Working Group Document...
Active Working Group Document...
Active Working Group Document...
Proposed for WG adoption (3 prototypes available)

Cisco ‘(Vf:/
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LISP References

Mailing Ilsts and URLS:

= LISP Information

— IETF LISP Working Group ............ http://tools.ietf.org/wg/lisp/

— LISP Beta Network Site ................. http://www.lisp4.net or http://www.lisp6.net
— CiscoLISP Site  ....cviiiiiiin http://lisp.cisco.com  (IPv4 and IPv6)

— Cisco LISP Marketing Site .............. http://www.cisco.com/gol/lisp/

— Cisco mailing list for LISP................ Lisp-support@cisco.com

= White Papers
Enterprise IPv6 Transition Strategy Using the Locator/ID Separation Protocol

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6554/ps6599/ps10800/w
hite paper c11-629044.pdf

Cisco (f'l/f;/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com
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