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‘Abstract -

With growing adoption of virtualisation in customer environment and large
number of workload mobility requirements in data centre; overlays are
becoming key technology. VXLAN is one the overlay technology.

This session will discuss about VXLAN design, deployment and best
practices in Data Centre environment. It will also cover:

1) Explain VXLAN deployment steps on top design use cases

2) Configuration and key troubleshooting tips needed during deployment

Cisco (M’/
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= Overlays

= Introduction to VXLAN
= VXLAN Design
Deployment Steps

Troubleshooting

Key Takeaways

References
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Underlay vs Overlays -

<X o/

Robust Underlay/Fabric Flexible Overlay Virtual Network
«  High Capacity Resilient Fabric Mobility — Track end-point attach at edges

+ Intelligent Packet Handling  Scale — Reduce core state
Programmable & Manageable — Distribute and partition state to network
edge

*  Multi-tenancy — Share Network resources
*  Flexibility/Programmability
— Reduced number of touch points

Cisco ((Vf:/
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Overlay Control Plane

Service = Virtual Network (VN)

Edge Devieg
Underlay KNetwork

Underlay Control Plane

_Edge Devices

v

Hosts
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 Why Overlays

BRKDCT-2643

Host A

| ¥ | ¥
Host B Host B
Moves
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Split Location from
Identity

Virtualisation

Logical Networks
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Types of Overlay Service

Layer 2 Overlays

Emulate a LAN segment .
Transport Ethernet Frames (IP and non-IP) .
Single subnet mobility (L2 domain) .
Exposure to open L2 flooding .
Useful in emulating physical topologies .

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved.

Layer 3 Overlays

Abstract IP based connectivity

Transport IP Packets

Full mobility regardless of subnets

Contain network related failures (floods)
Useful in abstracting connectivity and policy

Cisco ((Vf:/
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Network Overlays

Physical Physical

Router/switch end-points
Protocols for resiliency/loops
Traditional VPNs

OTV, VXLAN, VPLS, LISP

BRKDCT-2643

Host Overlays

Virtual Virtual

Virtual end-points only
Single admin domain
VXLAN, NVGRE, STT

© 2014 Cisco and/or its affiliates. All rights reserved.

Integrated Overlays

Fabric DB

Virtual Physical

Physical and Virtual

Resiliency + Scale

x-organisations/federation

Open Standards

Tunnel End-points

Cisco (f'l/f:/
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VXLAN Overview

Challenges VXLAN addresses:

VLAN Scalability (4K) — VXLAN extends the L2 Segment ID field to 24-bits,
potentially allowing up to 16 million unique L2 Segments over the same
network

VM mobility restricted within a VLAN — VXLAN encapsulates L2 frame in IP-
UDP header allowing L2 adjacency across router boundaries

VXLAN Technology Overview:

MAC-in-UDP encapsulation

Leverages multicast in the transport network to simulate flooding behaviour for
broadcast, unknown unicast and multicast in the layer 2 segment

Leverage ECMP to achieve optimal path usage over the transport network

Cisco ((Vf:/
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VXLAN Overview

VXLAN can be implemented on both Hypervisor-based Virtual Switches to allow for scalable VM deployments,
as well as on Physical switches, which provides the ability to bridge VXLAN segments back into VLAN
segments. In these cases, the Physical Switch instantiates a VTEP, and function as a VXLAN Gateway...

VNI 1000

I [RREK

Cisco {f'l/&/
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Virtual eXtenS|bIe LAN (VXLAN)

« Virtual eXtensible LAN (VXLAN) is a Layer 2 overlay scheme over a Layer 3
network.

* A 24-bit VXLAN Segment ID or VXLAN Network Identifier (VNI) is included in
the encapsulation to provide up to 16M VXLAN segments for traffic isolation /
segmentation, in contrast to 4K segments achievable with VLANS.

+ Each of these segments represents a unique Layer 2 broadcast domain, and can be administered
in such a way that it can uniquely identify a given tenants address space or subnet.

Ethernet

Header Payload FCS

; Inner

.

nay
. LI
.........
.....
.....
.......
. LY
--------
‘‘‘‘‘
........
.
“"

Flags Reserved Instance ID Reserved

Outer UDP Destination Port = VXLAN (originally 8472, recently updated to 4789) ’
1| Rsvd Outer UDP Source Port = Hash of Inner Frame Headers (optional) CiSCO ll/e’
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IP header, allowing A Layer-2 Gateway
transport across any bridges traffic to VLAN
IP network based on MAC DA
A Layer-3 Gateway
Transport VLAN Allows for possible routes traffic to VLAN
l 16M segments based on IP DA
[ |

(24 bits)

>

Identifies packet as a Original Ethernet Frame
VXLAN packet /
Cisco(( Ve
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VXLAN Frame Format (Cont.)
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VXLAN .
Outer Outer Original L2 Frame FCS
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VTEP (Virtual Tunnel Endpoint)

= NVE (Network Virtualisation Endpoint)

= VNI (VXLAN Network Identifier or VXLAN Segment ID)
= VXLAN Gateway

= Transit

= Remote VTEP

= Delivery Group (DG)

= BUM
Cisco ((Vf;/
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 VXLANVTEP . = =

VXLAN terminates its tunnels on VTEPs (Virtual Tunnel End Point).

Each VTEP has two interfaces - one to provide bridging function for local hosts, the
other has an IP identification in the core network for VXLAN encapsulation/de-
encapsulation.

Transpo

VTEP VTEP

IP Interface

IP Interface
Local LAN Segment Local LAN Segment
End System End System End System End System CiSCO ( l'vc’/
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‘Handling :'of I\/I ulti- Destl natlon TrafflC

Since a control/signalling protocol has not been defined, emulation of Multi-Destination

traffic (Broadcast, Multicast, Unknown Unicast) is handled through the VXLAN IP underlay
through the use of segment control multicast groups...

End System A
MAC-A

IP-A

BRKDCT-2643

End System B
MAC-B

IP-B
© 2014 Cisco and/or its affiliates. All rights reserved.
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VXLAN OverVIew

'VTEP Discovery & Address Learnlng

End System End System

ARP Request for IP B

Src MAC: MAC-A
S-MAC: MAC-1 Dst MAC: FF:FF:FF:FF:FF:FF
D-MAC: _
00:01:5E:01:01:01 T 5 MAC VXLAN ID Remote VTEP
wm Address
Outer S-IP: IP-1 o
Outer D-IP: 239.1.1.1 « ? LSS &L P-1
UDP
ARP Response from IP
VXLAN VNID: 10 B
0 ARP Request for IP B 4 S N Src MAC: MAC-B
< Src MAC: MAC-A ] \ VTEP 2 Dst MAC: MAC-A
ARP Response from IP Dst MAC: 7 Mc IP-2 End System B
B FF:FF:FF:FF:FF:FF ] rd 2 MAC-2 MAC-B
Src MAC: MAC-B S -l . e IP-B

End System A VTEP 1 6 D-MAC: MAC-1

MAC-A IP-1 Outer S-IP: IP
MAC VXLAN ID Remote VTEP Outer D-IP: IP

ARP Request for IP B MAC VXLAN ID Remote VTEP

Src MAC: MAC-A DP Address

ARP Request for IP B
Src MAC: MAC-A
Dst MAC: FF:FF:FF:FF:FF:FF

Dst MAC: FF:FF:FF:FF:FF:FF MAC-B VXLAN VNID: 10 MAC-A
ARP Response
from IP B { ’ /
Src MAC: MAC-B : l‘/e
. ) ) . Dst MAC: MAC- ) Clsco 4
BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights Cisco Public 21
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~ VXLAN Overview

‘Unicast Forwarding Packet Flow -

Outer S-MAC: MAC-3
Outer D-MAC: MAC-4

Outer S-MAC: MAC-1 Outer S-IP: IP-1
Outer D-MAC: MAC-2 Outer D-IP: IP-4
Outer S-IP: IP-1 UDP
Outer D-IP: IP-4 VXLAN VNID: 10
N S-MAC: MAC-A
VXLAN VNID: 10 Dlfe L2
S-MAC: MAC-A | | R S S-1P: IP-A
D-MAC: MAC-B D-IP: IP-B
S-1P: IP-A P-2: e
D-IP: 1P-B 165.123.1.2 140.123.1.2 MAC-4
IP-4:
MAC-1 S— 140.123.1.1
" IP-1:
S-MAC: MAC-A VTEP-1 165.123.1.1 S-MAC: MAC-A VTEP-2
D-MAC: MAC-B Eataid D-MAC: MAC-B
S—IP:.IP—A e
D-IP: IP-B o
__________________ 1
1 _
___________ VY‘?ESNI:II_E__ﬁﬂ_7___________)____'__ MAC-B
|P-B:
10.1.1.100 10.1.1.101

"""""""""" Cisco (f'l/f:/
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i Nexus 9000Ser|es

VXLAN Support

VXLAN is supported across the Nexus 9000 series platforms. The VXLAN
Gateway functionality is supported across all form factors and line cards.
Integrated routing functionality is only supported on ACI-enabled Modules...

Nexus 9300 Series Nexus 9500 Series

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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"""" ACI| Ready Linecards

e [ S e
‘ﬁ [ Ax [ &v | av | av | 2w av [ av Av | av  av | av  av | av [ av oy | Ay Av  av Ay av | av | av iy | av fecsssvifhecsssv) " -
o — e I

48 ports 1/10G-T & 4 ports 40G QSFP+

(non blocking)

36 ports 40G QSFP

(1.5:1 oversubscribed)

Nexus 9508 - ; :
. 13 RU high Unified Fabric Linecards

30Tbps fabric today 36 ports 40G QSFP+
Up to 288p 40G & 1,152p 10G e
Headroom for 100G densities ' ; ' =
(connectors, power)

Supervisors w/ quad core CPU and default 64GB
SSD

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public




| ‘Fixed SW|tchP|atform—Nexus 9300

Nexus 9396PQ o ACI Ready Uplink Module

= 48 port 10G SFP+ & 12 port .
40G QSFP+ 3 o e

= 2RU « 12 port 40G QSFP+
« Additional 40MB buffer
* Full VXLAN Bridging & Rout

Nexus 9300 - Common

Nexus 93128TX « Redundant FAN and Power Supply
. gGRFEJOFt 1/10G-T & 8 port 40G QSFP+ «  Front-to-back and Back-to-Front airflow
*  Dual or Quad Core CPU with default
64GB SDD

Cisco (f'l/f;/
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'Purpose-Built Data Centre oS -

Modern: 64-bit Linux 3.4.10 Kernel

Comprehensive: Purpose-built Data
Centre Feature Set, including
L2/L3/VXLAN

Modular: Code runs in DRAM only
when invoked

Fault Containment: Complete process
isolation for both features & services

Resiliency: Restartable user-space
network sfack & drivers

Management Infrastructure: CLI,
SNMP, NetConf/XML, OnePK, Open
Containers, JSSON

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Supported Platforms

Minimum
Nexus 9500 6.1.213.1.x
Nexus 9300 6.1.212.1.X
Nexus 3100 (3132/3172) 6.X
Nexus 6000 7.0(0)N1x
Nexus 5600 7.0(0)N1x
Nexus 7000 with F3 7.0.X

Recommended

6.1.2.13.1.x
6.1.2.12.1.x
Q2 CY14
Q3 CY14
Q4 CY14
Q4 CY14

* There is no licensing cost for VXLAN — Enhance Layer 3

Cisco (M’/
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i Nexus 9000 Serles

VXLAN Gateway

VXLAN gateway bridges traffic between VXLAN segment and another
physical / logical layer 2 domain (such as a VLAN)...

10 1010
20 1020

/XLAN Gatewgay)

= v
L3
Network

VXL - VXLAN

VLAN 10

|

Cisco ((Vf:/
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Nexus 9000 Serles

VXLAN Gateway

The Nexus 9000 series supports VXLAN Gateway function, allowing VLANS to be
bridged/mapped to VXLAN Segments and vice versa...

feature nv overlay
feature vn-segment-vlan-based

VTEP VXLAN Encap

S sl VXLAN Forwarding Table
|
VTEP
AAAAAAAAAAAA 1010 10.1.1.2
BB:BB:BB:BB:BB:BB 1020 10.1.1.3

VLAN to VXLAN Mapping

VLAN ID VXLAN ID

1010
20 1020

switch# show nve vni
Interface VNI Multicast-group VNI State Ethernet/ 802-1Q

Cisco {f'l/&/
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Nexus 9000 Serles

'VXLAN Bridging

VXLAN “Bridging” bridges traffic between VXLAN segments

VLAN ID VXLAN ID

10 1010
20 1020

Vs ey vz
VLAN 10 (VXLAN B(idging)

L3
Network

VXLAN - VXLAN
VTEP

VNI
1010

Cisco (f'l/f;/
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L 'VXLAN Forwardmg in 9300

VXLAN Bridging and Gateway

VXLAN Encapsulation and De-
encapsulation occur on NFE

* VLAN -> VXLAN (gateway)
 VXLAN - VLAN (gateway)
 VXLAN - VXLAN (bridging) [

« Bridging and Gateway are independent of

the port type (1/10/40G ports) Bridging and

Gateway
mode
support
Any to Any
Behaviour

Cisco (f'l/f:/
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- 'VXLAN Forwardmg Nexus 9500

VXLAN Bridging and Gateway

= VXLAN Encapsulation and De- encapsulatlon occur on NFE
= VLAN -> VXLAN (gateway)
= VXLAN - VLAN (gateway)
= VXLAN — VXLAN (bridging)

Fabric 4 W ( Fabric 5 W Fabric 6

Fabric 1

LR (il

R YV L M

ASIC ASIC

VLAN : VXLAN VLAN : VXLAN : VXLAN
1

v I Cisco (f'l/f:/
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- Nexus 9000 Serles

- VXLAN Routed I\/Iode

VXLAN routed mode ‘routes’ traffic between VXLAN segments and
between VXLAN another physical / logical layer 2 domain (such as a
VLAN)...

VXLAN VTEP
(VXLAN Routed

’
7/ Network

VXLAN - VXLAN
VTEP

VLAN 20

VNI
1010

Cisco ((Vf;/
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ik, VXLAN Forwardmg Nexus 9000

VXLAN Routlng

* VXLAN Routing is not supported currently on Packet Processor

« Additional recirculation required for VXLAN routing through Extended
Packet Processor

VLAN V¥ VXLAN VLAN I VXLAN
Subnet 10.20.20.0/24 Subnet 10.10.10.0/24 Subnet 10.20.20. 0/24 Subnet 10.10.10.0/24

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved. sco Public



- 'VXLAN Forwardmg Nexus 9500

'VXLAN Routing

 VXLAN Encapsulation and De-encapsulation occur on NFE
« Decap on ingress line card, Encap on egress

Routing occurs on the ingress NFE and ‘if’ required on fabric NFE
* Routed VXLAN is recirculated by ALE ASIC

i ]

‘If required
Longest Prefix
Match (LPM)
route lookup on

Fabric

Fabric 5

132 route
lookup on
ingress T2

Cisco (f'l/f:/
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VXLAN Designs

= Explore a variety of VXLAN designs and evaluate how they meet key design
criteria

= Assumption is the choice to go Overlay/VXLAN has already been made
— Objective is not to debate "Layer 2 vs. Layer 3" or "why overlay in the Data Centre?"

= Introduce concepts / design building-blocks to help you build a design that
meets your requirements

Cisco ((Vf;/
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VXLAN Designs

High-level design options considered in this presentation are in the following areas:

= Routed Access + IP Mobility
= L2 extension across Pod / Multi-tenancy
= Data Centre Interconnect (DCI)

Cisco ((Vf;/
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= Simplest design option

= Extension of traditional
aggregation/access designs in spine / leaf

i : L2/L3 boundar AEERRT T
Immediate benefits: LUl LU

= Simplified configuration

= Extension of VLANS IP Network

= Traffic distribution using ECMP EETE.

= |P Mobility e L
Cisco(('l/f:/
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VXLAN Gateway - Routed Access + IP Mobility

VXLAN
Enabled
Hypervisor

BRKDCT-2643

VXLAN
Enabled
Hypervisor

© 2014 Cisco and/or its affiliates. All rights reserved.

VXLAN Gateway defined at access layer
(leaf) — Nexus 9000

Multicast needs to be enabled for VXLAN
to work on the source interface

Next hop of VTEP needs to be Layer 3
vPC needs peer gateway

Only 1:1 mapping is allowed for VXLAN
to VLAN

Recommended N9K to be configured as
STP root switch in each L2 network

Link discovery protocols like CDP, LLDP
will not discover neighbours on the
remote VTEPSs

Virtual to physical migration (P2V)

Cisco ((Vf;/
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VXLAN Forwardmg

vPC

When vPC is enabled an ‘anycast’ VTEP
address is programmed on both vPC
peers

Symmetrical forwarding behaviour on both
peers provides

Multicast topology prevents BUM traffic
being sent to the same IP address across
the L3 network (prevents duplication of
flooded packets)

vPC peer-gateway feature must be
enabled on both peers

VXLAN header is ‘not’ carried on the vPC
Peer link (MCT link)

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved.
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VXLAN Forwardmg

-Design Con5|derat|ons

VXLAN VTEP

downstream of a Nexus
When VXLAN is being routed the next hop for VXLAN 2000 FEX is not
encapsulated frames needs to be over an L3 interface supported

Alternatively, all SVIs from a VXLAN Gateway must point
to the same physical next hop

[same VXLAN header MAC DA for all VXLAN
encapsulated packets sent from the same physical port]

Cisco (f'l/f;/
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: 'VXLAN DeS|gn Wlth VXLAN Brldgmg Only

L2 Exten5|on across Pods

L3 Core

SSIP.GW RIP.GW

Layer-2 VLAN Domain

Cisco (f'l/f:/
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VXLAN DeS|gn Wlth VXLAN Brldglng Only

STP/VPC Replacement Routlng off box -

L2 Link
L3 Link

Routing Between V

Al

IP GW for ALL VXLAN VLANs
(HSRP, VRRP)

- J

Cisco {f'l/&/
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~ VXLAN Design with VXLAN Bridging Only

' Spine-Leaf Deployment .

Border Routing Leaf
« VXLAN Routing
+ |P Gateway for Tenants’
subnets
* WAN Routing

\
7

\

VXLAN Bridging only

ISSEISSIIIIIIiiic
\SSSSSSSS3SSI:5sc
\SSS335553332:55:S
— —

IP GW for VXLAN VLANSs
\_ (HSRP, VRRP) Y,

Cisco {f'l/f;/
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-~ VXLAN Design with VXLAN Brldglng + Routmg

STP/VPC Replacement

Option A: Centralised IP Gateway and Inter-VXLAN Routing

L2 Link

IP GW for All VXLAN VLANs
(HSRP, VRRP)

VLAN GREEN
VLAN BLUE

\ J

Cisco {f'l/&/

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 47




- VXLAN Design with VXLAN Brldglng + Routmg

STP/VPC Replacement

Option B: Distributed IP Gateway and Inter-VXLAN Routing

=== ===
-

L2 Link
L3 Link

SABANEOVET] AR

2
Eong otveer é - A'l‘_\

= Gridging’ ~ NN /Z— N\ |

ciczsszssazszzoececss ooz sazszasssssases) (TR 5 Eliaaieieatis 5
SEREIEISEIE IR 53 I RN [ssizssscsses sositaatioseanee] G ST

i—
I

VXLAN Extended VLANs: VLAN A, B

Cisco (l'l/&/
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" VXLAN Design WlthVXLANBndgmg -+1_Rlou',ting. 2

' Spine-Leaf Deployment .

Option A: Centralised IP Gateway and Inter-VXLAN Routing

Border Routing Leaf
« VXLAN Routing
+ |P Gateway for Tenants’
subnets
* WAN Routing

T
SISSSISCEEONEsS
B e

VTEP for all Extended VLANSs
IP GW for all Extended VLANs
(HSRP, VRRP)
VXL AN Bridging only - J

bl ottt
i)

Cisco {f'l/f;/
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~ VXLAN Design with VXLAN Bridging + Routing

- Spine-Leaf Deployment .

Option B: Distributed IP Gateway and Inter-VXLAN Routing

~
Border Routing Leaf
For WAN Routing
VXLAN Extended VLANs: VLANA, B, C, D Nota VTEP 4

Cisco {f'l/&/
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VXLAN DeS|gn with VXLAN Brldgmg + Routlng +

Anycast |P GW - sTtPIvPC Replacement

L2 Link
L3 Link

Routing to Outside

V &A}\J OVEriay

N

Routing Betweén

VXN vem . W

7~ (Bridging)

_
T

i—
I

VXLAN Extended VLANs: VLAN A, B

Cisco (fV&l
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_ VXLAN Design with VXLAN Bridging + Routing +

Anycast IP Gateway - spine-Leaf Deployment -~

Raufing fo-Gutside

\\

i
Border Routing Leaf
For WAN Routing
VXLAN Extended VLANs: VLAN A, B, C, D Not a VTEP J

Cisco {f'l/&/
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VXLAN - Unsupported Bud-node Topology

This is unsupported Bud-node W@\
s34 =2\t v"% B oscizssnssaaessestess

Cisco ((Vf:/
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VXLAN — Supported and Unsupported FEX Topology

p

< -

] siic
— TUTTTYVYTER T

= f@}? »f’ 2 ;3*7755’77 »f/
&
Hypervisor
o J

BRKDCT-2643

.

- VXLAN host behind FEX is not supported.

-

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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VXLAN Configuration

Enabling VXLAN feature

Enable VLAN model of VXLAN bridging

Enable Multicast

Make sure source interface and next hop L3 interface should have multicast enabled

Creating NVE (Overlay) interface

switch (config)# interface nve <x>

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VXLAN Configuration

Default UDP Port is 4789

Configure VXLAN UDP Port

Creating VXLAN VNIs (optional)

VLAN to VXLAM Mapping configuration

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VXLAN VPC Configuration

Loopback Interface Configuration

interface loopback0
no ip redirects

The secondary ip address is used by the emulated VTEP for VXLAN

The emulated ip address allows the network to load balance the traffic destined to vPC
connected devices without using MCT.

Just make sure all the configs are identical between vPC Primary and vPC Secondary

Cisco (f'l/f:/
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VXLAN Sample Topology -VTEP -

Transport Network
(OSPF and IP PIM)

Multicast group: gi=———ai»
230.1.1.1 -
2
30.1.1.0/30 1 LoopbackO:
100.100.100.2/32

| Nexus 9000 VTEP-1 = = Nexus 9000 VTEP-2
el/l el/l

/20.1.1.0/30
Loopback O:
100.100.100.1/32

Cisco (f'l/f:/
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L3 Trafisport Network
(OSPF and IP PIM)

n9k-vtep-1(config)# feature ospf
n9k-vtep-1(config)# feature pim

n9k-vtep-1(config)# router ospf 1 2”3“$f‘fj?tlgr°“p:@
n9k-vtep-1(config-router)# router-id 100.100.100.1 2

n9k-vtep-1(config)# ip pim rp-address 10.1.1.1 group-list 224.0.0.0/4

AN

Nexus 9000 VTEP-1 Nexus 9000 VTEP-2

n9k-vtep-1(config)# interface loopbackO , |
n9k-vtep-1(config-if)# ip address 100.100.100.1/32

n9k-vtep-1(config-if)# ip router ospf 1 area 0.0.0.0 - -

n9k-vtep-1(config-if)# ip pim sparse-mode

n9k-vtep-1(config)# interface e2/1
n9k-vtep-1(config-if)# ip address 20.1.1.1/30
n9k-vtep-1(config-if)# ip router ospf 1 area 0.0.0.0
n9k-vtep-1(config-if)# ip pim sparse-mode

Cisco (f'l/f:/
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n9k-vtep-1(config)# feature nv overlay
n9k-vtep-1(config)# feature vn-segment-vian-based

L3 Trafisport Network
(OSPF and IP PIM)

-

Nexus 9000 VTEP-1 Nexus 9000 VTEP-2

n9k-vtep-1(config)# interface el/l
n9k-vtep-1(config-if)# switchport ST
n9k-vtep-1(config-if)# switchport access vian 10
n9k-vtep-1(config-ify# no shutdown

n9k-vtep-1(config)# interface nvel
n9k-vtep-1(config-ify# no shutdown , |

n9k-vtep-1(config-if)# source-interface loopbackO
n9k-vtep-1(config-if)# overlay-encapsulation vxlan - -
n9k-vtep-1(config-ify¥ member vni 1010 mcast-group 230.1.1.1

n9k-vtep-1(config)# vian 10
n9k-vtep-1(config-vlan)# vn-segment 1010

Cisco (f'l/f:/
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n9k-vtep-2(config)# feature ospf
n9k-vtep-2(config)# feature pim
n9k-vtep-2(config)# router ospf 1
n9k-vtep-2(config-router)# router-id 100.100.100.2
n9k-vtep-2(config)# ip pim rp-address 10.1.1.1 group-list 224.0.0.0/4

@ 230.1.1.1

n9k-vtep-2(config)# interface loopbackO

s . Nexus 9000 VTEP-1 Nexus 9000 VTEP-2
n9k-vtep-2(config-if)# ip address 100.100.100.2/32
n9k-vtep-2(config-if)# ip router ospf 1 area 0.0.0.0 ,
n9k-vtep-2(config-if)y# ip pim sparse-mode - -

n9k-vtep-2(config)# interface e2/1
n9k-vtep-2(config-if)# ip address 30.1.1.1/30
n9k-vtep-2(config-if)# ip router ospf 1 area 0.0.0.0
n9k-vtep-2(config-if)# ip pim sparse-mode

Cisco {f'l/f;/
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n9k-vtep-2(config)# feature nv overlay
n9k-vtep-2(config)# feature vn-segment-vlan-based

n9k-vtep-2(config)# interface el/l
n9k-vtep-2(config-ify# switchport
n9k-vtep-2(config-ify# switchport access vlan 10
n9k-vtep-2(config-if)# no shutdown

@ 230.1.1.1

Nexus 9000 VTEP-1 Nexus 9000 VTEP-2

n9k-vtep-2(config)# interface nvel ,
n9k-vtep-2(config-ify# no shutdown -
n9k-vtep-2(config-ify# source-interface loopbackO

n9k-vtep-2(config-if)# overlay-encapsulation vxlan

n9k-vtep-2(config-ify¥ member vni 1010 mcast-group 230.1.1.1

n9k-vtep-2(config)# vian 10
n9k-vtep-2(config-vlan)# vn-segment 1010

Cisco {f'l/f;/
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L3 Transport Network
(OSPF and IP PIM)

=

Multicast group:

LoopbackkO:

2
20.1.1.4/30 30.1.1.0/30 \ 1 100.100.100.2/32

:2 Nexus 9000 VTEP-2

=i Nexus 9000 VTEP-3

Loopback O: el

200.200.200.1/32
100.100.100.1/32 (Secondary)

Loopback 0O:
200.200.200.2/32
100.100.100.1/32 (Secondary)

Cisco (f'l/a/
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n9k-vtep-1(config)# feature ospf

n9k-vtep-1(config)# feature pim

n9k-vtep-1(config)# router ospf 1 L3 Transport Network
(OSPF and IP PIM) _

n9k-vtep-1(config-router)# router-id 200.200.200.1 — Multicast group:
n9k-vtep-1(config)# ip pim rp-address 10.1.1.1 group-list 224.0.0.0/ !-WT
n9k-vtep-1(config)# interface loopbackO m T, ——

Nexus 9000 VTEP-1 Nexus 9000 VTEP-2 Nexus 9000 VTEP-3

n9k-vtep-1(config-if)# ip address 200.200.200.1/32 ~ e

|
n9k-vtep-1(config-if)# ip address 100.100.100.1/32 secondary @ -

n9k-vtep-1(config-if)# ip router ospf 1 area 0.0.0.0
n9k-vtep-1(config-ify# ip pim sparse-mode

n9k-vtep-1(config)# interface e2/1
n9k-vtep-1(config-if)# ip address 20.1.1.1/30
n9k-vtep-1(config-if)# ip router ospf 1 area 0.0.0.0
n9k-vtep-1(config-ify# ip pim sparse-mode

n9k-vtep-1(config)# feature nv overlay /
n9k-vtep-1(config)# feature vn-segment-vlian-based ,
P-I 9 g Cisco(( l/&
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n9k-vtep-1(config)# interface port-channel 10
n9k-vtep-1(config-if)# vpc 10
n9k-vtep-1(config-if)# switchport
n9k-vtep-1(config-if)# switchport mode access

. . Multicast group:
n9k-vtep-1(config-ify# switchport access vian 10 30.1.1 -
n9k-vtep-1(config-ifi# no shutdown / \

Nexus 9000 VTEP-1

n9k-vtep-1(config)# interface el/l ~

|
n9k-vtep-1(config-if)# channel-group 10 mode active @ -

L3 Transport Network
(OSPF and IP PIM) _

Nexus 9000 VTEP-2 Nexus 9000 VTEP-3

n9k-vtep-1(config-ify# no shutdown

n9k-vtep-1(config)# interface nvel

n9k-vtep-1(config-ify# no shutdown

n9k-vtep-1(config-ify# source-interface loopbackO
n9k-vtep-1(config-if)# overlay-encapsulation vxlan
n9k-vtep-1(config-ify¥ member vni 1010 mcast-group 230.1.1.1

n9k-vtep-1(config)# vian 10
n9k-vtep-1(config-vlan)# vn-segment 1010 ’
P J ) J Cisco(( l/&/
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n9k-vtep-2(config)# feature ospf
n9k-vtep-2(config)# feature pim
n9k-vtep-2(config)# router ospf 1
n9k-vtep-2(config-router)# router-id 200.200.200.2
n9k-vtep-2(config)# ip pim rp-address 10.1.1.1 group-list 224.0.0.0/4

k-vtep-2(config)# interface loopbackO /
n9k-vtep-2(config-if)# ip address 200.200.200.2/32 Nexus 9000 VTEP-1 === Nexus 9000 VTEP-2 Nexus 9000 VTEP-3

n9k-vtep-2(config-if)# ip address 100.100.100.1/32 secondary N

|
n9k-vtep-2(config-ifj# ip router ospf 1 area 0.0.0.0 ST -

n9k-vtep-2(config-if)y# ip pim sparse-mode

L3 Transport Network
(OSPF and IP PIM) _

] Multicast group: ==
30.1.1.

n9k-vtep-2(config)# interface e2/1
n9k-vtep-2(config-if)# ip address 20.1.1.5/30
n9k-vtep-2(config-if)# ip router ospf 1 area 0.0.0.0
n9k-vtep-2(config-if)# ip pim sparse-mode

n9k-vtep-2(config)# feature nv overlay ' /
n9k-vtep-2(config)# feature vn-segment-vlan-based Cisco((l/&
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n9k-vtep-2(config)# interface port-channel 10
n9k-vtep-2(config-if)# vpc 10
n9k-vtep-2(config-if)# switchport
n9k-vtep-2(config-if)# switchport mode access
n9k-vtep-2(config-if)# switchport access vian 10
n9k-vtep-2(config-if)y# no shutdown

L3 Transport Network
(OSPF and IP PIM)

Multicast group:

n9k-vtep-2(config)# interface el/l Nexus 9000 VTEP-1 Nexus 9000 VTEP-2 Nexus 9000 VTEP-3
n9k-vtep-2(config-if)# channel-group 10 mode active N I

n9k-vtep-2(config-ify# no shutdown

n9k-vtep-2(config)# interface nvel

n9k-vtep-2(config-ify# no shutdown

n9k-vtep-2(config-if)# source-interface loopbackO
n9k-vtep-2(config-if)# overlay-encapsulation vxlan
n9k-vtep-2(config-ify¥ member vni 1010 mcast-group 230.1.1.1

n9k-vtep-2(config)# vian 10
n9k-vtep-2(config-vlan)# vn-segment 1010 Cisc o(('l/f:/
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n9k-vtep-3(config)# feature nv overlay
n9k-vtep-3(config)# feature vn-segment-vian-based

n9k-vtep-3(config)# interface el/1
n9k-vtep-3(config-if)# switchport

n9k-vtep-3(config-if)# switchport access vian 10 Nexus 9000 VTEP.] ==l
n9k-vtep-3(config-ify# no shutdown

Nexus 9000 VTEP-2 Nexus 9000 VTEP-3

n9k-vtep-3(config)# interface nvel

n9k-vtep-3(config-if)y# no shutdown

n9k-vtep-3(config-if)# source-interface loopback0
n9k-vtep-3(config-if)# overlay-encapsulation vxlan
n9k-vtep-3(config-ify¥ member vni 1010 mcast-group 230.1.1.1

n9k-vtep-3(config)# vian 10
n9k-vtep-3(config-vlan)# vn-segment 1010

Cisco {f'l/f;/
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VXLAN Troubleshooting



Troubleshooting i

= NVE Interface State
— NVE source interface is configured
— The source interface has IPv4 address is configured
— Source interface is OPER up
— NVE interface is admin up and has multicast group associated to it.

= Restrictions
— Only 1 NVE local interface is supported
— VXLAN gateway shouldn’t be connected to multiple core routers via a layer 2 switch
— Support for downstream multicast receivers

Cisco ((Vf;/
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Troubles'h'ooiting 2

Verify Overlay Peer

switch# show nve peers

switch# show nve peers interface nvel

switch# show nve peers vni 1010

Verify Overlay interface

switch# show nve vni

BRKDCT-2643

© 2014 Cisco and/or its affiliates. All rights reserved.

+ Itdisplays VTEP peers and the
associated VNI with them. The output
displays time since the peer was last
detected / learnt.

 List of all VNIs that are associated with
various nve interfaces and the associated
multicast IP address.

Cisco {f'l/&/
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Troublesho ot ng (Cont) . ,

Verify MAC address is learnt « List of all VNIs that are associated with
various nve interfaces and the associated

multicast IP address.

Few Other Commands

Cisco (f'l/fo/
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~ Troubleshooting (Cont.) -

Few Debug commands

switch# debug nve errors

Cisco {f'l/&/
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VXLAN Control Plane Alternatives — Future

= Challenges:
— Data Centre Core may not support multicast.
— Scale challenges with multicast flooding.
— VXLAN Membership / Auto-discovery of VTEP.
— Support of Gateway multi-homing.
— VNI to IP multicast group mapping has to be managed.

= Alternatives:
— BGP Control Plane
— LISP Control Plane
— API

Cisco ((Vf;/
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Key Takeaways — VXLAN Technology

= VXLAN is simple

— Keeps the attractive aspects of Layer 2 — No re-addressing, simple configuration and
deployment

— Integrates stability and scale of Layer 3
= VXLAN is efficient

— Proper utilisation of ECMP
— Optimal path between any two nodes

= VVXLAN is scalable

— Can extend a bridged domain without extending the risks generally associated with
Layer 2 and beyond 4K VLAN limit

= VXLAN Control Plane (Future)
— BGP and LISP

Cisco (M’/
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Key Takeaways — VXLAN Design

= You can deploy VXLAN today, with traditional network designs

= VXLAN introduces immediate, tangible benefits to any design:
— Simple configuration, leverage parallel network paths, extend VLANSs safely etc.

= Provides multiple design options to help you build a network that meets your
requirements

Cisco ((Vf;/

BRKDCT-2643 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



References. =~

VXLAN Overview: Cisco Nexus 9000 Series Switches

http://www.cisco.com/en/US/prod/collateral/switches/ps9441/ps13386/white-
paper-c11-729383 ns1261 Networking Solutions White Paper.html

* Cisco Nexus 9000 Series NX-OS VXLAN Configuration Guide

VXLAN: A Framework for Overlaying Virtualised Layer 2 Networks over Layer 3
Networks

http://www.ietf.org/id/draft-mahalingam-dutt-dcops-vxlan-07.txt

* Will be available at the time of FCS of the software code
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